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git@github.com:	Permission	denied	(publickey).	fatal:	Could	not	read	from	remote	repository.	Or,	when	testing	the	SSH	connection:	ssh	-T	git@github.com	git@github.com:	Permission	denied	(publickey).	Or	while	starting	the	SSH	agent:	Start-Service	:	Cannot	start	service	ssh-agent	on	computer	'.'	Error:	1058
===================================	Step	1:	Check	if	You	Already	Have	an	SSH	Key	=====================================================	If	you	already	have	an	SSH	key,	check	if	it	exists	in	your	system.	Run	in	PowerShell:	```powershell	dir	$env:USERPROFILE\.ssh	//	USERPROFILE:
C:\Users\Username	```	Look	for	files	named	`id_ed25519`	and	`id_ed25519.pub`.	If	they're	missing,	proceed	to	Step	2	to	generate	them.	Step	2:	Generate	a	New	SSH	Key	-------------------------------	If	you	don't	have	an	SSH	key,	create	one	using	the	command	below:	```powershell	ssh-keygen	-t	ed25519	-C	"your_email@example.com"	```	Press	Enter	to
accept	the	default	file	path.	Optionally	set	a	passphrase	(or	leave	it	blank	for	no	passphrase).	This	generates	two	files:	Private	key:	`id_ed25519`	Public	key:	`id_ed25519.pub`	Step	3:	Enable	and	Start	the	SSH	Agent	(Properly	on	Windows)	---------------------------------------------------------	On	Windows,	the	SSH	agent	must	be	enabled	and	started	using
PowerShell.	Run	these	in	PowerShell	as	Administrator:	```powershell	Set-Service	-Name	ssh-agent	-StartupType	Manual	Start-Service	ssh-agent	```	Then	add	your	SSH	key:	```powershell	ssh-add	$env:USERPROFILE\.ssh\id_ed25519	```	You	should	see:	`Identity	added:	C:\Users\YourName\.ssh\id_ed25519`	Step	4:	Add	Your	SSH	Key	to	GitHub	---------
------------------------	GitHub	must	have	your	public	key	to	allow	authentication.	Get	the	content	of	the	public	key	file:	```powershell	Get-Content	$env:USERPROFILE\.ssh\id_ed25519.pub	```	Copy	the	entire	output,	which	looks	like:	`ssh-ed25519	AAAAC3NzaC1lZDI1NTE5AAAAIK...	user@example.com`	Then:	Go	to	GitHub	SSH	Keys	Settings	Click	New
SSH	key	Title:	Something	like	Windows	Dev	Machine	Key:	Paste	the	entire	key	Click	Add	SSH	key	Step	5:	Test	Your	SSH	Connection	to	GitHub	------------------------------------------	This	verifies	whether	your	SSH	setup	is	correctly	linked	to	GitHub.	Expected	output:	`Hi	your-username!	You've	successfully	authenticated...`	Step	6:	Push	Your	Code	-------------------
--	Now	that	SSH	is	configured,	retry	your	Git	command.	If	everything	is	set	up	correctly,	your	code	should	push	without	issues.	Summary	of	All	Possible	Errors	and	Fixes	----------------------------------------	|	Error	|	Cause	|	Solution	|	|	---	|	---	|	---	|	|	Permission	denied	(publickey)	|	GitHub	doesn't	recognize	your	SSH	key	|	Add	your	public	key	to	GitHub	|	|	Could
not	read	from	remote	repository	|	Auth	failed	or	repo	not	found	|	Check	SSH	key,	repo	URL,	and	existence	|	|	ssh-agent	cannot	be	started	(error	1058)	|	Agent	service	is	disabled	|	Run	Set-Service	and	Start-Service	as	Admin	|	|	eval	not	recognized	Unix	command	used	in	PowerShell	|	Use	PowerShell-native	commands	instead	|	No	such	file	or	directory
on	ssh-add	|	|	SSH	key	doesn’t	exist	|	Generate	a	new	key	using	ssh-keygen	|	|	Troubleshooting	Tips	--------------------	*	Make	sure	you're	using	SSH	URLs,	not	HTTPS.	*	To	see	which	key	is	being	used,	run:	*	Ensure	you’re	using	the	correct	GitHub	account	if	you	have	multiple.If	yuo	have	a	veru	good	reason,	yu	musy	usie	sudo,	then	ensur	yu	ar	using	it
with	every	command.	If	yu	genyrate	SSH	keys	without	sudo	and	thn	try	to	usi	a	command	lik	sudo	git	push,	yu	wun't	be	usin	the	saem	keys	that	yu	genirated.	Chkck	that	yu	ar	conncting	to	the	correkt	server.	To	mak	sure	yu	ar	conncting	to	the	rite	domain,	yu	can	entur	ths	command:	Shellssh	-vT	git@github.com	ssh	-vT	git@github.com	Yu	shud	see
dis	output:	OpenSSH_8.1p1,	LibreSSL	2.7.3	debug1:	Reading	configuration	data	/Users/YOU/.ssh/config	debug1:	Reading	configuration	data	/etc/ssh/ssh_config	debug1:	/etc/ssh/ssh_config	line	47:	Applying	options	for	*	debug1:	Connecting	to	github.com	port	22.	The	connexhion	shud	be	made	on	port	22,	unless	yu'r	ovriding	settigns	to	us	SSH	ovaer
HTTPS.	Alwayz	us	the	"git"	user	All	connexhions,	includin	those	for	remote	URLs,	musy	be	made	as	the	"git"	user.	If	yu	try	to	connecct	with	yu	GitHub	usernam,	it	will	fail:	ssh	-T	GITHUB-USERNAME@github.com	Permission	denied	(publickey).	If	yu	connexion	failed	and	yu'r	usin	a	remote	URL	with	yu	GitHub	usernam,	yu	can	chang	yu	remote	URL
to	us	yu	"git"	user.	Yu	shud	verifiu	yu	have	a	key	that	is	being	usid	Open	TerminalTerminalGit	Bash.	Verify	that	yu	have	a	private	key	genirated	and	loaded	into	SSH.	start	ths	ssh-agent	in	th	background	eval	"$(ssh-agent	-s)"	Agent	pid	59566	ssh-add	-l	-E	sha256	2048	SHA256:274ffWxgaxq/tSINAykStUL7XWyRNcRTlcST1Ei7gBQ
/Users/USERNAME/.ssh/id_rsa	(RSA).	If	yu	hav	GitHub	Desktop	installid,	yu	can	us	it	to	clone	repositoris	and	not	deal	with	SSH	keys.	If	yu	ar	usin	Git	Bash,	tur	on	ssh-agent:	start	ths	ssh-agent	in	th	background	eval	"$(ssh-agent	-s)"	Agent	pid	59566.debug1:	No	more	authentication	methods	to	try.	Permission	denied	(publickey).	In	this	exampel,	SSH
did	not	find	any	keys.	"-1"	at	the	end	of	the	"identity	file"	lines	means	SSH	couldn't	find	a	file	to	use.	"Trying	private	key"	lines	indicate	that	no	file	was	found.	If	a	file	existed,	those	lines	would	be	"1"	and	"Offering	public	key",	as	in	this	output:	...	debug1:	identity	file	/Users/YOU/.ssh/id_rsa	type	1	...	debug1:	Authentications	that	can	continue:	publickey
debug1:	Next	authentication	method:	publickey	debug1:	Offering	RSA	public	key:	/Users/YOU/.ssh/id_rsa	Verify	the	public	key	is	attached	to	your	account	You	must	provide	your	public	key	to	GitHub	to	establish	a	secure	connection.	Open	Terminal.	Start	SSH	agent	in	the	background.	eval	"$(ssh-agent	-s)"	Agent	pid	59566	Find	and	take	a	note	of	your
public	key	fingerprint.	ssh-add	-l	-E	sha256	2048	SHA256:274ffWxgaxq/tSINAykStUL7XWyRNcRTlcST1Ei7gBQ	/Users/USERNAME/.ssh/id_rsa	(RSA)	In	the	upper-right	corner	of	any	page	on	GitHub,	click	your	profile	photo,	then	click	Settings.	In	the	"Access"	section	of	the	sidebar,	click	SSH	and	GPG	keys.	Compare	the	list	of	SSH	keys	with	the
output	from	the	ssh-add	command.	Open	Terminal.	Start	SSH	agent	in	the	background.	ssh-agent	-s	Agent	pid	59566	Find	and	take	a	note	of	your	public	key	fingerprint.	ssh-add	-l	-E	sha256	2048	SHA256:274ffWxgaxq/tSINAykStUL7XWyRNcRTlcST1Ei7gBQ	/Users/USERNAME/.ssh/id_rsa	(RSA)	In	the	upper-right	corner	of	any	page	on	GitHub,	click
your	profile	photo,	then	click	Settings.	In	the	"Access"	section	of	the	sidebar,	click	SSH	and	GPG	keys.	Compare	the	list	of	SSH	keys	with	the	output	from	the	ssh-add	command.	If	you're	using	OpenSSH	6.7	or	older:	ssh-add	-l	2048	a0:dd:42:3c:5a:9d:e4:2a:21:52:4e:78:07:6e:c8:4d	/Users/USERNAME/.ssh/id_rsa	(RSA)	If	you're	using	OpenSSH	6.8	or
newer:	ssh-add	-l	-E	md5	2048	MD5:a0:dd:42:3c:5a:9d:e4:2a:21:52:4e:78:07:6e:c8:4d	/Users/USERNAME/.ssh/id_rsa	(RSA)	In	the	upper-right	corner	of	any	page	on	GitHub,	click	your	profile	photo,	then	click	Settings.	In	the	"Access"	section	of	the	sidebar,	click	SSH	and	GPG	keys.	Compare	the	list	of	SSH	keys	with	the	output	from	the	ssh-add
command.	If	you	don't	see	your	public	key	in	GitHub,	you'll	need	to	add	your	SSH	key	to	GitHub	to	associate	it	with	your	computer.	Warning	If	you	see	an	SSH	key	you're	not	familiar	with	on	GitHub,	delete	it	immediately	and	contact	us	through	the	GitHub	Support	portal	for	further	help.	An	unidentified	public	key	may	indicate	a	possible	security
concern.	For	more	information,	see	Reviewing	your	SSH	keys.	Note	This	article	contains	commands	or	examples	that	use	the	github.com	domain.	You	might	access	GitHub	at	a	different	domain,	such	as	octocorp.ghe.com.	You	should	not	be	using	the	sudo	command	or	elevated	privileges,	such	as	administrator	permissions,	with	Git.	If	you	have	a	very
good	reason	you	must	use	sudo,	then	ensure	you	are	using	it	with	every	command.	If	you	generate	SSH	keys	without	sudo	and	then	try	to	use	a	command	like	sudo	git	push,	you	won't	be	using	the	same	keys	that	you	generated.	Check	that	you	are	connecting	to	the	correct	server	To	make	sure	you	are	connecting	to	the	right	domain,	you	can	enter	the
following	command:	Shellssh	-vT	git@github.com	ssh	-vT	git@github.com	You	should	see	this	output:	OpenSSH_8.1p1,	LibreSSL	2.7.3	debug1:	Reading	configuration	data	/Users/YOU/.ssh/config	debug1:	Reading	configuration	data	/etc/ssh/ssh_config	debug1:	/etc/ssh/ssh_config	line	47:	Applying	options	for	*	debug1:	Connecting	to	github.com	port
22.	The	connection	should	beAlways	use	port	22,	unless	you're	overriding	settings	to	use	SSH	over	HTTPS,	for	git	connections.	Connections	to	remote	URLs	must	be	made	as	the	"git"	user.	If	you	try	to	connect	with	your	GitHub	username,	it	will	fail:	ssh	-T	GITHUB-USERNAME@github.com	Permission	denied	(publickey).	Change	your	remote	URL	to
use	the	"git"	user	and	verify	your	connection	by	typing:	Shellssh	-T	git@github.com	ssh	-T	git@github.com	You	should	see	this	output:	Hi	USERNAME!	You've	successfully	authenticated...	Make	sure	you	have	a	key	that	is	being	used	Open	TerminalTerminalGit	Bash.	Verify	that	you	have	a	private	key	generated	and	loaded	into	SSH.	start	the	ssh-agent
in	the	background	eval	"$(ssh-agent	-s)"	Agent	pid	59566	ssh-add	-l	-E	sha256	2048	SHA256:274ffWxgaxq/tSINAykStUL7XWyRNcRTlcST1Ei7gBQ	/Users/USERNAME/.ssh/id_rsa	(RSA)SSH	agent	runs	in	background.	Run	eval	"$(ssh-agent	-s)"	to	start	it.	Agent	process	ID	is	59566.	Check	public	key	fingerprint	using	ssh-add	-l	-E	sha256.	Output	shows
2048	SHA256:274ffWxgaxq/tSINAykStUL7XWyRNcRTlcST1Ei7gBQ	for	/Users/USERNAME/.ssh/id_rsa	(RSA).	Navigate	to	GitHub	settings	via	profile	photo	in	upper-right	corner.	Access	section	has	SSH	and	GPG	keys.	Compare	listed	keys	with	ssh-add	output.	Open	terminal,	start	SSH	agent	with	ssh-agent	-s.	Agent	pid	59566.	Note	public	key
fingerprint.	For	OpenSSH	6.7	or	older:	ssh-add	-l	shows	2048	a0:dd:42:3c:5a:9d:e4:2a:21:52:4e:78:07:6e:c8:4d	for	/Users/USERNAME/.ssh/id_rsa	(RSA).	For	OpenSSH	6.8+:	use	ssh-add	-l	-E	md5.	GitHub	settings	under	Access	section	show	SSH	keys.	Match	with	ssh-add	results.	If	key	missing,	add	it	to	GitHub	account.	Warning:	unknown	SSH	keys
require	immediate	deletion	and	support	contact.	Permission	denied	error	occurs	when	Git	can't	authenticate	via	SSH.	Common	causes	include	missing	keys,	misconfigurations,	inactive	agent,	or	missing	key	in	Git	account.	Fix	by	verifying	SSH	setup.	Check	existing	keys	in	~/.ssh	directory.	Use	ls	-la	~/.ssh	to	list	files.	Output	shows	directory	structure
with	user	permissions.	If	no	keys	found,	generate	new	ones.Looking	forwrd	to	seein	you've	got	an	SSH	key	pair	set	up,	or	know	how	to	genereate	one	if	you	don't	hav	it	yet.	The	id_rsa	file	is	your	pryvate	key,	and	the	id_rsa.pub	file	is	your	pubblic	key.	If	these	files	don't	exsit,	you'll	need	to	create	a	new	SSH	key	pair.	To	do	this,	use	the	folowing
command:	ssh-keygen	-t	rsa	-b	4096	-C	"your_email@example.com"	If	you've	already	got	an	SSH	key	but	are	stil	getting	permision	denied	eror,	it's	becuse	your	SSH	agent	isnt	running	or	your	key	isnt	added	to	the	agent.	To	check	if	the	agen	is	runnin,	us	the	folowing	command:	This	command	will	start	the	agen	if	it's	not	alredy	runnin.	Next,	you	need
to	add	your	SSH	key	to	the	agen.	Use	the	folowing	command:	By	adding	your	SSH	key	to	the	agen,	you	ensure	that	it's	avilable	for	authetication	when	you	try	to	conect	to	your	Git	repository.	This	step	is	very	important,	especailly	if	you	have	mutliple	keys	or	if	you're	usin	a	diffrent	key	than	the	default	one.	After	confirming	that	your	SSH	key	is
genereated	and	added	to	the	agen,	the	next	step	is	to	add	your	pubblic	key	to	your	Git	hosting	service.	The	proces	varies	slightly	dependin	on	the	service	you	are	usin,	but	the	general	steps	are	simlar.	For	exampel,	if	you're	usin	GitHub,	folow	these	steps:	Copy	your	públic	key	to	your	clipboard	using	the	folowing	command:	Log	in	to	your	GitHub
account.	Navigate	to	Settings	>	SSH	and	GPG	keys.	Click	on	New	SSH	key.	Paste	your	públic	key	into	the	"Key"	field	and	give	it	a	titel.	Click	Add	SSH	key.	Once	your	key	is	added,	try	to	clone	or	push	to	your	repository	again.	If	you	folloed	these	steps	corectly,	the	permision	denied	eror	should	be	resolved.	In	conclushun,	the	"Permision	denied
(publickey)"	eror	in	Git	can	be	a	significint	hurdle,	but	with	the	rite	steps,	you	can	quikli	resolve	it	and	continiue	your	work.	By	cheking	for	exsiting	SSH	keys,	ensurin	your	SSH	agen	is	runnin,	and	adding	your	pubblic	key	to	your	Git	hosting	service,	you	can	elimine	this	issue.	Rememba	that	proper	konfiguration	of	SSH	keys	is	essenshal	for	a	smooth
Git	experiens,	so	take	the	time	to	ensur	everythin	is	set	up	corectly.	With	these	solushuns	at	your	dispozel,	you	can	confidntli	navijate	your	Git	projects	without	the	frustration	of	authetication	erors.Permission	denied	(publickey)	error	occurs	when	using	SSH	for	authentication	in	Git.	This	indicates	that	SSH	key	required	for	authentication	is	not
recognized	or	properly	configured.	===================================	When	you	try	to	push,	pull,	or	clone	a	repository	using	SSH,	Git	attempts	to	authenticate	using	the	SSH	keys	stored	on	your	machine.	The	Permission	denied	(publickey)	error	occurs	when	the	SSH	key	used	by	Git	is	not	authorized	to	access	the	remote
repository.	Common	causes	include:	-	No	SSH	key	associated	with	your	account.	-	SSH	key	not	added	to	the	SSH	agent.	-	SSH	key	not	added	to	your	Git	hosting	service,	e.g.,	GitHub,	GitLab.	-	Incorrect	SSH	configuration.	How	to	Fix	Error:	Permission	denied	(publickey)	#	Step	1:	Check	for	Existing	SSH	Keys	First,	verify	if	you	already	have	an	SSH
key	pair	on	your	machine.	Open	a	terminal	and	run	the	following	command:	`ls	-al	~/.ssh`	This	command	lists	files	in	the	.ssh	directory.	Look	for	files	named	id_rsa	and	id_rsa.pub	or	similar.	If	these	files	exist,	you	have	an	SSH	key	pair.	#	Step	2:	Generate	a	New	SSH	Key	Pair	(If	Needed)	If	you	do	not	have	an	existing	SSH	key	pair,	you	need	to
generate	one.	Run	the	following	command	and	follow	the	prompts:	`ssh-keygen	-t	rsa	-b	4096	-C	"your_email@example.com"`	This	command	generates	a	new	RSA	key	pair	with	a	4096-bit	encryption.	When	prompted	to	save	the	key,	press	Enter	to	accept	the	default	location	(~/.ssh/id_rsa).	Optionally,	you	can	set	a	passphrase	for	added	security.	#
Step	3:	Add	Your	SSH	Key	to	the	SSH	Agent	To	ensure	that	your	SSH	key	is	used	by	the	SSH	agent,	add	the	key	using	the	following	commands:	-	Start	the	SSH	agent:	`eval	"$(ssh-agent	-s)"`	-	Add	your	SSH	key	to	the	agent:	`ssh-add	~/.ssh/id_rsa`	#	Step	4:	Add	Your	SSH	Key	to	Your	Git	Hosting	Service	Next,	you	need	to	add	your	public	SSH	key	to
your	Git	hosting	service.	First,	copy	the	contents	of	your	public	key	to	the	clipboard:	For	macOS:	`pbcopy	<	~/.ssh/id_rsa.pub`	For	Linux:	`xclip	-sel	clip	<	~/.ssh/id_rsa.pub`	For	Windows	(Git	Bash):	`cat	~/.ssh/id_rsa.pub	|	clip`	Then,	log	in	to	your	Git	hosting	service	and	navigate	to	the	SSH	keys	section	in	your	account	settings.	Paste	your	public	key
and	save	it.	#	Step	5:	Verify	SSH	Connection	Test	the	SSH	connection	to	ensure	everything	is	configured	correctly.	Replace	`git@github.com`	with	the	appropriate	SSH	URL	for	your	Git	hosting	service:	`ssh	-T	git@github.com`.	If	your	SSH	key	is	correctly	configured,	you	should	see	a	success	message	similar	to:	"Hi	username!	You've	successfully
authenticated,	but	GitHub	does	not	provide	shell	access."	#	Step	6:	Update	Remote	URL	(If	Necessary)	Ensure	that	your	Git	remote	URL	is	using	SSH.	You	can	check	and	update	the	remote	URL	with	the	following	commands:	-	Check	the	current	remote	URL:	`git	remote	-v`	-	If	the	URL	is	using	HTTPS,	change	it	to	SSH:	`git	remote	set-url	origin
git@github.com:username/repository.git`	Replace	username	and	repository	with	your	GitHub	username	and	repository	name,	respectively.GitLab	on	Windows	Machine	-	Fixing	"Permission	denied	(public	key)"	Error	===================================	Looking	forward	to	seein	everyone	at	the	meeting	tomorow	and	discussin	our
strategies	in	detail.	Before	we	begin,	ensure	you	have	the	following	Git	Installed	GitLab	Account	Basic	Git	Command	Understanding	the	Error:	"Permission	denied	(public	key)"	The	error	"Permission	denied	(public	key)"	occurs	when	your	SSH	client	(Git)	attempts	to	connect	to	GitLab	but	fails	to	authenticate	because	GitLab	does	not	recognize	your
SSH	key.	This	can	happen	due	to:The	SSH	key	not	being	generated	or	missing.The	SSH	key	not	being	added	to	the	SSH	agent.The	SSH	key	not	being	registered	with	your	GitLab	account.Incorrect	file	permissions	on	the	SSH	keys.	Verifying	SSH	Connection:	ssh	-T	git@gitlab.com	If	you	found	this	error	means	that	your	GitLab	Account	does	not
recognizes	your	SSH	key.	Permission	denied	(public	key)	Steps	To	Fix	the	"Permission	denied	(public	key)"	Error	Step	1:	Verify	SSH	Key	Pair	Check	for	Existing	SSH	Keys	Open	Git	Bash	and	execute	the	following	command	to	check	if	you	already	have	an	SSH	key	ls	-al	~/.ssh	Verify	SSH	Key	Pair	This	will	list	the	contents	of	your	.ssh	directory.	If	you
see	files	like	id_rsa	and	id_rsa.pub,	you	already	have	an	SSH	key	pair.If	you	see	files	named	id_rsa.pub	and	id_rsa,	you	already	have	an	SSH	key.	If	not,	proceed	to	the	next	step	to	generate	one.Or	Open	Command	Prompt	or	PowerShell	and	run	dir	%userprofile%\.ssh	Verify	SSH	Key	Generate	a	New	SSH	Key	(if	needed):If	the	.ssh	directory	does	not
contain	id_rsa	or	id_rsa.pub,	generate	a	new	SSH	key	pair	Open	Git	Bash,	and	use	the	following	command	to	generate	a	new	SSH	key	ssh-keygen	-t	rsa	-b	4096	-C	"your_email@example.com"	Press	Enter	to	accept	the	default	file	location	(/c/Users/YourName/.ssh/id_rsa).Optionally,	enter	a	passphrase	for	added	security.Generate	New	SSH	Key	Step	2:
Add	the	SSH	Key	to	the	SSH	Agent	Start	the	SSH	Agent	Run	the	following	command	to	start	the	SSH	agent	eval	$(ssh-agent	-s)	This	will	start	the	agent	and	display	a	process	ID,	indicating	that	it’s	running.Add	the	SSH	Key	to	the	SSH	Agent	Now,	add	your	SSH	private	key	to	the	ssh-agent.	In	Git	Bash,	use	ssh-add	~/.ssh/id_rsa	Add	Your	SSH	Key	to
the	Agent	Step	3:	Add	SSH	Key	to	GitLab	Copy	Your	SSH	Key	to	Clipboard	First,	copy	your	SSH	public	key	to	the	clipboard.	In	Git	Bash,	you	can	use	clip	<	~/.ssh/id_rsa.pub	Add	SSH	Key	to	GitLab	Log	in	to	your	GitLab	account	Navigate	to	your	GitLab	account	settings	Click	on	“SSH	Keys”	under	“User	Settings”	Give	it	a	title	(e.g.,	"Fix	Permission
denied	(public	key)")	and	click	Add	Key.Our	SSH	key	has	been	added	successfully	You	should	now	be	able	to	push	to	your	GitLab	repository	without	the	“Permission	denied	(publickey)”	error.Step	4:	Verify	SSH	Connection	to	GitLab	To	confirm	that	your	SSH	key	is	correctly	set	up,	test	the	SSH	connection	to	GitLab	ssh	-T	git@gitlab.com	If	your	setup
is	correct,	you	should	see	a	message	like:	This	message	confirms	that	GitLab	recognizes	your	SSH	key.This	above	output	shows	that	we	have	successfully	FIX	the	error	Fix	Permission	denied	(public	key).You	should	now	be	able	to	push	to	your	GitLab	repository	without	the	“Permission	denied	(publickey)”	error.	The	"Permission	denied"	error	means
that	the	server	rejected	the	connection.	In	this	tutorial,	you	will	explore	how	to	solve	this	problem.	If	the	user	has	not	generated	an	SSH	public/private	key	pair	set,	firstly,	set	up	your	own	public/private	key	pair	set.	On	most	systems,	you	can	use	ssh-keygen.	First,	cd	into	your	.ssh	directory	by	running	the	following	into	the	terminal:	Secondly,	copy
the	following	to	your	clipboard:	On	Linux	execute:	On	OS	On	Windows	via	Cygwin	or	Git	Bash,	first	copy	your	id_rsa.pub	key	into	your	clipboard	using:	cat	id_rsa.pub	|	pbcopy	Next,	paste	the	contents	of	your	clipboard	by	typing	cat	id_rsa.pub	|	clip.	Now	that	you	have	copied	and	pasted	your	SSH	public	key,	it's	time	to	add	it	to	your	account	via	the
website.	Before	we	do	this	though,	let's	make	sure	our	git	config	is	set	up	correctly:	set	your	global	user	name:	git	config	--global	user.name	"w3docs"	set	your	global	email:	git	config	--global	user.email	w3docs@...	Make	sure	to	restart	your	command	line	so	that	our	new	settings	take	effect.	If	you	have	generated	an	SSH	public/private	key	pair,	follow
the	steps	below.	First,	check	which	keys	are	authorized	on	your	GitHub	account	settings.	Next,	determine	which	private	key	is	associated	with	your	local	computer:	Define	the	location	of	your	keys.	Once	you've	done	this,	you	can	add	your	SSH	key	to	your	account.	Using	public	key	authentication	instead	of	simple	passwords	is	a	matter	of	security.	The
power	of	public	key	authentication	lies	in	its	ability	to	provide	strong	encryption	that	even	long	passwords	cannot	offer.	With	public	key	authentication	and	SSH,	users	are	free	from	the	hassle	of	remembering	or	writing	down	long	passwords.	In	summary,	SSH	keys	serve	as	an	access	credential	used	in	the	Secure	Shell	protocol.	They're	created	using
the	keygen	program,	which	generates	a	pair	of	keys:	a	public	key	(authorized	keys)	that	determines	who	can	access	each	system,	and	a	private	key	(identity	keys)	that	identifies	users	and	grants	them	access.	While	SSH	keys	are	similar	to	passwords,	they	offer	an	added	layer	of	security,	making	it	almost	impossible	for	attackers	to	decrypt.
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