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We want to hear from you!

This is an educational session.

We want to make sure we are getting it right.

Throughout the event we will pop-up different polls to help 
us gauge our own material, and better understand what we 

can bring to the table for you.



Be a part of the conversation!

Use the Zoom chat for discussion!

Be sure to set the chat setting
to “All panelists and attendees”



Got a question?

Feel free to add questions in the designated “Q&A” feature



Don’t go anywhere!

Sessions flow into each other... no changing Zoom session!*

*Day 1 and Day 2 links will be different.

Yes, these sessions will be recorded :)
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Tabletop Exercises

Discussion-based sessions where team members meet in an informal, 
classroom setting to discuss their roles and responses to a particular 
emergency situation.

+

https://www.ready.gov/business/testing/exercises



A facilitator guides participants through a discussion of one or 
more scenarios.

yarrrr!

Tabletop Exercises



Many tabletop exercises can be conducted in a few hours an hour, so 
they are cost-effective tools to validate plans and capabilities.

+

https://www.ready.gov/business/testing/exercises

Tabletop Exercises



Gameplay



Poll Time!

Some witty
question



Each decision comes with its 
own perks and unique risks.

Hackers, just like Defenders, 
make painful mistakes.

Unfortunately, both sides can 
also learn from those 
mistakes.

No Wrong Paths



An event or circumstance that requires a response or action from the 

participant(s). Injects may be provided to specific participants or as a 

component of the entire exercise.

Scenario Injects



Our Scenario



Welcome to Shady Incorporated, the dark web’s premiere 

cybercrime solutions provider.

Based on the aptitude you shared during your interview process, 

we’ve hand-selected you to help us wreak havoc across the 

interwebz.



Exfiltrate ProfitGatherAccess

Identify Protect Detect Respond Recover

Recon

It’s all about process



Poll Time! Recon

Who are we 
targeting today?



Poll Time! Access

What type of
phishing lure?



Poll Time! Gather

What’s the path to 
revenue?



Poll Time! Exfiltrate

How are we stealing
the data?



Poll Time! Profit

How can we maximize
our payout?



EPIC POINT



Big Al’s Transportation



Highland Medicinal Cannabis

FOR YOUR “GLAUCOMA” ;)



Saul Goodman, Attorney



Penny Pincher Tax & CPA

https://www.forbes.com/sites/robertwood/2017/05/16/if-you-pay-ransom-write-it-off-on-your-taxes/?sh=6b41d81614c4



Fake Invoice



Podcast Lure



Malicious Update



Ask For Help



Credential Gathering

Raccoon Stealer. We steal, You deal!



Finance Fraud



Intellectual Property



Ransomware

The Amazing Jack Stubbs - https://www.reuters.com/article/uk-cyber-cwt-ransom-idUKKCN24W26P



Legitimate File Sharing

Hak5 - https://www.youtube.com/watch?v=TBBT1c2zjms



Teams / Slack / Discord

https://twitter.com/malwrhunterteam/status/1319236824070500353/photo/2



Good Old HTTPS

https://www.fireeye.com/blog/threat-research/2020/12/sunburst-additional-technical-details.html



DNS Traffic

https://arxiv.org/pdf/1709.08395.pdf



Damage Online Presence



Anonymous Whistleblower



Notify Journalists / Customers

https://therecord.media/i-scrounged-through-the-trash-heaps-now-im-a-millionaire-an-interview-with-revils-unknown/



Leak Internal Documents

https://www.bleepingcomputer.com/news/security/computer-giant-acer-hit-by-50-million-ransomware-attack/
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Online Antivirus Scanners

Signature Based Detection

Heuristic Based Detection

Live Demonstrations

Takeaways

Live Q/A



Online 
Antivirus 
Scanners



Preface



How do you know what is safe?



Online Antivirus Scanners

● Multi-engine utility 

● Typically “free”

● Just upload a file, and wait for the results



Who Cares About Stats?

● What makes a good online antivirus scanner?
○ Number of antivirus engines

○ Max upload size

○ Report information

○ Search by hash (MD5, SHA1, SHA256, etc.)

○ Time to scan files



A Question of Trust

● Online antivirus scanners can be
public or private

● “Who will tell the security vendors?”

● Do you want the security community to know?



● 70+ AV engines

● Can scan remotely

● 32MB size limit

VirusTotal

● 35+ AV engines

● Can scan remotely

● 200MB size limit

MetaDefender Jotti

Actively share sample submissions

Public Scanners

● 15 AV engines

● File upload only

● 250MB size limit



6

5

VirusTotal MetaDefender Jotti

Public Scanners

https://www.raymond.cc/blog/battle-of-the-6-online-malware-file-scanners/



● 26+ engines

● 6 scans per day

● Limit file extensions

Antiscan.me

● 35+ engines

● 4 scans per day

● … does not upload?

nodistribute.com chk4me

Private Scanners

● 33 engines

● 4 scans per day

● … does not upload?



● Dead?
○ scan4you.net
○ avcheck.ru
○ av-check.com
○ virtest.com
○ elementscanner.su
○ chk4me



“Dead” Private Scanners...

● scan4you.net
● avcheck.ru
● av-check.com
● virtest.com
● elementscanner.su
● chk4me



Signature 
Based
Detection



Look for the “Known Bad”

● Low-hanging fruit:
○ Bad bytes/shellcode
○ Static hashes
○ Malicious IP addresses/domain names

● These are simple “signatures” AV collects



Pyramid of Pain

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html



Signature Evasion

● Using different encoders

● Encrypting the payload

● Using custom obfuscation



Encoders

● Veil framework
--ordnance-payload

● Msfvenom encoders
x86/shikata_ga_nai, x64/zutto_dekiru



Encryption

● RSA
● AES
● RC4
● 3DES
● Serpent
● Salsa20
● Misty-1

This list goes
on and on...



Custom Obfuscation

● XOR, rotation cipher, base representation

● String concatenation, reversing, escaping



Heuristic
Based
Detection



Behavior 

● Does your payload allocate memory?

● Does it send network packets?

● Does it start new processes?



Time for 

Live Demonstrations
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Cross Your Fingers

This is an arms race.

What worked yesterday may not work today.



Takeaways



Is AV the Solution?
“Trust them only as far as you can throw them”

● No magic wand, no silver bullet.

● Invest in layered security.



What About NextGen/AI/ML/Buzzword?

● Machine learning is 
only as strong as its training set.

● Those programs only know how to catch 
what it was programmed to know



Isn’t This a Losing Battle?

● Security is a cat and mouse game

● Ultimately, hackers should never “touch disk”

● Insert buzzword: “fileless malware”



“Fileless Malware”

● How can hackers avoid writing to the filesystem?

● Invoke-Expression, reflection techniques, etc.

● But defensive mitigations also hinder this
○

Bypassing AMSI, in-memory techniques… hack_it 2022?



Resources

● https://www.safetydetectives.com/blog/top-online-virus-checkers/
● https://www.raymond.cc/blog/battle-of-the-6-online-malware-file-scanners/
● https://krebsonsecurity.com/2009/12/virus-scanners-for-virus-authors/
● https://krebsonsecurity.com/2010/04/virus-scanners-for-virus-authors-part-ii/
● https://www.bleepingcomputer.com/news/security/75-percent-of-malware-uploaded-on-no-

distribute-scanners-is-unknown-to-researchers/

https://www.safetydetectives.com/blog/top-online-virus-checkers/
https://www.raymond.cc/blog/battle-of-the-6-online-malware-file-scanners/
https://krebsonsecurity.com/2009/12/virus-scanners-for-virus-authors/
https://krebsonsecurity.com/2010/04/virus-scanners-for-virus-authors-part-ii/
https://www.bleepingcomputer.com/news/security/75-percent-of-malware-uploaded-on-no-distribute-scanners-is-unknown-to-researchers/
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Some lasting questions!

Some feedback questions for you as the webinar closes out.

Please help us help you!



Look ma, I’m on TV!

We did record this event!



Want to continue the conversation?

Don’t be a stranger.

Free 21-day trial
huntress.com/trial
hello@huntress.com

@KyleHanslovan@_johnhammond




