
(I2-78MJ]MRK�
']FIVWIGYVMX]

0IZIVEKMRK�%�4VSZIR�*VEQI[SVO�XS�)ZSPZI�=SYV�7XEGO



-RXVSHYGXMSR

2-78�']FIVWIGYVMX]�*VEQI[SVO

'-7�'SRXVSPW�Z�

8EOIE[E]W

8SHE]ƅW�%KIRHE



-RXVSHYGXMSR



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

2))(�731)8,-2+�,)6)Ɓ&98�;,%8#��

�



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

0MKLX�6IEHMRK

�

%FWXVEGX�
8LMW�TYFPMGEXMSR�TVSZMHIW�E�GEXEPSK�SJ�
WIGYVMX]�ERH�TVMZEG]�GSRXVSPW�XS�TVSXIGX�
SVKERM^EXMSREP�STIVEXMSRW��SVKERM^EXMSREP�
EWWIXW��MRHMZMHYEPW��ERH�XLI�2EXMSR�JVSQ�E�
HMZIVWI�WIX�SJ�XLVIEXW��8LI�GSRXVSPW�EVI�
GYWXSQM^EFPI�ERH�MQTPIQIRXIH�EW�TEVX�SJ�
ER�SVKERM^EXMSR�[MHI�TVSGIWW�XLEX�
QEREKIW�MRJSVQEXMSR�WIGYVMX]�ERH�
TVMZEG]�VMWO�

����4EKI�(SGYQIRX



%PP�XLI�'SRXVSPW
$&�� $&��� $8��� &3�� ,$��� 03�� 3(�� 3/�� 5$�� 6&�� 6&��� 6,�� 6$��

$&�� $&��� $7�� &3�� ,5�� 03�� 3(�� 3/�� 5$�� 6&�� 6&��� 6,�� 6$��

$&�� $&��� $7�� &3�� ,5�� 03�� 3(��� 30�� 5$�� 6&��� 6&��� 6,�� 6$��

$&�� $&��� $7�� &3�� ,5�� 03�� 3(��� 30�� 5$�� 6&��� 6&��� 6,�� 6$���

$&�� $&��� $7�� &3�� ,5�� 03�� 3(��� 30�� &$�� 6&��� 6&��� 6,�� 6$���

$&�� $8�� $7�� &3�� ,5�� 36�� 3(��� 30�� &$�� 6&��� 6&��� 6,�� 6$���

$&�� $8�� &0�� &3��� ,5�� 36�� 3(��� 30�� &$�� 6&��� 6&��� 6,��� 6$���

$&�� $8�� &0�� &3��� ,5�� 36�� 3(��� 30�� &$�� 6&��� 6&��� 6,��� 6$���

$&�� $8�� &0�� &3��� ,5�� 36�� 3(��� 30�� &$�� 6&��� 6&��� 6,��� 6$���

$&��� $8�� &0�� &3��� ,5�� 36�� 3(��� 30�� &$�� 6&��� 6&��� 6,��� 6$���

$&��� $8�� &0�� ,$�� ,5��� 36�� 3(��� 30�� &$�� 6&��� 6&��� 6,��� 6$���

$&��� $8�� &0�� ,$�� 0$�� 36�� 3(��� 30��� &$�� 6&��� 6&��� 6,��� 6$���

$&��� $8�� &0�� ,$�� 0$�� 36�� 3(��� 30��� &$�� 6&��� 6&��� 6,��� 6$���

$&��� $8�� &0�� ,$�� 0$�� 3(�� 3/�� 30��� 6&�� 6&��� 6&��� 6,��� 6$���

$&��� $8��� &0�� ,$�� 0$�� 3(�� 3/�� 30��� 6&�� 6&��� 6&��� 6$�� 6$���

$&��� $8��� &0��� ,$�� 0$�� 3(�� 3/�� 30��� 6&�� 6&��� 6&��� 6$�� 6$���

$&��� $8��� &0��� ,$�� 0$�� 3(�� 3/�� 30��� 6&�� 6&��� 6&��� 6$��

$&��� $8��� &3�� ,$�� 03�� 3(�� 3/�� 30��� 6&�� 6&��� 6,�� 6$��

$&��� $8��� &3�� ,$�� 03�� 3(�� 3/�� 5$�� 6&�� 6&��� 6,�� 6$��

$&��� $8��� &3�� ,$��� 03�� 3(�� 3/�� 5$�� 6&�� 6&��� 6,�� 6$��

2-78��������
LEW�����
WIGYVMX]��
GSRXVSPW

https://nvd.nist.gov/800-53/Rev4/control/AC-1
https://nvd.nist.gov/800-53/Rev4/control/AC-21
https://nvd.nist.gov/800-53/Rev4/control/AU-16
https://nvd.nist.gov/800-53/Rev4/control/CP-4
https://nvd.nist.gov/800-53/Rev4/control/IA-11
https://nvd.nist.gov/800-53/Rev4/control/MP-4
https://nvd.nist.gov/800-53/Rev4/control/PE-8
https://nvd.nist.gov/800-53/Rev4/control/PL-8
https://nvd.nist.gov/800-53/Rev4/control/RA-3
https://nvd.nist.gov/800-53/Rev4/control/SC-8
https://nvd.nist.gov/800-53/Rev4/control/SC-28
https://nvd.nist.gov/800-53/Rev4/control/SI-4
https://nvd.nist.gov/800-53/Rev4/control/SA-7
https://nvd.nist.gov/800-53/Rev4/control/AC-2
https://nvd.nist.gov/800-53/Rev4/control/AC-22
https://nvd.nist.gov/800-53/Rev4/control/AT-1
https://nvd.nist.gov/800-53/Rev4/control/CP-5
https://nvd.nist.gov/800-53/Rev4/control/IR-1
https://nvd.nist.gov/800-53/Rev4/control/MP-5
https://nvd.nist.gov/800-53/Rev4/control/PE-9
https://nvd.nist.gov/800-53/Rev4/control/PL-9
https://nvd.nist.gov/800-53/Rev4/control/RA-4
https://nvd.nist.gov/800-53/Rev4/control/SC-9
https://nvd.nist.gov/800-53/Rev4/control/SC-29
https://nvd.nist.gov/800-53/Rev4/control/SI-5
https://nvd.nist.gov/800-53/Rev4/control/SA-8
https://nvd.nist.gov/800-53/Rev4/control/AC-3
https://nvd.nist.gov/800-53/Rev4/control/AC-23
https://nvd.nist.gov/800-53/Rev4/control/AT-2
https://nvd.nist.gov/800-53/Rev4/control/CP-6
https://nvd.nist.gov/800-53/Rev4/control/IR-2
https://nvd.nist.gov/800-53/Rev4/control/MP-6
https://nvd.nist.gov/800-53/Rev4/control/PE-10
https://nvd.nist.gov/800-53/Rev4/control/PM-1
https://nvd.nist.gov/800-53/Rev4/control/RA-5
https://nvd.nist.gov/800-53/Rev4/control/SC-10
https://nvd.nist.gov/800-53/Rev4/control/SC-30
https://nvd.nist.gov/800-53/Rev4/control/SI-6
https://nvd.nist.gov/800-53/Rev4/control/SA-9
https://nvd.nist.gov/800-53/Rev4/control/AC-4
https://nvd.nist.gov/800-53/Rev4/control/AC-24
https://nvd.nist.gov/800-53/Rev4/control/AT-3
https://nvd.nist.gov/800-53/Rev4/control/CP-7
https://nvd.nist.gov/800-53/Rev4/control/IR-3
https://nvd.nist.gov/800-53/Rev4/control/MP-7
https://nvd.nist.gov/800-53/Rev4/control/PE-11
https://nvd.nist.gov/800-53/Rev4/control/PM-2
https://nvd.nist.gov/800-53/Rev4/control/RA-6
https://nvd.nist.gov/800-53/Rev4/control/SC-11
https://nvd.nist.gov/800-53/Rev4/control/SC-31
https://nvd.nist.gov/800-53/Rev4/control/SI-7
https://nvd.nist.gov/800-53/Rev4/control/SA-10
https://nvd.nist.gov/800-53/Rev4/control/AC-5
https://nvd.nist.gov/800-53/Rev4/control/AC-25
https://nvd.nist.gov/800-53/Rev4/control/AT-4
https://nvd.nist.gov/800-53/Rev4/control/CP-8
https://nvd.nist.gov/800-53/Rev4/control/IR-4
https://nvd.nist.gov/800-53/Rev4/control/MP-8
https://nvd.nist.gov/800-53/Rev4/control/PE-12
https://nvd.nist.gov/800-53/Rev4/control/PM-3
https://nvd.nist.gov/800-53/Rev4/control/CA-1
https://nvd.nist.gov/800-53/Rev4/control/SC-12
https://nvd.nist.gov/800-53/Rev4/control/SC-32
https://nvd.nist.gov/800-53/Rev4/control/SI-8
https://nvd.nist.gov/800-53/Rev4/control/SA-11
https://nvd.nist.gov/800-53/Rev4/control/AC-6
https://nvd.nist.gov/800-53/Rev4/control/AU-1
https://nvd.nist.gov/800-53/Rev4/control/AT-5
https://nvd.nist.gov/800-53/Rev4/control/CP-9
https://nvd.nist.gov/800-53/Rev4/control/IR-5
https://nvd.nist.gov/800-53/Rev4/control/PS-1
https://nvd.nist.gov/800-53/Rev4/control/PE-13
https://nvd.nist.gov/800-53/Rev4/control/PM-4
https://nvd.nist.gov/800-53/Rev4/control/CA-2
https://nvd.nist.gov/800-53/Rev4/control/SC-13
https://nvd.nist.gov/800-53/Rev4/control/SC-33
https://nvd.nist.gov/800-53/Rev4/control/SI-9
https://nvd.nist.gov/800-53/Rev4/control/SA-12
https://nvd.nist.gov/800-53/Rev4/control/AC-7
https://nvd.nist.gov/800-53/Rev4/control/AU-2
https://nvd.nist.gov/800-53/Rev4/control/CM-1
https://nvd.nist.gov/800-53/Rev4/control/CP-10
https://nvd.nist.gov/800-53/Rev4/control/IR-6
https://nvd.nist.gov/800-53/Rev4/control/PS-2
https://nvd.nist.gov/800-53/Rev4/control/PE-14
https://nvd.nist.gov/800-53/Rev4/control/PM-5
https://nvd.nist.gov/800-53/Rev4/control/CA-3
https://nvd.nist.gov/800-53/Rev4/control/SC-14
https://nvd.nist.gov/800-53/Rev4/control/SC-34
https://nvd.nist.gov/800-53/Rev4/control/SI-10
https://nvd.nist.gov/800-53/Rev4/control/SA-13
https://nvd.nist.gov/800-53/Rev4/control/AC-8
https://nvd.nist.gov/800-53/Rev4/control/AU-3
https://nvd.nist.gov/800-53/Rev4/control/CM-2
https://nvd.nist.gov/800-53/Rev4/control/CP-11
https://nvd.nist.gov/800-53/Rev4/control/IR-7
https://nvd.nist.gov/800-53/Rev4/control/PS-3
https://nvd.nist.gov/800-53/Rev4/control/PE-15
https://nvd.nist.gov/800-53/Rev4/control/PM-6
https://nvd.nist.gov/800-53/Rev4/control/CA-4
https://nvd.nist.gov/800-53/Rev4/control/SC-15
https://nvd.nist.gov/800-53/Rev4/control/SC-35
https://nvd.nist.gov/800-53/Rev4/control/SI-11
https://nvd.nist.gov/800-53/Rev4/control/SA-14
https://nvd.nist.gov/800-53/Rev4/control/AC-9
https://nvd.nist.gov/800-53/Rev4/control/AU-4
https://nvd.nist.gov/800-53/Rev4/control/CM-3
https://nvd.nist.gov/800-53/Rev4/control/CP-12
https://nvd.nist.gov/800-53/Rev4/control/IR-8
https://nvd.nist.gov/800-53/Rev4/control/PS-4
https://nvd.nist.gov/800-53/Rev4/control/PE-16
https://nvd.nist.gov/800-53/Rev4/control/PM-7
https://nvd.nist.gov/800-53/Rev4/control/CA-5
https://nvd.nist.gov/800-53/Rev4/control/SC-16
https://nvd.nist.gov/800-53/Rev4/control/SC-36
https://nvd.nist.gov/800-53/Rev4/control/SI-12
https://nvd.nist.gov/800-53/Rev4/control/SA-15
https://nvd.nist.gov/800-53/Rev4/control/AC-10
https://nvd.nist.gov/800-53/Rev4/control/AU-5
https://nvd.nist.gov/800-53/Rev4/control/CM-4
https://nvd.nist.gov/800-53/Rev4/control/CP-13
https://nvd.nist.gov/800-53/Rev4/control/IR-9
https://nvd.nist.gov/800-53/Rev4/control/PS-5
https://nvd.nist.gov/800-53/Rev4/control/PE-17
https://nvd.nist.gov/800-53/Rev4/control/PM-8
https://nvd.nist.gov/800-53/Rev4/control/CA-6
https://nvd.nist.gov/800-53/Rev4/control/SC-17
https://nvd.nist.gov/800-53/Rev4/control/SC-37
https://nvd.nist.gov/800-53/Rev4/control/SI-13
https://nvd.nist.gov/800-53/Rev4/control/SA-16
https://nvd.nist.gov/800-53/Rev4/control/AC-11
https://nvd.nist.gov/800-53/Rev4/control/AU-6
https://nvd.nist.gov/800-53/Rev4/control/CM-5
https://nvd.nist.gov/800-53/Rev4/control/IA-1
https://nvd.nist.gov/800-53/Rev4/control/IR-10
https://nvd.nist.gov/800-53/Rev4/control/PS-6
https://nvd.nist.gov/800-53/Rev4/control/PE-18
https://nvd.nist.gov/800-53/Rev4/control/PM-9
https://nvd.nist.gov/800-53/Rev4/control/CA-7
https://nvd.nist.gov/800-53/Rev4/control/SC-18
https://nvd.nist.gov/800-53/Rev4/control/SC-38
https://nvd.nist.gov/800-53/Rev4/control/SI-14
https://nvd.nist.gov/800-53/Rev4/control/SA-17
https://nvd.nist.gov/800-53/Rev4/control/AC-12
https://nvd.nist.gov/800-53/Rev4/control/AU-7
https://nvd.nist.gov/800-53/Rev4/control/CM-6
https://nvd.nist.gov/800-53/Rev4/control/IA-2
https://nvd.nist.gov/800-53/Rev4/control/MA-1
https://nvd.nist.gov/800-53/Rev4/control/PS-7
https://nvd.nist.gov/800-53/Rev4/control/PE-19
https://nvd.nist.gov/800-53/Rev4/control/PM-10
https://nvd.nist.gov/800-53/Rev4/control/CA-8
https://nvd.nist.gov/800-53/Rev4/control/SC-19
https://nvd.nist.gov/800-53/Rev4/control/SC-39
https://nvd.nist.gov/800-53/Rev4/control/SI-15
https://nvd.nist.gov/800-53/Rev4/control/SA-18
https://nvd.nist.gov/800-53/Rev4/control/AC-13
https://nvd.nist.gov/800-53/Rev4/control/AU-8
https://nvd.nist.gov/800-53/Rev4/control/CM-7
https://nvd.nist.gov/800-53/Rev4/control/IA-3
https://nvd.nist.gov/800-53/Rev4/control/MA-2
https://nvd.nist.gov/800-53/Rev4/control/PS-8
https://nvd.nist.gov/800-53/Rev4/control/PE-20
https://nvd.nist.gov/800-53/Rev4/control/PM-11
https://nvd.nist.gov/800-53/Rev4/control/CA-9
https://nvd.nist.gov/800-53/Rev4/control/SC-20
https://nvd.nist.gov/800-53/Rev4/control/SC-40
https://nvd.nist.gov/800-53/Rev4/control/SI-16
https://nvd.nist.gov/800-53/Rev4/control/SA-19
https://nvd.nist.gov/800-53/Rev4/control/AC-14
https://nvd.nist.gov/800-53/Rev4/control/AU-9
https://nvd.nist.gov/800-53/Rev4/control/CM-8
https://nvd.nist.gov/800-53/Rev4/control/IA-4
https://nvd.nist.gov/800-53/Rev4/control/MA-3
https://nvd.nist.gov/800-53/Rev4/control/PE-1
https://nvd.nist.gov/800-53/Rev4/control/PL-1
https://nvd.nist.gov/800-53/Rev4/control/PM-12
https://nvd.nist.gov/800-53/Rev4/control/SC-1
https://nvd.nist.gov/800-53/Rev4/control/SC-21
https://nvd.nist.gov/800-53/Rev4/control/SC-41
https://nvd.nist.gov/800-53/Rev4/control/SI-17
https://nvd.nist.gov/800-53/Rev4/control/SA-20
https://nvd.nist.gov/800-53/Rev4/control/AC-15
https://nvd.nist.gov/800-53/Rev4/control/AU-10
https://nvd.nist.gov/800-53/Rev4/control/CM-9
https://nvd.nist.gov/800-53/Rev4/control/IA-5
https://nvd.nist.gov/800-53/Rev4/control/MA-4
https://nvd.nist.gov/800-53/Rev4/control/PE-2
https://nvd.nist.gov/800-53/Rev4/control/PL-2
https://nvd.nist.gov/800-53/Rev4/control/PM-13
https://nvd.nist.gov/800-53/Rev4/control/SC-2
https://nvd.nist.gov/800-53/Rev4/control/SC-22
https://nvd.nist.gov/800-53/Rev4/control/SC-42
https://nvd.nist.gov/800-53/Rev4/control/SA-1
https://nvd.nist.gov/800-53/Rev4/control/SA-21
https://nvd.nist.gov/800-53/Rev4/control/AC-16
https://nvd.nist.gov/800-53/Rev4/control/AU-11
https://nvd.nist.gov/800-53/Rev4/control/CM-10
https://nvd.nist.gov/800-53/Rev4/control/IA-6
https://nvd.nist.gov/800-53/Rev4/control/MA-5
https://nvd.nist.gov/800-53/Rev4/control/PE-3
https://nvd.nist.gov/800-53/Rev4/control/PL-3
https://nvd.nist.gov/800-53/Rev4/control/PM-14
https://nvd.nist.gov/800-53/Rev4/control/SC-3
https://nvd.nist.gov/800-53/Rev4/control/SC-23
https://nvd.nist.gov/800-53/Rev4/control/SC-43
https://nvd.nist.gov/800-53/Rev4/control/SA-2
https://nvd.nist.gov/800-53/Rev4/control/SA-22
https://nvd.nist.gov/800-53/Rev4/control/AC-17
https://nvd.nist.gov/800-53/Rev4/control/AU-12
https://nvd.nist.gov/800-53/Rev4/control/CM-11
https://nvd.nist.gov/800-53/Rev4/control/IA-7
https://nvd.nist.gov/800-53/Rev4/control/MA-6
https://nvd.nist.gov/800-53/Rev4/control/PE-4
https://nvd.nist.gov/800-53/Rev4/control/PL-4
https://nvd.nist.gov/800-53/Rev4/control/PM-15
https://nvd.nist.gov/800-53/Rev4/control/SC-4
https://nvd.nist.gov/800-53/Rev4/control/SC-24
https://nvd.nist.gov/800-53/Rev4/control/SC-44
https://nvd.nist.gov/800-53/Rev4/control/SA-3
https://nvd.nist.gov/800-53/Rev4/control/AC-18
https://nvd.nist.gov/800-53/Rev4/control/AU-13
https://nvd.nist.gov/800-53/Rev4/control/CP-1
https://nvd.nist.gov/800-53/Rev4/control/IA-8
https://nvd.nist.gov/800-53/Rev4/control/MP-1
https://nvd.nist.gov/800-53/Rev4/control/PE-5
https://nvd.nist.gov/800-53/Rev4/control/PL-5
https://nvd.nist.gov/800-53/Rev4/control/PM-16
https://nvd.nist.gov/800-53/Rev4/control/SC-5
https://nvd.nist.gov/800-53/Rev4/control/SC-25
https://nvd.nist.gov/800-53/Rev4/control/SI-1
https://nvd.nist.gov/800-53/Rev4/control/SA-4
https://nvd.nist.gov/800-53/Rev4/control/AC-19
https://nvd.nist.gov/800-53/Rev4/control/AU-14
https://nvd.nist.gov/800-53/Rev4/control/CP-2
https://nvd.nist.gov/800-53/Rev4/control/IA-9
https://nvd.nist.gov/800-53/Rev4/control/MP-2
https://nvd.nist.gov/800-53/Rev4/control/PE-6
https://nvd.nist.gov/800-53/Rev4/control/PL-6
https://nvd.nist.gov/800-53/Rev4/control/RA-1
https://nvd.nist.gov/800-53/Rev4/control/SC-6
https://nvd.nist.gov/800-53/Rev4/control/SC-26
https://nvd.nist.gov/800-53/Rev4/control/SI-2
https://nvd.nist.gov/800-53/Rev4/control/SA-5
https://nvd.nist.gov/800-53/Rev4/control/AC-20
https://nvd.nist.gov/800-53/Rev4/control/AU-15
https://nvd.nist.gov/800-53/Rev4/control/CP-3
https://nvd.nist.gov/800-53/Rev4/control/IA-10
https://nvd.nist.gov/800-53/Rev4/control/MP-3
https://nvd.nist.gov/800-53/Rev4/control/PE-7
https://nvd.nist.gov/800-53/Rev4/control/PL-7
https://nvd.nist.gov/800-53/Rev4/control/RA-2
https://nvd.nist.gov/800-53/Rev4/control/SC-7
https://nvd.nist.gov/800-53/Rev4/control/SC-27
https://nvd.nist.gov/800-53/Rev4/control/SI-3
https://nvd.nist.gov/800-53/Rev4/control/SA-6


k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

8LI�+VIEX�2-78�'EZIEX

�

%(:%2')(�4)67-78)28�8,6)%8�

7IGYVMX]�GSRXVSP�FEWIPMRIW�HS�RSX�EWWYQI�XLEX�XLI�
GYVVIRX�XLVIEX�IRZMVSRQIRX�MW�SRI�[LIVI�
EHZIVWEVMIW�LEZI�EGLMIZIH�E�WMKRMƻGERX�JSSXLSPH�
ERH�TIVWMWXIRX�TVIWIRGI��

7MXYEXMSRW�6IUYMVMRK�4SXIRXMEP�&EWIPMRI�7YTTPIQIRXEXMSR�



2-78�
']FIVWIGYVMX]�
*VEQI[SVO



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

*VEQI[SVO�'SVI

�



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH��

Ɣ %WWIX�-RZIRXSV]
Ɣ +SZIVRERGI��6MWO��'SQTPMERGI
Ɣ :YPRIVEFMPMX]�7GERRMRK

-()28-*=

Ɣ -HIRXMƻGEXMSR�SJ�EWWIXW��,S[�GER�]SY�HIJIRH�[LEX�]SY�HSRƅX�ORS[�
]SY��SV�]SYV�TEVXRIVW�LEZI�MR�XLIMV�IRZMVSRQIRXW#

Ɣ %WWIXW��!�(IZMGIW

ż 9WIVW

ż (EXE

ż %TTPMGEXMSRW

ż :IRHSVW

Ɣ 'VMXMGEP�XS�EGLMIZI�WYGGIWW�XLVSYKLSYX�XLI�'7*���7XVSRK�*SYRHEXMSR



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH��

-()28-*=�'EXIKSVMIW

Ɣ %WWIX�1EREKIQIRX����WYFGEXIKSVMIW

Ɣ &YWMRIWW�)RZMVSRQIRX����WYFGEXIKSVMIW

Ɣ +SZIVRERGI����WYFGEXIKSVMIW

Ɣ 6MWO�%WWIWWQIRX����WYFGEXIKSVMIW

Ɣ 6MWO�1EREKIQIRX�7XVEXIK]����WYFGEXIKSVMIW

Ɣ 7YTTP]�'LEMR�6MWO�1EREKIQIRX����WYFGEXIKSVMIW



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH��

Ɣ %:�2+%:
Ɣ *MVI[EPPW
Ɣ (27�*MPXIVMRK
Ɣ 2%'���1*%
Ɣ 0IEWX�4VMZMPIKI

4638)'8

Ɣ 1SWXP]�XIGLRMGEP�GSRXVSPW�

Ɣ ;LEX�EQSYRX�SJ�GSZIVEKI�MW�WYƽGMIRX�XS�PMQMX�SV�GSRXEMR�XLI�
MQTEGX�SJ�E�G]FIVWIGYVMX]�MRGMHIRX#

Ɣ (SRƅX�JSVKIX�EFSYX�TL]WMGEP�WIGYVMX]�

Ɣ )QEMP�7IGYVMX]
Ɣ 4LMWLMRK�8VEMRMRK
Ɣ )RGV]TXMSR
Ɣ -(7�-47
Ɣ 7-)1



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH��

4638)'8�'EXIKSVMIW
Ɣ -HIRXMX]�1EREKIQIRX��%YXLIRXMGEXMSR�ERH�%GGIWW�'SRXVSP��

��WYFGEXIKSVMIW

Ɣ %[EVIRIWW�ERH�8VEMRMRK����WYFGEXIKSVMIW

Ɣ (EXE�7IGYVMX]����WYFGEXIKSVMIW

Ɣ -RJSVQEXMSR�4VSXIGXMSR�4VSGIWWIW�ERH�4VSGIHYVIW�����
WYFGEXIKSVMIW

Ɣ 1EMRXIRERGI����WYFGEXIKSVMIW

Ɣ 4VSXIGXMZI�8IGLRSPSK]����WYFGEXIKSVMIW



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH��

Ɣ 8LVIEX�,YRXMRK
Ɣ )RHTSMRX�8LVIEX�(IXIGXMSR
Ɣ 2IX[SVO�&ILEZMSV�%REP]WMW
Ɣ ,SRI]TSXW
Ɣ 7ERHFS\�%REP]WMW
Ɣ 7-)1

()8)'8

Ɣ (IXIGXMRK�G]FIVWIGYVMX]�IZIRXW�

ż 2I[�HIZMGIW�SV�YWIVW

ż 6IGIRXP]�MRWXEPPIH�WSJX[EVI�ETTPMGEXMSRW

ż *EMPIH�PSKMRW

Ɣ 1SRMXSVMRK�EPP�XLI�XLMRKW��EPP�XLI�XMQI�



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH��

()8)'8�'EXIKSVMIW

Ɣ %RSQEPMIW�ERH�)ZIRXW����WYFGEXIKSVMIW

Ɣ 7IGYVMX]�'SRXMRYSYW�1SRMXSVMRK����WYFGEXIKSVMIW

Ɣ (IXIGX�4VSGIWWIW����WYFGEXIKSVMIW



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH��

Ɣ )RHTSMRX�8LVIEX�(IXIGXMSR�ERH�6IWTSRWI��)8(6
Ɣ 2IX[SVO�&ILEZMSV�%REP]WMW
Ɣ +6'�8SSPW
Ɣ +PSFEP�8LVIEX�*IIH�8SSPW
Ɣ �73'���%YXSQEXMSR

6)7432(

Ɣ 'SRXEMRMRK�XLI�MQTEGX�SJ�E�G]FIVWIGYVMX]�MRGMHIRX�

Ɣ 6IWTSRHMRK�XS�EPIVXW�GVIEXIH�F]�XLI�HIXIGXMSR�XSSPW�

Ɣ 4ISTPI�RIIH�XS�ORS[�XLIMV�VSPIW�ERH�VIWTSRWMFMPMXMIW�
HYVMRK�ER�MRGMHIRX�

Ɣ 6IZMI[�VIWTSRWIW�VIXVSEGXMZIP]�ERH�MRGSVTSVEXI�
PIWWSRW�PIEVRIH�



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH��

6)7432(�'EXIKSVMIW

Ɣ 6IWTSRWI�4PERRMRK����WYFGEXIKSV]

Ɣ 'SQQYRMGEXMSRW����WYFGEXIKSVMIW

Ɣ %REP]WMW����WYFGEXIKSVMIW

Ɣ 1MXMKEXMSR����WYFGEXIKSVMIW

Ɣ -QTVSZIQIRXW����WYFGEXIKSVMIW



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

Ɣ (EXE�VITPMGEXMSR�ERH�FEGOYT
Ɣ (6�'334�7MXIW
Ɣ (MWEWXIV�6IGSZIV]�4PERW

6)'3:)6

Ɣ 4VMSVMXM^I�XLI�HEXE�WS�]SY�GER�VIWXSVI�FEWIH�SR�FYWMRIWW�RIIHW�

Ɣ 8IWX�]SYV�FEGOYTW

Ɣ 8EFPIXST�I\IVGMWIW

��



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

6)'3:)6�'EXIKSVMIW

Ɣ 6IGSZIV]�4PERRMRK����WYFGEXIKSV]

Ɣ -QTVSZIQIRXW����WYFGEXIKSVMIW

Ɣ 'SQQYRMGEXMSRW����WYFGEXIKSVMIW

��



�� �� �� �� ��

1,67�&\EHUVHFXULW\�)UDPHZRUN

-HIRXMJ] 4VSXIGX (IXIGX 6IWTSRH 6IGSZIV

'YWXSQIV�
7TIRH

7IGYVMX]�
)\TIVXMWI�
6IUYMVIH



��

Ɣ %WWIX�
�2IX[SVO�
1KQX

Ɣ +SZIVRERGI��6MWO��
'SQTPMERGI

Ɣ :YPRIVEFMPMX]�
1EREKIQIRX

-HIRXMJ]

�� �� �� ��

4VSXIGX (IXIGX 6IWTSRH 6IGSZIV

Ɣ %:�2+%:
Ɣ *MVI[EPPW
Ɣ (27�*MPXIVMRK
Ɣ 2%'���1*%
Ɣ )QEMP�*MPXIVMRK
Ɣ 4LMWLMRK�8VEMRMRK
Ɣ )RGV]TXMSR
Ɣ -47

Ɣ )RHTSMRX�8LVIEX�
(IXIGXMSR�ERH�
6IWTSRWI��)8(6

Ɣ 2IX[SVO�&ILEZMSV�
%REP]WMW

Ɣ +PSFEP�8LVIEX�*IIH�
8SSPW

Ɣ �73'���%YXSQEXMSR

Ɣ (EXE�VITPMGEXMSR�ERH�
FEGOYT

Ɣ (6�'334�7MXIW
Ɣ (MWEWXIV�6IGSZIV]�

4PERW
Ɣ -RGMHIRX�6IWTSRWI�

4PERW
Ɣ ']FIV�-RWYVERGI

Ɣ 8LVIEX�,YRXMRK
Ɣ )RHTSMRX�8LVIEX�

(IXIGXMSR
Ɣ 2IX[SVO�&ILEZMSV�

%REP]WMW
Ɣ ,SRI]TSXW
Ɣ 7ERHFS\�%REP]WMW
Ɣ 7-)1
Ɣ -(7

1,67�&\EHUVHFXULW\�)UDPHZRUN



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

*VEQI[SVO�4VSƻPIW

��

Ɣ 'YVVIRX�4VSƻPI
ż 6IƼIGXW�XLI�GYVVIRX�WXEXI�SJ�XLI�SVKERM^EXMSR�
ż 6IUYMVIW�TIVMSHMG�YTHEXIW�JSV�XEVKIX�TVSƻPI�EPMKRQIRX�

Ɣ 8EVKIX�4VSƻPI
ż 8LI�EKVIIH�YTSR�TVSƻPI�SJ�XLI�SVKERM^EXMSR�
ż %W�FYWMRIWW�RIIHW�GLERKI��XLI�XEVKIX�TVSƻPI�WLSYPH�FI�YTHEXIH�XS�VIƼIGX�WYGL�GLERKIW�

Ɣ 4VSƻPI�'SQTEVMWSR
ż ,IPTW�MHIRXMJ]�KETW�FIX[IIR�XLI�GYVVIRX�ERH�XEVKIX�TVSƻPI�

%PMKRMRK�XLI�*VEQI[SVO�'SVI�;MXL�3VKERM^EXMSREP�+SEPW�



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

-QTPIQIRXEXMSR�8MIVW

��

8MIV����4EVXMEP

8MIV����6MWO�-RJSVQIH

8MIV����6ITIEXEFPI

8MIV����%HETXMZI

1SWX�SVKW�EVI�LIVI

7SQI�EVI�LIVI

0MXXPI�XS�RSRI�EVI�LIVI

*I[�EVI�LIVI



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

8LIVI�LEW�XS�FI�E�WLSVXGYXƏ�SV�E�WMQTPIV�
WXEVXMRK�TEXL��VMKLX#

��



'-7�'SRXVSPW



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

'-7�'SRXSPW�)RXIVW�XLI�'LEX

��

2-78�'7*

Ɣ (IWGVMTXMZI�MR�REXYVI���ƈ;LEX�KSSH�PSSOW�
PMOI�EGVSWW�XLI�FSEVHƉ

Ɣ 'VIEXIH�F]�2-78��XLMRO��JIHIVEP�
KSZIVRQIRX

Ɣ 1SVI�LSPMWXMG�EVSYRH�TISTPI��TVSGIWW�ERH�
XIGLRSPSK]

'-7�'SRXVSPW�Z�

Ɣ 4VIWGVMTXMZI�MR�REXYVI���ƈ,S[�XSƉ

Ɣ 'VIEXIH�SYXWMHI�SJ�KSZIVRQIRX��7%27�
ERH�RS[�'-7�

Ɣ 1SWXP]�JSGYWIH�EVSYRH�MHIRXMƻGEXMSR�ERH�
TVIZIRXMSR

'SQTPIQIRXEV]�XS�XLI�2-78�'7*



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

'-7�'SRXVSPW�Z�

��

���'SRXVSPW

��-QTPIQIRXEXMSR�+VSYTW

����7EJIKYEVHW



��

���
7EJIKYEVHW

-HIRXMJ]

�� �� �� ��

4VSXIGX (IXIGX 6IWTSRH 6IGSZIV

���
7EJIKYEVHW

���
7EJIKYEVHW

��
7EJIKYEVHW

���
7EJIKYEVHW

'-7�'SRXVSPWƅ�7EJIKYEVHW



k������,YRXVIWW�0EFW��%PP�VMKLXW�VIWIVZIH

(IKVII�SJ�(ITIRHIRG]

4VSGIWW
8IGLRSPSK]

4ISTPI

�� �� �� �� ��

-HIRXMJ] 4VSXIGX (IXIGX 6IWTSRH 6IGSZIV

7IGYVMX]�7SJX[EVI��
4VIZIRXMSR

�8LVIEX�,YRXMRK�
4SWX�4VIZIRXMSR��-RGMHIRX�6IWTSRWI

'SQTVSQMWI

LXXTW���[[[�RMWX�KSZ�G]FIVJVEQI[SVO
LXXTW���[[[�G]FIVHIJIRWIQEXVM\�GSQ

��

https://www.nist.gov/cyberframework
https://www.cyberdefensematrix.com
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https://www.cisecurity.org/about-us/media/press-release/center-for-internet-security-cis-releases-new-community-defense-model-for-cybersecurity
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