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government or public sector bodies are indeed regulated.  The 
processes set out in federal and cantonal public procurement laws 
need to be complied with.  Depending on the value of the project 
(threshold), a competitive tender process is mandatory: open proce-
dure; selective procedure; or invitation procedure.  A direct award is 
only permitted in exceptional circumstances.  Public procurement 
law applies not only to governmental bodies but also to private 
companies in the context of the provision of public services.

On a federal level, the public procurement process is governed 
by the revised Federal Act on Public Procurement (PPA) of 
21 June 2019.  The cantons unanimously adopted the revised 
Intercantonal Agreement on Public Procurement (Interkan-
tonale Vereinbarung über das öffentliche Beschaffungswesen – IVöB) 
on 15 November 2019.  Both revisions aim at harmonising the 
procurement principles at federal and cantonal level, elimi-
nating ambiguities and adapting court practice.  In particular, a 
paradigm shift has been implemented from favouring the most 
economic tender to the best tender in terms of quality.

The basic features of the regulatory regime are transparency, 
objectivity and impartiality, the prevention of conflicts of interest, 
corruption and negative impacts on competition.  Further, all 
tenderers are to be treated equally at all stages of the procedure and 
safeguard the confidentiality of the process at all times.  In addition, 
tenderers must comply with minimum requirements regarding the 
health and safety of their workforce, equal pay, compliance with 
employment laws and protection of the environment.

22 General Contracting Issues Applicable 
to the Procurement of Technology-Related 
Solutions and Services

2.1	 Does national law impose any minimum or 
maximum term for a contract for the supply of 
technology-related solutions and services?

No, there are no mandatory minimum or maximum terms for 
a contract for the supply of technology-related solutions and 
services; the parties are free to determine the duration.  

2.2	 Does national law regulate the length of the notice 
period that is required to terminate a contract for the 
supply of technology-related services?

No, there are no mandatory notice periods for technology 
sourcing contracts.  However, when negotiating a notice period, 
the customer should take into account the time it takes to move 
to an alternate provider in order to ensure a smooth transition 
and migration.  

12 Procurement Processes

1.1	 Is the private sector procurement of technology 
products and services regulated?  If so, what are the 
basic features of the applicable regulatory regime?

No, Swiss law does not specifically regulate the procurement 
of technology products and services in the private sector.  Of 
course, mandatory statutory provisions must be adhered to that 
govern certain aspects of technology sourcing transactions, 
such as employment law, data protection law and merger law.

A number of industries are subject to strict secrecy obligations: 
■	 Banking institutions are subject not only to Swiss banking 

secrecy (Article 47 of the Federal Banking Act) but also to 
multiple regulatory requirements, including circulars issued 
by the supervisory authority (the Swiss Financial Market 
Supervisory Authority (FINMA)) when procuring tech-
nology solutions.  Similarly, insurance companies are subject 
to statutory regulations and, in particular for outsourcing of 
significant functions or partial outsourcing of control func-
tions to third parties, to the FINMA Outsourcing Circular.  

■	 In the telecoms sector, providers are subject to telecoms 
regulations (the Federal Telecommunications Act), which 
contain secrecy obligations.  

■	 The healthcare sector is subject to extended secrecy obli-
gations that render additional safeguards in technology 
sourcing contracts necessary.  When deploying medical 
devices, healthcare institutions are obliged to implement 
stringent security measures.

■	 Article 321 of the Swiss Criminal Code obliges certain 
professionals such as medical staff, attorneys, notaries, 
auditors, members of the clergy, and their aides to profes-
sional secrecy.   Any disclosure of confidential informa-
tion that has been confided to them in their professional 
capacity or which has come to their knowledge in the prac-
tice of their profession is deemed a violation of the crim-
inally sanctioned professional secrecy.  IT providers are 
typically deemed aides (auxiliaries) to the aforementioned 
professions.  Accordingly, they are subject to the same 
secrecy obligations.  It is advisable to explicitly emphasise 
this in a technology sourcing contract.

1.2	 Is the procurement of technology products 
and services by government or public sector bodies 
regulated?  If so, what are the basic features of the 
applicable regulatory regime?

Yes, the procurement of technology products and services by 
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2.8	 To what extent can a contracting party limit or 
exclude its liability under national law?

Pursuant to Swiss law, the parties cannot exclude or limit liability 
for damages caused by intent or gross negligence.  Further, it is 
not possible to exclude or limit liability for death or personal 
injury resulting from a negligent breach of contract.

Typically, the provider aims to extensively exclude liability for 
indirect and consequential loss or damages, for loss of business, 
profit or revenue.  By contrast, the customer typically aims to 
have such damages contractually deemed as direct damages. 

2.9	 Are the parties free to agree a financial cap on their 
respective liabilities under the contract?

Yes, the parties may agree on a financial limit on liability and 
indemnities, subject to the limitations set out in question 2.8.  The 
cap can be a fixed amount or a percentage of the contract value. 

2.10	 Do any of the general principles identified in your 
responses to questions 2.1–2.9 above vary or not apply 
to any of the following types of technology procurement 
contract: (a) software licensing contracts; (b) cloud 
computing contracts; (c) outsourcing contracts; (d) 
contracts for the procurement of AI-based or machine 
learning solutions; or (e) contracts for the procurement 
of blockchain-based solutions?

No, these principles apply to all of the aforementioned types of 
technology procurement contracts. 

32 Dispute Resolution Procedures

3.1	 What are the main methods of dispute resolution 
used in contracts for the procurement of technology 
solutions and services?

There are no main methods for dispute resolution used in Swit-
zerland and there are no statutory rules on contract manage-
ment, governance and escalation in Swiss contract law.  Thus, 
it is recommended that detailed provisions are included in the 
agreement governing a dispute resolution process before a party 
can resort to a court or arbitration.  Any dispute resolution 
process should ideally be limited to a resolution time period to 
ensure expedited resolution.  Typically, the parties agree upon 
an internal escalation procedure along the lines of the respec-
tive company’s hierarchy and set timeframes in order to reach a 
settlement in due time.  If the parties fail to reach a settlement 
despite escalation or in the absence of such contractual escala-
tion, the parties can agree to involve a mediator.  

If a party initiates civil proceedings, the first hearing before 
the judge/court aims at reconciliation.  Only in the event that 
such reconciliation fails does the court proceed to address the 
legal claim(s) put forward.  

Further, the agreement may include provisions on arbitration.

42 Intellectual Property Rights

4.1	 How are the intellectual property rights of each 
party typically protected in a technology sourcing 
transaction?

Typically, the parties agree on the rights to use pre-existing 

2.3	 Is there any overriding legal requirement 
under national law for a customer and/or supplier of 
technology-related solutions or services to act fairly 
according to some general test of fairness or good faith?

Yes, Article 2 of the Swiss Civil Code contains the general prin-
ciple that all must act in good faith in the exercise of their rights 
and in the performance of their obligations.  The manifest abuse 
of a right is not protected by law.  This overarching principle of 
good faith is not only enshrined in law but is of utmost impor-
tance in Swiss daily business.  

2.4	 What remedies are available to a customer under 
general law if the supplier breaches the contract?

Technology-related solutions and services agreements may contain 
elements of the statutory provisions relating to contracts for work 
and services, to sales contracts, and to corporations.  Conse-
quently, the applicable statutory provisions and corresponding 
remedies are highly dependent on what contractual obligations 
of the outsourcing agreement have been breached.  Given that 
the statutory provisions are not mandatory, the parties are free to 
determine remedies in the outsourcing agreement, such as: 
■	 remediation of defects within determined time limits, 

including, e.g., the replacement of hardware;
■	 monetary compensation for damages, including liquidated 

damages/penalties; 
■	 reduction of fees;
■	 step-in rights; and
■	 termination or rescission of the agreement.  

2.5	 What additional remedies or protections for a 
customer are typically included in a contract for the 
provision of technology-related solutions or services?

Additional protection measures may include: 
■	 specific warranties; 
■	 regular charge or a service provision review mechanism;
■	 contract change management; and 
■	 audit and benchmarking.  

2.6	 How can a party terminate a contract without 
giving rise to a claim for damages from the other party to 
the contract?

Given that Swiss law does not provide for specific termina-
tion provisions applicable to technology sourcing agreements, 
the parties typically agree on termination for cause and termina-
tion for convenience, including the respective notice periods.  In 
particular, as regards termination for material breach, it is recom-
mended that scenarios that constitute such material breach are 
specifically agreed on and respective contractual obligations are 
spelt out.  If a party adheres to the contractually stipulated termi-
nation provisions, claims for damages from the terminated party 
should not arise.  However, this does not necessarily preclude dire 
discussions on whether a breach may be deemed material or not. 

2.7	 Can the parties exclude or agree additional 
termination rights?

Yes, the parties are free to exclude or agree upon additional 
termination rights such as insolvency events, change of control 
and multiple/persistent minor breaches.  
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intellectual property and the allocation of rights in materials 
developed in the context of the technology sourcing agree-
ment (“work products”).  Further, depending on the transac-
tion, the transfer of ownership in intellectual property rights or 
the assignment of licences may be agreed upon.  It is advisable to 
specifically detail any and all intellectual property rights in the 
technology sourcing agreement in order to avoid risky termina-
tions or difficult termination assistance negotiations.

4.2	 Are there any formalities which must be complied 
with in order to assign the ownership of Intellectual 
Property Rights?

For the transfer, lease or license of intellectual property rights,  
written form is recommended.  Further, it is strongly recom-
mended to register transfers of trademarks and patents in the 
respective registries administered by the Swiss Federal Institute 
of Intellectual Property as soon as possible.  

Third-party intellectual property must be taken into account 
as the relevant licence agreements may require the consent of 
such third party.  

4.3	 Are know-how, trade secrets and other business 
critical confidential information protected by national 
law?

The Federal Act Against Unfair Competition and the Criminal 
Code provide for penalties for the breach of trade secrets and 
the exploitation of such secrets.  

It is recommended to protect know-how, trade secrets and 
other business critical confidential information by including 
extensive confidentiality clauses in the outsourcing agreement 
that provides for penalties to be paid in the event of breach.  
Note that EU Directive 2016/943 of 8 June 2016 on the protec-
tion of undisclosed know-how and business information (trade 
secrets) against their unlawful acquisition, use and disclosure 
does not apply in Switzerland. 

52 Data Protection and Information 
Security

5.1	 Is the manner in which personal data can be 
processed in the context of a technology services 
contract regulated by national law?

Given that Switzerland is not a member of the EU, the General 
Data Protection Regulation (GDPR) does not apply in Switzer-
land.  However, the GDPR may apply to Swiss companies for 
the processing of personal data under Article 3 GDPR, as well 
as in multijurisdictional outsourcings.  

The revised Federal Act on Data Protection Act (FADP) will 
enter into force on 1 September 2023, containing provisions similar 
to the GDPR pertaining to data processing, as well as the transfer 
of data to countries without an adequate level of data protection. 

In addition, industry sector-specific regulatory requirements 
governing data security and data protection matters may apply. 

Under the current FADP, the following requirements for 
outsourcing transactions apply:
■	 the parties should conclude a written processing agree-

ment as this will be mandatory under the revised FADP;
■	 personal data may only be processed by the supplier in 

accordance with the purpose defined and within the limits 
of the processing permitted to the customer itself and 
pursuant to the instructions of the customer;

■	 the processing of personal data must not be prohibited by 
a statutory or contractual duty of confidentiality; and

■	 the customer shall ensure that the supplier provides for 
data security in accordance with the requirements of the 
Ordinance to the FADP by implementing adequate tech-
nical and organisational measures, taking into account the 
purpose, as well as the nature and extent of the processing, 
an assessment of the possible risks to the data subjects and 
the current state of the art.  The technical and organisa-
tional measures shall ensure confidentiality, availability 
and integrity of data by protecting data from unauthorised 
or accidental destruction, accidental loss, technical faults, 
forgery, theft or unlawful use, unauthorised alteration, 
copying, access or other unauthorised processing. 

As the customer remains liable towards the data subject for 
the compliant handling of personal data by the supplier, and 
reflecting the growing importance of data protection, there 
is a tendency not to apply a liability cap for breaches of data 
protection or other regulatory requirements in outsourcing 
agreements.

In May 2020, FINMA published a supervisory notice on the 
obligation to report cyberattacks for banks, insurance compa-
nies and other institutions under its supervision.  FINMA stip-
ulates that relevant cyberattacks must be reported within 72 
hours of the incident being discovered.  The revised FADP will 
introduce a similar reporting obligation applicable to all data 
controllers; however, such notification must be made “as soon 
as possible” as opposed to within a strict deadline, and there are 
no sanctions in the event that such notification is not submitted.  
For FINMA-supervised institutions, this entails that both 
the supervisory reporting obligation and the data protection 
reporting obligation will need to be adhered to. 

5.2	 Can personal data be transferred outside the 
jurisdiction?  If so, what legal formalities need to be 
followed?

Yes, personal data can be transferred outside of Switzerland.  
However, the parties must either: obtain the consent of each 
data subject individually; or put measures in place to ensure that 
the data is adequately protected in the relevant jurisdiction, such 
as sufficient contractual guarantees, or binding corporate rules 
(BCR), provided the processing takes place within a legal entity 
or among legal entities under common control and all involved 
parties are subject to the BCR.  

The Schrems II decision by the European Court of Justice of 
July 2020 does not apply in Switzerland; however, it of course 
has a great impact on the validity of cross-border transfers based 
upon standard contractual clauses (SCC) given that Switzerland 
follows the EU regime.  For cases of cross-border outsourcing, 
the Federal Data Protection and Information Commissioner 
(FDPIC) adopted the SCC issued by the EU Commission in 
June 2021.  In order to cover Swiss law, the FDPIC stipulates 
some changes to be made to the EU SCC.

Under the revised FADP, the parties no longer need to notify 
the FDPIC if the cross-border transfer is based upon the SCC 
or BCR. 

5.3	 Are there any legal and/or regulatory requirements 
concerning information security?

Apart from the provisions in the FADP, sector-specific laws 
and regulations may apply which impose further obligations on 
higher risk areas, such as financial services, telecommunications, 
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to the transfer date, the data on employees disclosed to the 
acquirer must be limited to a “need-to-know” basis and should 
be anonymised to the extent possible.  Information may include 
details on employment terms and conditions, function, seniority 
level, salary and notice period. 

Upon transfer, the acquirer must be provided with all neces-
sary information for the performance of the employment agree-
ments in order for the acquirer to fulfil its obligations as the 
employer.

6.3	 Is a customer or service provider allowed to 
dismiss an employee for a reason connected with the 
outsourcing or other services contract?

As a rule, such termination would contravene Article 333 
CO.  However, if the respective notice period is observed, the 
employment agreement may be terminated after or even prior 
to the transfer.

6.4	 Is a service provider allowed to harmonise the 
employment terms of a transferring employee with those 
of its existing workforce?

Yes, after the transfer, the new employer may modify the 
employment terms of the transferring employee subject to the 
employee’s consent and provided that the modification pertains 
to non-material aspects only.

The acquirer may also terminate the employment agreements 
and offer new agreements on changed terms of employment 
(constructive dismissal).  The new terms can enter into force 
only once the contractual notice periods have expired.

6.5	 Are there any pensions considerations?

When employees are transferred under Article 333 CO, the 
employees’ vested benefits under the former employer’s pension 
scheme are transferred to the acquirer’s pension scheme.  After 
the transfer, the employees’ pension benefits are calculated 
according to the new scheme’s regulations. 

If the workforce that forms part of the former employer’s 
pension scheme reduces substantially, the respective pension 
scheme must be partially liquidated.  The employees then have 
individual or collective claims to a portion of the non-com-
mitted funds (free reserves) in addition to their ordinary claims 
to the vested benefit.

6.6	 Are there any employee transfer considerations in 
connection with an offshore outsourcing?

If the outsourcing agreement entails the transfer of business 
offshore, the parties need to assess whether the employment 
contracts of the affected employees actually transfer by opera-
tion of law given that Article 333 CO only applies if the business 
concerned preserves its identity post-transfer.

72 Outsourcing of Technology Services

7.1	 Are there any national laws or regulations that 
specifically regulate outsourcing transactions, either 
generally or in relation to particular industry sectors 
(such as, for example, the financial services sector)?

FINMA Outsourcing Circular 2018/03 contains regulatory 

and healthcare.  Further, The Swiss Criminal Code contains 
many cybercrime-related provisions.

The Federal Council issues strategies and guidelines on the 
protection of the Federal Administration against cyber risks.  
These are set out in the FADP, the Ordinance on the Protection 
of Federal Information, the Ordinance on Protection against 
Cyber Risks in the Federal Administration, the Ordinance on 
Digital Transformation and Information Technology and the 
National Strategy for the Protection of Switzerland against 
Cyber Risks (NCS).  The latter contains measures to safeguard 
Switzerland’s independence and security and to protect it from 
cyber threats.  The strategy paper offers a few specific instruc-
tions for action as, ultimately, the individual players are and 
remain responsible for their own protection.  

The draft Information Security Act that shall apply to the 
Swiss Federal government has yet to enter into force and, 
notably has undergone revision prior to entry into force.  For 
the private sector, information security is left to the responsi-
bility of self-regulatory regimes and certifications such as the 
International Organization for Standardization.  Guidelines and 
checklists have been issued by various organisations, such as the 
Information Security Checklist for SMEs by the Reporting and 
Analysis Centre for Information Assurance (MELANI) (May 
2018) or the Cloud Guidelines of the Swiss Bankers Associa-
tion, a guide to secure cloud banking (March 2019).  To boost 
activities in the area of cyber-risk awareness, on 30 January 2019, 
the Federal Council decided to set up a competence centre for 
cybersecurity, the National Cyber Security Centre, as a first 
point of contact for questions on cybersecurity. 

62 Employment Law 

6.1	 Can employees be transferred by operation of law 
in connection with an outsourcing transaction or other 
contract for the provision of technology-related services 
and, if so, on what terms would the transfer take place?

Article 333 of the Swiss Code of Obligations (CO) stipulates 
that if the employer assigns its business or a business unit to an 
acquirer, the employment relationship of any employee affected 
automatically transfers to the acquirer, unless the affected 
employee objects to such transfer.  This also applies to mergers, 
splits or asset transfers in accordance with Article 27 of the 
Swiss Merger Act.

The previous employer is obliged to inform or consult with 
the employees’ representatives or, if there is no representation, 
with the employees themselves in good time before the transfer 
takes place (Article 333a CO).

The employment agreements are automatically transferred 
to the acquirer on essentially all existing terms and conditions, 
including benefits granted under the employment agreement or 
based on a collective bargaining agreement, as well as accrued 
holiday entitlements.  After the transfer, the acquirer can modify 
the employment terms – see question 7.5.

The former employer and the acquirer are jointly and sever-
ally liable for an employee’s claims that (i) are due prior to the 
transfer, or (ii) will become due up to the date the employment 
relationship can effectively be terminated or until its actual 
termination based on the employee’s objection to the transfer.

6.2	 What employee information should the parties 
provide to each other?

There are no statutory rules on what information must be 
exchanged by the parties to an outsourcing agreement.  Prior 
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by which performance can be measured (key performance indi-
cators).  This entails detailed reporting and monitoring.  In the 
event that the provider does not achieve the agreed-upon service 
levels, a (typically relatively small) amount is deducted from the 
service fees payable to the provider as a service credit.  Service 
credits for a specific time period are usually capped at an at-risk 
amount in the range of 5% and 15% of the fees due in that 
particular time period.  

The service credits shall incentivise the provider to consist-
ently achieve the agreed service levels and to facilitate a partial 
compensation of the customer for poor service without the need 
to pursue a claim for damages or terminate the agreement.  

Service credits are typically the sole remedy of the customer 
for the particular failure concerned, however, without preju-
dice to the customer’s more extensive rights in relation to more 
serious contract breaches or persistent performance failures; cf. 
questions 2.4 and 2.7.

Of course, there are alternatives such as bonus/malus 
schemes or crediting an amount to a certain account dedi-
cated to implementing, e.g., continuous improvements or inno-
vations; this serves to further incentivise suppliers given that 
the service credit may be perceived as a penalty rather than an 
incentivisation.

7.4	 What are the most common charging methods used 
in a technology outsourcing transaction?

The most common charging methods include cost plus (actual 
costs incurred by the provider plus a pre-agreed profit margin), 
fixed pricing for regular and predictable volume and scope of 
services, or consumption/transaction-based charging.

The outsourcing agreement should provide for a mechanism 
for cost control and adequate adjustment of charges, including: 
■	 charge variation mechanisms; 
■	 change management procedures; 
■	 service level credits or bonus/malus; 
■	 measures to share cost savings between the parties and 

provide an incentive to the provider to achieve these;
■	 auditing; 
■	 benchmarking; 
■	 disputed charges; and
■	 a pre-agreed inflation adjuster.

7.5	 What formalities are required to transfer third-party 
contracts to a service provider as part of an outsourcing 
transaction?

For the transfer of third-party contracts, the customer shall first 
assess whether such transfer is permitted under the third-party 
contract.  If the transfer is contractually excluded, the parties 
shall assess whether the contract can be at least managed by 
the provider on behalf of the customer or whether the contract 
should be terminated.  If the transfer requires the consent of 
the third party, such consent shall be obtained in writing.  If 
the transfer is not excluded or not made subject to consent, 
it suffices to inform such third parties of the transfer to the 
provider in writing to effect the transfer.  

7.6	 What are the key tax issues that can arise in the 
context of an outsourcing transaction?

The transfer of assets within an outsourcing agreement may 
trigger corporate income taxes, real estate transfer tax, federal 
securities transfer tax, and value-added tax (VAT).  Pursuant to 

requirements for outsourcing by banks, securities dealers as 
well as (new) insurance companies organised under Swiss law, 
including Swiss branches of foreign banks, securities dealers and 
insurers that are subject to FINMA supervision.  Outsourcing 
Circular 2018/03 sets out provisions on the selection, instruc-
tion and control of suppliers, including a comprehensive audit 
right, as well as provisions to secure availability of data.  

Article 47 of the Federal Banking Act protects custom-
er-related data from disclosure to third parties and applies to 
all banking institutions in Switzerland (banking secrecy).  An 
outsourcing agreement with a customer subject to banking 
secrecy must therefore contain the supplier’s obligation to 
comply with the banking secrecy rules.  Further, any disclosure 
of non-encrypted data to a supplier is only permitted with the 
express consent of each banking customer; such consent may be 
obtained based upon the bank’s general terms of business appli-
cable to the individual customer contract.

Specific notification requirements must be considered in 
connection with outsourcings by other players in the Swiss 
financial market. 

In particular, insurance companies must notify FINMA of 
any outsourcing of essential functions deemed a change of busi-
ness plan.  The notification procedure can ultimately be deemed 
an approval process given that FINMA may open investigations 
within four weeks after notification has been submitted. 

Financial market infrastructures such as stock exchanges, 
multilateral trading facilities, central counterparties, central 
securities depositories, trade repositories or payment systems 
are subject to the Federal Act on Financial Market Infrastruc-
tures and Market Conduct in Securities and Derivatives Trading 
(FMIA) and must obtain prior approval from FINMA if it 
wishes to outsource essential services such as risk management.

Furthermore, asset managers, trustees, managers of collec-
tive assets, fund management companies and securities firms 
must comply with the Financial Institutions Act (FinIA) and, 
similarly, client advisers and providers of financial instruments 
must comply with the Financial Services Act (FinSA) when 
outsourcing tasks to third parties.

7.2	 What are the most common types of legal 
or contractual structure used for an outsourcing 
transaction?

Generally, the outsourcing relationship is based on a master 
services agreement between two independent companies.  For 
global outsourcing transactions involving multiple group enti-
ties, the contractual structure is more complex: in a central-
ised contractual set-up, the customer procures the provider’s 
services on behalf of its group affiliates, whereas in a decentral-
ised contractual set-up, the customer affiliates procure services 
from the provider directly as contractual parties.  

Further, the customer and provider may choose to set up a 
joint venture or enter into a contractual joint venture or partner-
ship agreement.  The customer may also establish an (offshore) 
captive entity.

7.3	 What is the usual approach with regard to service 
levels and service credits in a technology outsourcing 
agreement?

The definition of service levels and service credits depends 
entirely on the technology outsourcing transaction. 

In the Statement of Work, the parties define the services to 
be provided and the service levels, as well as the service criteria 
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scalable and resilient platforms, and reducing costs.  However, 
particularly during the COVID-19 pandemic, it became clear 
that the Swiss government is still very much at the outset of its 
digital transformation.

Governmental bodies on Federal and Cantonal Level have 
moved to the cloud including to services of hyper scalers abroad.  
This has sparked controversy and raised criticism that secrecy 
and data protection matters are not fully considered.

9.2	 How widely are cloud computing solutions being 
adopted in your jurisdiction?

For years, the use of cloud computing solutions has been the 
subject of heated debate in Switzerland, which has displayed a 
certain reservation towards cloud computing solutions.  This 
stems not only from issues arising based upon data protection, 
but moreover from concerns in view of trade secrets and profes-
sional secrecy obligations, particularly in the financial sector, 
health sector and further sensitive sectors, as well as law firms.  
To address these concerns, large and small players are now 
offering cloud solutions with guaranteed storage in Switzerland.

In spite of the heated debate, in reality, cloud computing solu-
tions are widely used in Switzerland, not only by private citizens, 
private companies and Government on all levels.  The majority 
of outsourcing and resourcing projects entail at least a partial 
“move to the cloud”.

9.3	 What are the key legal issues to consider when 
procuring cloud computing services?

The key issues to consider are, in particular: 
■	 assurances of the provider as regards business continuity 

and disaster recovery; 
■	 information security and data security; 
■	 data portability/contractual migration obligations in order 

to avoid lock-in in the event of termination/expiry of the 
contract, also including the support of the cloud provider 
and its assurance to work with a new supplier, if necessary; 
and

■	 guarantees by the cloud provider regarding professional 
secrecy.

102 AI and Machine Learning

10.1	 Are there any national laws or regulations that 
specifically regulate the procurement or use of AI-based 
solutions or technologies?

No.  Irrespective of the fact that Switzerland deems itself to be a 
hub in the development of AI solutions by research institutions 
and private companies and private/public partnerships, Switzer-
land has not adopted any specific laws and regulations on AI to 
date.  Interestingly, FINMA noted already in its Circular 2013/8 
that “supervised institutions must document the key features of 
their algorithmic trading strategies in a way that third parties 
can understand”. 

The Federal Council deems AI an essential component of 
advancing digitalisation with considerable potential for innova-
tion and growth.  Accordingly, in 2020, the State Secretariat for 
Education, Research and Innovation (SERI) issued Guidelines 
on the responsible use of AI within the public sector.  

Given that Switzerland is not a member of the EU/EEA, the 
EU Artificial Intelligence Act laying down harmonised rules on 
AI will not take effect in Switzerland.  Nevertheless, this EU Act 

Swiss law, every transfer of assets to the provider constitutes a 
supply of goods or services and is, in principle, subject to VAT.  
If transferred assets are part of a transferred business entity, 
VAT must be notified.  Intragroup outsourcing may result in a 
VAT leakage, which can be neutralised by group taxation.

Intragroup outsourcing must be at arm’s length and in line 
with general transfer pricing principles.  

For multijurisdictional outsourcings, it is recommended to 
consider holistic tax planning in order to avoid double taxation, 
reduce source income taxes and, for intragroup outsourcings, 
identify tax-optimising measures.  

The termination of contracts without adequate compensation 
and/or a notice period may give rise to taxation of a construc-
tive dividend/profit shift.  According to prevailing doctrine, the 
mere shift of functions should not be taxed.

82 Software Licensing (On-Premise)

8.1	 What are the key issues for a customer to consider 
when licensing software for installation and use on its 
own systems (on-premise solutions)?

For licensing on-premise, the customer requires a sophisticated 
IT department and/or secures the support from the licensor 
or its agents for the purposes of smooth roll-out of software 
updates.  Otherwise, the same principles apply as to cloud 
computing.

8.2	 What are the key issues to consider when procuring 
support and maintenance services for software installed 
on customer systems?

The customer should ensure the implementation of stringent 
security measures for the provider’s access to its infrastructure, 
limit the access granted to the provider’s personnel, conclude a 
confidentiality agreement and, if applicable, the requisite data 
protection agreements (e.g. DPA / SCC) with the provider and, 
potentially, the individual support staff members, and limit the 
access to personal data as far as possible.

8.3	 Are software escrow arrangements commonly used 
in your jurisdiction?  Are they enforceable in the case of 
the insolvency of the licensor/vendor of the software?

Escrow agreements are used in Switzerland and they are enforce-
able; however, it would be an exaggeration to call this common 
practice.  Many customers choose not to conclude an escrow 
agreement despite the risks of a lock-in to their provider as they 
deem it unfeasible to make use of the source code themselves or 
by third parties once released from escrow.  

92 Cloud Computing Services

9.1	 Are there any national laws or regulations 
that specifically regulate the procurement of cloud 
computing services?

No, there are no Swiss statutes or regulations that specifically 
regulate the procurement of cloud computing services.  

On 11 December 2020, the Federal Council adopted a cloud 
strategy for the Federal Administration in order to use cloud 
services to support its digital transformation, to ensure more 
IT sourcing options, increasing agility and speed, developing 
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11.2	 In which industry sectors in your jurisdiction are 
blockchain-based technologies being most widely 
adopted?

Blockchain has been adopted particularly in the context of 
disruptive fintech solutions, and for some time, Switzerland has 
become a hub for blockchain start-ups.  This has led Switzer-
land to enact the new Federal Act on the Adaptation of Federal 
Law to Developments in Distributed Ledger Technology (DLT 
Act), which entered into force on 1 August 2021.  The DLT Act 
contains various improvements to the Swiss legal framework in 
connection with the use of decentralised technologies and block-
chain, including, in particular, the introduction of ledger-based 
securities that enable the digitisation of shares and other rights.  

One of the key changes is a licence for DLT trading facili-
ties, i.e., financial market infrastructures for DLT securities that 
can admit other companies and persons to trading in addition 
to financial intermediaries.  Legal certainty will be increased in 
insolvency law by explicitly regulating the segregation of cryp-
to-based assets in the event of bankruptcy.  

The legislation improves the conditions for blockchain and 
DLT companies in Switzerland, thereby making the country an 
international pioneer in modern regulation of innovative finan-
cial market technologies.

11.3	 What are the key legal issues to consider when 
procuring blockchain-based technology?

Blockchain technology is decentralised, immutable, and trans-
parent.  Consequently, blockchain applications may pose a 
challenge as regards compliance with data protection law.  
The decentralisation means that there is no one responsible 
for compliance, i.e., there is no controller in the sense of data 
protection laws.  This applies, in particular, to public (permis-
sionless) blockchain.  Further, the immutability of data on the 
blockchain may be in conflict with the data protection principle 
of data accuracy.  

In order to ensure compliance, companies tend to deploy 
private (permission-only) blockchains for internal applica-
tions only in order to be able to select the participants, manage 
the transaction content, and delete data in the event that it is 
rendered inaccurate.  Alternatively, applications are deployed 
with which transaction-related personal data is stored outside 
the blockchain application itself (off-chain).  Only the cryp-
tographic hash values, including the timestamp, remain on the 
blockchain itself.  Further, the transaction-related personal data 
can be encrypted on the blockchain itself and the private key is 
only available to a limited group of authorised individuals.

will, once enacted, have an impact on Swiss businesses active 
in the field, similarly to the GDPR or the EU Medical Device 
Regulation (MDR).  Potentially, Switzerland will adopt its own 
legal framework on the procurement and use of AI at some 
point in time.  However, the recent rapid developments in AI 
have prompted prominent voices in Switzerland to call for regu-
lation efforts and not to wait, in particular in view of the fact 
that Switzerland has the worldwide highest number of AI-re-
lated patents in relation to its population and big tech companies 
have relocated their research labs to Switzerland. 

10.2	 How is the data used to train machine learning-
based systems dealt with legally?  Is it possible to 
legally own such data?  Can it be licensed contractually? 

There are no statutes or regulations that govern the training data 
of AI in Switzerland, however, the terms of use of today’s widely 
used AI applications can potentially not be upheld under Swiss law 
in this regard.  Ownership of data has occasionally been the topic 
of academic debate in recent years; however, neither scholars nor 
the legislator have embraced the notion of data ownership.  For the 
lack of a better term, however, technology sourcing contracts often 
deploy the term “data ownership” in order to allocate responsi-
bility and a so-called “economic power of disposal” (wirtschaftliche 
Verfügungsmacht), be it to the provider or the customer.  In order to 
address the access and use of data beyond data protection compli-
ance, technology sourcing contracts contain provisions that can be 
deemed license-like granting of rights and obligations.  The terms 
of use of today widely used AI applications can potentially not be 
upheld in this regard.

10.3	 Who owns the intellectual property rights to 
algorithms that are improved or developed by machine 
learning techniques without the involvement of a human 
programmer? 

Pursuant to Swiss law, software is typically protected by copyright 
law; in very exceptional cases, patent protection can be obtained.  
However, under the Swiss Copyright Act, as well as under the 
Swiss Patent Act, only a human creation/invention can obtain legal 
protection.  Accordingly, there must be a “human in the loop”, be 
it the owner, the original developer or the user of the AI.  

112 Blockchain

11.1	 Are there any national laws or regulations that 
specifically regulate the procurement of blockchain-
based solutions?

No, there are no Swiss laws or regulations that specifically regu-
late the procurement of blockchain-based solutions.  
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