
Start

Yes No

Can you use anony-
mous data?

You don’t have 
personal data

GDPR does not 
apply

You have to follow 
all steps

GDPR does apply

You meet Data
Protection by

Design
requirements!

Dataminimisation
(art 5(1)c)

Gather only data that is 
strictly necessary, 
delete unnecessary 
data immediately

Description of purpose 
of data processing and 
list of necessary data

Name subject (and article GDPR)

Example applicable technique

Underlying documentation

Pseudonymisation
(art 4(5))

Removal of all directly 
identifying elements, 
hashing, polymorphic 
pseudo-id

Policy for separation of 
identifying data and 
other data or agree-
ments

Encryption (art 6(4)e, 
art 32(1)a)

Public key encryption, 
disk encryptioin

Information security 
standards and policies

Deletion/retention 
terms (art 5(1)e)

Automated deletion, 
‘flagging’ of data after 
end of retention term, 
sticky policies, data 
fading

Policy and overview of 
retention terms, manage-
ment of e-waste (old 
documents and devices)

Facilitate rights of 
data subject (art 12-22)

Privacy dashboard, 
communication/sup-
port

Privacy Statement, 
policy for access 
requests, correction and 
deletion of personal data

Data protection by 
default (art 25(2))

Privacy friendly settings 
as default setting, 
transparent user inter-
face, permission ma-
nagement

Registration opt-in-
/opt-out and permissi-
ons

Access control (art 
32(1), art 5(1)f)

Digital data vault, 
physical access con-
trols, logical access 
controls, authentication 
and authorisation

Authorisation matrix 
and logging, based on 
need to know and need 
to access
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For every step, 
document your 
choices.



Why this framework?

In the General Data Protection Regulation, Data Protection by Design is an explicit requirement for the processing of personal data 
(art. 25 GDPR). Data Protection by Design means that organisations pay attention to the protection of personal data when 
developing (new) products and services. The implementation of privacy enhancing measures in the early stages of development 
saves costs because it prevents more expensive interventions later on and it facilitates compliance earlier on. In practice, however, it 
is often unclear how compliance with the requirement of Data Protection by Design can be accomplished.

How to use this framework?

This framework provices a practical guide to Data Protection by Design based on several requirements that are spread over the 
General Data Protection Regulation. Whenever possible, anonymised data should be used. If that is not an option, the other columns 
of the framework can be followed. In all cases there will be a technical/organisational component with supporting documentation or 
organisational measures. By using the framework and administering which aspects have been taken into account ,an overview of the 
way your organisation complies with Data Protection by Design emerges. Since there might be situations where not all technical 
aspects can be met, some alternative safeguards are suggested.

Incorporate this framework into your organisation

The framework can be used within an organisation as a part of the overall privacy and data governance. To safeguard compliance we 
suggest regular audits based on the framework. In addition, a data protection impact assessment can help make clear which 
measures are needed when new products or services are developed or new personal data processing activities are started. Data 
Protection by Design only encompasses a part of the whole privacy governance. Consider internal privacy awareness, internal policy, 
assignment of responsibilities, transparency towards data subjects and collaboration with third parties and processors (including 
contracts and data processing agreements).
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