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�� 6HFXULW\«««««««««««««««««««««««««««««���

���'DWD�%UHDFK�5HVSRQVH
3URFHGXUH�«««««�«««««««««««««««««««««««�

�� 6FRSH�DQG�'HILQLWLRQV

���� 6FRSH� 7KLV 3HUVRQDO 'DWD 3URWHFWLRQ 3ROLF\ �WKH ³3ROLF\´� GHVFULEHV (VWDELOG
$% LQWHUQDO UXOHV IRU SHUVRQDO GDWD SURFHVVLQJ DQG SURWHFWLRQ� 7KH 3ROLF\
DSSOLHV WR (VWDELOG $%� LQFOXGLQJ (VWDELOG $% HPSOR\HHV DQG FRQWUDFWRUV �³ZH´�
³XV´� ³RXU´� ³(VWDELOG´�� 7KH PDQDJHPHQW RI HDFK HQWLW\ LV XOWLPDWHO\
UHVSRQVLEOH IRU WKH LPSOHPHQWDWLRQ RI WKLV SROLF\� DV ZHOO DV WR HQVXUH� DW HQWLW\
OHYHO� WKHUH DUH DGHTXDWH DQG HIIHFWLYH SURFHGXUHV LQ SODFH IRU LWV
LPSOHPHQWDWLRQ DQG RQJRLQJ PRQLWRULQJ RI LWV DGKHUHQFH� )RU WKH SXUSRVHV RI
WKLV 3ROLF\� HPSOR\HHV DQG FRQWUDFWRUV DUH MRLQWO\ UHIHUUHG WR DV WKH
³HPSOR\HHV´�

���� 3ULYDF\ 0DQDJHU� 3ULYDF\ 0DQDJHU LV DQ HPSOR\HH RI (VWDELOG UHVSRQVLEOH IRU
SHUVRQDO GDWD SURWHFWLRQ FRPSOLDQFH ZLWKLQ (VWDELOG �WKH ³3ULYDF\ 0DQDJHU´��
7KH 3ULYDF\ 0DQDJHU LV LQ FKDUJH RI SHUIRUPLQJ WKH REOLJDWLRQV LPSRVHG E\ WKLV
3ROLF\ DQG VXSHUYLVLQJ RWKHU HPSOR\HHV� ZKR VXEMHFW WR WKLV 3ROLF\� UHJDUGLQJ
WKHLU DGKHUHQFH WR WKLV 3ROLF\� 7KH 3ULYDF\ 0DQDJHU PXVW EH LQYROYHG LQ DOO
SURMHFWV DW DQ HDUO\ VWDJH LQ RUGHU WR WDNH SHUVRQDO GDWD SURWHFWLRQ DVSHFWV LQWR
DFFRXQW�DV�HDUO\�DV�WKH�SODQQLQJ�SKDVH�

7KH�GHVLJQDWHG�3ULYDF\�0DQDJHU�DW�(VWDELOG�$%�LV�3DEOR�5ROGRV�

���� 'HILQLWLRQV�

&RPSHWHQW
6XSHUYLVRU\
$XWKRULW\

PHDQV D SXEOLF DXWKRULW\ WKDW LV UHVSRQVLEOH IRU UHJXODWLQJ DQG
VXSHUYLVLQJ SHUVRQDO GDWD SURWHFWLRQ ZLWK UHJDUGV WR DFWLYLWLHV RI
(VWDELOG�
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'DWD�%UHDFK PHDQV D EUHDFK RI WKH VHFXULW\ DQG�RU FRQILGHQWLDOLW\ OHDGLQJ WR WKH
DFFLGHQWDO RU XQODZIXO GHVWUXFWLRQ� ORVV� DOWHUDWLRQ� XQDXWKRUL]HG
GLVFORVXUH RI� RU DFFHVV WR 3HUVRQDO 'DWD WUDQVPLWWHG� VWRUHG RU
RWKHUZLVH�SURFHVVHG�
7KLV LQFOXGHV EXW LV QRW OLPLWHG WR H�PDLOV VHQW WR DQ LQFRUUHFW RU
GLVFORVHG OLVW RI UHFLSLHQWV� DQ XQODZIXO SXEOLFDWLRQ RI WKH 3HUVRQDO
'DWD� ORVV RU WKHIW RI SK\VLFDO UHFRUGV� DQG XQDXWKRUL]HG DFFHVV WR
SHUVRQDO�LQIRUPDWLRQ�

'DWD
&RQWUROOHU

PHDQV WKH QDWXUDO RU OHJDO SHUVRQ� SXEOLF DXWKRULW\� DJHQF\ RU RWKHU
ERG\ ZKLFK� DORQH RU MRLQWO\ ZLWK RWKHUV� GHWHUPLQHV �PDNH D GHFLVLRQ�
WKH�SXUSRVHV�DQG�PHDQV�RI�WKH�SURFHVVLQJ�RI�3HUVRQDO�'DWD�

'DWD
3URFHVVRU

PHDQV D QDWXUDO RU OHJDO SHUVRQ� SXEOLF DXWKRULW\� DJHQF\ RU RWKHU
ERG\ ZKLFK SURFHVVHV WKH 3HUVRQDO 'DWD RQ EHKDOI RI WKH GDWD
FRQWUROOHU�

'DWD
3URWHFWLRQ
/DZV

PHDQ DQ\ ODZV DQG OHJDO UXOHV RQ SHUVRQDO GDWD XVH DQG SURWHFWLRQ
DSSOLFDEOH WR WKH DFWLYLWLHV RI (VWDELOG� LQFOXGLQJ� EXW QRW OLPLWHG WR WKH
5HJXODWLRQ �(8� �������� RI WKH (XURSHDQ 3DUOLDPHQW DQG RI WKH
&RXQFLO RI $SULO ��� ���� RQ WKH SURWHFWLRQ RI QDWXUDO SHUVRQV ZLWK
UHJDUG WR WKH SURFHVVLQJ RI SHUVRQDO GDWD DQG RQ WKH IUHH PRYHPHQW
RI VXFK GDWD� DQG UHSHDOLQJ 'LUHFWLYH ������(& �*HQHUDO 'DWD
3URWHFWLRQ�5HJXODWLRQ��*'35��

'DWD�6XEMHFW
5HTXHVW
�'65�

PHDQV DQ\ UHTXHVW IURP WKH 'DWD 6XEMHFW DQG FRQFHUQLQJ WKHLU
SHUVRQDO�GDWD�DQG�RU�GDWD�VXEMHFW�ULJKWV�

'DWD�6XEMHFW PHDQV D QDWXUDO SHUVRQ� ZKRVH 3HUVRQDO 'DWD ZH SURFHVV� 'DWD
6XEMHFWV LQFOXGH EXW DUH QRW OLPLWHG WR XVHUV� ZHEVLWH YLVLWRUV�
HPSOR\HHV��FRQWUDFWRUV��DQG�SDUWQHUV�RI�(VWDELOG�

3HUVRQDO
'DWD

PHDQV DQ\ LQIRUPDWLRQ UHODWLQJ WR DQ LGHQWLILHG RU LGHQWLILDEOH 'DWD
6XEMHFW� D 'DWD 6XEMHFW FDQ EH LGHQWLILHG E\ UHIHUHQFH WR DQ LGHQWLILHU
VXFK DV D QDPH� DQ LGHQWLILFDWLRQ QXPEHU� ORFDWLRQ GDWD� DQ RQOLQH
LGHQWLILHU RU WR RQH RU WKH FRPELQDWLRQ RI IDFWRUV VSHFLILF WR WKH
SK\VLFDO� SK\VLRORJLFDO� JHQHWLF� PHQWDO� HFRQRPLF� FXOWXUDO RU VRFLDO
LGHQWLW\�RI�WKDW�'DWD�6XEMHFW�

3URFHVVLQJ PHDQV DQ\ RSHUDWLRQ RU VHW RI RSHUDWLRQV ZKLFK LV SHUIRUPHG E\
(VWDELOG RQ 3HUVRQDO 'DWD� VXFK DV FROOHFWLRQ� UHFRUGLQJ�
RUJDQL]DWLRQ� VWUXFWXULQJ� VWRUDJH� DGDSWDWLRQ RU DOWHUDWLRQ� UHWULHYDO�
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FRQVXOWDWLRQ� XVH� GLVFORVXUH E\ WUDQVPLVVLRQ� GLVVHPLQDWLRQ RU
RWKHUZLVH PDNLQJ DYDLODEOH� DOLJQPHQW RU FRPELQDWLRQ� UHVWULFWLRQ�
HUDVXUH�RU�GHVWUXFWLRQ�

6WDQGDUG
&RQWUDFWXDO
&ODXVHV

PHDQV WKH (XURSHDQ &RPPLVVLRQ 'HFLVLRQ RI )HEUXDU\� � ���� RQ
VWDQGDUG FRQWUDFWXDO FODXVHV IRU WKH WUDQVIHU RI SHUVRQDO GDWD WR
SURFHVVRUV HVWDEOLVKHG LQ WKLUG FRXQWULHV XQGHU 'LUHFWLYH ������(& RI
WKH�(XURSHDQ�3DUOLDPHQW�DQG�RI�WKH�&RXQFLO����������(8��

7KLUG�3DUW\ PHDQV D QDWXUDO RU OHJDO SHUVRQ� ZKR DFFHVVHV WKH 3HUVRQDO 'DWD IRU
IXUWKHU SURFHVVLQJ DQG LV QRW DQ HPSOR\HH� PHPEHU RU FRUSRUDWH
DIILOLDWH RI (VWDELOG� 7KLV GHILQLWLRQ GRHV QRW DSSO\ WR QDWXUDO SHUVRQV�
ZKR�SURYLGH�VHUYLFHV�WR�(VWDELOG�DV�FRQWUDFWRUV�RQ�D�UHJXODU�EDVLV�

8VHU PHDQV D 'DWD 6XEMHFW ZKR XVHV RXU VHUYLFHV SURYLGHG RQ (VWDELOG
ZHEVLWH�

�� 'DWD�3URFHVVLQJ�3ULQFLSOHV

���� (VWDELOG¶V SURFHVVLQJ DFWLYLWLHV PXVW EH LQ OLQH ZLWK WKH SULQFLSOHV VSHFLILHG LQ
WKLV 6HFWLRQ� 7KH 3ULYDF\ 0DQDJHU PXVW PDNH VXUH WKDW (VWDELOG¶V FRPSOLDQFH
GRFXPHQWDWLRQ� DV ZHOO DV GDWD SURFHVVLQJ DFWLYLWLHV� DUH FRPSOLDQW ZLWK WKH
GDWD�SURWHFWLRQ�SULQFLSOHV�

���� :H�PXVW�SURFHVV�WKH�3HUVRQDO�'DWD�LQ�DFFRUGDQFH�ZLWK�WKH�IROORZLQJ�SULQFLSOHV�
������ /DZIXOO\� IDLUO\ DQG LQ D WUDQVSDUHQW PDQQHU �ODZIXOQHVV� IDLUQHVV DQG

WUDQVSDUHQF\�� :H VKDOO DOZD\V KDYH D OHJDO JURXQG IRU WKH SURFHVVLQJ
�GHVFULEHG LQ 6HFWLRQ � RI WKLV 3ROLF\�� FROOHFW WKH DPRXQW RI GDWD DGHTXDWH WR
WKH SXUSRVH DQG OHJDO JURXQGV� DQG ZH PDNH VXUH WKH 'DWD 6XEMHFWV DUH DZDUH
RI�WKH�SURFHVVLQJ�

������ &ROOHFWHG IRU VSHFLILHG� H[SOLFLW DQG OHJLWLPDWH SXUSRVHV DQG QRW IXUWKHU
SURFHVVHG LQ D PDQQHU WKDW LV LQFRPSDWLEOH ZLWK WKRVH SXUSRVHV �SXUSRVH
OLPLWDWLRQ�� :H PXVW QRW SURFHVV WKH 3HUVRQDO 'DWD IRU WKH SXUSRVHV QRW
VSHFLILHG LQ RXU FRPSOLDQFH GRFXPHQWDWLRQ ZLWKRXW REWDLQLQJ VSHFLILF DSSURYDO
RI�WKH�3ULYDF\�0DQDJHU�

������ $GHTXDWH� UHOHYDQW DQG OLPLWHG WR ZKDW LV QHFHVVDU\ IRU WKH SXUSRVHV IRU ZKLFK
WKH\ DUH SURFHVVHG �GDWD PLQLPL]DWLRQ�� :H DOZD\V PDNH VXUH WKH GDWD ZH
FROOHFW�LV�QRW�H[FHVVLYH�DQG�OLPLWHG�E\�WKH�VWULFW�QHFHVVLW\�

������ $FFXUDWH DQG� ZKHUH QHFHVVDU\� NHSW XS WR GDWH �DFFXUDF\�� :H HQGHDYRU WR
GHOHWH LQDFFXUDWH RU IDOVH GDWD DERXW 'DWD 6XEMHFWV DQG PDNH VXUH ZH XSGDWH
WKH�GDWD��'DWD�6XEMHFWV�FDQ�DVN�XV�IRU�D�FRUUHFWLRQ�RI�WKH�3HUVRQDO�'DWD�
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������ .HSW LQ D IRUP ZKLFK SHUPLWV LGHQWLILFDWLRQ RI 'DWD 6XEMHFWV IRU QR ORQJHU WKDQ LV
QHFHVVDU\ IRU WKH SXUSRVHV IRU ZKLFK WKH 3HUVRQDO 'DWD DUH SURFHVVHG
�VWRUDJH SHULRG OLPLWDWLRQ�� 7KH VWRUDJH SHULRGV PXVW EH OLPLWHG DV SUHVFULEHG
E\�'DWD�3URWHFWLRQ�/DZV�DQG�WKLV�3ROLF\��DQG

������ 3URFHVV LQ D PDQQHU WKDW HQVXUHV DSSURSULDWH VHFXULW\ RI WKH 3HUVRQDO 'DWD�
LQFOXGLQJ SURWHFWLRQ DJDLQVW XQDXWKRUL]HG RU XQODZIXO SURFHVVLQJ DQG DFFLGHQWDO
ORVV� GHVWUXFWLRQ RU GDPDJH� XVLQJ DSSURSULDWH WHFKQLFDO RU RUJDQL]DWLRQDO
PHDVXUHV��FRQILGHQWLDOLW\��LQWHJULW\��DQG�DYDLODELOLW\��

���� $FFRXQWDELOLW\�
������ :H VKDOO EH DEOH WR GHPRQVWUDWH RXU FRPSOLDQFH ZLWK 'DWD 3URWHFWLRQ /DZV

�DFFRXQWDELOLW\ SULQFLSOH�� ,Q SDUWLFXODU� ZH PXVW HQVXUH DQG GRFXPHQW DOO
UHOHYDQW SURFHGXUHV� HIIRUWV� LQWHUQDO DQG H[WHUQDO FRQVXOWDWLRQV RQ SHUVRQDO
GDWD�SURWHFWLRQ�LQFOXGLQJ�
� WKH IDFW RI DSSRLQWLQJ D SHUVRQ UHVSRQVLEOH IRU (VWDELOG¶V GDWD SURWHFWLRQ

FRPSOLDQFH�
� ZKHUH�QHFHVVDU\��D�UHFRUG�RI�D�'DWD�3URFHVVLQJ�,PSDFW�$VVHVVPHQW�
� GHYHORSHG DQG LPSOHPHQWHG QRWLFHV� SROLFLHV� DQG SURFHGXUHV� VXFK DV

3ULYDF\�1RWLFH��WKLV�SROLF\�RU�'DWD�%UHDFK�UHVSRQVH�SURFHGXUH�
� WKH�IDFW�RI�VWDII�WUDLQLQJ�RQ�FRPSOLDQFH�ZLWK�'DWD�3URWHFWLRQ�ODZV��DQG
� DVVHVVPHQW� LPSOHPHQWDWLRQ� DQG WHVWLQJ RUJDQL]DWLRQDO DQG WHFKQLFDO GDWD

SURWHFWLRQ�PHDVXUHV�
������ 7KH 3ULYDF\ 0DQDJHU PXVW PDLQWDLQ (VWDELOG¶V 5HFRUGV RI SURFHVVLQJ DFWLYLWLHV�

ZKLFK LV DQ DFFRXQWDELOLW\ GRFXPHQW WKDW GHVFULEHV SHUVRQDO GDWD SURFHVVLQJ
DFWLYLWLHV RI (VWDELOG� SUHSDUHG LQ DFFRUGDQFH ZLWK $UW� �� RI WKH *'35 �WKH
³5HFRUGV RI SURFHVVLQJ DFWLYLWLHV´�� 7KH 5HFRUGV RI SURFHVVLQJ DFWLYLWLHV
PXVW�PDLQWDLQ��DW�OHDVW��WKH�IROORZLQJ�LQIRUPDWLRQ�DERXW�HDFK�SURFHVVLQJ�DFWLYLW\�
� FRQWDFW GHWDLOV RI (VWDELOG� WKH (8 5HSUHVHQWDWLYH� DQG� ZKHUH DSSOLFDEOH� RI

WKH�'DWD�3URWHFWLRQ�2IILFHU�
� QDPH RI WKH DFWLYLW\� LWV SXUSRVHV DQG OHJDO EDVLV DORQJ ZLWK� ZKHUH

DSSOLFDEOH��WKH�OHJLWLPDWH�LQWHUHVWV�RI�(VWDELOG�
� GDWD�VXEMHFWV�DQG�SHUVRQDO�GDWD�FDWHJRULHV�FRQFHUQHG�
� GDWD�UHWHQWLRQ�SHULRGV�
� JHQHUDO�GHVFULSWLRQ�RI�DSSOLFDEOH�VHFXULW\�PHDVXUHV�
� UHFLSLHQWV� LQFOXGLQJ MRLQW FRQWUROOHUV� SURFHVVRUV� DQG FRQWUDFWRUV LQYROYHG�

DV ZHOO DV WKH IDFW RI WKH LQWHUQDWLRQDO GDWD WUDQVIHU ZLWK WKH VDIHJXDUGV
DSSOLHG�WR�WKH�WUDQVIHU�

� ZKHUH�DSSOLFDEOH��D�UHIHUHQFH�WR�WKH�'DWD�3URFHVVLQJ�,PSDFW�$VVHVVPHQW�
� ZKHUH DSSOLFDEOH� D UHIHUHQFH WR WKH UHFRUG RI WKH GDWD EUHDFK RFFXUUHG

LQYROYLQJ�WKH�SHUVRQDO�GDWD�
� LI (VWDELOG DFWV DV D GDWD SURFHVVRU� WKH LQIRUPDWLRQ WR EH SURYLGHG LQFOXGHV

WKH QDPHV DQG FRQWDFW GHWDLOV RI FRQWUROOHUV� QDPH DQG FRQWDFW GHWDLOV RI
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FRQWUROOHU
V UHSUHVHQWDWLYH �LI DSSOLFDEOH�� FDWHJRULHV RI SURFHVVLQJ
�DFWLYLWLHV�� QDPHV RI WKLUG FRXQWULHV RU LQWHUQDWLRQDO RUJDQL]DWLRQV WKDW
SHUVRQDO GDWD DUH WUDQVIHUUHG WR �LI DSSOLFDEOH�� VDIHJXDUGV IRU H[FHSWLRQDO
WUDQVIHUV RI SHUVRQDO GDWD WR WKLUG FRXQWULHV RU LQWHUQDWLRQDO RUJDQL]DWLRQV �LI
DSSOLFDEOH�� DQG JHQHUDO GHVFULSWLRQ RI WHFKQLFDO DQG RUJDQL]DWLRQDO VHFXULW\
PHDVXUHV�

�� $FFHVV�WR�3HUVRQDO�'DWD��/HJDO�*URXQGV�DQG�3XUSRVHV

���� /HJDO�JURXQGV�
������ (DFK SURFHVVLQJ DFWLYLW\ PXVW KDYH RQH RI WKH ODZIXO JURXQGV VSHFLILHG LQ WKLV

6HFWLRQ WR SURFHVV WKH 3HUVRQDO 'DWD� ,I ZH GR QRW KDYH DQ\ RI WKH GHVFULEHG�
ZH�FDQQRW�FROOHFW�RU�IXUWKHU�SURFHVV�WKH�3HUVRQDO�'DWD�

������ ,I (VWDELOG LV LQWHQGHG WR XVH SHUVRQDO GDWD IRU RWKHU SXUSRVHV WKDQ WKRVH
VSHFLILHG LQ WKH 5HFRUGV RI SURFHVVLQJ DFWLYLWLHV� WKH 3ULYDF\ 0DQDJHU PXVW
HYDOXDWH� GHWHUPLQH� DQG� LI QHFHVVDU\� FROOHFW�UHFRUG WKH DSSURSULDWH OHJDO EDVLV
IRU�LW�

������ 3HUIRUPDQFH RI WKH FRQWUDFW� :KHUH (VWDELOG KDV D FRQWUDFW ZLWK WKH 'DWD
6XEMHFW� H�J� ZHEVLWH¶V 7HUPV RI 8VH RU WKH HPSOR\PHQW FRQWUDFW� DQG WKH
FRQWUDFW UHTXLUHV WKH SURYLVLRQ RI SHUVRQDO GDWD IURP WKH 'DWD 6XEMHFW� WKH
DSSOLFDEOH�OHJDO�JURXQG�ZLOO�EH�WKH�SHUIRUPDQFH�RI�WKH�FRQWUDFW�

������ &RQVHQW� 7R SURFHVV WKH SHUVRQDO GDWD EDVHG RQ WKH FRQVHQW� ZH PXVW REWDLQ
WKH FRQVHQW EHIRUH WKH 3URFHVVLQJ DQG NHHS WKH HYLGHQFH RI WKH FRQVHQW ZLWK
WKH UHFRUGV RI 'DWD 6XEMHFW¶V 3HUVRQDO 'DWD� 7KH 3ULYDF\ 0DQDJHU PXVW PDNH
VXUH WKDW WKH FRQVHQW FROOHFWHG IURP 'DWD 6XEMHFWV PHHW WKH UHTXLUHPHQWV RI
'DWD 3URWHFWLRQ /DZV DQG WKLV 3ROLF\� ,Q SDUWLFXODU� WKH 3ULYDF\ 0DQDJHU PXVW
PDNH�VXUH�WKDW�
� WKH�'DWD�6XEMHFW�PXVW�EH�IUHH�WR�JLYH�RU�UHIXVH�WR�JLYH�FRQVHQW�
� WKH FRQVHQW LV LQ WKH IRUP RI DQ DFWLYH LQGLFDWLRQ IURP WKH 'DWD 6XEMHFW� L�H��

WKH�FRQVHQW�FKHFNER[�PXVW�QRW�EH�SUH�WLFNHG�IRU�WKH�XVHU�
� WKH UHTXHVW IRU WKH FRQVHQW FOHDUO\ DUWLFXODWHV WKH SXUSRVHV RI WKH

SURFHVVLQJ� DQG RWKHU LQIRUPDWLRQ VSHFLILHG LQ 6XEVHFWLRQ ��� LV DYDLODEOH WR
WKH�'DWD�6XEMHFW�

� WKH�'DWD�6XEMHFW�PXVW�EH�IUHH�WR�JLYH�RQH¶V�FRQVHQW�RU�WR�UHYRNH�LW�
������ /HJLWLPDWH LQWHUHVWV� :H KDYH WKH ULJKW WR XVH SHUVRQDO GDWD LQ RXU µOHJLWLPDWH

LQWHUHVWV¶� 7KH LQWHUHVWV FDQ LQFOXGH WKH SXUSRVHV WKDW DUH MXVWLILHG E\ WKH QDWXUH
RI RXU EXVLQHVV DFWLYLWLHV� VXFK DV WKH PDUNHWLQJ DQDO\VLV RI SHUVRQDO GDWD� )RU
(VWDELOG WR XVH OHJLWLPDWH LQWHUHVWV DV D OHJDO JURXQG IRU WKH SURFHVVLQJ� WKH
3ULYDF\�0DQDJHU�PXVW�PDNH�VXUH�WKDW�
� WKH OHJLWLPDWH LQWHUHVW LQ WKH SURFHVVLQJ LV FOHDUO\ GHILQHG DQG UHFRUGHG LQ

WKH�5HFRUGV�RI�SURFHVVLQJ�DFWLYLWLHV�
� DQ\ HQYLVDJHG ULVNV WR 'DWD 6XEMHFW ULJKWV DQG LQWHUHVWV DUH VSRWWHG� 7KH
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H[DPSOHV�RI�WKH�ULVNV�FDQ�EH�IRXQG�LQ�6XEVHFWLRQ������
� WKH 'DWD 6XEMHFWV KDYH UHDVRQDEOH H[SHFWDWLRQV DERXW WKH SURFHVVLQJ� DQG

DGGLWLRQDO�SURWHFWLYH�PHDVXUHV�WR�DGGUHVV�WKH�ULVNV�DUH�WDNHQ�
� VXEMHFW WR WKH FRQGLWLRQV RI 6XEVHFWLRQ ��� �5LJKW WR REMHFW DJDLQVW WKH

SURFHVVLQJ�� WKH 'DWD 6XEMHFW LV SURYLGHG ZLWK WKH RSSRUWXQLW\ WR RSW�RXW
IURP�WKH�SURFHVVLQJ�IRU�WKH�GHVFULEHG�OHJLWLPDWH�LQWHUHVWV�

,I DW OHDVW RQH RI WKH DERYH FRQGLWLRQV LV QRW PHW E\ (VWDELOG� WKH 3ULYDF\
0DQDJHU PXVW FKRRVH DQG SURSRVH D GLIIHUHQW OHJDO JURXQG IRU WKH SURFHVVLQJ�
VXFK�DV�FRQVHQW�

������ /HJDO &RPSOLDQFH DQG 3XEOLF ,QWHUHVW� %HVLGHV WKH JURXQGV VSHFLILHG DIRUH�
ZH PLJKW EH UHTXHVWHG E\ WKH ODZV RI WKH (XURSHDQ 8QLRQ RU ODZV RI WKH (8
0HPEHU 6WDWH WR SURFHVV 3HUVRQDO 'DWD RI RXU 8VHUV� )RU H[DPSOH� ZH FDQ EH
UHTXLUHG WR FROOHFW� DQDO\]H� DQG PRQLWRU WKH LQIRUPDWLRQ RI 8VHUV WR FRPSO\ ZLWK
ILQDQFLDO�RU�ODERU�ODZV�
:KHQHYHU�ZH�KDYH�VXFK�DQ�REOLJDWLRQ��ZH�PXVW�PDNH�VXUH�WKDW�
� ZH SURFHVV SHUVRQDO GDWD VWULFWO\ LQ DFFRUGDQFH ZLWK UHOHYDQW OHJDO

UHTXLUHPHQWV�
� ZH GR QRW XVH RU VWRUH WKH FROOHFWHG 3HUVRQDO 'DWD IRU RWKHU SXUSRVHV WKDQ

OHJDO�FRPSOLDQFH��DQG
� WKH 'DWD 6XEMHFWV DUH SURSHUO\ DQG WLPHO\ LQIRUPHG DERXW RXU REOLJDWLRQV�

VFRSH��DQG�FRQGLWLRQV�RI�SHUVRQDO�GDWD�SURFHVVLQJ�
,PSRUWDQW� :KHUH (VWDELOG KDV WKH ODZ UHTXLUHPHQWV RI DQRWKHU FRXQWU\ WR
SURFHVV SHUVRQDO GDWD� WKH 3ULYDF\ 0DQDJHU PXVW SURSRVH XVLQJ DQRWKHU OHJDO
JURXQG IRU WKH SURFHVVLQJ XQGHU 'DWD 3URWHFWLRQ /DZV� VXFK DV OHJLWLPDWH
LQWHUHVWV�RU�FRQVHQW�

���� $FFHVV�WR�3HUVRQDO�'DWD�
������ 7KH HPSOR\HHV PXVW KDYH DFFHVV WR WKH SHUVRQDO GDWD RQ D ³QHHG�WR�NQRZ´

EDVLV� 7KH GDWD FDQ EH DFFHVVHG RQO\ LI LW LV VWULFWO\ QHFHVVDU\ WR SHUIRUP RQH RI
WKH DFWLYLWLHV VSHFLILHG LQ WKH 5HFRUGV RI SURFHVVLQJ DFWLYLWLHV� 7KH HPSOR\HHV
DQG FRQWUDFWRUV VKDOO KDYH DFFHVV WR WKH 3HUVRQDO 'DWD RQO\ LI WKH\ KDYH WKH
QHFHVVDU\�FUHGHQWLDOV�IRU�LW�

������ +HDGV RI WKH GHSDUWPHQWV ZLWKLQ (VWDELOG DUH UHVSRQVLEOH IRU WKHLU HPSOR\HHV¶
DFFHVV DQG SURFHVVLQJ RI SHUVRQDO GDWD� 7KH KHDGV PXVW PDLQWDLQ WKH OLVW RI
HPSOR\HHV WKDW DUH HQWLWOHG WR DFFHVV DQG SURFHVV SHUVRQDO GDWD� 7KH 3ULYDF\
0DQDJHU VKDOO KDYH WKH ULJKW WR UHYLHZ WKH OLVW DQG� ZKHUH QHFHVVDU\� UHTXHVW
WKH�DPHQGPHQWV�WR�PHHW�WKH�UHTXLUHPHQWV�RI�WKLV�3ROLF\�

������ +HDGV RI WKH GHSDUWPHQWV ZLWKLQ (VWDELOG PXVW HQVXUH WKDW WKH HPSOR\HHV
XQGHU WKHLU VXSHUYLVLRQ DUH DZDUH RI WKH 'DWD 3URWHFWLRQ /DZV DQG FRPSO\ ZLWK
WKH UXOHV VHW LQ WKLV 3ROLF\� 7R PDNH VXUH RXU HPSOR\HHV DUH DEOH WR FRPSO\ ZLWK
WKH GDWD SURWHFWLRQ UHTXLUHPHQWV� ZH PXVW SURYLGH WKHP ZLWK DGHTXDWH GDWD
SURWHFWLRQ�WUDLQLQJ�
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������ $OO HPSOR\HHV DFFHVVLQJ SHUVRQDO GDWD VKDOO NHHS VWULFW FRQILGHQWLDOLW\ UHJDUGLQJ
WKH GDWD WKH\ DFFHVV� 7KH HPSOR\HHV WKDW DFFHVV SHUVRQDO GDWD PXVW XVH RQO\
WKRVH PHDQV �VRIWZDUH� SUHPLVHV� HWF�� IRU WKH SURFHVVLQJ WKDW ZHUH SUHVFULEHG
E\ (VWDELOG� 7KH GDWD PXVW QRW EH GLVFORVHG RU RWKHUZLVH PDGH DYDLODEOH RXW RI
WKH�PDQDJHPHQW�LQVWUXFWLRQV�

������ 7KH HPSOR\HHV ZLWKLQ WKHLU FRPSHWHQFH PXVW DVVLVW (VWDELOG¶V UHSUHVHQWDWLYHV�
LQFOXGLQJ WKH 3ULYDF\ 0DQDJHU� LQ DQ\ HIIRUWV UHJDUGLQJ FRPSOLDQFH ZLWK 'DWD
3URWHFWLRQ�/DZV�DQG�RU�WKLV�3ROLF\�

������ :KHQ DQ HPSOR\HH GHWHFWV RU EHOLHYHV WKHUH LV VXVSLFLRXV DFWLYLW\� GDWD EUHDFK�
QRQ�FRPSOLDQFH ZLWK 'DWD 3URWHFWLRQ /DZV DQG�RU WKLV 3ROLF\� RU D '65 ZDV QRW
URXWHG WR WKH FRPSHWHQW GHSDUWPHQW ZLWKLQ (VWDELOG� WKH HPSOR\HH PXVW UHSRUW
VXFK�DFWLYLW\�WR�WKH�3ULYDF\�0DQDJHU�

������ (PSOR\HHV WKDW DUH XQVXUH DERXW ZKHWKHU WKH\ FDQ OHJLWLPDWHO\ SURFHVV RU
GLVFORVH 3HUVRQDO 'DWD PXVW VHHN DGYLFH IURP WKH 3ULYDF\ 0DQDJHU EHIRUH
WDNLQJ�DQ\�DFWLRQ�

������ $Q\ RFFDVLRQDO DFFHVV WR SHUVRQDO GDWD IRU DFWLYLWLHV QRW VSHFLILHG LQ WKH
5HFRUGV RI SURFHVVLQJ DFWLYLWLHV LV SURKLELWHG� ,I WKHUH LV D VWULFW QHFHVVLW\ IRU
LPPHGLDWH�DFFHVV��WKH�3ULYDF\�0DQDJHU�PXVW�DSSURYH�WKH�DFFHVV�ILUVW�

�� 7KLUG�3DUWLHV

���� %HIRUH VKDULQJ SHUVRQDO GDWD ZLWK DQ\ SHUVRQ RXWVLGH RI (VWDELOG� WKH 3ULYDF\
0DQDJHU PXVW HQVXUH WKDW WKLV 7KLUG 3DUW\ KDV DQ DGHTXDWH GDWD SURWHFWLRQ
OHYHO DQG SURYLGH VXIILFLHQW GDWD SURWHFWLRQ JXDUDQWHHV LQ DFFRUGDQFH ZLWK 'DWD
3URWHFWLRQ /DZV� LQFOXGLQJ� EXW QRW OLPLWHG WR WKH SURFHVVRUVKLS UHTXLUHPHQWV
�$UW� �� RI WKH *'35� DQG LQWHUQDWLRQDO WUDQVIHUV FRPSOLDQFH �6HFWLRQ � RI WKH
*'35�� :KHUH QHFHVVDU\� WKH 3ULYDF\ 0DQDJHU PXVW PDNH VXUH WKDW (VWDELOG
HQWHUV�LQWR�WKH�DSSURSULDWH�GDWD�SURWHFWLRQ�FRQWUDFW�ZLWK�WKH�WKLUG�SDUW\�

���� $Q HPSOR\HH FDQ VKDUH SHUVRQDO GDWD ZLWK WKLUG SDUWLHV RQO\ LI DQG WR WKH H[WHQW
WKDW ZDV GLUHFWO\ SUHVFULEHG E\ WKH PDQDJHU DQG VSHFLILHG LQ WKH 5HFRUGV RI
SURFHVVLQJ�DFWLYLWLHV�

���� ,I ZH DUH UHTXLUHG WR GHOHWH� FKDQJH� RU VWRS WKH SURFHVVLQJ RI WKH 3HUVRQDO
'DWD� ZH PXVW HQVXUH WKDW WKH 7KLUG 3DUWLHV� ZLWK ZKRP ZH VKDUHG WKH 3HUVRQDO
'DWD��ZLOO�IXOILOO�WKHVH�REOLJDWLRQV�DFFRUGLQJO\�

���� :KHQHYHU (VWDELOG LV HQJDJHG DV D GDWD SURFHVVRU RQ EHKDOI RI DQRWKHU HQWLW\�
WKH 3ULYDF\ 0DQDJHU PXVW PDNH VXUH (VWDELOG FRPSOLHV ZLWK WKH SURFHVVRUVKLS
REOLJDWLRQ� ,Q SDUWLFXODU� WKH DSSURSULDWH GDWD SURFHVVLQJ DJUHHPHQW LQ
DFFRUGDQFH ZLWK WKH 'DWD 3URWHFWLRQ /DZV PXVW EH LQ SODFH� 7KH 3ULYDF\
0DQDJHU PXVW VXSHUYLVH WKH FRPSOLDQFH ZLWK GDWD SURFHVVLQJ LQVWUXFWLRQV IURP
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WKH FRQWUROOHU� LQFOXGLQJ UHJDUGLQJ WKH VFRSH RI SURFHVVLQJ DFWLYLWLHV�
LQYROYHPHQW RI VXE�SURFHVVRUV� LQWHUQDWLRQDO WUDQVIHUV� VWRUDJH� DQG IXUWKHU
GLVSRVDO RI SURFHVVHG SHUVRQDO GDWD� 7KH SHUVRQDO GDWD SURFHVVHG XQGHU WKH
SURFHVVRU UROH PXVW QRW EH SURFHVVHG IRU DQ\ RWKHU SXUSRVHV WKDQ VSHFLILHG LQ
WKH UHOHYDQW LQVWUXFWLRQV� DJUHHPHQW RU RWKHU OHJDO DFW UHJXODWLQJ WKH
UHODWLRQVKLSV�ZLWK�WKH�FRQWUROOHU�

�� ,QWHUQDWLRQDO�7UDQVIHUV

���� ,I ZH KDYH WKH HPSOR\HHV� FRQWUDFWRUV� FRUSRUDWH DIILOLDWHV� RU 'DWD 3URFHVVRUV
RXWVLGH RI WKH (($� DQG ZH WUDQVIHU 3HUVRQDO 'DWD WR WKHP IRU WKH SURFHVVLQJ�
WKH 3ULYDF\ 0DQDJHU PXVW PDNH VXUH (VWDELOG WDNHV DOO QHFHVVDU\ DQG
DSSURSULDWH�VDIHJXDUGV�LQ�DFFRUGDQFH�ZLWK�'DWD�3URWHFWLRQ�/DZV�

���� 7KH 3ULYDF\ 0DQDJHU PXVW DVVHVV WKH VDIHJXDUGV DYDLODEOH DQG SURSRVH WR WKH
(VWDELOG¶V PDQDJHPHQW WKH DSSURSULDWH VDIHJXDUG IRU HDFK LQWHUQDWLRQDO
WUDQVIHU� 7KH IROORZLQJ UHJLPHV DSSO\ WR WKH WUDQVIHUV RI 3HUVRQDO 'DWD RXWVLGH
RI�WKH�(8�
� ZKHUH WKH (XURSHDQ &RPPLVVLRQ GHFLGHV WKDW WKH FRXQWU\ KDV DQ DGHTXDWH

OHYHO RI SHUVRQDO GDWD SURWHFWLRQ� WKH WUDQVIHU GRHV QRW UHTXLUH WDNLQJ
DGGLWLRQDO VDIHJXDUGV� 7KH IXOO OLVW RI DGHTXDWH MXULVGLFWLRQV FDQ EH IRXQG RQ
WKH�UHOHYDQW�SDJH�RI�WKH�(XURSHDQ�&RPPLVVLRQ¶V�ZHEVLWH ��

� WR WUDQVIHU 3HUVRQDO 'DWD WR RXU FRQWUDFWRUV RU SDUWQHUV �'DWD 3URFHVVRUV RU
&RQWUROOHUV� LQ RWKHU WKLUG FRXQWULHV� ZH PXVW FRQFOXGH 6WDQGDUG &RQWUDFWXDO
&ODXVHV ZLWK WKDW SDUW\� 7KH GUDIW YHUVLRQ DORQJ ZLWK WKH JXLGDQFH FDQ EH
IRXQG�RQ�WKH�UHOHYDQW�SDJH�RI�WKH�(XURSHDQ�&RPPLVVLRQ¶V�ZHEVLWH ��

� LI ZH KDYH D FRUSRUDWH DIILOLDWH RU DQ HQWLW\ LQ RWKHU FRXQWULHV� ZH PD\
FKRRVH WR DGRSW %LQGLQJ &RUSRUDWH 5XOHV LQ DFFRUGDQFH ZLWK�$UWLFOH �� RI
WKH *'35 RU DQ DSSURYHG FRGH RI FRQGXFW SXUVXDQW WR�$UWLFOH �� RI WKH
*'35�

� ZH DOVR FDQ WUDQVIHU 3HUVRQDO 'DWD WR HQWLWLHV WKDW KDYH DQ DSSURYHG
FHUWLILFDWLRQ LQ DFFRUGDQFH ZLWK $UWLFOH �� RI WKH *'35� ZKLFK FHUWLILHV DQ
DSSURSULDWH�OHYHO�RI�FRPSDQ\¶V�GDWD�SURWHFWLRQ�

���� $V D SDUW RI WKH LQIRUPDWLRQ REOLJDWLRQV� (VWDELOG PXVW LQIRUP WKH 'DWD 6XEMHFWV
WKDW WKHLU 3HUVRQDO 'DWD LV EHLQJ WUDQVIHUUHG WR RWKHU FRXQWULHV� DV ZHOO DV
SURYLGH WKHP ZLWK WKH LQIRUPDWLRQ DERXW WKH VDIHJXDUGV XVHG IRU WKH WUDQVIHU�
7KH LQIRUPDWLRQ REOLJDWLRQ LV WR EH SHUIRUPHG LQ DFFRUGDQFH ZLWK 6XEVHFWLRQ
����

� KWWSV���HF�HXURSD�HX�LQIR�ODZ�ODZ�WRSLF�GDWD�SURWHFWLRQ�LQWHUQDWLRQDO�GLPHQVLRQ�GDWD�SURWHFWLRQ�VWDQGDUG�FRQWUDFWXDO�FODXVHV�VFFBHQ�
� KWWSV���HF�HXURSD�HX�LQIR�ODZ�ODZ�WRSLF�GDWD�SURWHFWLRQ�LQWHUQDWLRQDO�GLPHQVLRQ�GDWD�SURWHFWLRQ�DGHTXDF\�GHFLVLRQVBHQ�
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���� ,Q WKH H[FHSWLRQDO FDVHV �WKH ³'HURJDWLRQ´�� ZKHUH ZH FDQQRW DSSO\ WKH
VDIHJXDUGV PHQWLRQHG DIRUH DQG ZH QHHG WR WUDQVIHU 3HUVRQDO 'DWD� ZH PXVW
WDNH DQ H[SOLFLW FRQVHQW �DFWLYH VWDWHPHQW� IURP WKH 'DWD 6XEMHFW RU LW PXVW EH
VWULFWO\ QHFHVVDU\ IRU WKH SHUIRUPDQFH RI WKH FRQWUDFW EHWZHHQ XV DQG WKH 'DWD
6XEMHFW� RU RWKHU GHURJDWLRQ FRQGLWLRQV DSSO\ LQ DFFRUGDQFH ZLWK WKH 'DWD
3URWHFWLRQ /DZV� 7KH 3ULYDF\ 0DQDJHU PXVW SUH�DSSURYH DQ\ 'HURJDWLRQ
WUDQVIHUV DQG GRFXPHQW WKH DSSURYHG 'HURJDWLRQV� DV ZHOO DV WKH UDWLRQDOH IRU
WKHP�

�� 5LJKWV�RI�'DWD�6XEMHFWV

���� 2XU�5HVSRQVLELOLWLHV�
������ 3ULYDF\ 0DQDJHU LV XOWLPDWHO\ UHVSRQVLEOH IRU KDQGLQJ DOO '65 UHFHLYHG E\

(VWDELOG� ,Q WKH FDVH RI UHFHLYLQJ DQ\ RXWVWDQGLQJ RU XQXVXDO '65� WKH
HPSOR\HH�PXVW�VHHN�DGYLFH�IURP�WKH�3ULYDF\�0DQDJHU�EHIRUH�WDNLQJ�DQ\�DFWLRQ�

������ 7HFK 6XSSRUW ZLWKLQ (VWDELOG LV UHVSRQVLEOH IRU KDQGOLQJ '65V IURP (VWDELOG
8VHUV RQ D GDLO\ EDVLV� 7KH +XPDQ 5HVRXUFHV GHSDUWPHQW LV UHVSRQVLEOH IRU
KDQGOLQJ�WKH�'65�IURP�(VWDELOG�HPSOR\HHV�

������ $OO '65V IURP WKH 8VHUV PXVW EH DGGUHVVHG DW DQG DQVZHUHG IURP WKH IROORZLQJ
H�PDLO DGGUHVV� LQIR#HVWDELOG�FRP� '65 IURP WKH HPSOR\HHV FDQ EH DGGUHVVHG
GLUHFWO\�WR�WKH�+5�PDQDJHU�RU�DW�LQIR#HVWDELOG�FRP�

������ 7KH UHVSRQVLEOH HPSOR\HH PXVW DQVZHU WR WKH '65 ZLWKLQ RQH ��� PRQWK IURP
UHFHLYLQJ WKH UHTXHVW� ,I FRPSO\LQJ ZLWK WKH '65 WDNHV PRUH WKDQ RQH PRQWK LQ
WLPH� WKH UHVSRQVLEOH HPSOR\HH PXVW VHHN DGYLFH IURP WKH 3ULYDF\ 0DQDJHU
DQG� ZKHUH QHFHVVDU\� LQIRUP WKH 'DWD 6XEMHFW DERXW WKH SURORQJDWLRQ RI WKH
UHVSRQVH�WHUP�IRU�XS�WR�WZR�����DGGLWLRQDO�PRQWKV�

������ 7KH UHVSRQVLEOH HPSOR\HH PXVW DQDO\]H WKH UHFHLYHG '65 IRU WKH IROORZLQJ
FULWHULD�
� 'DWD 6XEMHFW LGHQWLILFDWLRQ� %HIRUH FRQVLGHULQJ WKH '65 FRQWHQW� WKH

UHVSRQVLEOH HPSOR\HH PXVW PDNH VXUH WKH 'DWD 6XEMHFW LV WKH VDPH SHUVRQ
KH�VKH FODLPV WR EH� )RU WKLV SXUSRVH� WKH FRQQHFWLRQ EHWZHHQ WKH SHUVRQDO
GDWD�UHFRUGV�DQG�WKH�GDWD�VXEMHFW�PXVW�EH�HVWDEOLVKHG�
7KH IROORZLQJ PHWKRGV PXVW EH XVHG IRU WKLV� FKHFN RI WKH HPDLO DGGUHVV RI
WKH 'DWD 6XEMHFW ± JHQHUDOO\� WKH HPDLO DGGUHVV VKRXOG EH WKH VDPH WKDW
(VWDELOG KDV DERXW WKH XVHU LQ TXHVWLRQ� LI WKH HPDLO DGGUHVV LV GLIIHUHQW IURP
WKH UHFRUG LQ WKH GDWDEDVH� WKH 3ULYDF\ 0DQDJHU PXVW EH FRQVXOWHG� XSRQ
WKH DSSURYDO RI ZKLFK WKH UHVSRQVLEOH HPSOR\HH FDQ UHTXHVW DGGLWLRQDO
GHWDLOV IURP WKH DFFRXQW IRU WKH LGHQWLILFDWLRQ� VXFK DV GDWH RI ELUWK� WKH
DGGUHVV��DQG�HPDLO�DGGUHVV�
,I WKH 'DWD 6XEMHFW IDLOHG WR XQGHUJR WKH YHULILFDWLRQ� WKH 3ULYDF\ 0DQDJHU
PXVW UHIXVH WR SHUIRUP WKH UHTXHVW DQG LQIRUP WKH 'DWD 6XEMHFW DERXW LW
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ZLWKRXW XQGXH GHOD\� EXW QR ODWHU WKDQ ZLWKLQ RQH ��� PRQWK IURP UHFHLYLQJ
WKH�UHTXHVW�

� 3HUVRQDO GDWD� 7KH UHVSRQVLEOH HPSOR\HH PXVW FKHFN ZKHWKHU (VWDELOG
KDV DFFHVV WR WKH SHUVRQDO GDWD UHTXHVWHG� ,I (VWDELOG GRHV QRW KDYH WKH
SHUVRQDO GDWD XQGHU WKH FRQWURO� WKH UHVSRQVLEOH HPSOR\HH PXVW LQIRUP WKH
'DWD 6XEMHFW� DQG� LI SRVVLEOH� LQVWUXFW RQ WKH IXUWKHU VWHSV RQ KRZ WR DFFHVV
WKH�GDWD�LQ�TXHVWLRQ�

� &RQWHQW RI WKH UHTXHVW� 'HSHQGLQJ RQ WKH FRQWHQW RI WKH '65� WKH
UHVSRQVLEOH HPSOR\HH PXVW GHILQH WKH W\SH RI WKH UHTXHVW DQG FKHFN
ZKHWKHU LW PHHWV WKH FRQGLWLRQV SUHVFULEHG E\ WKLV 3ROLF\ DQG 'DWD
3URWHFWLRQ /DZV� 7KH W\SHV RI UHTXHVWV DQG WKH UHVSHFWLYH FRQGLWLRQV IRU
HDFK RI WKHP FDQ EH FRQVXOWHG LQ 6XEVHFWLRQV �������� ,I WKH UHTXHVW GRHV
QRW PHHW WKH GHVFULEHG FULWHULD� WKH UHVSRQVLEOH HPSOR\HH PXVW UHIXVH WR
FRPSO\ ZLWK WKH '65 DQG LQIRUP WKH 'DWD 6XEMHFW DERXW WKH UHDVRQV IRU
UHIXVLQJ�

� )UHH RI FKDUJH� *HQHUDOO\� DOO UHTXHVWV RI 'DWD 6XEMHFWV DQG H[HUFLVHV RI
WKHLU ULJKWV DUH IUHH RI FKDUJH� ,I WKH UHVSRQVLEOH HPSOR\HH ILQGV WKDW WKH
'DWD 6XEMHFW H[HUFLVHV WKH ULJKWV LQ DQ H[FHVVLYH RU XQIRXQG ZD\ �H�J��
LQWHQGHG WR KDUP RU LQWHUUXSW (VWDELOG¶V EXVLQHVV DFWLYLWLHV�� WKH HPSOR\HH
PXVW VHHN WKH DGYLFH IURP WKH 3ULYDF\ 0DQDJHU� DQG� XSRQ UHFHLYLQJ RI WKH
ODWWHU� PD\ HLWKHU FKDUJH WKH 'DWD 6XEMHFW D UHDVRQDEOH IHH RU UHIXVH WR
FRPSO\�ZLWK�WKH�UHTXHVW�

� 'RFXPHQWLQJ� :KHQHYHU (VWDELOG UHFHLYHV WKH '65� WKH 3ULYDF\ 0DQDJHU
PXVW PDNH VXUH WKDW WKH GDWD DQG WLPH� 'DWD 6XEMHFW� W\SH RI WKH UHTXHVW
DQG WKH GHFLVLRQ PDGH UHJDUGLQJ LW DUH ZHOO GRFXPHQWHG� ,Q WKH FDVH RI
UHIXVLQJ WR FRPSO\ ZLWK WKH UHTXHVW� WKH UHDVRQV IRU UHIXVLQJ PXVW EH
GRFXPHQWHG�DV�ZHOO�

� 5HFLSLHQWV� :KHQ DGGUHVVLQJ WKH '65� WKH 3ULYDF\ 0DQDJHU PXVW PDNH
VXUH WKDW DOO FRQFHUQHG UHFLSLHQWV ZHUH LQIRUPHG WKH QHFHVVDU\ DFWLRQV ZHUH
WDNHQ�

���� 7KH�ULJKW�WR�EH�LQIRUPHG�
������ (VWDELOG PXVW QRWLI\ HDFK 'DWD 6XEMHFW DERXW WKH FROOHFWLRQ DQG IXUWKHU

SURFHVVLQJ�RI�WKH�3HUVRQDO�'DWD�
������ 7KH LQIRUPDWLRQ WR EH SURYLGHG LQFOXGHV� WKH QDPH DQG FRQWDFW GHWDLOV RI

(VWDELOG� JHQHULF SXUSRVHV RI DQG WKH ODZIXO EDVLV IRU WKH GDWD FROOHFWLRQ DQG
IXUWKHU SURFHVVLQJ� FDWHJRULHV RI 3HUVRQDO 'DWD FROOHFWHG� UHFLSLHQWV�FDWHJRULHV
RI UHFLSLHQWV� UHWHQWLRQ SHULRGV� LQIRUPDWLRQ DERXW GDWD VXEMHFW ULJKWV� LQFOXGLQJ
WKH ULJKW WR FRPSODLQ WR WKH FRPSHWHQW 6XSHUYLVRU\ $XWKRULW\� WKH FRQVHTXHQFHV
RI WKH FDVHV ZKHUH WKH GDWD LV QHFHVVDU\ IRU WKH FRQWUDFW SHUIRUPDQFH DQG WKH
'DWD 6XEMHFW GRHV QRW SURYLGH WKH UHTXLUHG GDWD� GHWDLOV RI WKH VDIHJXDUGV
ZKHUH SHUVRQDO GDWD LV WUDQVIHUUHG RXWVLGH WKH (($� DQG DQ\ WKLUG�SDUW\ VRXUFH
RI WKH SHUVRQDO GDWD� ZLWKRXW VSHFLILFDWLRQ IRU WKH SDUWLFXODU FDVH �H[FHSW LI ZH
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UHFHLYH�WKH�GLUHFW�UHTXHVW�IURP�WKH�'DWD�6XEMHFW��
������ 7KH 8VHUV PXVW EH LQIRUPHG E\ WKH 3ULYDF\ 3ROLF\ DFFHVVLEOH DW (VWDELOG¶V

ZHEVLWH DQG SURYLGHG GXULQJ WKH XVHU UHJLVWUDWLRQ� 7KH HPSOR\HHV DQG
FRQWUDFWRUV PXVW EH LQIRUPHG E\ D VWDQGDORQH HPSOR\HH SULYDF\ VWDWHPHQW�
ZKLFK H[SODLQV WKH GHWDLOV GHVFULEHG LQ S� ����� LQ D FDVH�EDVHG PDQQHU�
GHVFULELQJ�WKH�SDUWLFXODU�SXUSRVHV�DQG�DFWLYLWLHV�

������ (VWDELOG PXVW LQIRUP 'DWD 6XEMHFWV DERXW GDWD SURFHVVLQJ� LQFOXGLQJ DQ\ QHZ
SURFHVVLQJ�DFWLYLW\�LQWURGXFHG�DW�(VWDELOG�ZLWKLQ�WKH�IROORZLQJ�WHUP�
� LI SHUVRQDO GDWD LV FROOHFWHG IURP WKH GDWD VXEMHFW GLUHFWO\� WKH GDWD VXEMHFW

PXVW EH LQIRUPHG DW WKH WLPH ZH FROOHFW 3HUVRQDO 'DWD IURP WKH 'DWD
6XEMHFWV�E\�VKRZLQJ�WKH�'DWD�6XEMHFW�RXU�SULYDF\�VWDWHPHQW�

� LI WKH SHUVRQDO GDWD LV FROOHFWHG IURP RWKHU VRXUFHV� �D� ZLWKLQ RQH PRQWK
IURP FROOHFWLQJ LW� �E� LI WKH SHUVRQDO GDWD DUH WR EH XVHG IRU FRPPXQLFDWLRQ
ZLWK WKH GDWD VXEMHFW� DW WKH ODWHVW DW WKH WLPH RI WKH ILUVW FRPPXQLFDWLRQ WR
WKDW GDWD VXEMHFW� RU �F� LI D GLVFORVXUH WR DQRWKHU UHFLSLHQW LV HQYLVDJHG� DW
WKH�ODWHVW�ZKHQ�WKH�SHUVRQDO�GDWD�DUH�ILUVW�GLVFORVHG�

� XSRQ�WKH�UHTXHVW�RI�WKH�'DWD�6XEMHFW��DQG
� ZLWKLQ RQH ��� PRQWK DIWHU DQ\ FKDQJH RI RXU SHUVRQDO GDWD SUDFWLFHV�

FKDQJH RI WKH FRQWUROOHU RI 3HUVRQDO 'DWD RU DIWHU VLJQLILFDQW FKDQJHV LQ RXU
SULYDF\�VWDWHPHQWV�

���� 7KH�ULJKW�WR�DFFHVV�WKH�LQIRUPDWLRQ�
������ 7KH 'DWD 6XEMHFW PXVW EH SURYLGHG RQO\ ZLWK WKRVH SHUVRQDO GDWD UHFRUGV

VSHFLILHG LQ WKH UHTXHVW� ,I WKH 'DWD 6XEMHFW UHTXHVWV DFFHVV WR DOO SHUVRQDO GDWD
FRQFHUQLQJ KHU RU KLP� WKH HPSOR\HH PXVW VHHN DGYLFH IURP WKH 3ULYDF\
0DQDJHU ILUVW� WR PDNH VXUH DOO SHUVRQDO GDWD RI WKH 'DWD 6XEMHFW LV PDSSHG DQG
SURYLGHG�

������ $�'DWD�6XEMHFW�KDV�WKH�ULJKW�WR�
� OHDUQ�LI�ZH�SURFHVV�WKH�'DWD�6XEMHFW¶V�3HUVRQDO�'DWD�
� REWDLQ GLVFORVXUH UHJDUGLQJ DVSHFWV RI WKH SURFHVVLQJ� LQFOXGLQJ GHWDLOHG

DQG FDVH�VSHFLILF LQIRUPDWLRQ RQ SXUSRVHV� FDWHJRULHV RI 3HUVRQDO 'DWD�
UHFLSLHQWV�FDWHJRULHV RI UHFLSLHQWV� UHWHQWLRQ SHULRGV� LQIRUPDWLRQ DERXW
RQH¶V ULJKWV� GHWDLOV RI WKH UHOHYDQW VDIHJXDUGV ZKHUH SHUVRQDO GDWD LV
WUDQVIHUUHG RXWVLGH WKH (($� DQG DQ\ WKLUG�SDUW\ VRXUFH RI WKH SHUVRQDO
GDWD��DQG

� REWDLQ D FRS\ RI WKH 3HUVRQDO 'DWD XQGHUJRLQJ SURFHVVLQJ XSRQ WKH
UHTXHVW�

���� 7KH ULJKW WR YHULI\ WKH 'DWD 6XEMHFW¶V LQIRUPDWLRQ DQG VHHN LWV UHFWLILFDWLRQ�
7KH LQIRUPDWLRQ ZH FROOHFW FDQ EH�EHFRPH LQDFFXUDWH RU RXW�RI�GDWH �H�J��
PLVWDNHV LQ QDWLRQDOLW\� GDWH RI ELUWK� LQIR RQ GHEWV� HFRQRPLF DFWLYLWLHV�� ,I ZH
UHYHDO WKDW WKH 3HUVRQDO 'DWD LV LQDFFXUDWH RU WKH 'DWD 6XEMHFW UHTXHVWV XV WR
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GR VR� ZH PXVW HQVXUH WKDW ZH FRUUHFW DOO PLVWDNHV DQG XSGDWH WKH UHOHYDQW
LQIRUPDWLRQ�

���� 7KH�ULJKW�WR�UHVWULFW�SURFHVVLQJ�
������ 7KH UHVWULFWLRQ RI SURFHVVLQJ DOORZV 'DWD 6XEMHFWV WR WHPSRUDULO\ VWRS WKH XVH RI

WKHLU�LQIRUPDWLRQ�WR�SUHYHQW�WKH�SRVVLEOH�KDUP�FDXVHG�E\�VXFK�XVH�
������ 7KLV�ULJKW�DSSOLHV�ZKHQ�WKH�'DWD�6XEMHFW�

� FRQWHVWV�WKH�DFFXUDF\�RI�WKH�3HUVRQDO�'DWD�
� EHOLHYHV�WKDW�ZH�SURFHVV�WKH�3HUVRQDO�'DWD�XQODZIXOO\��DQG
� REMHFWV DJDLQVW WKH SURFHVVLQJ DQG ZDQWV XV QRW WR SURFHVV 3HUVRQDO 'DWD

ZKLOH�ZH�DUH�FRQVLGHULQJ�WKH�UHTXHVW�
������ ,Q WKH FDVH RI UHFHLYLQJ WKH UHVWULFWLRQ UHTXHVW� ZH PXVW QRW SURFHVV 3HUVRQDO

'DWD LQ TXHVWLRQ IRU DQ\ RWKHU SXUSRVH WKDQ VWRULQJ LW RU IRU OHJDO FRPSOLDQFH
SXUSRVHV�XQWLO�WKH�FLUFXPVWDQFHV�RI�UHVWULFWLRQ�FHDVH�WR�H[LVW�

���� 7KH ULJKW WR ZLWKGUDZ WKH FRQVHQW� )RU WKH DFWLYLWLHV WKDW UHTXLUH FRQVHQW� WKH
'DWD 6XEMHFW FDQ UHYRNH WKHLU FRQVHQW DW DQ\ WLPH� ,I WKH 'DWD 6XEMHFW UHYRNHV
WKH FRQVHQW� ZH PXVW UHFRUG WKH FKDQJHV DQG PXVW QRW SURFHVV WKH 3HUVRQDO
'DWD IRU FRQVHQW�EDVHG SXUSRVHV� 7KH ZLWKGUDZDO RI FRQVHQW GRHV QRW DIIHFW
WKH�ODZIXOQHVV�RI�WKH�SURFHVVLQJ�GRQH�EHIRUH�WKH�ZLWKGUDZDO�

���� 7KH�ULJKW�WR�REMHFW�DJDLQVW�WKH�SURFHVVLQJ�
������ ,I ZH SURFHVV WKH LQIRUPDWLRQ LQ RXU OHJLWLPDWH LQWHUHVWV� H�J�� IRU GLUHFW

PDUNHWLQJ HPDLOV RU IRU RXU PDUNHWLQJ UHVHDUFK SXUSRVHV� WKH 'DWD 6XEMHFW FDQ
REMHFW�DJDLQVW�WKH�SURFHVVLQJ�

������ ,Q WKH FDVH RI UHFHLYLQJ WKH REMHFWLRQ UHTXHVW FDVH� ZH PXVW FRQVLGHU 'DWD
6XEMHFW¶V UHTXHVW DQG� ZKHUH ZH GR QRW KDYH FRPSHOOLQJ LQWHUHVWV� VWRS WKH
SURFHVVLQJ IRU WKH VSHFLILHG SXUSRVHV� ,I WKH SHUVRQDO GDWD LV VWLOO WR EH
SURFHVVHG IRU RWKHU SXUSRVHV� WKH 3ULYDF\ 0DQDJHU PXVW PDNH VXUH WKDW WKH
GDWDEDVH KDV D UHFRUG WKDW WKH GDWD FDQQRW EH IXUWKHU SURFHVVHG IRU WKH
REMHFWHG�DFWLYLWLHV�

������ 7KH REMHFWLRQ UHTXHVW FDQ EH UHIXVHG RQO\ LI WKH SHUVRQDO GDWD LQ TXHVWLRQ LV
XVHG IRU VFLHQWLILF�KLVWRULFDO UHVHDUFK RU VWDWLVWLFDO SXUSRVHV DQG ZDV
DSSURSULDWHO\�SURWHFWHG��L�H��E\�DQRQ\PL]DWLRQ�RU�SVHXGRQ\PL]DWLRQ�WHFKQLTXHV�

���� 5LJKW�WR�HUDVXUH�WR�EH�IRUJRWWHQ�
������ 7KH 'DWD 6XEMHFWV KDYH WKH ULJKW WR UHTXHVW XV WR HUDVH WKHLU 3HUVRQDO 'DWD LI

RQH�RI�WKH�IROORZLQJ�FRQGLWLRQV�DUH�PHW�
� 3HUVRQDO 'DWD LV QR ORQJHU QHFHVVDU\ IRU WKH SXUSRVHV RI FROOHFWLRQ� )RU

H[DPSOH� D XVHU KDV SURYLGHG SHUVRQDO GDWD IRU D RQH�WLPH DFWLYLW\� VXFK DV
GDWD YDOLGDWLRQ RU SDUWLFLSDWLRQ LQ D FRQWHVW� DQG WKH SXUSRVH LV DOUHDG\
IXOILOOHG�
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� WKH 'DWD 6XEMHFW UHYRNHV RQH¶V FRQVHQW RU REMHFWV WR WKH SURFHVVLQJ �ZKHUH
DSSOLFDEOH��DQG�WKHUH�LV�QR�RWKHU�OHJDO�JURXQG�IRU�WKH�SURFHVVLQJ��RU

� ZH SURFHVV WKH 3HUVRQDO 'DWD XQODZIXOO\ RU LWV HUDVXUH LV UHTXLUHG E\ WKH
DSSOLFDEOH OHJLVODWLRQ RI WKH (XURSHDQ 8QLRQ RU RQH RI WKH 0HPEHU FRXQWULHV
RI�WKH�(XURSHDQ�8QLRQ�

������ &RQGLWLRQV��XQGHU�ZKLFK�ZH�KDYH�WKH�ULJKW�WR�UHIXVH�WKH�HUDVXUH�
� 3HUVRQDO 'DWD LV SURFHVVHG IRU VFLHQWLILF�KLVWRULFDO UHVHDUFK RU VWDWLVWLFDO

SXUSRVHV DQG LV DSSURSULDWHO\ SURWHFWHG� L�H� SVHXGRQ\PL]HG RU
DQRQ\PL]HG�

� 3HUVRQDO 'DWD LV VWLOO QHFHVVDU\ IRU OHJDO FRPSOLDQFH �H�J�� ILQDQFLDO RU ODERU
ODZV�FRPSOLDQFH��

������ 2QO\ WKRVH SHUVRQDO GDWD UHFRUGV PXVW EH GHOHWHG WKDW ZHUH VSHFLILHG LQ WKH
UHTXHVW� ,I WKH 'DWD 6XEMHFW UHTXHVWV WKH GHOHWLRQ RI DOO SHUVRQDO GDWD
FRQFHUQLQJ KHU RU KLP� WKH HPSOR\HH PXVW VHHN DGYLFH IURP WKH 3ULYDF\
0DQDJHU ILUVW� WR PDNH VXUH DOO WKH GDWD DERXW WKH 'DWD 6XEMHFW LV PDSSHG DQG
FDQ�EH�GHOHWHG�

������ ,I WKH 8VHU VWLOO KDV DQ DFFRXQW ZLWK XV DQG UHTXHVWV WKH HUDVXUH RI LQIRUPDWLRQ
QHFHVVDU\ IRU PDLQWDLQLQJ WKH DFFRXQW� ZH PXVW LQIRUP WKH 8VHU WKDW WKH
HUDVXUH�ZLOO�DIIHFW�XVHU�H[SHULHQFH�RU�FDQ�OHDG�WR�WKH�FORVXUH�RI�WKH�DFFRXQW�

���� 'DWD�SRUWDELOLW\�
������ 'DWD 6XEMHFWV FDQ DVN XV WR WUDQVIHU DOO WKH 3HUVRQDO 'DWD DQG�RU LWV SDUW LQ D

PDFKLQH�UHDGDEOH�IRUPDW�WR�D�WKLUG�SDUW\��7KLV�ULJKW�DSSOLHV�LQ�WZR�FDVHV�
� SHUVRQDO GDWD ZDV FROOHFWHG IRU WKH SXUSRVH RI SURYLVLRQ RI RXU VHUYLFHV

�SHUIRUPDQFH�RI�WKH�FRQWUDFW���RU
� FROOHFWHG�EDVHG�RQ�FRQVHQW�

������ 7R GHWHUPLQH ZKHWKHU RQH RI WKH S������ FRQGLWLRQV DUH PHW� WKH HPSOR\HH PXVW
VHHN DGYLFH IURP WKH 3ULYDF\ 0DQDJHU DQG FKHFN WKH DSSOLFDEOH OHJDO EDVLV LQ
WKH 5HFRUGV RI SURFHVVLQJ DFWLYLWLHV� ,I WKH DQVZHU LV QHJDWLYH� WKH UHTXHVW FDQ
EH UHIXVHG E\ (VWDELOG� DQG WKH 3ULYDF\ 0DQDJHU PXVW GHFLGH ZKHWKHU WR
FRPSO\�ZLWK�WKH�UHTXHVW�RQ�D�YROXQWDU\�EDVLV�

������ 7R FRPSO\ ZLWK WKH UHTXHVW� WKH UHVSRQVLEOH HPSOR\HH PXVW FRQVROLGDWH
UHTXHVWHG 3HUVRQDO 'DWD DQG VHQG WKH GDWD LQ WKH IRUPDW ZH DUH XVXDOO\
ZRUNLQJ ZLWK WR WKH UHTXHVWHG RUJDQL]DWLRQ� 7KH 'DWD 6XEMHFW PXVW SURYLGH WKH
QHFHVVDU\�FRQWDFW�GHWDLOV�RI�WKH�RUJDQL]DWLRQ�

�� 1HZ�'DWD�3URFHVVLQJ�$FWLYLWLHV

���� 1RWLILFDWLRQ�WR�3ULYDF\�0DQDJHU
������ %HIRUH LQWURGXFLQJ DQ\ QHZ DFWLYLW\ WKDW LQYROYHV WKH SURFHVVLQJ RI SHUVRQDO

GDWD� DQ HPSOR\HH UHVSRQVLEOH IRU LWV LPSOHPHQWDWLRQ PXVW LQIRUP WKH 3ULYDF\
0DQDJHU�
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������ 8SRQ�UHFHLYLQJ�LQIRUPDWLRQ�DERXW�D�QHZ�DFWLYLW\��3ULYDF\�0DQDJHU�PXVW�
� GHWHUPLQH ZKHWKHU WKH GDWD SURFHVVLQJ LPSDFW DVVHVVPHQW �'3,$� DQG�RU

WKH FRQVXOWDWLRQ ZLWK WKH 6XSHUYLVRU\ $XWKRULW\ LV QHFHVVDU\� ,I WKH DQVZHU LV
SRVLWLYH� WKH 3ULYDF\ 0DQDJHU PXVW PDNH VXUH WKH '3,$ LV FRQGXFWHG
DQG�RU WKH 6XSHUYLVRU\ $XWKRULW\ LV FRQVXOWHG LQ DFFRUGDQFH ZLWK WKH
UHTXLUHPHQWV�RI�WKLV�6HFWLRQ�DQG�'DWD�3URWHFWLRQ�/DZV�

� GHWHUPLQH WKH OHJDO EDVLV IRU WKH SURFHVVLQJ DQG� ZKHUH QHFHVVDU\� WDNH
IXUWKHU�DFWLRQ�IRU�LWV�IL[DWLRQ�

� PDNH VXUH WKH SURFHVVLQJ DFWLYLW\ LV GRQH LQ DFFRUGDQFH ZLWK WKLV 3ROLF\�
RWKHU�(VWDELOG¶V�SROLFLHV��DV�ZHOO�DV�WKH�'DWD�3URWHFWLRQ�/DZV�

� DGG�WKH�SURFHVVLQJ�DFWLYLW\�WR�WKH�5HFRUGV�RI�SURFHVVLQJ�DFWLYLWLHV�
� DPHQG WKH SULYDF\ LQIRUPDWLRQ VWDWHPHQWV DQG� ZKHUH QHFHVVDU\� LQIRUP WKH

FRQFHUQHG�'DWD�6XEMHFW�DFFRUGLQJO\�

���� 'DWD�3URFHVVLQJ�,PSDFW�$VVHVVPHQW
������ 7R PDNH VXUH WKDW RXU FXUUHQW RU SURVSHFWLYH SURFHVVLQJ DFWLYLWLHV GR QRW�ZLOO QRW

YLRODWH WKH 'DWD 6XEMHFWV¶ ULJKWV� (VWDELOG PXVW� ZKHUH UHTXLUHG E\ 'DWD
3URWHFWLRQ /DZV� FRQGXFW WKH 'DWD 3URFHVVLQJ ,PSDFW $VVHVVPHQW �'3,$�� D
ULVN�EDVHG DVVHVVPHQW RI WKH SURFHVVLQJ DQG VHDUFK IRU WKH PHDVXUHV WR
PLWLJDWH WKH ULVNV� 7KH 3ULYDF\ 0DQDJHU PXVW PDNH VXUH WKH '3,$ LV FRQGXFWHG
LQ�DFFRUGDQFH�ZLWK�WKLV�6HFWLRQ�

������ 7KH 3ULYDF\ 0DQDJHU� ZKHUH QHFHVVDU\� LQYROYLQJ WKH FRPSHWHQW HPSOR\HHV
DQG�RU H[WHUQDO DGYLVRUV� PXVW FRQGXFW D '3,$ LI DW OHDVW RQH RI WKH IROORZLQJ
FRQGLWLRQV�DUH�PHW�
� WKH SURFHVVLQJ LQYROYHV WKH XVH RI QHZ WHFKQRORJLHV� VXFK DV WKH $UWLILFLDO

,QWHOOLJHQFH� XVH RI FRQQHFWHG DQG DXWRQRPRXV GHYLFHV� HWF� WKDW FUHDWHV
FHUWDLQ�OHJDO��HFRQRPLF�RU�VLPLODU�HIIHFWV�WR�WKH�'DWD�6XEMHFW�

� ZH V\VWHPDWLFDOO\ DVVHVV DQG HYDOXDWH SHUVRQDO DVSHFWV RI WKH 'DWD
6XEMHFWV EDVHG RQ DXWRPDWHG SURILOLQJ� DVVLJQLQJ WKH SHUVRQDO VFRUH�UDWH�
DQG�FUHDWH�OHJDO�RU�VLPLODU�HIIHFWV�IRU�WKH�'DWD�6XEMHFW�E\�WKLV�DFWLYLW\�

� ZH SURFHVV RQ D ODUJH VFDOH VHQVLWLYH GDWD� ZKLFK LQFOXGHV 3HUVRQDO 'DWD
UHODWLQJ WR FULPLQDO FRQYLFWLRQV DQG RIIHQFHV� WKH GDWD DERXW YXOQHUDEOH GDWD
VXEMHFWV� WKH SHUVRQDO GDWD UHYHDOLQJ UDFLDO RU HWKQLF RULJLQ� SROLWLFDO
RSLQLRQV� UHOLJLRXV RU SKLORVRSKLFDO EHOLHIV� RU WUDGH XQLRQ PHPEHUVKLS� DQG
WKH SURFHVVLQJ RI JHQHWLF GDWD� ELRPHWULF GDWD IRU WKH SXUSRVH RI XQLTXHO\
LGHQWLI\LQJ D QDWXUDO SHUVRQ� GDWD FRQFHUQLQJ KHDOWK RU GDWD FRQFHUQLQJ D
QDWXUDO�SHUVRQ¶V�VH[�OLIH�RU�VH[XDO�RULHQWDWLRQ�

� ZH FROOHFW RU SURFHVV 3HUVRQDO 'DWD IURP D SXEOLFO\ DFFHVVLEOH DUHD RU
SXEOLF VRXUFHV RQ D ODUJH VFDOH� RU FRPELQH RU PDWFK WZR GLIIHUHQW GDWD
VHWV��DQG

� WKH 6XSHUYLVRU\ $XWKRULW\ LQ LWV SXEOLF OLVW UHTXLUHV FRQGXFWLQJ D '3,$ IRU D
FHUWDLQ W\SH RI DFWLYLW\ ZH DUH LQYROYHG LQ� 7KH OLVW RI SURFHVVLQJ DFWLYLWLHV
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UHTXLULQJ FRQGXFWLQJ '3,$ FDQ EH IRXQG RQ WKH ZHEVLWH RI HDFK 6XSHUYLVRU\
$XWKRULW\�

������ 7KH�DVVHVVPHQW�VKDOO�FRQWDLQ�DW�OHDVW�WKH�IROORZLQJ�GHWDLOV�
� D V\VWHPDWLF GHVFULSWLRQ RI WKH SURFHVVLQJ RSHUDWLRQV DQG WKH SXUSRVHV RI

WKH SURFHVVLQJ� LQFOXGLQJ� ZKHUH DSSOLFDEOH� WKH OHJLWLPDWH LQWHUHVW SXUVXHG
E\ XV� 7KH GHVFULSWLRQ PXVW LQFOXGH WKH HQYLVDJHG GDWD FDWHJRULHV DQG GDWD
VXEMHFWV FRQFHUQHG� WKH VFDOH RI SURFHVVLQJ DFWLYLWLHV� VXFK DV LWV IUHTXHQF\�
YROXPH� HQYLVDJHG QXPEHU RI UHFRUGV� HWF�� UHFLSLHQWV RI WKH GDWD� UHWHQWLRQ
SHULRGV�DQG��ZKHUH�DSSOLFDEOH��LQWHUQDWLRQDO�WUDQVIHUV�

� DQ DVVHVVPHQW RI WKH QHFHVVLW\ DQG SURSRUWLRQDOLW\ RI WKH SURFHVVLQJ
RSHUDWLRQV LQ UHODWLRQ WR WKH SXUSRVHV� 7KH '3,$ PXVW H[SODLQ ZKHWKHU WKH
DFWLYLW\ LV QHFHVVDU\ IRU WKH SXUSRVH DQG ZKHWKHU WKH SXUSRVH FDQ EH
DFKLHYHG�E\�OHVV�LQWUXVLYH�PHWKRGV�

� DQ DVVHVVPHQW RI WKH ULVNV WR WKH ULJKWV DQG IUHHGRPV RI GDWD VXEMHFWV�
LQFOXGLQJ�WKH�ULJKWV�RI�'DWD�6XEMHFWV�UHJDUGLQJ�WKHLU�3HUVRQDO�'DWD�

� 7KH H[DPSOHV RI ULVNV DUH WKH SURFHVVLQJ ZKLFK FRXOG OHDG WR SK\VLFDO�
PDWHULDO RU QRQ�PDWHULDO GDPDJH� LQ SDUWLFXODU� ZKHUH WKH SURFHVVLQJ PD\
JLYH ULVH WR GLVFULPLQDWLRQ� LGHQWLW\ WKHIW RU IUDXG� ILQDQFLDO ORVV� GDPDJH WR
WKH UHSXWDWLRQ� ORVV RI FRQILGHQWLDOLW\ RI SHUVRQDO GDWD SURWHFWHG E\
SURIHVVLRQDO VHFUHF\� XQDXWKRUL]HG UHYHUVDO RI SVHXGRQ\PL]DWLRQ� RU DQ\
RWKHU VLJQLILFDQW HFRQRPLF RU VRFLDO GLVDGYDQWDJH� ZKHUH GDWD VXEMHFWV
PLJKW EH GHSULYHG RI WKHLU ULJKWV DQG IUHHGRPV RU SUHYHQWHG IURP H[HUFLVLQJ
FRQWURO RYHU WKHLU SHUVRQDO GDWD� ZKHUH SHUVRQDO GDWD DUH SURFHVVHG ZKLFK
UHYHDO UDFLDO RU HWKQLF RULJLQ� SROLWLFDO RSLQLRQV� UHOLJLRQ RU SKLORVRSKLFDO
EHOLHIV� WUDGH XQLRQ PHPEHUVKLS� DQG WKH SURFHVVLQJ RI JHQHWLF GDWD� GDWD
FRQFHUQLQJ KHDOWK RU GDWD FRQFHUQLQJ VH[ OLIH RU FULPLQDO FRQYLFWLRQV DQG
RIIHQFHV RU UHODWHG VHFXULW\ PHDVXUHV� ZKHUH SHUVRQDO DVSHFWV DUH
HYDOXDWHG� LQ SDUWLFXODU DQDO\]LQJ RU SUHGLFWLQJ DVSHFWV FRQFHUQLQJ
SHUIRUPDQFH DW ZRUN� HFRQRPLF VLWXDWLRQ� KHDOWK� SHUVRQDO SUHIHUHQFHV RU
LQWHUHVWV� UHOLDELOLW\ RU EHKDYLRU� ORFDWLRQ RU PRYHPHQWV� LQ RUGHU WR FUHDWH RU
XVH SHUVRQDO SURILOHV� ZKHUH SHUVRQDO GDWD RI YXOQHUDEOH QDWXUDO SHUVRQV� LQ
SDUWLFXODU RI FKLOGUHQ� DUH SURFHVVHG� RU ZKHUH SURFHVVLQJ LQYROYHV D ODUJH
DPRXQW�RI�SHUVRQDO�GDWD�DQG�DIIHFWV�D�ODUJH�QXPEHU�RI�GDWD�VXEMHFWV��DQG

� WKH PHDVXUHV WR DGGUHVV WKH ULVNV� LQFOXGLQJ VDIHJXDUGV� VHFXULW\ PHDVXUHV�
DQG PHFKDQLVPV WR HQVXUH WKH SURWHFWLRQ RI SHUVRQDO GDWD DQG WR
GHPRQVWUDWH�FRPSOLDQFH�ZLWK�WKLV�5HJXODWLRQ�

������ :KHUH WKH '3,$ GLG QRW SURYLGH KRZ WR HIIHFWLYHO\ DGGUHVV WKH ULVNV� WKH 3ULYDF\
0DQDJHU PXVW LQLWLDWH WKH FRQVXOWDWLRQ ZLWK WKH FRPSHWHQW 6XSHUYLVRU\ $XWKRULW\
WR UHFHLYH KHOS ZLWK VHDUFKLQJ IRU WKH VROXWLRQ� ,Q WKLV FDVH� (VWDELOG PXVW QRW
FRQGXFW WKH DFWLYLW\ EHIRUH WKH 6XSHUYLVRU\ $XWKRULW\ DSSURYHV WKH SURFHVVLQJ
DFWLYLW\�LQ�TXHVWLRQ�
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�� 'DWD�5HWHQWLRQ

���� *HQHUDO�5XOH�
������ 7KH 3ULYDF\ 0DQDJHU PXVW PDNH VXUH WKDW (VWDELOG FOHDUO\ GHILQHG WKH GDWD

VWRUDJH SHULRGV DQG�RU FULWHULD IRU GHWHUPLQLQJ WKH VWRUDJH SHULRGV IRU HDFK
SURFHVVLQJ DFWLYLW\ LW KDV� 7KH SHULRGV IRU HDFK SURFHVVLQJ DFWLYLW\ PXVW EH
VSHFLILHG�LQ�WKH�5HFRUGV�RI�SURFHVVLQJ�DFWLYLWLHV�

������ (DFK GHSDUWPHQW ZLWKLQ (VWDELOG PXVW FRPSO\ ZLWK WKH GDWD VWRUDJH SHULRGV LQ
DFFRUGDQFH ZLWK WKH UHWHQWLRQ VFKHGXOH SURYLGHG LQ 5HFRUGV RI SURFHVVLQJ
DFWLYLWLHV� 7KH 3ULYDF\ 0DQDJHU PXVW VXSHUYLVH HDFK GHSDUWPHQW DQG PDNH
VXUH�WKH\�FRPSO\�ZLWK�WKLV�UHTXLUHPHQW�

������ $IWHU WKH VWRUDJH SHULRG HQGV� WKH SHUVRQDO GDWD PXVW EH UHPRYHG IURP WKH
GLVSRVDO RI WKH GHSDUWPHQW UHVSRQVLEOH IRU WKH SURFHVVLQJ RU� LQ FDVHV ZKHUH WKH
GDWD LV QRW QHHGHG IRU DQ\ RWKHU SXUSRVHV� GHVWUR\HG FRPSOHWHO\� LQFOXGLQJ IURP
EDFN�XS�FRSLHV�DQG�RWKHU�PHGLD�

������ :KHQHYHU WKH VWRUDJH SHULRG IRU D SURFHVVLQJ DFWLYLW\ KDV HQGHG� EXW WKH
SHUVRQDO GDWD SURFHVVHG LV QHFHVVDU\ IRU RWKHU SURFHVVLQJ SXUSRVHV� WKH
GHSDUWPHQW PDQDJHU PXVW PDNH VXUH WKDW WKH SHUVRQDO GDWD LV QRW XVHG IRU WKH
FHDVHG SURFHVVLQJ DFWLYLW\� DQG WKH UHVSRQVLEOH HPSOR\HHV GR QRW KDYH WKH
DFFHVV�WR�LW�XQOHVV�UHTXLUHG�IRU�DQ\�RWKHU�DFWLYLW\�

���� ([HPSWLRQV� 7KH UXOHV VSHFLILHG LQ 6XEVHFWLRQ ��� KDYH WKH IROORZLQJ
H[FHSWLRQV�

������ %XVLQHVV QHHGV� 'DWD UHWHQWLRQ SHULRGV FDQ EH SURORQJHG� EXW QR ORQJHU WKDQ
�� GD\V� LQ WKH FDVH WKDW WKH GDWD GHOHWLRQ ZLOO LQWHUUXSW RU KDUP RXU RQJRLQJ
EXVLQHVV��7KH�3ULYDF\�0DQDJHU�PXVW�DSSURYH�DQ\�XQIRUHVHHQ�SURORQJDWLRQ�

������ 7HFKQLFDO LPSRVVLELOLW\� 6RPH LQIRUPDWLRQ LV WHFKQLFDOO\ LPSRVVLEOH RU
GLVSURSRUWLRQDOO\ GLIILFXOW WR GHOHWH� )RU H[DPSOH� GHOHWLRQ RI WKH LQIRUPDWLRQ PD\
OHDG WR EUHDFK RI V\VWHP LQWHJULW\� RU LW LV LPSRVVLEOH WR GHOHWH WKH LQIRUPDWLRQ
IURP WKH EDFNXS FRSLHV� ,Q VXFK D FDVH� WKH LQIRUPDWLRQ FDQ EH IXUWKHU VWRUHG�
VXEMHFW WR WKH DSSURYDO E\ WKH 3ULYDF\ 0DQDJHU DQG PDNLQJ UHVSHFWLYH
DPHQGPHQWV�WR�WKH�5HFRUGV�RI�SURFHVVLQJ�DFWLYLWLHV��DQG

������ $QRQ\PL]DWLRQ� 7KH 3HUVRQDO 'DWD FDQ EH IXUWKHU SURFHVVHG IRU DQ\ SXUSRVHV
�H�J�� PDUNHWLQJ� LI ZH IXOO\ DQRQ\PL]H WKHVH GDWD DIWHU WKH UHWHQWLRQ SHULRG LV
H[SLUHG� 7KLV PHDQV WKDW DOO SHUVRQDO LGHQWLILHUV DQG FRQQHFWLRQV WR WKHP ZLOO EH
GHOHWHG IURP WKH GDWD� 7R FRQVLGHU 3HUVRQDO 'DWD DQRQ\PRXV� LW PXVW EH
LPSRVVLEOH�WR�UHLGHQWLI\�WKH�'DWD�6XEMHFW�IURP�WKH�GDWD�VHW�

�� 6HFXULW\

���� (DFK GHSDUWPHQW ZLWKLQ (VWDELOG VKDOO WDNH DOO DSSURSULDWH WHFKQLFDO DQG
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RUJDQL]DWLRQDO PHDVXUHV WKDW SURWHFW DJDLQVW XQDXWKRUL]HG� XQODZIXO� DQG�RU
DFFLGHQWDO DFFHVV� GHVWUXFWLRQ� PRGLILFDWLRQ� EORFNLQJ� FRS\LQJ� GLVWULEXWLRQ� DV
ZHOO DV IURP RWKHU LOOHJDO DFWLRQV RI XQDXWKRUL]HG SHUVRQV UHJDUGLQJ WKH
SHUVRQDO�GDWD�XQGHU�WKHLU�UHVSRQVLELOLW\�

���� 7KH HPSOR\HH UHVSRQVLEOH IRU WKH VXSHUYLVLRQ DIWHU WKH VHFXULW\ RI SHUVRQDO GDWD
ZLWKLQ (VWDELOG VKDOO EH ,7 VSHFLDOLVW� 7KLV SHUVRQ LPSOHPHQWV WKH JXLGHOLQHV DQG
RWKHU VSHFLILFDWLRQV RQ GDWD SURWHFWLRQ DQG LQIRUPDWLRQ VHFXULW\ LQ KLV DUHD RI
UHVSRQVLELOLW\� +H�VKH DGYLVHV (VWDELOG PDQDJHPHQW RQ WKH SODQQLQJ DQG
LPSOHPHQWDWLRQ RI LQIRUPDWLRQ VHFXULW\ LQ (VWDELOG� DQG PXVW EH LQYROYHG LQ DOO
SURMHFWV DW DQ HDUO\ VWDJH LQ RUGHU WR WDNH VHFXULW\�UHODWHG DVSHFWV LQWR DFFRXQW
DV�HDUO\�DV�WKH�SODQQLQJ�SKDVH�

��� 'DWD�%UHDFK�5HVSRQVH�3URFHGXUH

����� 5HVSRQVH�7HDP�
������� ,Q FDVH RI UHYHDOLQJ WKH 'DWD %UHDFK� &(2 RI (VWDELOG VKDOO XUJHQWO\ IRUP WKH

'DWD %UHDFK 5HVSRQVH 7HDP �WKH ³5HVSRQVH 7HDP´�� ZKLFK ZLOO KDQGOH WKH
'DWD�%UHDFK��QRWLI\�WKH�DSSURSULDWH�SHUVRQV��DQG�PLWLJDWH�LWV�ULVNV�

������� 7KH 5HVSRQVH 7HDP PXVW EH ɚ PXOWL�GLVFLSOLQDU\ JURXS KHDGHG E\ &(2 RI
(VWDELOG DQG FRPSULVHG RI WKH 3ULYDF\ 0DQDJHU� SULYDF\ ODZV VSHFLDOLVW
�ZKHWKHU LQWHUQDO RU H[WHUQDO�� DQG NQRZOHGJHDEOH DQG VNLOOHG LQIRUPDWLRQ
VHFXULW\ VSHFLDOLVWV ZLWKLQ (VWDELOG RU RXWVRXUFLQJ SURIHVVLRQDOV� LI QHFHVVDU\�
7KH WHDP PXVW HQVXUH WKDW DOO HPSOR\HHV DQG HQJDJHG FRQWUDFWRUV�SURFHVVRUV
DGKHUH WR WKLV 3ROLF\ DQG SURYLGH DQ LPPHGLDWH� HIIHFWLYH� DQG VNLOOIXO UHVSRQVH
WR�DQ\�VXVSHFWHG�DOOHJHG�RU�DFWXDO�'DWD�%UHDFK�DIIHFWLQJ�(VWDELOG�

������� 7KH SRWHQWLDO PHPEHUV RI WKH 5HVSRQVH 7HDP PXVW EH SUHSDUHG WR UHVSRQG WR
ɚ 'DWD %UHDFK� 7KH 5HVSRQVH 7HDP VKDOO SHUIRUP DOO WKH UHVSRQVLELOLWLHV RI
(VWDELOG�PHQWLRQHG�LQ�WKLV�3ROLF\��7KH�GXWLHV�RI�WKH�5HVSRQVH�7HDP�DUH�
� WR FRPPXQLFDWH WKH 'DWD %UHDFK WR WKH FRPSHWHQW 6XSHUYLVRU\

$XWKRULW\��LHV��
� LQ FDVH RI KLJK ULVN WR WKH ULJKWV DQG IUHHGRPV RI 'DWD 6XEMHFWV� WR

FRPPXQLFDWH�WKH�'DWD�%UHDFK�WR�WKH�'DWD�6XEMHFW�
� LI (VWDELOG REWDLQ GDWD IURP DQ\ WKLUG SDUW\ DV D SURFHVVRU� DQG D 'DWD

%UHDFK LQYROYHV REWDLQHG GDWD� WR LQIRUP WKH WKLUG SDUWLHV DERXW WKH 'DWD
%UHDFK�

� WR FRPPXQLFDWH (VWDELOG¶V FRQWUDFWRUV RU DQ\ RWKHU WKLUG SDUWLHV WKDW SURFHVV
WKH�3HUVRQDO�'DWD�LQYROYHG�LQ�WKH�'DWD�%UHDFK��DQG

� WR WDNH DOO DSSURSULDWH WHFKQLFDO DQG RUJDQL]DWLRQDO PHDVXUHV WR FHDVH WKH
'DWD�%UHDFK�DQG�PLWLJDWH�LWV�FRQVHTXHQFHV�

� WR UHFRUG WKH IDFW RI WKH 'DWD %UHDFK LQ WKH 5HFRUGV RI SURFHVVLQJ DFWLYLWLHV
DQG�ILOH�DQ�LQWHUQDO�GDWD�EUHDFK�UHSRUW�WKDW�GHVFULEHV�WKH�HYHQW�
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������� 7KH 5HVSRQVH 7HDP VKDOO SHUIRUP LWV GXWLHV XQWLO DOO WKH QHFHVVDU\ PHDVXUHV
UHTXLUHG�E\�WKLV�3ROLF\�DUH�WDNHQ�

����� 1RWLILFDWLRQ�WR�6XSHUYLVRU\�$XWKRULW\�
������� (VWDELOG VKDOO LQIRUP WKH &RPSHWHQW 6XSHUYLVRU\ $XWKRULW\ DERXW WKH 'DWD

%UHDFK ZLWKRXW XQGXH GHOD\ DQG� ZKHUH LW LV SRVVLEOH� QRW ODWHU WKDQ �� KRXUV
DIWHU�KDYLQJ�EHFRPH�DZDUH�RI�WKH�'DWD�%UHDFK�

������� 7KH &RPSHWHQW 6XSHUYLVRU\ $XWKRULW\ VKDOO EH GHWHUPLQHG E\ WKH UHVLGHQFH RI
WKH 'DWD 6XEMHFWV� ZKRVH LQIRUPDWLRQ ZDV LQYROYHG LQ WKH 'DWD %UHDFK� ,I WKH
'DWD %UHDFK FRQFHUQV WKH 3HUVRQDO 'DWD RI 'DWD 6XEMHFWV IURP PRUH WKDQ RQH
FRXQWU\��(VWDELOG�VKDOO�LQIRUP�DOO�&RPSHWHQW�6XSHUYLVRU\�$XWKRULWLHV�

������� 7R DGGUHVV WKH QRWLILFDWLRQ WR WKH DXWKRULW\� WKH 5HVSRQVH 7HDP VKRXOG XVH
$QQH[ � WR WKLV 3ROLF\� $QQH[ � FRQWDLQV DOO WKH QHFHVVDU\ FRQWDFW LQIRUPDWLRQ RI
WKH (8 VXSHUYLVRU\ DXWKRULWLHV� ,I WKH 'DWD %UHDFK FRQFHUQV 'DWD 6XEMHFWV IURP
RWKHU WKDQ WKH (8 FRXQWULHV� WKH 5HVSRQVH 7HDP VKDOO DVN D FRPSHWHQW SULYDF\
VSHFLDOLVW�IRU�DGYLFH�

������� 7KH QRWLILFDWLRQ WR WKH &RPSHWHQW 6XSHUYLVRU\ $XWKRULW\ VKDOO FRQWDLQ� DW OHDVW�
IROORZLQJ�LQIRUPDWLRQ�
� WKH QDWXUH RI WKH 'DWD %UHDFK LQFOXGLQJ ZKHUH SRVVLEOH� WKH FDWHJRULHV

DQG DQ DSSUR[LPDWH QXPEHU RI 'DWD 6XEMHFWV DQG 3HUVRQDO 'DWD UHFRUGV
FRQFHUQHG�

� WKH QDPH DQG FRQWDFW GHWDLOV RI WKH 5HVSRQVH 7HDP� 3ULYDF\ 0DQDJHU RU�
LI�QRW�DSSOLFDEOH��RI�WKH�&(2�

� WKH OLNHO\ FRQVHTXHQFHV RI WKH 'DWD %UHDFK� ([SODLQ (VWDELOG¶V SRLQW RI YLHZ
RQ WKH SXUSRVHV DQG SRVVLEOH IXUWKHU ULVNV RI WKH 'DWD %UHDFK� (�J�� WKH
3HUVRQDO 'DWD PD\ EH VWROHQ IRU WKH IXUWKHU VDOH� IUDXG DFWLYLWLHV RU
EODFNPDLOLQJ�WKH�FRQFHUQHG�'DWD�6XEMHFWV��DQG

� WKH PHDVXUHV WDNHQ RU SURSRVHG WR EH WDNHQ E\ (VWDELOG WR DGGUHVV WKH
'DWD %UHDFK� LQFOXGLQJ� ZKHUH DSSURSULDWH� PHDVXUHV WR PLWLJDWH LWV
SRVVLEOH�DGYHUVH�HIIHFWV�

������� 7R ILOH D QRWLILFDWLRQ� WKH 5HVSRQVH 7HDP VKRXOG XVH (VWDELOG¶V 'DWD %UHDFK
1RWLILFDWLRQ�)RUP�WR�WKH�6XSHUYLVRU\�$XWKRULW\�

����� 1RWLILFDWLRQV�WR�'DWD�6XEMHFWV�
������� :KHQ WKH 'DWD %UHDFK LV OLNHO\ WR UHVXOW LQ D KLJK ULVN WR WKH ULJKWV DQG IUHHGRPV

RI 'DWD 6XEMHFWV �H�J�� VWHDOLQJ RI IXQGV� DVVHWV� SURSULHWDU\ LQIRUPDWLRQ�� ZH
PXVW DOVR FRPPXQLFDWH WKH 'DWD %UHDFK WR WKH FRQFHUQHG 'DWD 6XEMHFWV
ZLWKRXW XQGXH GHOD\� 7KH 3ULYDF\ 0DQDJHU PXVW GHWHUPLQH LI WKHUH LV D KLJK ULVN
EDVHG�RQ�WKH�ULVN�IDFWRUV�VSHFLILHG�LQ�6XEVHFWLRQ�������RI�WKLV�3ROLF\�

������� 7KH�QRWLILFDWLRQ�VKDOO�FRQWDLQ�WKH�IROORZLQJ�LQIRUPDWLRQ�
� GHVFULSWLRQ RI WKH 'DWD %UHDFK ± ZKDW KDSSHQHG DQG ZKDW OHG WR WKH 'DWD

%UHDFK� VXFK DV D VHFXULW\ EUHDFK� HPSOR\HH¶V QHJOLJHQFH� HUURU LQ WKH
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V\VWHP ZRUN� ,I WKH 5HVSRQVH 7HDP GHFLGHG QRW WR GLVFORVH WKH FDXVHV RI
WKH�'DWD�%UHDFK��WKHQ�WKLV�FODXVH�PXVW�QRW�EH�PHQWLRQHG�

� WKH PHDVXUHV WDNHQ E\ (VWDELOG UHJDUGLQJ WKH 'DWD %UHDFK� LQFOXGLQJ
VHFXULW\ PHDVXUHV� LQWHUQDO LQYHVWLJDWLRQV� DQG VXSHUYLVRU\ DXWKRULW\
QRWLFH�

� UHFRPPHQGDWLRQV IRU WKH FRQFHUQHG 'DWD 6XEMHFWV KRZ WR PLWLJDWH ULVNV
DQG SRVVLEOH FRQVHTXHQFHV� VXFK DV JXLGHOLQHV RQ KRZ WR UHVWRUH
DFFHVV WR DQ DFFRXQW� SUHYHQWLQJ PHDVXUHV �FKDQJH RI D SDVVZRUG��
DQG

� WKH�FRQWDFW�LQIRUPDWLRQ�RI�WKH�5HVSRQVH�7HDP�RU�RQH�RI�LWV�PHPEHUV�
������� 7KH QRWLILFDWLRQ WR WKH 'DWD 6XEMHFWV VKRXOG EH FDUULHG RXW E\ WKH HPDLO OHWWHU

RU� ZKHUH LW LV LPSRVVLEOH WR XVH WKH HPDLO� E\ RWKHU DYDLODEOH PHDQV RI
FRPPXQLFDWLRQ�

������� ([HPSWLRQV� :H GR QRW KDYH WR VHQG WKH QRWLILFDWLRQ WR WKH 'DWD 6XEMHFWV LI
DQ\�RI�WKH�IROORZLQJ�FRQGLWLRQV�DUH�PHW�
� (VWDELOG KDV LPSOHPHQWHG DSSURSULDWH WHFKQLFDO DQG RUJDQL]DWLRQDO

SURWHFWLRQ PHDVXUHV� DQG WKRVH PHDVXUHV ZHUH DSSOLHG WR WKH 3HUVRQDO
'DWD DIIHFWHG E\ WKH 'DWD %UHDFK� LQ SDUWLFXODU� WKRVH WKDW OHDYH WKH
3HUVRQDO 'DWD LQDFFHVVLEOH WR DQ\ SHUVRQ ZKR LV QRW DXWKRUL]HG WR DFFHVV LW�
VXFK�DV�HQFU\SWLRQ�

� (VWDELOG KDV WDNHQ VXEVHTXHQW PHDVXUHV ZKLFK HQVXUH WKDW WKH KLJK ULVN WR
WKH ULJKWV DQG IUHHGRPV RI 'DWD 6XEMHFWV UHIHUUHG WR LQ WKLV VHFWLRQ LV QR
ORQJHU�OLNHO\�WR�PDWHULDOL]H��RU

� LW ZRXOG LQYROYH D GLVSURSRUWLRQDWH HIIRUW WR FRPPXQLFDWH ZLWK HYHU\
FRQFHUQHG 'DWD 6XEMHFW� ,Q VXFK D FDVH� WKHUH VKDOO LQVWHDG EH D SXEOLF
FRPPXQLFDWLRQ RU VLPLODU PHDVXUH ZKHUHE\ WKH 'DWD 6XEMHFWV DUH LQIRUPHG
LQ�DQ�HTXDOO\�HIIHFWLYH�PDQQHU�

,Q WKH FDVH ZH DSSO\ RQH RI WKH H[HPSWLRQV� ZH PXVW GRFXPHQW WKH
FLUFXPVWDQFHV� UHDVRQ IRU QRW LQIRUPLQJ� DQG DFWLRQV WDNHQ WR PHHW RQH RI WKH
H[HPSWLRQV�

����� &RPPXQLFDWLRQ�ZLWK�7KLUG�3DUWLHV�
������� ,Q WKH FDVH D 'DWD %UHDFK FRQFHUQV WKH 3HUVRQDO 'DWD VKDUHG ZLWK XV RU

SURFHVVHG E\ XV RQ EHKDOI RI D 7KLUG 3DUW\� ZH PXVW DOVR QRWLI\ WKH 7KLUG 3DUW\
DERXW LW ZLWKLQ �� KRXUV� ,I ZH SURFHVV WKH 3HUVRQDO 'DWD DV D 'DWD 3URFHVVRU�
WKH QRWLILFDWLRQ RI WKH 7KLUG 3DUW\ GRHV QRW H[HPSW XV IURP WKH GXW\ WR PLWLJDWH
WKH 'DWD %UHDFK FRQVHTXHQFHV� EXW ZH PXVW QRW LQIRUP WKH &RPSHWHQW
6XSHUYLVRU\�$XWKRULW\�DQG�'DWD�6XEMHFWV�

������� ,Q FDVH RI UHFHLYLQJ WKH QRWLILFDWLRQ DERXW WKH 'DWD %UHDFK IURP WKH 'DWD
3URFHVVRU RU RWKHU 7KLUG 3DUWLHV WKDW KDYH DFFHVV WR WKH 3HUVRQDO 'DWD� &(2 RI
(VWDELOG�VKDOO��LQ�DFFRUGDQFH�ZLWK�WKLV�6HFWLRQ�
� IRUP�WKH�5HVSRQVH�7HDP�
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� UHTXHVW WKH 7KLUG 3DUW\ WR VHQG WKH LQIRUPDWLRQ PHQWLRQHG LQ 6XEVHFWLRQV
�������RI�WKLV�3ROLF\�

� ZKHUH QHFHVVDU\� LQIRUP WKH &RPSHWHQW 6XSHUYLVRU\ $XWKRULW\��LHV� DQG
'DWD�6XEMHFWV��DQG

� SHUIRUP�RWKHU�VWHSV�RI�WKH�'DWD�%UHDFK�UHVSRQVH�SURFHGXUH�
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/LVW�RI�3HUVRQV�%ULHIHG�RQ�3HUVRQDO�'DWD�3URWHFWLRQ�3ROLF\

ʋ )XOO�1DPH 6WDWXV 'DWH 6LJQDWXUH

�� 3DEOR�5ROGRV (PSOR\HH��&(2 -DQ�����

�� 6KHODQ�3HUHUD (PSOR\HH��&72 -DQ�����

�� 9RORG\P\U�0HOQ\N (PSOR\HH��&32 -DQ�����
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$11(;���72�7+(�3(5621$/�'$7$�3527(&7,21
32/,&<

(XURSHDQ�1DWLRQDO�'DWD�3URWHFWLRQ�$XWKRULWLHV

$XVWULD
gVWHUUHLFKLVFKH�'DWHQVFKXW]EHK|UGH
+RKHQVWDXIHQJDVVH��
�����:LHQ
7HO���������������������
)D[��������������������
H�PDLO� GVE#GVE�JY�DW
:HEVLWH� KWWS���ZZZ�GVE�JY�DW�

$UW����:3�0HPEHU� 'U�$QGUHD�-(/,1(.��'LUHFWRU��gVWHUUHLFKLVFKH
'DWHQVFKXW]EHK|UGH

%HOJLXP
&RPPLVVLRQ�GH�OD�SURWHFWLRQ�GH�OD�YLH�SULYpH
&RPPLVVLH�YRRU�GH�EHVFKHUPLQJ�YDQ�GH�SHUVRRQOLMNH�OHYHQVVIHHU
5XH�GH�OD�3UHVVH������'UXNSHUVVWUDDW���������%UX[HOOHV��������%UXVVHO
7HO�����������������
)D[����������������
H�PDLO� FRPPLVVLRQ#SULYDF\FRPPLVVLRQ�EH
:HEVLWH� KWWS���ZZZ�SULYDF\FRPPLVVLRQ�EH�

$UW����:3�9LFH�3UHVLGHQW� :LOOHP�'(%(8&.(/$(5(��3UHVLGHQW RI�WKH�%HOJLDQ
3ULYDF\�FRPPLVVLRQ
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%XOJDULD
&RPPLVVLRQ�IRU�3HUVRQDO�'DWD�3URWHFWLRQ
���3URI��7VYHWDQ�/D]DURY�EOYG��6RILD�����
7HO�����������������
)D[����������������
H�PDLO� N]OG#FSGS�EJ
:HEVLWH� KWWS���ZZZ�FSGS�EJ�

$UW����:3�0HPEHU� 0U�9HQWVLVODY�.$5$'-29��&KDLUPDQ RI�WKH�&RPPLVVLRQ�IRU
3HUVRQDO�'DWD�3URWHFWLRQ

$UW����:3�$OWHUQDWH�0HPEHU� 0V�0DUL\D�0$7(9$

&URDWLD
&URDWLDQ�3HUVRQDO�'DWD�3URWHFWLRQ�$JHQF\
0DUWLüHYD���
������=DJUHE
7HO�����������������
)D[����������������
H�PDLO� D]RS#D]RS�KU RU LQIR#D]RS�KU
:HEVLWH� KWWS���ZZZ�D]RS�KU�

$UW����:3�0HPEHU� 0U�$QWR�5$-.29$ý$��'LUHFWRU�RI�WKH &URDWLDQ�'DWD�3URWHFWLRQ
$JHQF\

&\SUXV
&RPPLVVLRQHU�IRU�3HUVRQDO�'DWD�3URWHFWLRQ
��,DVRQRV�6WUHHW�
�����1LFRVLD
3�2��%R[��������&<������1LFRVLD�7HO�����������������
)D[����������������
H�PDLO� FRPPLVVLRQHU#GDWDSURWHFWLRQ�JRY�F\
:HEVLWH� KWWS���ZZZ�GDWDSURWHFWLRQ�JRY�F\�

$UW����:3�0HPEHU� 0V�,UHQH�/2,=,'28�1,.2/$,'28

$UW����:3�$OWHUQDWH�0HPEHU� 0U�&RQVWDQWLQRV�*(25*,$'(6
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&]HFK�5HSXEOLF
7KH�2IILFH�IRU�3HUVRQDO�'DWD�3URWHFWLRQ
8UDG�SUR�RFKUDQX�RVREQLFK�XGDMX�3SON��6RFKRUD���
�������3UDJXH��
7HO������������������
)D[�����������������
H�PDLO� SRVWD#XRRX�F]
:HEVLWH� KWWS���ZZZ�XRRX�F]�

$UW����:3�0HPEHU� 0V�,YDQD�-$1ģ��3UHVLGHQW�RI�WKH 2IILFH�IRU�3HUVRQDO�'DWD
3URWHFWLRQ

$UW����:3�$OWHUQDWH�0HPEHU� 0U�,YDQ�352&+È=.$��$GYLVHU WR�WKH�3UHVLGHQW�RI�WKH
2IILFH

'HQPDUN
'DWDWLOV\QHW
%RUJHUJDGH������
�����&RSHQKDJHQ�.
7HO����������������
)D[����������������
H�PDLO� GW#GDWDWLOV\QHW�GN
:HEVLWH� KWWS���ZZZ�GDWDWLOV\QHW�GN�

$UW����:3�0HPEHU� 0V�&ULVWLQD�$QJHOD�*8/,6$12��'LUHFWRU� 'DQLVK�'DWD�3URWHFWLRQ
$JHQF\��'DWDWLOV\QHW�

$UW����:3�$OWHUQDWH�0HPEHU� 0U�3HWHU�)2*+�.18'6(1� +HDG�RI�,QWHUQDWLRQDO
'LYLVLRQ�DW�WKH�'DQLVK�'DWD�3URWHFWLRQ�$JHQF\��'DWDWLOV\QHW�
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(VWRQLD
(VWRQLDQ�'DWD�3URWHFWLRQ�,QVSHFWRUDWH��$QGPHNDLWVH�,QVSHNWVLRRQ�
9lLNH�$PHHULND���
������7DOOLQQ
7HO���������������
)D[��������������
H�PDLO� LQIR#DNL�HH
:HEVLWH� KWWS���ZZZ�DNL�HH�HQ

$UW����:3�0HPEHU� 0U�9LOMDU�3((3��'LUHFWRU�*HQHUDO� (VWRQLDQ�'DWD�3URWHFWLRQ
,QVSHFWRUDWH

$UW����:3�$OWHUQDWH�0HPEHU� 0V�0DDUMD�.LUVV

)LQODQG
2IILFH�RI�WKH�'DWD�3URWHFWLRQ�2PEXGVPDQ
3�2��%R[����
),1�������+HOVLQNL�7HO������������������
)D[�����������������
H�PDLO� WLHWRVXRMD#RP�IL
:HEVLWH� KWWS���ZZZ�WLHWRVXRMD�IL�HQ�

$UW����:3�0HPEHU� 0U�5HLMR�$$51,2��2PEXGVPDQ�RI�WKH )LQQLVK�'DWD�3URWHFWLRQ
$XWKRULW\

$UW����:3�$OWHUQDWH�0HPEHU� 0V�(OLVD�.8038/$��+HDG RI�'HSDUWPHQW

)UDQFH
&RPPLVVLRQ�1DWLRQDOH�GH�O
,QIRUPDWLTXH�HW�GHV�/LEHUWpV���&1,/
��UXH�9LYLHQQH��&6�������)�������3DULV��&HGH[����7HO�������������������
)D[������������������
:HEVLWH� KWWS���ZZZ�FQLO�IU�

$UW����:3�0HPEHU� 0V�,VDEHOOH�)$/48(�3,(5527,1��3UHVLGHQW RI�&1,/

$UW����:3�$OWHUQDWH�0HPEHU� 0V�)ORUHQFH�5$<1$/

(VWDELOG
3HUVRQDO�'DWD�3URWHFWLRQ
3ROLF\

�� -DQXDU\�����

mailto://(null)info@aki.ee
http://www.aki.ee/en
mailto://(null)tietosuoja@om.fi
http://www.tietosuoja.fi/en/
http://www.cnil.fr/


*HUPDQ\
'LH�%XQGHVEHDXIWUDJWH�I�U�GHQ�'DWHQVFKXW]�XQG�GLH�,QIRUPDWLRQVIUHLKHLW
+XVDUHQVWUD�H���
������%RQQ
7HO�����������������������������������
)D[��������������������������������������
H�PDLO� SRVWVWHOOH#EIGL�EXQG�GH
:HEVLWH� KWWS���ZZZ�EIGL�EXQG�GH�

7KH�FRPSHWHQFH�IRU�FRPSODLQWV�LV�VSOLW�DPRQJ�GLIIHUHQW�GDWD�SURWHFWLRQ�VXSHUYLVRU\
DXWKRULWLHV�LQ�*HUPDQ\�
&RPSHWHQW�DXWKRULWLHV�FDQ�EH�LGHQWLILHG�DFFRUGLQJ�WR�WKH�OLVW�SURYLGHG�XQGHU
KWWSV���ZZZ�EIGL�EXQG�GH�EIGLBZLNL�LQGH[�SKS�$XIVLFKWVEHK�&��%�UGHQBXQGB/DQGHVG
DWHQVFKXW]EHDXIWUDJWH

$UW����:3�0HPEHU� 0V�$QGUHD�9266+2))��)HGHUDO�&RPPLVVLRQHU IRU�)UHHGRP�RI
,QIRUPDWLRQ

$UW����:3�$OWHUQDWH�0HPEHU� 3URI��'U��-RKDQQHV�&$63$5� UHSUHVHQWDWLYH�RI�WKH
IHGHUDO�VWDWHV

*UHHFH
+HOOHQLF�'DWD�3URWHFWLRQ�$XWKRULW\
.LILVLDV�$Y�������3&�������$PSHORNLSL�$WKHQV
7HO������������������
)D[�����������������
H�PDLO� FRQWDFW#GSD�JU
:HEVLWH� KWWS���ZZZ�GSD�JU�

$UW����:3�0HPEHU� 0U�.RQVWDQWLQRV�0HQRXGDNRV� 3UHVLGHQW RI�WKH�+HOOHQLF�'3$

$UW����:3�$OWHUQDWH�0HPEHU� 'U�9DVLOLRV�=25.$',6� 'LUHFWRU

(VWDELOG
3HUVRQDO�'DWD�3URWHFWLRQ
3ROLF\

�� -DQXDU\�����

mailto://(null)poststelle@bfdi.bund.de
http://www.bfdi.bund.de/
https://www.bfdi.bund.de/bfdi_wiki/index.php/Aufsichtsbeh%C3%B6rden_und_Landesdatenschutzbeauftragte
https://www.bfdi.bund.de/bfdi_wiki/index.php/Aufsichtsbeh%C3%B6rden_und_Landesdatenschutzbeauftragte
mailto://(null)contact@dpa.gr
http://www.dpa.gr/


+XQJDU\
1DWLRQDO�$XWKRULW\�IRU�'DWD�3URWHFWLRQ�DQG�)UHHGRP�RI�,QIRUPDWLRQ
6]LOiJ\L�(U]VpEHW�IDVRU����&�+������%XGDSHVW
7HO����������������
H�PDLO� SHWHUIDOYL�DWWLOD#QDLK�KX
:HEVLWH� KWWS���ZZZ�QDLK�KX�

$UW����:3�0HPEHU� 'U�$WWLOD�3e7(5)$/9,��3UHVLGHQW RI�WKH�1DWLRQDO�$XWKRULW\�IRU
'DWD�3URWHFWLRQ�DQG�)UHHGRP�RI�,QIRUPDWLRQ

$UW����:3�$OWHUQDWH�0HPEHU� 0U�(QGUH�*\Ę]Ę�6=$%Ï 9LFH�SUHVLGHQW RI�WKH�1DWLRQDO
$XWKRULW\�IRU�'DWD�3URWHFWLRQ�DQG�)UHHGRP�RI�,QIRUPDWLRQ

,UHODQG
'DWD�3URWHFWLRQ�&RPPLVVLRQHU
&DQDO�+RXVH�6WDWLRQ�5RDG�3RUWDUOLQJWRQ�&R��/DRLV
/R�&DOO���������������
7HO������������������
)D[�����������������
H�PDLO� LQIR#GDWDSURWHFWLRQ�LH
:HEVLWH� KWWS���ZZZ�GDWDSURWHFWLRQ�LH�

$UW����:3�0HPEHU� 0V�+HOHQ�',;21��'DWD�3URWHFWLRQ &RPPLVVLRQHU

$UW����:3�$OWHUQDWH�0HPEHUV� 0U�-RKQ�2
':<(5��'HSXW\ &RPPLVVLRQHU� 0U�'DOH
681'(5/$1'��'HSXW\�&RPPLVVLRQHU

(VWDELOG
3HUVRQDO�'DWD�3URWHFWLRQ
3ROLF\

�� -DQXDU\�����

mailto://(null)peterfalvi.attila@naih.hu
http://www.naih.hu/
mailto://(null)info@dataprotection.ie
http://www.dataprotection.ie/


,WDO\
*DUDQWH�SHU�OD�SURWH]LRQH�GHL�GDWL�SHUVRQDOL
3LD]]D�GL�0RQWH�&LWRULR������������5RPD
7HO����������������
)D[�����������������
H�PDLO� JDUDQWH#JDUDQWHSULYDF\�LW
:HEVLWH� KWWS���ZZZ�JDUDQWHSULYDF\�LW�

$UW����:3�0HPEHU� 0U�$QWRQHOOR�6252��3UHVLGHQW�RI *DUDQWH�SHU�OD�SURWH]LRQH�GHL
GDWL�SHUVRQDOL

$UW����:3�$OWHUQDWH�0HPEHU� 0V�*LXVHSSH�%86,$��6HFUHWDU\�*HQHUDO�RI�*DUDQWH�SHU
OD�SURWH]LRQH�GHL�GDWL�SHUVRQDOL

/DWYLD
'DWD�6WDWH�,QVSHFWRUDWH�'LUHFWRU��0V�'DLJD�$YGHMDQRYD
%ODXPDQD�VWU����������
�����5LJD
7HO����������������
)D[���������������
H�PDLO� LQIR#GYL�JRY�OY
:HEVLWH� KWWS���ZZZ�GYL�JRY�OY�

$UW����:3�$OWHUQDWH�0HPEHU� 0V�$LJD�%$/2'(

(VWDELOG
3HUVRQDO�'DWD�3URWHFWLRQ
3ROLF\

�� -DQXDU\�����

mailto://(null)garante@garanteprivacy.it
http://www.garanteprivacy.it/
mailto://(null)info@dvi.gov.lv
http://www.dvi.gov.lv/


/LWKXDQLD
6WDWH�'DWD�3URWHFWLRQ
ä\JLPDQWǐ�VWU������D��������9LOQLXV
7HO�������������������
)D[�����������������
H�PDLO� DGD#DGD�OW
:HEVLWH� KWWS���ZZZ�DGD�OW�

$UW����:3�0HPEHU� 0U�5DLPRQGDV�$QGULMDXVNDV��'LUHFWRU RI�WKH�6WDWH�'DWD
3URWHFWLRQ�,QVSHFWRUDWH

$UW����:3�$OWHUQDWH�0HPEHU� 0V�1HULQJD�.$.7$9,ý,ǋ7Ơ�0,&.,(1Ơ� +HDG�RI
&RPSODLQWV�,QYHVWLJDWLRQ�DQG�,QWHUQDWLRQDO�&RRSHUDWLRQ�'LYLVLRQ

/X[HPERXUJ
&RPPLVVLRQ�1DWLRQDOH�SRXU�OD�3URWHFWLRQ�GHV�'RQQpHV
���DYHQXH�GX�5RFN¶Q¶5ROO�/������(VFK�VXU�$O]HWWH�7HO����������������
)D[����������������
H�PDLO� LQIR#FQSG�OX
:HEVLWH� KWWS���ZZZ�FQSG�OX�

$UW����:3�0HPEHU� 0V�7LQH�$��/$56(1��3UHVLGHQW�RI WKH�&RPPLVVLRQ�1DWLRQDOH�SRXU
OD�3URWHFWLRQ�GHV�'RQQpHV

$UW����:3�$OWHUQDWH�0HPEHU� 0U�7KLHUU\�/$//(0$1*� &RPPLVVLRQHU

(VWDELOG
3HUVRQDO�'DWD�3URWHFWLRQ
3ROLF\

�� -DQXDU\�����

mailto://(null)ada@ada.lt
http://www.ada.lt/
mailto://(null)info@cnpd.lu
http://www.cnpd.lu/


0DOWD
2IILFH�RI�WKH�'DWD�3URWHFWLRQ�&RPPLVVLRQHU�'DWD�3URWHFWLRQ�&RPPLVVLRQHU��0U
-RVHSK�(EHMHU
���$LUZD\V�+RXVH
+LJK�6WUHHW��6OLHPD�6/0������7HO����������������
)D[���������������
H�PDLO� FRPPLVVLRQHU�GDWDSURWHFWLRQ#JRY�PW
:HEVLWH� KWWS���ZZZ�GDWDSURWHFWLRQ�JRY�PW�

$UW����:3�0HPEHU� 0U�6DYLRXU�&$&+,$��,QIRUPDWLRQ�DQG 'DWD�3URWHFWLRQ
&RPPLVVLRQHU

$UW����:3�$OWHUQDWH�0HPEHU� 0U�,DQ�'(*8$5$��'LUHFWRU�±�2SHUDWLRQV�DQG
3URJUDPPH�,PSOHPHQWDWLRQ

1HWKHUODQGV
$XWRULWHLW�3HUVRRQVJHJHYHQV
3ULQV�&ODXVODDQ���
3�2��%R[������
�����$-�'HQ�+DDJ�7KH�+DJXH�7HO�����������������
)D[����������������
H�PDLO� LQIR#DXWRULWHLWSHUVRRQVJHJHYHQV�QO
:HEVLWH� KWWSV���DXWRULWHLWSHUVRRQVJHJHYHQV�QO�QO

$UW����:3�0HPEHU� 0U�$OHLG�:2/)6(1��&KDLUPDQ�RI�$XWRULWHLW 3HUVRRQVJHJHYHQV

3RODQG
7KH�%XUHDX�RI�WKH�,QVSHFWRU�*HQHUDO�IRU�WKH�3URWHFWLRQ�RI�3HUVRQDO�'DWD���*,2'2
XO��6WDZNL��
�������:DUVDZ
7HO������������������
)D[�����������������
H�PDLO� NDQFHODULD#JLRGR�JRY�SO� GHVLZP#JLRGR�JRY�SO
:HEVLWH� KWWS���ZZZ�JLRGR�JRY�SO�

$UW����:3�0HPEHU� 0V�(G\WD�%,(/$.�-20$$��,QVSHFWRU *HQHUDO�IRU�WKH�3URWHFWLRQ
RI�3HUVRQDO�'DWD

(VWDELOG
3HUVRQDO�'DWD�3URWHFWLRQ
3ROLF\

�� -DQXDU\�����

mailto://(null)commissioner.dataprotection@gov.mt
http://www.dataprotection.gov.mt/
mailto://(null)info@autoriteitpersoonsgegevens.nl
https://autoriteitpersoonsgegevens.nl/nl
mailto://(null)kancelaria@giodo.gov.pl
mailto://(null)desiwm@giodo.gov.pl
http://www.giodo.gov.pl/


3RUWXJDO
&RPLVVmR�1DFLRQDO�GH�3URWHFomR�GH�'DGRV���&13'
5��GH�6mR��%HQWR������������������/LVERD
7HO�������������������
)D[������������������
H�PDLO� JHUDO#FQSG�SW
:HEVLWH� KWWS���ZZZ�FQSG�SW�

$UW����:3�0HPEHU� 0V�)LOLSD�&$/9­2��3UHVLGHQW��&RPLVVmR 1DFLRQDO�GH�3URWHFomR
GH�'DGRV

$UW����:3�$OWHUQDWH�0HPEHU� ,VDEHO�&58=��6HFUHWDU\�*HQHUDO RI�WKH�'3$

5RPDQLD
7KH�1DWLRQDO�6XSHUYLVRU\�$XWKRULW\�IRU�3HUVRQDO�'DWD�3URFHVVLQJ�3UHVLGHQW��0UV
$QFXĠD�*LDQLQD�2SUH
%�GXO�0DJKHUX������
6HFWRU����%8&85(ù7,
7HO�����������������
)D[����������������
H�PDLO� DQVSGFS#GDWDSURWHFWLRQ�UR
:HEVLWH� KWWS���ZZZ�GDWDSURWHFWLRQ�UR�

$UW����:3�0HPEHU� 0V�$QFXĠD�*LDQLQD�235(��3UHVLGHQW RI�WKH�1DWLRQDO�6XSHUYLVRU\
$XWKRULW\�IRU�3HUVRQDO�'DWD�3URFHVVLQJ

$UW����:3�$OWHUQDWH�0HPEHU� 0V�$OLQD�6$92,8��+HDG RI�WKH�/HJDO�DQG
&RPPXQLFDWLRQ�'HSDUWPHQW

(VWDELOG
3HUVRQDO�'DWD�3URWHFWLRQ
3ROLF\

�� -DQXDU\�����

mailto://(null)geral@cnpd.pt
http://www.cnpd.pt/
mailto://(null)anspdcp@dataprotection.ro
http://www.dataprotection.ro/


6ORYDNLD
2IILFH�IRU�3HUVRQDO�'DWD�3URWHFWLRQ�RI�WKH�6ORYDN�5HSXEOLF
+UDQLþQi���
�������%UDWLVODYD���
7HO����������������������
)D[���������������������
H�PDLO� VWDWQ\�GR]RU#SGS�JRY�VN
:HEVLWH� KWWS���ZZZ�GDWDSURWHFWLRQ�JRY�VN�

$UW����:3�0HPEHU� 0V�6RĖD�3ė7+(29È��3UHVLGHQW�RI�WKH�2IILFH�IRU�3HUVRQDO�'DWD
3URWHFWLRQ�RI�WKH�6ORYDN�5HSXEOLF

$UW����:3�$OWHUQDWH�0HPEHU� 0U�$QQD�9,77(.29$��9LFH 3UHVLGHQW

6ORYHQLD
,QIRUPDWLRQ�&RPPLVVLRQHU
0V�0RMFD�3UHOHVQLN�=DORãND���
�����/MXEOMDQD
7HO�����������������
)D[����������������
H�PDLO� JS�LS#LS�UV�VL
:HEVLWH� KWWSV���ZZZ�LS�UV�VL�

$UW����:3�0HPEHU� 0V�0RMFD�35(/(61,.��,QIRUPDWLRQ &RPPLVVLRQHU�RI�WKH�5HSXEOLF
RI�6ORYHQLD

(VWDELOG
3HUVRQDO�'DWD�3URWHFWLRQ
3ROLF\

�� -DQXDU\�����

mailto://(null)statny.dozor@pdp.gov.sk
http://www.dataprotection.gov.sk/
mailto://(null)gp.ip@ip-rs.si
https://www.ip-rs.si/


6SDLQ
$JHQFLD�GH�3URWHFFLyQ�GH�'DWRV
&�-RUJH�-XDQ���
������0DGULG
7HO����������������
)D[���������������
H�PDLO� LQWHUQDFLRQDO#DJSG�HV
:HEVLWH� KWWSV���ZZZ�DJSG�HV�

$UW����:3�0HPEHU� 0V�0DUtD�GHO�0DU�(VSDxD�0DUWt��'LUHFWRU RI�WKH�6SDQLVK�'DWD
3URWHFWLRQ�$JHQF\

$UW����:3�$OWHUQDWH�0HPEHU� 0U�5DIDHO�*$5&,$�*2=$/2

6ZHGHQ
'DWDLQVSHNWLRQHQ
'URWWQLQJJDWDQ�����WK�)ORRU
%R[�����
��� ���6WRFNKROP
7HO����������������
)D[���������������
H�PDLO� GDWDLQVSHNWLRQHQ#GDWDLQVSHNWLRQHQ�VH
:HEVLWH� KWWS���ZZZ�GDWDLQVSHNWLRQHQ�VH�

$UW����:3�0HPEHU� 0V�.ULVWLQD�69$+1�67$556-g��'LUHFWRU *HQHUDO�RI�WKH�'DWD
,QVSHFWLRQ�%RDUG

$UW����:3�$OWHUQDWH�0HPEHU� 0U�+DQV�2ORI�/,1'%/20� &KLHI�/HJDO�$GYLVHU

8QLWHG�.LQJGRP
7KH�,QIRUPDWLRQ�&RPPLVVLRQHU¶V�2IILFH
:DWHU�/DQH��:\FOLIIH�+RXVH�:LOPVORZ���&KHVKLUH�6.���$)�7HO������������������
H�PDLO� LQWHUQDWLRQDO�WHDP#LFR�RUJ�XN
:HEVLWH� KWWSV���LFR�RUJ�XN

$UW����:3�0HPEHU� 0V�(OL]DEHWK�'(1+$0��,QIRUPDWLRQ &RPPLVVLRQHU

$UW����:3�$OWHUQDWH�0HPEHU� 0U�6WHYH�:22'��'HSXW\ &RPPLVVLRQHU

(VWDELOG
3HUVRQDO�'DWD�3URWHFWLRQ
3ROLF\

�� -DQXDU\�����

mailto://(null)internacional@agpd.es
https://www.agpd.es/
mailto://(null)datainspektionen@datainspektionen.se
http://www.datainspektionen.se/
mailto://(null)international.team@ico.org.uk
https://ico.org.uk/


(8523($1�)5((�75$'(�$5($��()7$�

,FHODQG
,FHODQGLF�'DWD�3URWHFWLRQ�$JHQF\ 5DXèDUiUVWtJ���
��� 5H\NMDYtN
7HO�����������������)D[��������������
H�PDLO� SRVWXU#SHUVRQXYHUQG�LV

/LHFKWHQVWHLQ
'DWD�3URWHFWLRQ�2IILFH .LUFKVWUDVVH����3�2��%R[����
�����9DGX]
3ULQFLSDOLW\�RI�/LHFKWHQVWHLQ�7HO���������������
H�PDLO� LQIR�GVV#OOY�OL

1RUZD\
'DWDWLOV\QHW
7KH�'DWD�,QVSHFWRUDWH
3�2��%R[������'HS������2VOR
7HO�������������������)D[����������������
H�PDLO� SRVWNDVVH#GDWDWLOV\QHW�QR

'DWD�3URWHFWLRQ�$XWKRULW\� 0U�%M¡UQ�(ULN�7+251

6ZLW]HUODQG
'DWD 3URWHFWLRQ DQG ,QIRUPDWLRQ &RPPLVVLRQHU RI 6ZLW]HUODQG (LGJHQ|VVLVFKHU
'DWHQVFKXW]��XQG�gIIHQWOLFKNHLWVEHDXIWUDJWHU 0U�$GULDQ /REVLJHU
)HOGHJJZHJ��
�����%HUQ
7HO��������������������)D[������������������H�PDLO� FRQWDFW��#HGRHE�DGPLQ�FK

(VWDELOG
3HUVRQDO�'DWD�3URWHFWLRQ
3ROLF\

�� -DQXDU\�����

http://personuvernd.is/
mailto://(null)postur@personuvernd.is
http://www.dss.llv.li/
mailto://(null)info.dss@llv.li
http://www.datatilsynet.no/
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'DWD�%UHDFK�5HSRUW
'DWH�RI�5HSRUW BBBBBBBBBBBBBBBBBBB

6XEPLWWHG�E\� BBBBBBBBBBBBBBBBBBB

'DWH�RI�5HYHDOLQJ�'DWD�%UHDFK� BB�BB�BBBB

'DWH�RI�'DWD�%UHDFK� BB�BB�BBBB

:KDW�KDSSHQHG�
Ɣ H�PDLOV�VHQW�WR�DQ�LQFRUUHFW�RU�GLVFORVHG�OLVW�RI�UHFLSLHQWV�
Ɣ XQODZIXO�SXEOLFDWLRQ�RI�WKH�3HUVRQDO�'DWD�
Ɣ ORVV�RU�WKHIW�RI�SK\VLFDO�UHFRUGV�
Ɣ XQDXWKRUL]HG�DFFHVV�RI�SHUVRQDO�LQIRUPDWLRQ�
Ɣ 6\VWHP�FUDVK��ZKLFK�OHG�WR�WKH�GHOHWLRQ�RI�WKH�3HUVRQDO�'DWD�
Ɣ &\EHUDWWDFN�

&DWHJRULHV�RI�3HUVRQDO�'DWD�&RQFHUQHG�
Ɣ ,QIRUPDWLRQ�FROOHFWHG�IURP�WKH�8VHUV�RQ�WKH�ZHEVLWH ��H�PDLO�DGGUHVV��SDVVZRUG«��
Ɣ 8VHUV¶ DGYHUWLVHPHQW VWDWLVWLFV DQG DQDO\WLFV IURP )DFHERRN RU *RRJOH DGYHUWLVHPHQWV

SODWIRUPV�
Ɣ ,QIRUPDWLRQ DERXW HPSOR\HHV��FRQWUDFWRUV��SDUWQHUV RU�RWKHU�DIILOLDWHV�
Ɣ &RQWUDFWV�

1XPEHU�RI�5HFRUGV�%UHDFKHG� ���������
3RVVLEOH�&DXVH�RI�'DWD�%UHDFK�

Ɣ (PSOR\HH�QHJOLJHQFH�
Ɣ 6HFXULW\�ZHDNQHVV�
Ɣ ,QWHQWLRQDO�DFWLRQV�RI�VWDII�
Ɣ 8QNQRZQ�

3RVVLEOH�FRQVHTXHQFHV�
Ɣ 8QVROLFLWHG�FRPPXQLFDWLRQ�ZLWK�8VHUV��DQG
Ɣ 8VHUV�PD\�UHFHLYH�VXVSLFLRXV�H�PDLOV�ZLWK�PDOLFLRXV�FRQWHQW��OLNH�ILOHV��OLQNV��RU

PLVOHDGLQJ�LQIRUPDWLRQ��
Ɣ 3XEOLF�GLVFORVXUH�RI�WKH�3HUVRQDO�'DWD�

$FWLRQV�WR�$GGUHVV�&RQVHTXHQFHV�
Ɣ 7HFKQLFDO�PHDVXUHV�
Ɣ /LDELOLW\�RI�HPSOR\HHV�
Ɣ 6XSHUYLVRU\�DXWKRULW\�QRWLILFDWLRQ�
Ɣ &RQFHUQHG�,QGLYLGXDOV�QRWLILFDWLRQ�



'DWD�%UHDFK�1RWLILFDWLRQ
)URP� BBBBBBB� D OHJDO SHUVRQ UHJLVWHUHG XQGHU ODZV RI� KDYLQJ LWV UHJLVWHUHG DGGUHVV DW�
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB�

7R��>$GGUHVV�RI�WKH�FRPSHWHQW�VXSHUYLVRU\�DXWKRULW\@

BB�BB�BBBB

:H�DUH�ZULWLQJ�WR�LQIRUP�\RX�DERXW�WKH�GDWD�EUHDFK�WKDW�KDSSHQHG�ZLWK�RXU�&RPSDQ\�

:KDW�KDSSHQHG"
2Q BB�BB�BBBB� ZH EHFDPH DZDUH� WKDW RQ BB�BB�BBBB DQ XQDXWKRUL]HG SDUW\ DFTXLUHG GDWD
DVVRFLDWHG�ZLWK�XVHU�DFFRXQWV��DV�D�UHVXOW�ZH�KDYH�D�GDWD�EUHDFK�VLWXDWLRQ�

:KLOH ZH DUH XQFHUWDLQ DERXW WKH H[DFW QXPEHU RI EUHDFKHG UHFRUGV RI SHUVRQDO LQIRUPDWLRQ� WKH
GDWD�EUHDFK�FRQFHUQHG�DSSUR[LPDWHO\ BBBBBBBB GDWD VXEMHFWV�

:KDW�LQIRUPDWLRQ�ZDV�LQYROYHG"
� 5HJLVWUDWLRQ�LQIRUPDWLRQ��XVHU¶V�QDPH�DQG�PRELOH�SKRQH�QXPEHU��

� (�PDLO�DGGUHVVHV�

� ,QIRUPDWLRQ IURP VRFLDO QHWZRUNV DFFRXQWV �XVHU QDPH� DJH� FLW\ RI OLYLQJ� HPDLO �LI DOORZHG��
DQG�SURILOH�SKRWR��

� 2XU�FRPPXQLFDWLRQV�ZLWK�XVHUV�

� 3D\PHQWV�LQIRUPDWLRQ�

� $QDO\WLFV�'DWD�

� ,QIRUPDWLRQ DERXW 6HUYLFHV XVH H[SHULHQFH ± XVHU�GHYLFH LQIRUPDWLRQ� ,3�DGGUHVV� WLPH DQG
GXUDWLRQ�RI�XVH�

:KDW�DUH�WKH�SRVVLEOH�FRQVHTXHQFHV"
7KH�SRVVLEOH�FRQVHTXHQFHV�DUH�

� 8QVROLFLWHG�FRPPXQLFDWLRQ�ZLWK�8VHUV��DQG
� 8VHUV PD\ UHFHLYH VXVSLFLRXV H�PDLOV ZLWK PDOLFLRXV FRQWHQW �OLNH ILOHV� OLQNV� RU PLVOHDGLQJ

LQIRUPDWLRQ��
:KDW�ZH�DUH�GRLQJ"
8SRQ GLVFRYHU\� ZH LPPHGLDWHO\ VHFXUHG WKH SRUWDO LQ TXHVWLRQ DQG WRRN VWHSV WR SUHYHQW IXUWKHU
DFFHVV� :H KDYH DOVR FRQILUPHG WKDW WKH VHFXULW\ UHVHDUFKHU GHOHWHG DOO WKH LQIRUPDWLRQ
GRZQORDGHG� )LQDOO\��ZH�QRWLILHG�DOO�SRWHQWLDOO\�LPSDFWHG LQGLYLGXDOV�DERXW�WKH�LQFLGHQW�

$V SDUW RI RXU RQJRLQJ FRPPLWPHQW WR WKH VHFXULW\ RI SHUVRQDO LQIRUPDWLRQ LQ RXU FDUH� ZH DUH
ZRUNLQJ WR LPSOHPHQW DGGLWLRQDO VDIHJXDUGV DQG VHFXULW\ PHDVXUHV WR HQKDQFH WKH SULYDF\ DQG
VHFXULW\�RI�LQIRUPDWLRQ�LQ�RXU�V\VWHPV�



&RQWDFW�LQIRUPDWLRQ
2XU�UHVSRQVLEOH�SHUVRQ�UHJDUGLQJ�WKH�GDWD�EUHDFK�LV BBBBBBBBBBBB�

3OHDVH�FRQWDFW�RXU�UHVSRQVLEOH�SHUVRQ�E\�H�PDLO >«@ VKRXOG \RX�KDYH�DQ\�IXUWKHU�TXHVWLRQV�



'DWD�%UHDFK�1RWLFH
(VWDELOG�$%

BB�BB�BBBB

'HDU�>QDPH@

:H DUH ZULWLQJ WR LQIRUP \RX RI D UHFHQW HYHQW WKDW PD\ DIIHFW WKH VHFXULW\ RI \RXU SHUVRQDO
LQIRUPDWLRQ� :KLOH ZH DUH XQDZDUH RI DQ\ DFWXDO RU DWWHPSWHG PLVXVH RI \RXU SHUVRQDO
LQIRUPDWLRQ� RXW RI DQ DEXQGDQFH RI FDXWLRQ� ZH DUH SURYLGLQJ \RX ZLWK LQIRUPDWLRQ DERXW WKH
LQFLGHQW��VWHSV�ZH�DUH�WDNLQJ�LQ�UHVSRQVH��DQG�VWHSV�\RX�FDQ�WDNH�WR�SURWHFW�DJDLQVW�IUDXG�

:KDW�KDSSHQHG"

2Q BB�BB�BBBB� ZH EHFDPH DZDUH WKDW� RQ BB�BB�BBBB� DQ XQDXWKRUL]HG SDUW\ DFTXLUHG GDWD
FROOHFWHG�DW�WKH�ZHEVLWH��DV�D�UHVXOW�ZH�KDYH�D�GDWD�EUHDFK�VLWXDWLRQ�

:KDW�LQIRUPDWLRQ�ZDV�LQYROYHG"
� 5HJLVWUDWLRQ�LQIRUPDWLRQ��XVHU¶V�QDPH�DQG�PRELOH�SKRQH�QXPEHU��

� (�PDLO�DGGUHVVHV�

� ,QIRUPDWLRQ IURP VRFLDO QHWZRUNV DFFRXQWV �XVHU QDPH� DJH� FLW\ RI OLYLQJ� HPDLO �LI DOORZHG��
DQG�SURILOH�SKRWR��

� 2XU�FRPPXQLFDWLRQV�ZLWK�XVHUV�

� ,QIRUPDWLRQ DERXW 6HUYLFHV XVH H[SHULHQFH ± XVHU�GHYLFH LQIRUPDWLRQ� ,3�DGGUHVV� WLPH DQG
GXUDWLRQ�RI�XVH�

:KDW�DUH�WKH�SRVVLEOH�FRQVHTXHQFHV"�:KDW�DUH�ZH�GRLQJ"

$OWKRXJK LW LV XQFOHDU ZKDW WKH SRVVLEOH FRQVHTXHQFHV DUH� XQVROLFLWHG FRPPXQLFDWLRQ DQG
UHFHLYLQJ VXVSLFLRXV H�PDLOV ZLWK PDOLFLRXV FRQWHQW �OLNH ILOHV� OLQNV� RU PLVOHDGLQJ LQIRUPDWLRQ�
DUH SRVVLEOH� 7KHVH HYHQWV PD\ UHVXOW LQ WKHIW RI LQIRUPDWLRQ IURP XVHUV¶ GHYLFHV RU RWKHU IUDXG
DFWLYLWLHV�UHJDUGLQJ�WKH�HOHFWURQLF�GHYLFHV�

6LQFH ZH GR QRW VWRUH XVHUV¶ SD\PHQW FDUG LQIRUPDWLRQ� WKHUH LV QR ULVN IRU IUDXG DFWLYLW\ ZLWK
SD\PHQW�FDUGV�

:H�WDNH�WKH�VHFXULW\�RI�LQIRUPDWLRQ�WKDW�RXU�FOLHQWV�HQWUXVW�LQ�XV�YHU\�VHULRXVO\�

8SRQ GLVFRYHU\� ZH LPPHGLDWHO\ VHFXUHG WKH SRUWDO LQ TXHVWLRQ DQG WRRN VWHSV WR SUHYHQW IXUWKHU
DFFHVV� :H KDYH DOVR FRQILUPHG WKDW WKH VHFXULW\ UHVHDUFKHU GHOHWHG DOO WKH LQIRUPDWLRQ
GRZQORDGHG� )LQDOO\� ZH QRWLILHG WKH FRPSHWHQW VXSHUYLVRU\ DXWKRULW\ DQG DOO SRWHQWLDOO\ LPSDFWHG
LQGLYLGXDOV�DERXW�WKH�LQFLGHQW�



$V SDUW RI RXU RQJRLQJ FRPPLWPHQW WR WKH VHFXULW\ RI SHUVRQDO LQIRUPDWLRQ LQ RXU FDUH� ZH DUH
ZRUNLQJ WR LPSOHPHQW DGGLWLRQDO VDIHJXDUGV DQG VHFXULW\ PHDVXUHV WR HQKDQFH WKH SULYDF\ DQG
VHFXULW\�RI�LQIRUPDWLRQ�LQ�RXU�V\VWHPV�

:H ZDQW WR PDNH VXUH \RX KDYH WKH LQIRUPDWLRQ \RX QHHG VR WKDW \RX FDQ WDNH VWHSV WR KHOS
SURWHFW�\RXUVHOI�IURP�LGHQWLW\�WKHIW�

:KDW�&DQ�<RX�'R"

:H�UHFRPPHQG�\RX�

� &KDQJH \RXU SDVVZRUG IRU DQ\ RWKHU DFFRXQW RQ ZKLFK \RX XVHG WKH VDPH RU VLPLODU
LQIRUPDWLRQ�XVHG�IRU�\RXU�DFFRXQW�

� 5HYLHZ \RXU DFFRXQWV IRU VXVSLFLRXV DFWLYLW\� ,Q FDVH RI UHYHDOLQJ VRPHWKLQJ VXVSLFLRXV� GR
QRW�KHVLWDWH�WR�FRQWDFW�XV�

� %H FDXWLRXV RI DQ\ XQVROLFLWHG FRPPXQLFDWLRQV WKDW DVN IRU \RXU SHUVRQDO GDWD RU UHIHU \RX
WR�D�ZHE�SDJH�DVNLQJ�IRU�SHUVRQDO�GDWD��DQG

� $YRLG�FOLFNLQJ�RQ�OLQNV�RU�GRZQORDGLQJ�DWWDFKPHQWV�IURP�VXVSLFLRXV�HPDLOV�

$GGLWLRQDO�LQIRUPDWLRQ

:H DUH YHU\ VRUU\ IRU DQ\ LQFRQYHQLHQFH RU FRQFHUQ WKLV LQFLGHQW FDXVHV \RX� 7KH VHFXULW\ RI
\RXU LQIRUPDWLRQ LV D SULRULW\ WR XV� DQG ZH FDQ DVVXUH \RX WKDW ZH DUH GRLQJ HYHU\WKLQJ ZH FDQ
WR�SURWHFW�\RX�DQG�\RXU�LQIRUPDWLRQ�DQG�WR�PLQLPL]H�DQ\�UHFXUUHQFH�RI�WKLV�VLWXDWLRQ�

,I�\RX�KDYH�DGGLWLRQDO�TXHVWLRQV�GR�QRW�KHVLWDWH�WR�FRQWDFW�XV�RQ�RXU�H�PDLO�DGGUHVV >«@�

6LQFHUHO\�


