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Digital transformation has changed the way individuals behave, and business-
es operate. Alongside, cybercrime has also made its presence felt across all
industry domains, The cybersecurity market today is at its prime in 2020, but
this hasn't always been the case. Back in the 80s and 90s, cybersecurity wasn't
such a critical topic and an integral factor responsible for an organization's
well-being as its today. But over the years, terms like ransomware, malware,
trojan, ete., have terrorized the internet in such a way that people seldom deter
from making investments in cybersecurity and learning more about the sub-

ject.

With the idea of propagating cybersecurity knowledge, education, and training
to every employee in an organization, especially SMEs (Small and Mid-sized
Enterprises] and startups, here is a book with a wide range of topics covering
right from the maost basic controls to highly sophisticated security measures

enterprises can adopt.

The book shall be especially beneficial in understanding cybersecurity basic
hygiene, education and prove to be a handy asset to cybercrime investigators,
security specialists, security consultants, IT experts, etc. This book extensively
discusses the Root Cause Analysis (RCA) of cyber threats & risks, zero day vul-
nerabilities, threat management. protection fram phishing, and other security

risks facing organizations today.
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Foreword

As we are well aware, in today's age Security has taken a major rise,
and so have Data breaches, Data needs to be secured in all farms
*Physical” as well as "Digital” and lately the importance of Digital Data
Security or Cyber Security has prevailed due to its various
compromising factors affecting all sorts of Business from Small scale
to Large

Cybercrimes have spiked during the COVID pandemic, In September
2020, the National Security Advisor announced an almost 500%
increase in cybercrime cases We are also seeing a huge increase of
COVID-18 related phishing and business email compromise {BEC)
attempts. Unfortunately., small businesses are the most vulnerable
cybercrime targets. Unlike large enterprises, small businesses may not
have adeguate resources to pratect themselves

Cybersecurity risks for small businesses increase each year. Small
businesses face steep challenges to ensure that their digital assets
and customers are well protected from ever-advancing threats. The
stakes are high as small businesses may not be able to sustain their
operation after a major cyber security breach. It is egually Important to
understand Cyber Security basic hygiene and the Root Cause Analysis
(RCA) of Cyber Threats and Risks

The Book “Cybersecurity for SME and Start-ups” majorly fecuses an
mentioning all the “Why's" for Small businesses to be the target of
Attackers along with "How’ they do it and “What" are the impacts of a
cyber breach. Cyber Peace Foundation has already led many
awareness programs in the same context and have now come up with
a very precise book to help SME's cope the Cyber Threat Crisis in a
holistic approach

| commend CyberPeace Foundation, UN Global Compact Network of
India (UNGCNI). Institute of Electronics and Telecommunication
Engineers (IETE) and Autobot Infosec for coming up with the handbook
that will help SMEs and Startups to enhance their CyberSecurity
measures

(Lt General Rajesh Pant)
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Message

It gives me immense pleasure to know that IETE Ranchi Centre, in association with
Cyber Peace Foundation, is organizing a Webinar onCyber Security for SMEs and
Start-ups on 22™ Oct 2020. IETE Ranchi centre’s contribution has always been
commendable towards the perpetuation of the goals of the Institution. The centre (s
commitied to take ahead the charter of the |ETE by serving Student, Corporate &
ISF Members in East Zone.

Cyber Security has always been a prime Challenge for organizations, however,
the present COVID times; the challenge has grown even more radical
especially for SMEs and Start-ups. SMEs are also faced with a new reality where
employees are working more from home. This way they become even more
dependent on Infarmation Technology (IT) than before. Small and medium-sized
enterprises (SMEs) are often coping with difficult times. Smaller businesses are
more likely to be the victims of attacks which can often be disguised as standard
business emails. Since they are usually less well protected and easier to
compromise, it's easier for cybercriminals to find ways into their networks and even
use them as a gateway to larger companies and organisations.

Smaller companfes play a key role in a country's business community so it is
important that they remain a focus when it comes to developing solutions and
policies to help them effectively manage this risk.To address this pervasive
problem, governments around the world need to fundamentally realign their cyber
Security efforts.

| am confident that with several eminentexperts andinvited speakers, the Webinar
will be a grand success. | also believe the deliberations on the selected theme will
enlighten us with effective ideas and solutions to overcome the obstacles so that
even the smallest of companies do not fall prey to the cyber-attackers.

kel

Prof (Dr) J W Bakal
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Companies from different sizes and in different sectors are increasingly relying on Information and
Communication Technologies, and this has been key to innovation, productivity and growth. Despite the
countless benefits and opportunities, there are challenges that arise in the Cyber Space, and small and
medium enterprises (SMEs), generally face higher challenges if compared to larger comp Having a
poor infrastructure, not knowing how to properly address complex cybersecurity threats, or
underestimating the importance of protecting personal data are examples of these challenges faced by
SMEs.

Cyber threats are a significant business risk for SMEs. With practices increasingly moving towards the
Internet and cleud, SMEs have a larger attack surface than ever before. According to the NCSC (National
Cyber Security Centre), SMEs have a 1 in 2 chance of experiencing a cyber breach. The Ponemon
Institute reports that the average cost of a data breach for organizations with up to 500 employees is
52.17m. As SMEs work to protect themselves in an ever-evolving threat landscape, they find their
security needs are constantly changing.

This Book therefore briefly describes some of the difficulties faced by SMEs given the increased Cyber
Threats. It also addresses crucial considerations pertaining to data protection and privacy, and the
importance of making some changes that allow for a “security-aware™ culture to be created. It also
explains how SMEs can enable a healthy ecosystem, such as the adoption of cybersecurity standards.
Lastly, a few straightforward steps that can be taken by SMEs when looking at strengthening their
cybersecurity preparedness which are outlined.

| wiould like to congratulate Mr. Vineet Kumar and his team for materializing this wonderful concept and
cyber securing SME's and Startups in this era of Online Warld.

Kamal Singh
Executive Director
UH Global Compact Network India




FROM THE PRESIDENT'S DESK

The World Economic Forum regards the threats to cyberse-
curity as one of the top five global risks facing the world
today. The vulnerabilities of financial loss ranging from
cybersecurity breaches to theft of intellectual property are
a growing problem. At the same time, potential for

cyber-attacks to disrupt critical services of both private

enterprises and government agencies is growing at an alarming rate. These transformational
challenges are also occurring as a result of increase in digitization of services, social media,
internet of things, increased automation, cloud computing, big data and related applications.
The potential impact that these transformational changes will have on the field of cybersecu-
rity will be enormous and will create a need for continuous trainings.

The costs and ways of implementing cybersecurity in organizations has been a constant
burden on any leadership regardless of their size, area of operations ete. Through this initia-
tive, we have tried to elucidate some of the proven-effective and cost-efficient cybersecurity
integration methods for small to medium scale industries.

This book addresses some pertinent issues and vulnerabilities that organizations might face
such as ransomware, zero-day attacks, DDoS ete. This book is positioned to serve as a guide
for medium and small-scale businesses to strengthen their cybersecurity capabilities while
securing their networks and human resources. Apart from technical aspects of security, the
book also builds awareness about incident response, attack recovery plans that many organi-
zations often struggle with.

| commend and thank everyone because of whom this concept and book has been made a
realistic dream.

Vineet Kumar
Founder and President



INTRODUCTION

This book focuses on cybersecurity for SMEs and Startups. It entails a detailed
study of the trends of cyberattacks on Small and Medium Enterprises and
startups. The book first mentions the most common cyber threats attacking
SMEs and then stresses the dire need for cybersecurity solutions, tools, and
frameworks in an organization, It gives an insight into the various security
options available in the market today to protect company networks.

The book discusses how cyber adversaries exploit security vulnerabilities, but
also cyber threats, and provides practical suggestions, mitigation measures,
and best practices that may be employed to harness any investment in cyber-

security to the optimum level.

Often we address the problem but fail to address the after-effects of a cyber
attack. The book has a section dedicated to discussing cyberattack recovery
measures. Disaster recovery plans have been discussed at length to bring

about a faster recovery rate among organizations struck with cyberattacks.

-




Chapter1

Cybersecurity: A Must For SMEs
And Startups




The adage "Hope for the best, but be prepared for the worst." has tremendous significance in
today's digital world. Every business organization is dependent on computers and the inter-
net for their functioning and hence prone to cyberattacks from malicious actors. The only
solution to manage cyber risks is to have a robust cybersecurity strategy and framework in
place that can prevent the attacks and can withstand in the aftermath of an attack, if at all, it
happens. Though large corporates and institutions are at perennial risk. SMEs (Small and
Medium-sized Enterprises] and startups can also not afford to ignore cyber threats.

1.1 Why Do Cybercriminals Target Small Organizations?
There is a general preconception among SMEs and their thinking is like, "Why would cyber
criminals attack my business when there are enormous targets available in the industry.”

However, the reality couldn't be farther than this.

SMEs and small businesses are incredibly vulnerable to cyberattacks due to the following rea-
S0NS.

»w Compared to corporate institutions, small busi-

ness enterprises cannot afford to install the highest f
security measures, The absence of security guards,

sophisticated monitoring systems. and technically

equipped entry devices tempt cybercriminals as they .

can attack without fearing detection. > il
w Secondly, all cybercriminals may not have enough

motivation to break into the high-security networks

of large corporates. Vulnerable SMEs and startups are easier targets.

» Small businesses overlook the value of data they store by believing that it can be of
little importance. However, there is a lucrative market for such data on the dark web.

w Usually, targeting SMEs can pave a smooth passage for malicious actors to hack into
the corporate network because these SMEs are critical links to many corporate supply
chain networks.

» Cybercriminals find it convenient to use tactics like spear-phishing against SMEs. It
also enables them to enter corporate networks as legitimate users.

The sBoisk Cyberseculy for SMES aid Stanty

.




1.2 lgnoring Cybersecurity Can Prove To Be Fatal

In today's world of online business, any laxity in cybersecurity can have dangerous conse-
quences. It can lead to financial loss, mistrust among customers, and damage the business'
reputation in the market.

1.2.1 Recent Statistics On Cyberattacks

The recent statistics on cyberattacks on small business-
es and SMEs can be startling.

w Of all cyberattacks, 43% target small businesses
and SME startups (1).

w Nearly 47% of SMEs have no clue about managing cyber risks (2].

w About 60% of such small enterprises that turn victims of cybercrime go out of busi-

ness within six months (3).

» 91% of small business entities do not have cyber liability insurance (4).

w Yahoo has been the victim of the most significant cyberattack when more than three

billion accounts were compromised in August 2013 (5).

1.2.2. Examples Of Cyberattacks Against Startups

Here are a couple of examples of cyberattacks against startups that should put SMEs on their
guard {8).

w Efficient Services Escrow Group, a California financial organization, had to shut down
its business after cybercriminals siphoned off more than $1.5 million from the company's
bank account using a Trojan Horse software. After breaking into the system, the mali-
cious actors transferred the amount to different accounts in Moscow and China. The

organization managed to recover S0.43 million but lost almost $1.1 million, forcing the

state regulators to close down the firm.

» In Kansas, an automobile dealership enterprise, Green Ford Sales, lost nearly 523,000
as malicious actors broke into their system and swiped bank account information. The
criminals opened nine fictitious employes accounts and added them to the payroll,

The sBisk Cybersecuily for SMES aid Btany
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Subsequently, they transferred $63,000 to these nine accounts. The organization man-
aged to recover nearly $40,000 of the stolen money.

1.3 How Improving Cybersecurity Provides Competitive Advantages

Compromising on cybersecurity aspects jeopardizing cus-
tomer data can prove detrimental to the overall success of
an enterprise. Here's how improving cybersecurity provides
a competitive advantage to SMEs and small businesses.

w Higher customer preference - Customer surveys

show that consumers prefer dealing with businesses that concentrate on data privacy
and cybersecurity. Such aspects rank ahead of the pricing aspect. proving to be one of
the top reasons for them to do business

with a specific retailer.

w Greater customer satisfaction -
Customer satisfaction is higher when the business entity focuses on implementing
cybersecurity and data privacy capabilities. Customers value robust cybersecurity pos-

tures like encryption of data, offering transaction alerts and prompts for account pass-

words, and so on.

w Higher spending online - Business apps that concentrate on building trust by using

B advanced security technigues like TLS or S5L witness a
. R higher volume of customer traffic. Surveys show that
nearly 40% of customers are willing to enhance their

online spending by 20% if retailers offer trust-building

assurances.

Source - Capgemini




In A nutshell

A global increase in cyberattacks on business organizations has forced SMEs to concentrate

on implementing robust cybersecurity strategies in recent times, Staying prepared for the

worst can undoubtedly help these businesses to manage cyber risks better. Cybersecurity is
a must for all business organizations, notably the SMEs and startup enterprises.
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Chapter 2

The Biggest Cybersecurity Risk
Facing Organizations Today




when it comes to the most common challenges faced by organizations, one of the most criti-
cal ones is the cybersecurity risks, Thay interrupt the functioning of an organization and com-
promise the confidentiality, integrity, and availability (CIA) of valuable information assets.
However, the cybarsecurity risks themselves stretch across a broad spectrum. Let’s have a

look at the most critical cybersecurity risks organizations face today.

2.1 Negligence By Employees

Alot of money is invested by the organizations to train the perscnnel on various cybersecurity

threats. Despite it, the sensitive data of the organization gets compromised repeatedly. The
primary reason for this is the negligence of employees. A significant cause of security breach-
es is human errors, as published in a recent report by IT security firm Shred-it. The employee
habits that lead to data breaches include:

« Accidentally losing the document or mobile device that contains confidential data or
passwords

» Leaving the workstation unlocked or unattended.

+» Noting essential information on loose paper notes and leaving them cut on the desk.

» Remote working using an unsecured, public network connection

Appropriate steps. such as the following, are essential
taken to solve the issue:

+ Creation of a robust cybersecurity palicy

+ Conducting regular training sessions

+ Creation of a clean desk policy (COPF)

+ Disposal of hard-drives and flash drive in the proper
manner

+ Creation of an appropriate remote access policy

2.2. Lack Of Adequate Protection

An increase in the number of incidents relating to cybersecurity data breaches has made
organizations concerned about the adequacy of cybersecurity measures. Most organizations
ignore cybersecurity due to the high-investment requirement, which results in a lack of ade-
guate protection to prevent cybersecurity threats. Such ignorance could incur a massive
expense to the organization in the form of a data breach.

The usual anti-virus software or firewall alone is not sufficient to combat cyber-attacks, For
the protection of confidential and sensitive data, any computing environment needs:

Thes ek it sscurily for SMES sevd SuTtL
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« An updated cybersecurity policy.

+ Continuous training of employees.

+ Multi-factor authentication.

+ Insurance for cyber liability.

« Anti-malware software,

» Security measures for the use of loT devices

2.3 Employee Mobility

Employee mobility is the latest trend that organizations are following to increase productivity,
A reduction in commuting time and flexibility in work hours has helped employees to work
more efficiently. However, there are certain risks too, which include an increase in the vulner-

ability to cyberattacks.

Employee mobility presents organizations with a bunch of alarming challenges:

« While working remotely, employees mostly use personal

devices that are less protected, 1 P
which results in a data breach. - -

- Usage of the unsecured public network can cause mali-

cious actors to break into the devices.

« loT devices used by telecommuting employees have a

direct connection with the organization's server. A minor breach in the device can com-
promise the whole data present on the server. The Russian-state sponsored attack,

Fancy Bear, is one of the best examples of network vulnerability.

To manage the security issues of employee mobility, organizations need to:

» Initiate an awareness drive to ensure that employees stick
to security protocols.

» Create a secure enterprise app that can support most of
the loT devices.

+ Issue the organization’s devices to employees to prevent
BYOD (Bring Your Own Device) issues.

« Conduct seminars and training sessions to educate employees on potential risks.




2.4 Absence Of A Functioning Data Backup Policy

Backing up the organizational data is one of the essential activities contributing to cyberse-
curity. In case of any network exposure or loss of data due to a disaster, backed-up data ena-
bles the organization's continual operations without interruption. Negligence with data
backup can leave the organizational data vulnerable to a variety of cybersecurity threats.

The organizations should:

« Create a security policy for data backup.

+ Create a rigorous awareness campaign among
the employees to convey the importance of data
backup.

» Backup data regularly.

2.5 Poorly Defined Cybersecurity Policies

Cybercriminals attack organizations from every industry. It is high time organizations prior-
itized cybersecurity policy and security standards to strengthen its cybersecurity framework

and data protection posture.

The cybersecurity policy must include:

« |dentification of cybersecurity risks.

» Establishment of cybersecurity governance.

« Creation of policies, procedures, and processes for protection of the organization's net-
works and information assets

« |dentification and reporting of risks related to remote access and fund transfer

« Identification and handling of risks concerning
vendors including third parties
+ Strategy to detect unauthorized and malicious

activities




Final Words

Cybercriminals have become more robust and use advanced and sophisticated technigues to
attack organizations. The most significant cybersecurity risks happen with negligence in
smaller matters. Hence, it is essential to evaluate the organizations' cybersecurity risks and
develop an efficient cybersecurity strategy accordingly. It goes a long way in protecting the
organization as far as the confidentiality, integrity, and availability of its valuable information

assets are concerned.

»

-
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Chapter 3

Most Common Cyberattacks
Targeting SMEs and Startups:
What You Must Know!




Cybersecurity is of paramount importance for all business entities, notably the SMEs and
startup enterprises, to safeguard the confidentiality, integrity. and availability of their valuable
information assets. In this episode, we shall discuss the different types of cybercrimes that
malicious actors deploy to target SMEs and startup entities. Simultaneously, let's examine
specific feasible solutions too.

3.1 Ransomware

cyberattack on SMEs and startup business enterprises in recent
times. Cybercriminals usually introduce ransomware through a
phishing email attachment, masquerading as communication that
businesses trust to be genuine. Once opened and downloaded, the malware takes over the
victim's network system and corrupts the files and documents. The cyber attacker then

demands the payment of a ransom to restore access to the network.

The Solution - The solution to ransomware is to ensure not to open unsolicited emails or
download suspicious attachments, Having a dedicated backup on an isolated network system
can help the business ignore the ransom demand and restore it

3.2 Cryptojacking
Using someone else's computer system in an unautherized way to mine

cryptocurrency is referred to as Cryptojacking. Mowadays, cryptocurren-
cy is in high demand globally. Today. it is becoming increasingly chal-

lenging to mine cryptocurrency. Cryptojacking (2) criminals access the

network systems of SMEs and other businesses unauthorizedly to mine

cryptocurrency.

The Solution - Installing a robust internet security software solution can block most of the
cryptojacking threats. But employee training on cybersecurity also plays a critical part.

3.3 Phishing

Phishing (3) is one of the oldest and most common cybercrimes present in the industry. Here,
the malicious actor contacts the targets through emails, text messages. or telephone by
posing as a legitimate entity that the target trusts. The objective is to lure the target SME to
part with sensitive information regarding the business or its customers. The data can include

trade secrets, banking account information, and customer data.




The Solution - Increasing awareness among IT users to not open emails from unknown
sources and suspicious contacts can help businesses manage phishing attacks. Installing
anti-phishing software can minimize such attacks.

oQ

3.4 APT Attacks

APT (Advanced Persistent Threat) (4) is an attack where the
cybercriminal establishes a long-term illegal presence on the
SME/business entity's network to access sensitive data. The / @
motive is to steal intellectual property, compromise confidential

information, sabotaging critical organizational infrastructure, and so on.

The Solution - Protecting against APT requires businesses to adopt a multi-faceted
approach that includes monitoring web traffic, whitelisting demains, and applications, con-
trolling access, and patching network software.

3.5 Insider Based Attacks

Insider threats (5) from disgruntled employees having access to sensitive information can
cause more damage than external threats. Such employees can leak out the business's confi-
dential data to competitors or other malicious actors to cause harm to the organization.

The solution - Monitoring the activities of employees is one way to manage this threat.
Restricting access to sensitive information to employees can help protect the business from

insider threats.
3.6 DDoS

DDaS means Distributed Denial of Service (6). Hare, the cyber-

criminals attempt to disrupt regular internet traffic of a targeted

digital network server by overwhelming it with an additional flood

of traffic. Consequently, the usual traffic gets delayed or inter-
rupted.

The solution - The ideal solution could be to create a blackhole route and direct traffic to that
route, Other solutions include rate limiting, installing web application firewalls, and using an

Anycast Network.




3.7 Man in the Middle Attacks (MitM)

Man in the Middle Attack (7) is an intercepting attack by a third
person unknown to the target. Such criminals intercept business
communications to steal critical information. A simple example of
a MitM attack is whare the malicious actor sends a phishing email
to the target. The email appears to generate from a legitimate
source such as the bank. On clicking the link, it directs the target
to a fake website resembling the bank site, whereby they enter the
login credentials and make it convenient for the MitM to access the bank accounts.

The solution - Businesses should ensure that the URL has HTTPS instead of HTTP. Employees
should also be taught and trained not to connect to public WiFi routers. Securing the office
and home networks can also help ward off MitM attacks.

3.8 Password Targeting Attacks

Password thefts or stolen credentials account for nearly 29% of data breaches (8). Therefore,
having a strong password is imperative for avoiding such attacks. Cybercriminals prey on
targets by using various types of password attacks (%), such as the following.

» Brute Force attack - using brute force by using all password combinations.

» Dictionary attack - trying out different possibilities of passwords that the target exten-
sively uses.

+ Phishing - sending unsuspected emails

« Rainbow Table attack - a sophisticated type of a brute force attack

« Credential stuffing - random use of stolen usernames and password combinations

» Password spraying - using a list of commonly used passwords.

» Keylogger attack - surreptitiously using software to record keystrokes of the target.

The solution - The ideal solution is to use a strong password

that becomes impossible to guess. The most secure password 3
should be a combination of capital and small letters of the b

alphabet, special characters, and numeral. Another solution is ——

pasaWORD

to use alternative verification methods such as 2FA and biom-

etric authentication as supplementary controls.




3.9 S0L Injection Attacks

SOL Injection attacks (10) are sophisticated cyberattacks where the cyber adversary takes
advantage of SOL Injection vulnerabilities for bypassing application security measures. This
attack enables the cybercriminal to execute malicious statements to control a database
server behind a web application.

The solution - The only way to overcome an S0L injection attack is input validation and
parameterized queries. Sanitizing all inputs. including login forms and removing malicious
code elements, can help prevent SOL injection attacks. The simple answer is strong applica-
tion security policy, processes, and guidelines.

310 Zero-day Attacks

A zero-day attack (11) is a flaw or a vulnerability in the software or hardware that can create
complications if exploited by the cybercriminal,

The solution - The only way to manage a zero-day attack is to address the issue before some-
one exploits the vulnerability. Hence, software developers release patch programs to fix the
vulnerability,

Final Words

Cybercriminals are a resourceful lot. Thay are always on the prowl to pounce on any vulnera-

bility in the network systems. We have seen ten different ways these malicious actors gain

access to network systems and compromise with sensitive information. The best ways to

manage these crimes are to be vigilant, employ safe practices when using the internet, and
know the vulnerabilities. Installing high-guality

anti-malware solutions can help mitigate such

threats. SMEs and small businesses should have a

robust cybersecurity strategy to manage such cyber

risks and protect data from being misused by these

criminals.
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Chapter -4

How Can SMEs And Startups
Secure Their Networks?




We always hear of information network security breaches in the news, and know that they
cost enterprises millions of dollars. As per a report by IBM, the average cost to a US enterprise
from an incident was $8.1 million in 2019. There must be a lot on the entrepreneur’s mind
when deciding to start a new business like information flow, finance, marketing, production

methods, ete. In the rushed up situation of setting up a business, the security aspect usually

gets neglected, which invites malicious intrusions in the enterprise network, jeopardizing the

confidentiality, integrity, and availability of the organization’s information assets. Hence, the
cybersecurity aspect is as crucial as others, The following are the ways how startups and
SMEs can protect their networks From malicious

actors.

4.1 Use A Powerful & Trusted Antivirus Software

Malware is an old threat and has been around since

the early 1980s. And an antivirus program is one of

the oldest techniques to thwart malware threats.

Antivires and anti-malware programs can block the

execution of any malicious program once they detect

it. Hence, as a critical control measure, all business-

es, big and small, must install a robust antivirus program in their client workstations.
One has to make note that:

+ All Windows PCs must run an antivirus.

+ It is a myth that MacBooks do not require an antivirus. They are as vulnerable as Win-
dows systems.

+ App-only platforms have different case-use when it comes to antiviruses.

» Installing a strong antivirus solution is not enough. Enterprises must ensure that they
have processes in place to update the antivirus signature database regularly.

4.2 Configure Firewalls Properly

As a general rule, firewalls are crucial for protecting the networks in businesses of all sizes.
SMEs and startups must install efficient firewalls on all their devices and set up a web applica-
tion firewall [WAF). It becomes even more critical for e-Commerce platforms that sell their
products online. They store the confidential customer data which needs protection from mali-
cious access.
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4.3 Backup Data Regularly To Protect Against Breaches

It is a common practice for organizations to back up their crucial data in Cloud drives like
OneDrive and Google Drive. However, as these drives are online, they are as vulnerable as the
internal system's storage itself when the malicious actors gain unauthorized access to valua-
ble information assets. They can modify and encrypt data as quickly as the owners them-
selves. Hence, business awners should keep offline backups of their crucial enterprise data.

4.3 The 3-2-1Rule Of Backup

The 3-2-1 Rule is another essential and useful
safeguard an enterprise must diligently follow to

defend its valuable information assets. It is

<
| N
described as below. v
4
>
” 'l
<%

+ Keeping At Least Three Copies Of The Data
One backup doesn't cut it if enterprises store it
on the same premise as primary data. The l
higher the number of copies, the lesser the
chances of exposing them to a threat, all at

once.

« Storing Two Backups On Different Storage Media Or Devices
Two similar devices have a higher risk of exposure than two different devices with
variable storage media.

- Keeping At Least One Backup Copy Offsite
Keeping at least one copy offsite is a safeguard against disasters that may damage all
copies of data stored in one place.

4.3,2 Choosing the right data centre

If one's organization has an online presence and holds a lot of customer data, which is
Sensitive, such as an e-commerce platform, a social media platform or an offline mart
that collects customer data for loyalty programs, choosing a correct data centre, to store
all that data, can be a very important decision. There are several types of data centres
which offer a different kind of services such as variations in data redundancies and back-

ups, power backups, maximum downtime ete.
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These data centres offer downtime ranging from 99.5% to 99.99%. while the decimal
difference doesn't look huge on paper, the actual difference of these ranges is usually in
days. Complying with laws on data localization and cross border data transfer also
becomes an important factor when deciding a data centre. Therefore, such a decision of
selecting a Data Centre must be done after thorough market research and professional
advice.

4.4 Encrypt Everything To Protect Sensitive Data

SMEs must protect sensitive infarmation transferred over the internet through encryption.
Encryption is the process of changing the data into a virtually unreadable form, retrievable
only with a decryption key. End-to-end encryption is a powerful security mechanism as no
unauthorized user can access the information without the decryption key.

4.5 Use Two-5tep Authentication And Password Security Software

Two-factor authentication (2-FA) is a process that further enhances the security of the net-
work, In 2-FA, if the server notices a new device login attempt, it will ask for additional authen-
tication through a different channel, like a text message on the user's cell phone. Responses
to such text messages prove that users themselves possess their cell phones, Thus, 2-FA
acts as a barrier to phishing since a malicious actor cannoet log in by merely knowing a user's
password.

4.6 Enabling 2 factor authentication on your Email

Here's how one can enable it on Gmail or GSuite account.

SRt your accoun
Fannwed
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4.7 Update All Software Regularly

Usually, as enterprises become more aware of the threat landscape, they invest in security
programs. However, they must note that purchasing and installing is just the beginning. They

must update these programs regularly to deter all threats to the information netwaork.

Final Words

Setting up an efficient security program for their
fledgling enterprise is a prerogative of new business
owners. They can talk to a professional who can help
them develop a comprehensive approach fitting their
budget. Assessing the network and usage is a crucial
step to ascertain if the setup requires any safety
upgrades. Although it may seem burdensome, it can
protect the essential information resources when the
organization faces a threat.

NETWORK SAFETY FMGERPRINT LOCK
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Chapter 5

Cybersecurity Best Practices
For SMEs And Startups




SMEs and startup entities usually think that cybercriminals will bypass attacking their organi-
zations because there is not much to steal. No target is small or big for cyber adversaries. Itis
up to the business entities to follow adequate safeguards and enforce the best cybersecurity
best practices to prevent cyber attacks that can tamper with the confidentiality, integrity, and
availability of valuable information assets of the enterprise.

5.1 Enforce Safe Practices For Passwords

The Verizon Data Breach Investigation Report 2020 (1) states that 80% of data breaches
involve brute force or stolen credentials. Hence, it becomes imperative for small businesses
to enforce safe practices for passwords. A secure password is a combination of lowercase and
uppercase letters, numerals, and special characters. Changing the password at frequent
intervals should also be compulsory for everyone.

5.2 Email Security Best Practices

Phishing is one of the most common malicious practices employed by cyber adversaries to
intrude into digital network systems. Malicious actors send infected files and documents
through emails. Unsuspecting users download these files, compromising the valuable infor-
mation assets of the organization. SMEs and startups should install advanced email protec-
tion solutions to identify suspicious email traffic that evades policy and traditional signa-
ture-based defenses.

5.3 Online Safety Best Practices

Installing firewalls and anti-phishing software are the first lines of defense against a cyberat-
tack. Every SME or startup entity should necessarily install such firewalls to prevent cyber-
criminals from breaking into their information systems. Multifactor authentication is ancther
excellent online safety practice that a small business computing environment should employ
to ward off these cyber threats.

5.4 Offsite Cybersecurity Best Practices

With many people working from home and other off-site locations, it has become necessary

forsmall businesses to observe the best off-site cybersecurity practices like using a VPN (Vir-

tual Private Network) instead of home Wi-Fi and installing robust firewalls on home computers
and smartphones. Prioritizing employee privacy is also an essential safeguard against cyber-
attacks.




5.5 Document All Cybersecurity Policies

Small businesses usually operate by intuitional knowledge and word of mouth. However,
when it concerns cybersecurity practices, it is advisable to document the enterprise proto-
cols as a critical control measure. SMEs can avail of online training facilities offered by the US
Small Business Administration Cybersecurity portal [2). One can also take the help of FCCs
Cyberplanner 2.0 (3) for preparing the cybersecurity documents and policies.

5.6 Formulate And Practice An Incident Response Plan

Despite adhering to the latest security practices, no one can entirely rule out unforeseen

chances for a cyberattack on the business network. Therefore, having an incident response
strategy should be foremost on the minds of all business entities. Such a plan helps IT staff
detect, respond to, and recover from cyber-attacks and other issues like data loss and service

outages.

5.7 Choose Services That Provide Good Customer Support

A small business might not be able to recruit dedicated staff for monitoring cybersecurity
issues. Generally, business entities tend to outsource such activities to cybersecurity
experts. It is advisable to choose the appropriate cybersecurity service that provides excel-
lent customer support in deterring malicious intrusions,

5.8 Keep Scalability Of Solutions In Mind

Businesses grow with time. The perfect cybersecurity systemn is one that is capable of cover-
ing the complexities of business expansion. SMEs and startups should consider investing in
cybersecurity systems and practices that provide easy scalability, thereby catering to busi-
ness expansion seamlessly.

5.9 Employee Education As The First Line Of Defense
Cybercriminals target the front-line employees to push in their evil attempts. The standard

example is that of the phishing emails. Businesses should recognize the fact and make edu-
cating employees about the latest cybersecurity practices e a priority.




While a basic awareness about cyber security and threats to the systems should be provided,
the manager should be equipped with basic Redressal mechanism or a basic standard of pro-
cedure in case there is a data breach or a compromise on the network security. This would
include a basic awareness about what kind of eyber-crimes there are, which data of the
organization could potentially be compromised, how to contact law enforcement in such sce-
nario etc

5.10 Best Practices For Device Security

In this digital era, the use of the internet is increasing day by day. Businesses use various
devices like desktop PCs, smartphones, Wi-Fi routers, and other loT-enabled appliances for
their daily operations. Compromising on the security aspects of even a single terminal can
have disastrous consequences.

5.10.1 Computer Systems And Servers

Computers and servers are fundamental links of any business organization network
today. The following tips should qualify as the best security practices to ensure the com-
plete security of these devices from cyberattacks.

+ Update the software at regular intervals to be
in tune with the latest developments in the
industry, Upgrading the software is also a
healthy practice.

« Remove all unnecessary services to enhance
the device's efficiency and stave off any vulner-
abilities.

« Use intrusion detection systems to identify
and take care of malicious intrusions.

+ Hiding server information from prying eyes is essential for all businesses.
« Ensure periodical file and service auditing.

» Ensure regular backup of server information to protect from ransomware attacks.

- Install and maintain security firewalls to prevent malicious actors from trying to gain

access.




5.10.2 Mobile Security

Business organizations and customers use smartphones to carry on their business activities
through mobile apps and mobile internet. The following tips can help develop a robust mobile
security practice.

+ Turning on the user authentication feature can help prevent miscreants from misusing
your mobile devices.

+» One should update the operating systems regularly.

+ Avoid using public Wi-Fi for browsing the internet.

+ Using a password manager can help remember secure passwords.

+ Ensure that mobile devices have remote lock and data wiping features.

+» Mobile devices should have an appropriate cloud backup for restoring data quickly.

5.10.3 Wi-Fi Routers And loT

with small businesses and startup enterprises adopting emerging technologies such as Artifi-
cial Intelligence (Al) and Machine Learning (ML), there is an increased use of loT devices and

Wi-Fi routers. Securing these devices is of paramount importance.

+ Give a specific name to the Wi-Fi router and use
a robust encryption method like WPAZ when set-
ting up the Wi-Fi network address. &..,FF‘

» Have a separate guest network for people not
connected with the business.

» Use strong passwords for accessing Wi-Fi net-

works.

+ Change the default usernames/passwords that

come with |oT devices.

+ Check the loT device settings and disable the unnecessary features,

» A two-step authentication feature can help prevent unauthorized access.

+ Avoid using public Wi-Fi networks and keep a watch on hardware outages.
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5.10.4 Protecting printers and CCTV cameras

A special focus should be given on protecting the security of shared network resources
like printers and CCTV cameras. there have been countless attacks by hackers world-
wide, attempted on a large scale, on these devices. Such attempts could lead to hamper-
ing of important company documents and information or in some extreme circumstanc-
es a situation like the Bangladesh Bank Cyber Haist in 2016, Therefore, while implement-
ing network security and setting up encryption infrastructures and devices, special

steps should be taken to secure these devices as well,
5.11 Regular audits by professionals
Once the organization is big enough it is just impossible to have any fault that could compro-
mise the data held by the organization, In these scenarios, regular inspections and audits per-
formed by professionals can be very helpful in identifying the potential threats and weak
spots of an organization's network and data arrays. It helps in risk management and becomes
a factor in business planning as well.

Final Words

With more businesses functioning online, it has become

necessary for all industries, including SMEs and startup

entities, to ramp up their cybersecurity efforts, Cyberat-

tacks can target any digital information network at any time

in unexpected ways, Therefore, it is always beneficial to be

prepared to take on any risk and handie it efficiently. The

best cybersecurity practices listed in this chater can help SMEs and startup enterprises pro-
tect their data from malicious actors and maintain a safe and secure information sharing
environment.
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How to Select the



The cybersecurity threat landscape is growing by the day, and there is a slew of solutions,
which are available for the same. However, when it comas to zeroing down on the right securi-
ty solution, it becomes as cumbersome for organizations as the variety of threats out there.
Thus, for selecting the right solution or service, SMEs and startups need to consider several
factors. Some of them are as follows.

6.1 Evaluate & Understand the Situations

Cybersecurity risk assessment helps businesses understand, manage, control, and mitigate
cyber risks, Thus, it is a erucial factor for optimum data protection efforts.

1. Determine information value

Small businesses do not have the kind of resources larger companies have, which they can

use for information risk management. Thus, it is prudent for them to limit the security scope

to the most business-critical assets. They must define a standard that will help them to deter-
mine the importance of an asset. They can then classify these assets as minor, major, or criti-
cal.

2. Identify threats
Ary vulnerability that hackers can exploit to breach the organizational security for harming or
stealing crucial data is a threat. Apart from hackers, malware, and IT security risks, other

security threats include:

1. Natural disasters: Natural calamities like floods, lightning, earthquakes, and fire pose as
high a threat as any other hacker.

2. System failure: SMEs need to determine if their systems are running on high-guality
equipment. Sub-standard hardware increases the risk of falling victim to attacks.

3. Human error: Educating the workforce about malware, social engineering, and phish-

ing attacks go a long way in protecting the organization's critical information resources.




4. Adversarial threats:

These threat vectors include trusted and privileged insiders, third party vendors, ad hoc
groups, nation-states, corporate espionage, ete.

3. Identify Vulnerabilities

Athreat exploits a vulnerability to breach the organizational security, steal sensitive informa-
tion, and harm the organization. Vulnerability analysis, vendor data, audit reports, and inci-
dent response teams are ways to find vulnerabilities in the system.

6.2 Don't Compromise On Quality For Cheaper Solutions

Mot many organizations, especially SMEs, have the resources or funding to meet an eventuali-
ty where they must be right every time for protecting their data. In contrast, the cybercriminal
must be right only once to perform a breach. Hence, it is prudent for businesses to be flexible
with their budget because inexpensive and cheap are not always the same. Solution provid-
ers that come cheap may not be competant enough to handle advanced threats.

6.3 Check Security Certifications

Certifications help organizations verify the knowledge and qualifications of their cybersecuri-
ty professionals. Thus, checking and working on these certifications can help them discover
new incident response techniques for advanced threat intelligence. The certifications help
bridge the skill gaps of the IT teams, and they can boost productivity. The strength of the IT
security team gets enhanced over time, and they can learn from the team members' expertise

far faster responses.

Thus, checking the security certifications before purchasing a solution is a long-term invest-
ment, which is worthwhile for enhancing overall enterprise security.

6.4 Look at Independent Reviews

A cybersecurity review offers an in-depth and independent analysis of the organizational

ability to shield its information assets. It aims to validate how effective cybersecurity meas-

ures are.




An experienced security solution provider performs a comprehensive audit of the measures
that the organization implements. The review involves on-site and remote access. Conduct-
ing interviews with the senior managers is a part of the check to identify the relationship
between the process, technology. and people, The report documents the current status of all
security measures and determines the kind of cyber risk that the organization faces.

6.5 Purchase Cyber Insurance

In today's digital world, data counts itself in the list of critical business assets that standard
property insurance firms do not cover. The value of information is often mora than the equip-
ment used to store it. A cyber insurance policy ensures that the data gets restored in the
event of a cyber attack.

Organizations can face severe penalties if the users' credit card data gets compromised.
Compromised retails are liable to bear the cost of re-issue of new cards, forensic investiga-
tions, and frauds. Even small companias may have to shell out vast sums of money running

into thousands of dollars for such breaches.

Additionally, a standard policy doesn't cover the costs of electronic system downtime or a
breach due to lost or stolen devices. Cyber insurance covers all these unwanted instances.

Final Words

It is common to hear about big businesses becoming a target of hackers, but the risk is the

same for SMEs. Small companies do not have the financial aid and resources to bounce back
after an attack. However, they can address the pointers mentioned earlier and choose a
cybersecurity solution that best fits their needs.
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Chapter-7

CISO as Service - The Perfect
Cybersecurity Solution For
Startups




For any organization to become successful, it needs a comprehensive and strategic Informa-
tion security system that can efficiently safeguard the confidentiality, integrity, and availabili-
ty (ClA) of its valuable information assets. To develop and maintain such a system, the organi-
zation needs to hire an in-house Chief Information Security Officer (CISO) or an external
CiS0-as-a-Service agency that manages the whole security system.

Hiring an in-house full-time CISO may not be an optimal choice for startups or small organiza-
tions. The primary focus of a new emerging organization is to put most of its resources in pro-
ducing and launching new products and services to achieve initial business growth. At such
a point, the expense of a full-time CISO is not affordable, and CISO as a Service seems tobe a
perfect cybersecurity solution for the startups.

71 What is CISO as a Service?

CIS0 as a Service is the resource through which the organization gets the information securi-
ty leadership through appropriate technical support and a relevant pool of expertise. CISO as
a Service guides the senior management in matters of information security and provides ser-
vices like:

« Maintenance of information security system and management of risk in a cost-effective

manner.

+ Provides an extension to the information security capabilities of the organization.

+ Prevents risks to the information network and offers a continuous security presence.

« Assessing the current information security posture and threat landscape.

- ldentifies the digital information assets that need protection and analyses the level of

security required.

+ Developing an Information Security Strategy through which the necessary regulatory

requirements can be implementead and maintained, risks minimized, and the level of pro-

tection improved.

7.2 Advantages of Using CISO as a Service

+» Expertise with Cost-Effectiveness

Using CISO as a Service is one way through which an organization can enjoy the benefits

of strategic security experience and technical skills without incurring much capital

expenditure. Small organizations and startups don't need a full-time security expert, and
CIS0 as a Service provides them the required experienced CIS0 expertise. If the organi-
zation chooses a CISO as a Service client who has a good client base, it will benefit from
the client base's invaluable knowledge and expertise.




* Independence

The position of a CIS0O must be independent for properly managing IT operations, and
he/she should be independent of office politics. To accomplish the objective, CISO as a
Service is the best solution because of the unbiased perspective, along with a high
amount of credibility that helps the organization in achieving its information security
goals,

» Continuity of Services

The in-house CISD ean get ill or could be hired by some other organization anytime. In
such cases, business operations can be affected. CIS0 as a Service offers an organiza-
tion the continuity of service. Even if one of the experts of CIS0 as a Service client moves,
the relationship with the client continues, and another expert will manage the business

operations.
« Specialization
Relying on a provider that offers a specialization in CISO as a Service will have a positive

impact on the organization. The organization will benefit from the specialized areas of
different CISO0s of the client's organization. In short, the organization will get the advan-

tage of the knowledge and experience of several CISOs in their specialized areas of

expertise.

7.3 Qualities to Look Forin a CISO

A reliable information security professional requires several skills as well as characteristics to be an effec-
tive CISO:

+ Leadership Presence
A CISO must have the ability to represent the organization in matters relating to informa-

tion security and must possess exceptional leadership gualities to influence the execu-

tives to work consistently to achieve the security goals as well as objectives.




« Skills to Develop Strategies and Plan Programs

A CISO should have the skills to prepare short-term and long-term operational plans to
achieve security goals. One method is not enough to manage every situation. Hence, the
CISO should have the skill to develop strategies by setting up priorities based on pro-

ject-level risk.

+ Security Knowledge

In-depth security knowledge is essential for a CISO as he/she will be the one who will
represent the organization in various information security issues. Additionally, strong
analytical, as well as problem-solving skills, are essential for a CISO.

+ Communicate and Delegate

Creating a successful Information Security System is a team task. Hence, a CISO must
continuously communicate with various individuals and teams relating to the security
process. He/she should clearly define the decision-making powers of individuals to
handle risk management decisions appropriately.

» Creating Metrics Programs

A CISO must develop metrics programs to analyze the performance and improvernent in
security functions. Conducting a periodic benchmarking process with other industry
organizations can help compare varicus analytics and programs.

Final Words

It may not be affordable for startups and SMEs and will also be disadvantageous to have an

in-house CISO in managing the organization's information security envirenment. In such a

situation, CISO as a Service comes as a blessing. It provides flexibility in many ways, is
cost-effective, and offers comparabie results as hiring an in-house CIS0. Understanding the
differences invelved in both modalities, and managing it appropriately, will be hugely profita-

ble and can bring great success for a new enterprise.
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Chapter-8

Ethical Hacking And Penetration
Testing




Whenever people hear about hacking, they co-relate it to attacking someone’s IT or network
system for financial or personal gains. What people don't realize is that ethical hackers or
white-hat hackers are professionals hired by governments and multi-national companies to
locate vulnerabilities in information systems using the intent of an unethical hacker. Respon-
sibilities of an ethical hacker [1] include developing scripts to test networks, using tools for
security, performing risk assessment, training staff, and setting up security policies.

Penetration testing or pen testing is a part of ethical hacking since it exploits loopholes in a
system to find whether malicious intrusions are possible. Ethical hacking is a broad area since
it involves a massive network of systems. In contrast, penetration testing is limited to examin-

ing a few information systems.

8.1The Benefits Of Penetration Testing

Pen testing is a simulated attack to reveal system vulnerabilities and gives a report regarding

the weaknesses [2].

+ Revealing Risks: Pen testers think like malicious hackers to identify vulnerabilities and
categorize the associated risks into various categories such as high, medium, and low.

+ Ensure Business Continuity: Testing reveals potential risks and avoids system down-
time, which might comprise the business continuity.

+ Expert Third-Party Opinion: Pen testing by outside professionals will help the manage-
ment to get an unbiased opinion.

+ Maintains Customer Trust: Performing pen tests frequently establishes trust with the
clients since the business continuity is maintained, and also, there are fewer chances for
maonetary losses.

+ Comply Rules & Regulations: Penetration testing verifies whether the system follows
the rules and regulations published by the institution regarding data privacy and protec-

tion.

8.2 What Areas Should Undergo Penetration Testing?

During penetration testing, a tester tests everything from an individual computer down to its
applications and even physical security, Testing is predominantly performed in four areas [3].

+ Physical Security: Physical location of computers, routers, and other network devices is
a critical factor since its site in unsafe places may allow intruders to steal the information
by physically connecting devices to the network.




« Staff Awareness: Employees working in the firm should be alert and educated on how
spam messages could compromise the system and identify malicious links and messag-
es.

+ Security Policy: A weak security framework of a company could make the intrusion

easier for an attacker, and it is necessary to build a robust security framework consisting

of all rules and regulations.

« Vulnerability Patches: It is the process of receiving patches from affected systems and

securing such vulnerable areas for adequate security.

8.3 Some Free Penetration Testing Tools

Like a craftsman's toolbox, a penetration tester's toolkit includes tools to test a company’s
network based on their business objectives. Some of the top free pen-testing tools [4] are

discussed below.

+ Fiddler: Fiddler is a freeware web proxy tool primarily used to receive, interpret, and
decrypt HTTPS traffic from systems.

+ Metasploit: Metasploit framework is an open-source structure for robust penetration
testing to uncover vulnerabilities in various platforms.

« Wireshark: Wireshark is a network protocol analysis tool that reads packets from a net-
work and renders it in a human-readable form.,

« Nikto: A web vulnerability scanner to identify outdated programs, server misconfigura-
tion, insecure host, and version issues.

= Nmap: Nmap or network mapper is an open-source application for network scanning
using IP packets. It can scan a range of IPs, ports, and subnets to identify loopholes.

8.4 Non-Traditional Penetration Testing Methods

Modern pen testing methods reveal critical security issues and also defines how such vulner-
abilities can be fixed. Using such pen test methods requires expertise, and thus professionals
are supposed to be dynamic and skilled.

B.4.1 Bug Bounty

A bug bounty [5] is a reward program for security freelancers and professionals for find-
ing security flaws in the network of an institution. The bounty can be a financial incentive
or a hall of fame recognition among co-warkers or gear from the company or even a job
offer.




8.4.2 Capture The Flag Challenges

Capture the flag (CTF) challenge [6] is generally a team-based cybersecurity competition
to challenge the participants to solve a security-related issue and defend computer sys-
tems. Such compatitions may range a few hours to even multiple days and include
groups of students, scientists, and enthusiasts.

B8.4.3 Advantages Over Traditional Penetration Tests

One advantage of a non-traditional pen test is its continuous testing [7], unlike periodic
traditional pen tests, which sets the system to defend newar forms of attack. Secondly,
the availability of thousands of enthusiasts makes the system resilient against almost all
kinds of attacks. Finally, specialized experts are available at minimum cost for finding vul-
nerabilities that otherwise could result in massive IT spending.

8.5 Remedial Measures After Penetration Tests

For a successful pen test, it is necessary to plan and implement post-test measures [8] and
then revisit the security framework. The post-test steps are as follows.

+ Review The Test Results: Here, all the reports are converted into meaningful data for

further discussions, and vulnerabilities are reported along with associated risks.

+ Develop A Remediation Plan And Validate With Retest: Severity of risks are measured,
and remedial measures need to be prioritized.

= Combine Findings Into Lang-Term Security Strategy: Security weaknesses identified

will be fixed to comply with the business security framewaork.

Final Words

The demand for ethical hacking and pen testers are hiking due to increasing cyberattacks.

Modern tools and expertise have become a necessity today for addressing the changing land-

scape in the usage of sophisticated tools and techniques employed for security intrusions.
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Chapter -9

Cybersecurity Guide According
To Startup Maturity Stage




As mentioned in previous chapters, with limited resources and formidable competition, start-
ups tend to invest less in cybersecurity frameworks than multi-national companies. However,
with changing cyberspace, even smaller businesses have begun to share cloud infrastruc-
tures as mature companies do, It easier for a startup to execute and develop a cybersecurity
model as the firm grows rather than employing a framework at the peak of the growth.

9.1 What Areas Should Startups Focus On?

Startups primarily focus on customer relations and sales, and this eventually causes security
issues, and such businesses will be vulnerable to traditional malware attacks [2]. For securing

data and customer privacy, such startups stress on three areas for improvised security.

9.1.1 Application Security

SMEs and startups ensure application security [3] by web application scanning, defacement
monitoring, pen testing, firewall, and similar mitigation methods. The measures also include
the following methods.

- Application distributed denial-of-service attack mitigation.

« Vulnerability patching using a web application firewall.

+ Real-time monitoring. tuning, and remediation of attacks.

» Continuous scanning and pen test to find security flaws in applications.

+ Application security for all the associated domains.

9.1.2 Infrastructure Security

Securing a company's infrastructure is as essential as securing data and protecting customer
privacy. Corporates and startups achieve infrastructure security [4] in the following manner,

» Encrypting APls and websites primarily using S5L.

« Protecting against DDOS attacks such as flooding the network.

« For distributed startups, it is safer to isolate network assets.

« Segregating network assets behind a firewall and utilizing access-level restrictions is
another strategy.

9.1.3 People Security

Adequate security is based on how staff and customers behave, and this is enabled by under-

standing the threats and how it affects users. Startups achieve people's security [5] through
various methods, as discussed below




+ Developing a security culture by creating a security-savvy mindset among the work-
force.

+ Identifying security behavior for the workers.

» Embedding security behavior among employees using campaign materials,

+ Professionalizing security using guard force and CCTV teams for maintaining security.

9.2 Cybersecurity By Maturity Stage

As intruders use sophisticated tools and techniques, startups must evolve in terms of cyber-
security to cope with any security issues. A mature cybersecurity model will reduce costs

associated with breaches and incident response.

9.2.1 Zero To Minimum Viable Product

Startups are generally formed to address the pressing customer problems in their target
market. Minimum Viable Product (MVP) [&6] is a resourceful strategy for startups with limited
resources and size, For small emerging companies, MVPs can be defined as the new product

version, which helps the team collect maximum customer data using the least resources.

Moreover, startups at this stage will be in doubt of any available fund for business initiation.
Startups use MVP to validate its growth and value hypothesis, and to measure the effect of
MVP, baseline data is captured for further processing. Therefore, MVP helps startups to iden-

tify customer requirements in the least and efficient strategies.

9.2.2 Minimum Viable Product To Seed

In the second stage, customer data needs to be protected from receiving funding for start-
ups, For achieving this, it is recommended to perform at least one pen test and implement a
password palicy for customers [7].

In addition to that. available data should be backed up in databases and encrypted when
in-transit using virtual private networks. Besides, a password management policy should be
developed to retrieve sensitive data onboard.

9.2.3 Seed To Seed A

Practically, this an active phase when startups establish robust security policies without
affecting the business continuity. From this point, frequent pen tests should be performed,

and it is suggested to employ a software development lifecycle [8] for security.
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At this stage, unethical black-hat hackers may target startups. It is safe to continuously pen
test the firm's network, limit access requests, implement an intrusion detection system at the
host, and develop a disaster recovery plan. Moreover, periodic drills should be performed to
educate the workforce and carry out a risk assessment exercise to simulate a real-world
attack. Workstations are supposed to have updated anti-virus and mobile device manage-
ment solutions.

9.2.4 Post-Series A

The final stage, post-series A, is where white hat hackers are employed in the firm, and busi-
ness uses non-traditional penetration test methods like bug bounty. In terms of infrastruc-
ture security [7], the firm should have a security information and event management service
tool.

A centralized account management tool can be used to manage system access requests and
emplay an [T team to manage employee's workstations using a security event management

tool.

As the startup grows, the firm's cybersecurity framework must be frequently tested and
updated to defend any cyberattacks. The success of the company lies with the way the
organization handles the cybersecurity of personal data. Besides, it is easier for companies to
develop a security framework at the beginning rather than implementing one during the
development phase as it could create inter-operability issues and could affect business con-

tinuity in the worst case.
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Chapter-10

Recovering From A Cyberattack




Cybersecurity data breaches are becoming very commaon, and it is not always possible to
avoid every attack because there is nothing like a fully-secured security system, Therefore,
whenever an organization suffers a breach, it should be prepared to recover swiftly. Here are
some steps that an organization should follow to respond and recover from a cyberattack to
keep the confidentiality, integrity, and availability of its valuable information assets intact.

10.1 Responding To The Attack

Preventing or avoiding a cybersecurity incident from happening is always the best choice.
However, incidents can occur due to unforeseen reasons. Hence, it is also necessary to have
a cyberincident response plan ready to handle the situation of a security breach, Here are the
steps that an organization must take to respond to a cyberattack effectively.

10.1.1 Stopping The Attack

Whenever a data breach occurs, an organization has to act quickly to minimize greater liabili-
ty. The following steps can help in recapturing the organization's healthy environment of digi-

tal information handling and exchange.

+ Deploying The Incident Response Team
The incident response team includes several internal stakeholders who have specific roles to
play to control the situation:

+ Technical workers investigate the security breach.

+ Human resources, employee representatives, and intellectual property experts work
together to mitigate the brand impact and recover the compromised data,

+ Data protection experts and public relations representatives are also involved when
personal data is compromised, such as customers' confidential and sensitive informa-
tion,

+ Legal advisors take care of the legal implications of the cyberattack and check whether
the business insurance policies cover the losses.,

» Securing The Systems And Networks
It is essential to follow the below steps without delay in case of detection of any data breach
is detected:

« Ensuring that all the IT systems are working correctly,
+ Isolating and suspending the compromised section or even the whole network of the
organization if required, as the case may be.

+ Searching and scanning the entire system and network to detect any other intrusions.
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10.1.2 Restoring Data - The 3-2-1Rule

The 3-2-1 rule of backup is a valuable and essential concept in data recovery. In most cases
where there is a data breach, an organization can recover all lost or compromised data if it
earnastly followed the 3-2-1 rule. Through this mantra, the organization ensures that its infor-
mation is adequately protected, and sufficient backup copies are available if there is a need to
restore the data. In many cases, data storage platforms fail, and adequate backing up of data

using the 3-2-1rule is the only safe option. The abbreviation 3-2-1 means the following:

» Three copies of data which consists of one original and two backup copies.

- Two different storage types to store the two backup copies so that one copy is available even
if the other storage fails.

« One data copy must be stored at a remote location or offsite to minimize the chances of

losing all the copies, even in a geographical or natural disaster.

10.1.3 Seeking Help OF IT Experts

While responding to a cyberattack, IT experts have an essential role in dealing with the cyber-
attack by amploying various techniquas and ensuring network integrity. The cyber and net-

work security experts’ main tasks involve:

- Manitoring the systems for detecting irregularities

« Installation and updating the firewalls as well as data encryption software

- Conducting penetration tests for preventing future attacks

« Establishing and maintaining mare secured networks

» Devaloping security standards and best practices that should be followed by the organiza-
tion for the prevention of cyberattacks

10.2 Recovering From The Attack
Once a response to the immediate problem in hand and containing the breach is made, the

organization needs to recover from the damage caused by the attack and prevent such inci-

dents from happening again. For this, considering the following things is essential:




10.2.1 Executing Disaster Recovery Plans

A Disaster Recovery Plan is a strategy executed in the event of any mishap or disaster of any

kind that has affected the organization's working. The plan includes the step by step instruc-

tions that will help the organization to recover from the catastrophe. The instructions include:
+ Process of restoring the data and information

« Which staff member needs to be working for the continuity of the business operations

+ The IT partners and the roles they are going to play

+ The communication protocaols

» The roles and responsibilities of staff members and partners and other relevant instructions

10.2.2 Notifying Authorities Concerned

The mandatory regulatory notification requirement is necessary in the event of a security
breach as many universally applicable laws and regulations, along with some industry-specif-
ic legislation, demand so, The organization also has to report the violation to all the organiza-
tion stakeholders, including customers, business partners, investors, employees, and regula-

tars.

10.2.3 Evaluating Cybersecurity Posture

The evaluation of the organization's cybersecurity posture is essential as it consists of the
entire defense structure against the cyberattacks. The evaluation process includes the

assessment of:

= Security policies put in place.
« Employee training programs to prevent cyberattacks
» Security solutions deployed. including anti-malware and antivirus programs and other rele-

vant solutions that keep the cybercriminals at bay

+ The security status of all the services, systems, networks, software, and hardware

10.2.4 Exploring Preventative Technologies

One of the core elements of the recovery process is the strengthening of cybersecurity man-

agement by exploring preventative technologies, such as:

ity for SMES 4nd




« Multi-factor authentication

« Advanced data encryption programs to aveid threats from interception by malicious actors
+ Maintaining and updating security software and hardware

» Full system backup programs that perform system backup regularly.

» Employing the right governance structure for developing, implemeanting, and monitoring the
cybersecurity programs as well as policies

+ Developing effective training programs

Final Words

However diligent and efficient an organization is in implementing cybersecurity measures,
malicious interventions, and data breaches can still occur due to unforeseen reasons or some
advanced hacking techniques capable of overriding all safeguards, Hence, it is always pru-
dent to have adequate backups and other practical data recovery policies in place. Under-
standing the steps involved in handling the aftermath of a breach will significantly help any
organization minimize the losses and avoid further damage to stakeholders and the comput-

ing environment.
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A Verizon data breach report from 2018 states that 58% of all cyberattacks are targeted at
small and medium enterprises (SMEs) or start-ups. And what's saddening is that most of t
hese firms never manage to recover from such an attack.

An Accenture report states that 68% of businesses are perplexed because of ever-increasing
security threats. And this risk becomes imminent when 2,244 attacks are happening every
day with an attack launched every 39 seconds. More than ever in history, it is now that digital
warfare is a real thing, and the sector that will be hit the hardest by such cyber attacks is that
of SMEs and start-ups.

The misconception that small businesses won't be a target of ransomware attackers or
hacker groups has often refrained companies from investing in cybersecurity measures.
Such security negligence results have always come in the form of substantial financial loss,
data loss, and the threat of further attacks like identity theft. ransom demand. money laun-
dering, etc

The ebook Cybersecurity for SMEs and Startups addresses these security myths and provides
an understanding of recent cyberattacks trends citing examples wherever necessary. This
book is an endeavor to reduce the frequency of attacks or to better prepare small businesses
for such attacks that might bring their operations to a complete standstill.

Having cybersecurity tools isn't the only way to keep attackers away. Spreading awareness
among employees via training is as important as spending on security tools or antiviruses. Yet
another pivotal primary measure entirely overlooked is the significance of having data back
up. As attacks are rampant these days, it won't be a surprise if an attack takes place despite
following the best security measures.

Once an SME or start-up is done with employee education and backing up their data, they
need to understand the probable attacks that might target their organization. This ebook
attempts to give a detailed analysis of the common cyber threats targeting SMEs and
start-ups such as ransomware, phishing, APT attacks, DDoS, password targeting attacks,

zero-day attacks, etc.

In the succeeding sections, the book acts like a guide that helps evade any of these attacks
that might be a factor leading to the collapse of a flourishing SME or start-up. Ways of secur-
ing company networks are discussed at length, emphasizing the use of antivirus software,
regular backup of data, data encryption, Two-Factor Authentication, Software updates, so on
and so forth,

Furthermaore, the book also highlights the best practices for maintaining cyber hygiene rec-

ommended by security experts. These include tips for ensuring email security, online safety,
offsite cybersecurity, device security, and mobile security,
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Since the battle against cyber attackers is a long and never-ending one, it is imperative to
continue with security measures even if the human resources, energy, time or money
involved seems like a drain to the pocket: An investment when things are normal can prevent
something adverse from happening.

Hence, this book also discusses the more technical topics like using CIS0 as a service, bene-
fits of panetration testing, options of free penetration testing tools, etc. Having a team of eth-
ical hackers on board is a significant security step. With the right set of security experts,
informed investments can be made to prevent and face any cyberattack that may target an
SME or start-up.

This eBook provides a cybersecurity guide according to the start-up maturity stage. It
furnishes a roadmap to security concerning a firm's position that comes handy when an
organization finds itself in a dilemma.

Finally, after talking extensively on the types of cyberattacks and the means of avoiding them,
the book talks about another crucial aspect of cybersecurity, which is seldom discussed.

The eBook outlines the ideal ways of dealing with a cyberattack. Recovery from an attack isn't
always guaranteed. Still, with the correct approach, the impact of an attack can be reduced
significantly. The book explains how to respond to an attack, stop an attack, and restore data
using the 3-2-1 rule. The role of seeking the help of IT experts in ensuring recovery from an
attack is also discussed.

In conclusion, the eBook Cybersecurity for SMEs and Start-ups suggests time-tested Disas-
ter Recovery Plans. It stresses other security measures to ensure that small and medium

enterprises or start-ups do not succumb before the malicious plans of cyber adversaries.
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