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DEPARTMENT OF HOME AFFAIRS 
Proposed reform to Australia’s Aviation and Maritime Security Settings  

Ports Australia is pleased to provide a submission to the Cyber and Infrastructure Security Centre (CISC) 
within the Department of Home Affairs (DoHA) to contribute to the reform of Australia’s aviation and 
maritime security settings.  

Maritime security and regulation is complex as numerous operational participants exist within a port, and 
threats are continually evolving. Hence, flexible regulation with an outcomes-based approach is necessary to 
enable industry and government preparedness and responsiveness. Having such an approach will better ensure 
the ongoing protection of key maritime infrastructure and in turn, the protection of Australia’s imports and 
exports and related economic and wellbeing measures. 

As these reforms will play a significant role in the protection of Australia’s maritime infrastructure and 
simultaneously have the ability to impact on maritime operations including efficiency and cost, Ports Australia 
is appreciative of the engagement of the DoHA through this consultation and the fact that it builds on the 
Hartland review which industry was heavily involved in. 

Given the differences in ownership and operating models across the sector, this submission is not able to 
capture all industry perspectives. Thus, to obtain the intended outcomes of these reforms, individual port 
submissions will be important to examine as will facilitating additional engagement opportunities to understand 
the real-world implementation of the proposed measures. 

This submission seeks to support the development of maritime security setting reform, with the key points 
under each of the proposals being:  

1. Proposal 1: Reduce the prescription of security programs, in consultation with industry. 
− Uplift the DoHA 
− Alignment with existing requirements and reduced regulatory burden where possible 
− Further details required on the participant having the onus to demonstrate capability 
− Several areas may continue to be prescriptive 
− Reconsideration of offence provisions 
− Further details are of interest to industry 

2. Proposal 2: Introduce the option of a Security Management System (SeMS) approach to managing 
aviation and maritime security risks. 

− Provide guidance rather than requirements 
− Transition to SeMS needs to be prioritised and flexible 
− Clarity around boundaries of responsibility 
− Consult with industry on additional data to be shared 
− Assurance that shared data is secure 

3. Proposal 3: Introduce a mechanism to allow the Department to intervene and take a more direct 
regulatory role with screening and other security providers. 

− Further details on this are needed 
4. Proposal 4: Current screening airports (designated, tier 1 and tier 2) will be required to screen for all 

regular public transport (RPT) and open charter services. 
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− Not relevant to the maritime sector 
5. Proposal 5: Continue to broaden and improve engagement, partnership and collaboration with 

industry. 
− Implement joint steering committee 
− Consult with industry on additional data to be shared 
− Support industry-led security partnerships 
− DoHA leadership and guidance 

6. General feedback. 
− More flexibility to have MSPs amended is required 

 

 

 

Ports Australia is the peak industry body representing both publicly and privately owned port authorities and 
corporations across Australia. Ports Australia is governed by a Board of Directors comprising the Chief 
Executive Officers of 13 port corporations from across Australia.  

 

 
 

1. Proposal 1: Reduce the prescription of security programs, in consultation with industry. 

Generally, the sector is supportive of reduced prescription of security programs as at present the Maritime 
Security Plan (MSP) process focuses on administrative compliance rather than a outcomes-based approach, 
with the process being time consuming and resource intensive. To enable a outcomes-based approach, 
industry has the following feedback: 

o Uplift the DoHA: 
− The success of a outcomes-based approach will require uplift of DoHA capability including 

the development of industry expertise, greater engagement, increased policy guidance etc. 
o Alignment with existing requirements and reduced regulatory burden where possible: 

− Re-drafted Maritime Transport and Offshore Facilities Security Act 2003 (MTOFSA) needs 
to align with international requirements including from the International Maritime 
Organization and the International Ship and Port Facility Security Code.   

− Ports Australia agrees that given there are parallels between several regulatory instruments 
(MTOFSA, SOCI, Customs Act), opportunities for deregulation should be considered where 
possible to reduce the burden on government and industry. 

o Further details required on the participant having the onus to demonstrate capability: 
− Deregulation of MSPs and shifting the onus on the participant to prove the participant has 

developed a security management system that delivers the security outcome without a 
formal approval process by DoHA is generally welcomed.  
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− It is critical that the outcomes are determined in conjunction with industry and are practical. 
Industry will be able to assist with understanding issues surrounding a certain proposed 
outcome including whether it is too aspirational or prescriptive. For example, an outcome 
that there be “no cyber-attacks” is not achievable by its very nature and would be setting up 
industry participants to fail. 

o Several areas may continue to be prescriptive: 
− It may be appropriate to continue to be prescriptive with such aspects as roles, 

responsibilities and powers of key security stakeholders, baggage and passenger screening 
and material security incident notification obligations including reporting timeframes and 
evidence of procedures in place to address security non-compliances. The exact areas should 
be teased out with industry through further consultation. 

o Reconsideration of offence provisions: 
− Along with the implementation of an outcomes-based framework, associated offence 

provisions should be reconsidered with the aim of appropriately responding to non-
compliance. Re-drafted strict liability offences provisions should facilitate prompt and efficient 
issuing of infringement notices without the need to resort to prosecution.  

o Further details are of interest to industry: 
− Whilst many outcomes will likely be enduring, risks have evolved over time (e.g cyber or 

supply chain). Given that outcomes will be stipulated in regulation and will need to respond 
to emerging risks, the exact outcomes need to be considered very carefully in conjunction 
with industry and/or it needs to be determined how changes to outcomes can be promptly 
modified.   
 

2. Proposal 2: Introduce the option of a SeMS approach to managing aviation and maritime 
security risks. 

Given the adoption of all-hazards risk management, Ports Australia supports a SeMS approach to managing 
maritime security risks. 

o Provide guidance rather than requirements: 
− Providing guidance on acceptable standards rather than prescription of standards to be 

aligned to when developing a SeMS, will enable the regulatory burden (duplication) and 
‘touch’ (audit and compliance) to be less prescriptive. This aligns with the adoption of an 
outcomes-based approach. 

o Transition to SeMS needs to be prioritised and flexible: 
− Transition for existing MSPs due for expiry across 2023/2024 should be developed as a 

priority to avoid duplication i.e. approval of MSPs under existing legislation but not assessed 
under future all-hazards approach.  

− Transition from existing approach to SeMS framework needs to be sufficiently flexible to 
minimise duplication/rework of existing processes and procedures that remain fit for 
purpose under new framework.  

o Clarity around boundaries of responsibility: 
− Currently entities are bound by physical boundaries. In terms of supply chain risk and taking 

an all-hazards approach, industry needs guidance on what requirements should be placed on 
parties where the physical boundary abuts the port boundary or where there is no physical 
boundary (i.e. cyber services). 
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− Entities must only be responsible for aspects within their control. Transport industry 
participants cannot be responsible for events/persons/supply chain participants that are 
outside their control. For example, a landlord port cannot be expected to hold responsibility 
for shipping lines that call at their port.  

o Consult with industry on additional data to be shared: 
− Industry needs to be consulted on the scope of any additional data that is collected by 

DoHA. Due to the amount of data currently shared by the ports, industry consultation is 
recommended with the aim of reducing duplication and the responsibility of existing 
government entities and regulation. 

o Assurance that shared data is secure: 
− Controls and assurance is required for outcomes focused data sharing so that industry has 

confidence its commercial and confidential data is not shared.  

 

3. Proposal 3: Introduce a mechanism to allow the Department to intervene and take a 
more direct regulatory role with screening and other security providers. 

DoHA having a direct regulatory relationship with screening providers is of interest to industry.  

o Further details on this are needed: 
− To assess the impact of this measure and whether it is generally supported by industry, 

greater clarity is needed on the organisations that might be captured under ‘other security 
providers’ as well as the planned role and powers of DoHA. As there are third party 
providers already captured by existing regulation, care needs to be taken to ensure that this 
does not create duplication and confusion which may result in undermining operational 
and/or security outcomes. 

 

4. Proposal 4: Current screening airports (designated, tier 1 and tier 2) will be required to 
screen for all RPT and open charter services. 

Not relevant to the maritime sector. 

 

5. Proposal 5: Continue to broaden and improve engagement, partnership and 
collaboration with industry. 

Improved engagement with industry by DoHA is welcomed. Measures that industry perceives will be beneficial 
to achieving this are listed below with many having been recommended in the Hartland Review. 

o Implement joint steering committee: 
− Implement the recommendation to have a joint-steering committee that will support the 

transition to a new regulatory model assisting with the formation and implementation of the 
reforms and simultaneously better securing ‘buy-in’ from stakeholders. 

o Consult with industry on additional data to be shared: 
− Once again, it is necessary to consult with industry on additional data to be shared. This 

consultation would be aimed at ensuring: 



 
 
 

Level 2, 1 York St, Sydney NSW 2000 
02 9247 7581 | info@portsaustralia.com.au 

www.portsaustralia.com.au  

• Data shared is useful to government and industry participants. 
• Sharing is not onerous and does not cause duplication.  
• The approach to data sharing including the industry participants that will be 

recipients of information will only receive relevant information to them and will 
maintain confidentiality. This concern arises particularly as industry forums 
increase in size and where some risks are only relevant to certain parties e.g. 
physical security risks and cyber security risks are likely to be the responsibility 
of completely different people within an organisation. 

o Support industry-led security partnerships: 
− DoHA could transfer some of the responsibility for analysing problems or designing solutions 

to industry, especially where they can be confident (because of performance or maturity 
assessments outputs) that the entity will take this responsibility seriously.  

− Ports Australia already has existing partnerships across the Pacific, and DoHA continuing to 
support and/or sponsoring such partnerships between industry participants and Pacific 
nations is important for regional uplift, relationships and security.  

o DoHA leadership and guidance: 
− Active leadership is necessary from DoHA with an openness to adoption and guidance of 

new technologies that have the potential to reduce risk and increase efficiencies such as 
biometrics, automatic number plate recognition, and artificial intelligence. 

− Each industry participant should be assigned a DoHA contact to manage day to day 
interactions. 

− Where possible, evaluation of costs, impacts and outcomes of current and proposed security 
reforms should be a priority for the DoHA. 

− A plain English guide should be developed for members of the public and industry to 
understand how to report security incidents, vulnerabilities, or suspicious activity. 

 

6. General feedback 

A number of general observations and recommendations are provided below:  

o More flexibility to have MSPs amended is required: 
− At present, there is little flexibility in amending MSPs whether it be for a new MSP 

application or amending an approved MSP. 
− For new MSP submissions, the entity may need to amend the application to suit the 

regulatory assessment team’s compliance outcome rather than a security outcome, and this 
rework can impact on the allowable time for the regulator to assess and approve a plan and 
hence, the request for MSP approval is denied. The process is then started again by the 
applicant with a much diminished timeframe available which can and has for some entities 
resulted in an MSP expiring while under the submission and consultation process. 

− On identifying a new or changed/reduced risk scenario requiring a new or amended 
treatment to the MSP, the plan holder who is generally best placed to assess the security 
outcome and the resultant operational outcome, is unable to dynamically amend their MSP, 
as they would any other business process. Instead, there is an overburdening administrative 
process to have an amendment assessed by an officer with little to no context of the 
environment to which the risk applies. Additionally, the time delays will generally mean that if 



 
 
 

Level 2, 1 York St, Sydney NSW 2000 
02 9247 7581 | info@portsaustralia.com.au 

www.portsaustralia.com.au  

the risk treatment must remain in situ to maintain compliance objective rather managing the 
security outcome, invariably there is a cost to business both financially and in some cases 
reputationally, as the brand of an organisation can be impacted.  

− It is expected that SeMS will enable increased flexibility in risk management, however this 
flexibility should exist irrespective of whether an entity adopts an MSP or SeMS. 

 

 

Ports Australia appreciates this opportunity for industry feedback, and offers its assistance for any initiatives 
coming from DoHA as it continues its reform work and modernises its activities, legislation, and policies to 
achieve improved security outcomes. 

 

 


	DEPARTMENT OF HOME AFFAIRS
	Proposed reform to Australia’s Aviation and Maritime Security Settings

