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App Registration and Integration
Setup for Microsoft Azure

Table of Contents

PaSSWOIA RESEE FOr AZUIE c.viiiieiiieiieit ettt ettt ettt ettt e b e e ta e b e eta et e este bt esbeessenaesseennes 2
Creating an APP REGISTIAtION oo e e e e 2
ADPP ReEISTratioN PeIMISSIONS. .coii ittt e e e e e e 4
ASSIZIN ROIE .ttt ettt ettt ettt et a et n et ene e neeeneenee e 6

© 2023 Espressive, Inc. All rights reserved.



PRODUCT DOCUMENTATION

Password Reset for Azure

Espressive Barista has the ability to reset the password for Microsoft Azure users who have forgotten their password or do not
have access to start with. In order to have this working for Azure Active Directory, some additional steps are needed.

Creating an App Registration

In order to connect your tenant to Active Directory, first create an app registration. If you already have one, you can skip these
steps. Otherwise this can be done as follows:

1. Loginto Azure as an admin user. Global Admin is always the preferable role.
2. Type App registrations into the search box.
3. Click on App registrations.

4. Click on New registration.

Home >

App registrations =

Mew registration @ Endpaoints &'9 Troubleshooting < Download (Preview) ' Got feedback?

o Welcome to the new and improved App registrations (now Generally Available). See what's new and learn more on hov

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADA

All applications Owned applications

A2 Start typing a name or Application ID to filter these results

5. Provide a name for the registration, preferably something descriptive and unique.
6. Inthe Redirect URL section:
1. Select Web option in the dropdown.

2. Typehttps://{tenant}.espressive.com/auth/oauth in the text field.
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7. Click Register.

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

MName o

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (My Barista Demo only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ | https://tenant.espressive.com/auth/oauth e

By proceeding, you agree to the Microsoft Platform Paolicies
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8. On the app registration page, click on Certificates & secrets.
9. Scroll down to the Client Secrets section.
10. Click on New client secret.

11. Provide a descriptive name for it and click Add.

App Registration Permissions
Once an app registration is in place, you need to provide proper permissions in order to reset passwords.
1. Click on API permissions.

2. Click on Add a permission.

e e e

Home >

- Barista Showcase | AP| permissions

‘,”7 Search (Cmd+/) | « C_) Refresh @ Got feedback?

i# Overview . .
Configured permissions

&4 Quickstart — . . . . N . .
Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

#" Integration assistant | Preview all the permissions the application needs. Learn more about permissions and consent

Manage Add a permission  ~ Grant admin consent for My Barista Demo

& Branding AP / Permissions name Type Description Admin consent req...  Status

3 Authentication “Microsoft Graph (14)

Certificates & secrets Directory AccessAsUser All Delegated  Access directory as the signed in user Yes @ Granted for My Barista

1I! Teken configuration Directory.ReadWrite Al Delegated  Read and write directory data Yes @ Granted for My Barista _

-2 AP| permissions Directory.ReadWrite All Application Read and write directory data Yes @ Granted for My Barista

@ Expose an API email Delegated  View users' email address @ Granted for My Barista

¥ Owners Group.ReadWrite All Delegated  Read and write all groups Yes @ Granted for My Barista

% Roles and administrators | Preview Group.ReadWrite All Application  Read and write all groups Yes @ Granted for My Barista _

M Manifest offline_access Delegated  Maintain access to data you have given it access to @ Granted for My Barista

Support + Troubleshooting profile Delegated  View users' basic profile @ Granted for My Barista

22 Troubleshooting User.Manageldentities All Delegated  Manage user identities Yes @ Granted for My Barista _

2 New support request User.Manageldentities.All Application  Manage all users’ identities Yes @ Granted for My Barista
User.Read Delegated  Sign in and read user profile @ Granted for My Barista
User.Read All Application  Read all users’ full profiles Yes @ Granted for My Barista
User ReadWrite All Delegated  Read and write all users’ full profiles Yes @ Granted for My Barista
User.ReadWrite All Application  Read and write all users’ full profiles Yes @ Granted for My Barista _

3. Click on Microsoft Graph.

PN
O

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mebility + Security, and Windows 10
Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMote, SharePoint, Planner, and more through a
single endpoint.
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4. Select the permission listed in the table below:

Permission Type Description

Directory.AccessAsUser . All Delegated Access directory as the signed-in user.
Directory.ReadWrite.All Delegated Read and write directory data.
Directory.ReadWrite.All Application Read and write directory data.

Email Delegated View a users' email address.
Group.ReadWrite.All Delegated Read and write all groups.
Group.ReadWrite.All Application Read and write all groups.
offline_access Delegated Maintain access to data you have given it access to.
Profile Delegated View a users' basic profile.
User.Manageldentities.All Delegated Manage user identities.
User.Manageldentities.All Application Manage all users' identities.
User.Read Delegated Sign in and read user profile.
User.Read.All Application Read all users' full profiles.
User.ReadWrite.All Delegated Read and write all users' full profiles.
User.ReadWrite.All Application Read and write all users' full profiles.

In this section, you can find the list of permissions for READ-ONLY. This is used when not doing password reset or Active

Directory group management.

Permission Type Description

Email Delegated View user email address.
offline_access Delegated Maintain access to data you have access to.
Profile Delegated View user basic profile.

User.Read Delegated Sign in and read user profile.
User.Read.All Application Read all users full profiles.
Group.Read.All Delegated Read all groups information.
Group.Read.All Application Read all groups information.
Directory.AccessAsUser.All Delegated Access directory as the signed-in user.
Directory.Read.All Delegated Read all directory information.
Directory.Read.All Application Read all directory information.

5. Click on Grant admin consent for {tenant}.
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Assign Role
You will need to assign the Password Administrator role to the User Principal associated with your app registration.

1. Click Go to the Azure Active Directory.

2. Click on Roles and administrators from the menu on the left.
3. Inside this section, search for “Password and administrator.”

4. Click on the Password administrator option.

&, Espressive, Inc. | Roles and administrators X
" Azure Active Directory
O Refresh [55] Preview features & Got feedback?
O overview
. @ 7o create custom roles, your organization needs Azure AD Premium P1 or P2. Start a free trial.
Getting started
I Preview hub (© Your Role: User

K Diagnose and solve problems Administrative roles
Administrative roles can be used to grant access to Azure AD and other Microsoft services. Learn more
Manage

[2 password e Add filters

aa Users
Role 4y Description Type ty

& Groups

[ i Helpdesk administrator Can reset passwords for non-administrators and Helpdesk administrators. Built-in

[ | g Password administrator Can reset passwords for non-administrators and Password administrators Built-in
4i. Roles and administrators

O s user administrator Can manage all aspects of users and groups, including resetting passwords for limited admins. Built-in

& Administrative units (Preview)

il Enterprise applications

5. Click on Add assignments.
6. On the left side menu, search for your app registration name.
7. Select the app registration listed.

8. Click on Add.
Add assignments X

Search ()

£ mocha

@ Barista Mocha

Selected items

No items selected

© 2023 Espressive, Inc. All rights reserved. Release Notes for Espressive Barista 6


https://portal.azure.com/#blade/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/Overview

	Table of Contents
	Password Reset for Azure
	Creating an App Registration
	App Registration Permissions
	Assign Role


