\
QP. NOZO

 NETWORKS

PRODUCT OVERVIEW

Guardian Sensor

Comprehensive Asset Visibility and Risk
Management for OT and loT Environments

With hundreds to thousands of OT and |oT assets in your
network, it's crucial to have visibility into and an understanding
of what's on your network so you can anticipate risks before

they impact operations.

The Nozomi Guardian security sensor is purpose-built for OT
and loT environments. Guardian sensors provide up-to-date
asset visibility and understanding of devices, attack surfaces
and network protocols in OT and loT environment. Assets
are continuously monitored against an established “normal”

behavior to more accurately detect anomalies and threats.

Guardian sensors are available in multiple hardware form factors to
fit your environment, including virtualized and embedded editions

and Remote Collector sensors for remote sites or networks.
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Network visualization maps provide a single view of your
OT and loT environments.

Key Benefits

©

Superior accuracy and

performance - Al platform
engine provides greater
accuracy in determining
root cause analysis for
threats with recommended
actions.

7

Proven scalability and future

proof - No other solution
has been proven at scale
across some of the largest
customers in the world.
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Broadest OT, loT and IT
protocol support- Widest
range of network and
device protocols supported

in the industry and loT
environments.
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Asset Discovery and Risk Management at Scale

Key Features Up-to-date Asset Visibility

Guardian sensors passively monitor mirrored local network traffic so as to not disrupt critical
processes, trigger alarms, or generate additional traffic. Built-in intuitive dashboards and
network visualization maps provide a single real-time view into the health of your OT and loT
environment. Administrators can view their network at the macro level or drill down to the
node level. Customizable reports highlight critical issues and prioritize remediation, enabling

administrators to respond quickly to potential incidents.

Industry-leading Anomaly and Threat Detection

Guardian is the one of the first solutions to utilize adaptive learning to establish the network’s
“normal” behavior. Thresholds are set to flag traffic patterns outside of normal range, enabling

security teams to accurately detect anomalies, zero-day attacks and advanced cyber threats.

Reduce Mean Time to Remediation

The Playbook feature in Guardian defines remediation steps for any type of incident.

Playbooks are critical to coordinate and accelerate operational response to an incident or

outage across teams. Users can import existing Playbooks or customize their own.

Intuitive dashboards provide insights into the health of your OT and IoT environments.

Nozomi Networks protects the world'’s critical infrastructure from cyber threats. Our
platform uniquely combines network and endpoint visibility, threat detection, and

Al-powered analysis for faster, more effective incident response. Customers rely on

us to minimize risk and complexity while maximizing operational resilience.
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