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CuctemMa opraHmsaumnm TeEPMMUHANIbHOIO AOCTyna



TepMuHanbHbIA gocTyn

100 nonb3oBaTenemn

'“L BaneHTuH

TexHonornsa yganeHHoro gocrtyna o Apocnas
K NPUIoXeHnam c ntoboro yctponcTea % Bpokep

1 13 ntobor Touku cetTn banaHcrpoBLMK ’.. FanuHa
TepMuHanbHbIN
cepeepc1C
Monb3oBaTenu Yyepes cneumanbHbii KITMEeHT Monbsosatensb
nony4aroT 4OCTYN K pecypcam cepsepa yepes
rpamyeckunin nHTepaeiic. E e
N( < 3KpaH ¢
/ / o= * NPUNOXEHNEM
—( Y\~ ( SKpara Ha cepeepe

| HaHHble 1C He nepepatoTca n3 LLO/, (He BbIxoaaT 3a 6enyro
JINHUIO), NONIb30BaTEb NOTyYaeT TOJIbKO KOMMUIO 3KpaHa
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TepmMmuHanbHbin goctyn vs VDI

TexHonorusa

LOCTynHble pecypchbl

N3onauwvsa pecypcos

MuHmMManbHble TpeboBaHMS
Ha 1 nonb3oBaTend

TpeboBaHMA K AUCKam

Ob6L,asg CTOMMOCTb BNnageHus
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TepMUHaNbHbIN BOCTYN

MpunoxeHus n pabounn cton
Ha 0bL,em TepMUHaNbHOM cepBepe

KOHKypeHLMg 3a pecypchbl
C COCelHMMU MoJib30BaTeNIMN

0,5vCPU, 216 03Y

Huskne (MOXXHO Mcnofib3oBaTh
NOKanbHble ANCKN CEPBEPOB)

1,0x pyb.

VDI

MpunoxeHns n pabouni cTon
Ha Bblg,eNIeHHOM BUPTYaslbHOM MallMHe

OrpaHunyeHune no pecypcam VDI BM,
NPaKTUYECKM HET KOHKYPEHLLUM C «COCeAaAMMN»

2 vCPU, 6 T6 O3Y

Bbicokue
(BbicokonpounssoanTenbHaa CX/)

4,0x pyb.




Ecnvu Bawem KoMmnaHum
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3aMEeHUTb YyXKe

BHeOPEHHblIEe CUCTEMDbI

TEePMUHaNIbHOI O
ooctyna

OT 3anagHbix BeHgopos: MS RDS, VMware

Horizon Apps unu Citrix Virtual Apps
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ObecneynTb

OOCTYM

K KOHKPETHbIM
MPUITOXEHUAM
(Hanpumep, 1C)

C NIMYHbBIX UM KOPNOPATUBHbIX
YCTPOMCTB 13 Ntob0oI TOUKM CeTH,
Jaxke co cTapbIM napkom lNK
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OpraHusoBaTb
3aLLMLLLEHHbIN
OOCTYIM

B UHTEPHET

B JIOKa/IbHOM CETU NPeanpuaTus,
onybnunkoBas bpaysep
Ha TePMMHaNbHbIX CepBepax
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Termit yxe 3akpbiBaeT
bonbuwyio yactb pyHkumnoHanbHocTun Citrix Virtual Apps

®DYHKLMOHANbHOCTb Ectb B Termit
OTKa30ycTOMYMBOCTb pelleHnsn (bpokepsbl B pexkume Active-Active) Ja
BanaHcMpoBKa Harpysku Ha YpoBHE TEPMUHA/bHbIX Ceccui [a
Mpynnbl (pepmbl) TEpMUHANbHBIX cepBepoB Linux Ja
Mpobpoc NoKanbHbIX YCTPOUCTB: bydep obMeHa, 3BYK, IOKa/IbHbIE AUCKU, MPUHTEPDI na
Ponesaa moaynb gocrtyna Ha
Mopaep»Kka AD n Samba B Kayectse LDAP Katanora [a
BcTpOeHHbI MOHUTOPUHT Ja
AyauT cobbITni Oa
BO3MOXHOCTb MHTErpaLmn co cMeXHbIMKU cuctemamm Yyepes REST API Ja
YnpasnieHue ceccmamm Oa
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CoBMecTMmMmocCTb

OC KNMEHTCKNX YCTPOUCTB

ER Windows macOS

1]
EmPE/10C

[ASTRA*LINUX“]

OC bpokepa Termit
BPE/10C (©debian

[ASTRAQLINUX“]
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OC TepMuHasbHbIX CepBepoB
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Bl Windows  (ASTRA LINUX)

(B cnepytolem penuse)

[MpoTOKO CYB[ 6bpokepa
Termit
X280 &Y PostgreSQL




Hopo)xHaa kKapta 2024-2025

®DYHKLMOHANBHOCTb

Penus CpoKku

Mpynnbl (bepmbl) TepMUHanbHbIX cepsepos Windows

TalimayTbl ceccui

MepenoakntoyeHne ceccui

SSO

MNpobpoc cmapT-KapT

I'Iepemeu.l,aeMble I'IpOCI)VII]M n cetTeBble AUCKU

MopnepKka FreelPA, PEA AOM, ALD Pro

dannbl NOAKIOYEHUA

MHoropakTopHasa ayTeHTudurKayma 2.3 Q3.2024
Monutnkm npobpoca ycTponcrs 2.3 Q3.2024
PaclumpeHHbIN MOHUTOPUHT 2.3 Q3.2024

Pexxmm nogkntoueHus B ceccuto (perknm Xennaecka)

Moaaepskka syslog/SIEM

HTML5

NHTerpauma ¢ nnatdopmamm BUpTyannsaumm

MpoTtokon «TepmuT»




Apxuntektypa. CueHapunin c BHYTpPEHHMMMN NOJib30BaTeNAMN

!

pynna TepMuUHanbHbIX

pynna Bpokepos Tepmut
CEepBEpPOB
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TepMurHanbHbIA cepBep
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BEpokep Tepmut TepMUHanbHbIN cepBep

L—p - . \ h cee
TepMWHanbHbIN cepBep

Bpokep Tepmut

1:5432 :389 | Il :389
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basa gaHHbIX LDAP

BHYTpeHHui BanaHCMPOBLUMK
KITMEeHT Harpy3ku
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Apxuntektypa. CueHapnin c BHelWWHUMM MNoJib3oBaTenamMmm

Mpynna Bpokepos Tepmut pynna TepMuUHanbHbIX
CepBepOB
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LLno3 yoaneHHoro Bpokep Tepmut TepMUHanbHbLIN cepBep
pabodero ctona
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baza paHHbIX LDAP

BanaHcupoBLUMK
Harpysku




MuyHMMManbHbIE

KOMNoOHeHT

bpokep
basa gaHHbix (PostgreSQL)
TepMuHanbHbIN cepBep

LLIno3 yoaneHHoro gocryna
(ssh server)

BanaHcmpoBwKK Harpy3ku (HA proxy)
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cnmcremMmHblie TPEGOBaHVIFI

MNMpoueccop

4vCPU

2vCPU

2vCPU + ~0,25 vCPU Ha
ceccuto

2vCPU

2vCPU

S CLGES XXecTkum puck, 6
namaTb, I'6
1 Ouck 20Gb pna OC
Nuck 50Gb onga 6a3bl faHHbIX
2 50
2 + ~2 Ha ceccuto 50
2 50
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* B komaHpge paspaboTku —
cneunanucTbl B obnactm b
c onbiToM bonee 20 net

* [lonHOCTbLIO CBOWM KOA NpoayKTa
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Cneoyem COBpPeEMEHHbIM NpakTukamM 6e3onacHom
pa3paboTku M0O:

- CraTtuyeckumm aHanmM3 Koga Ha YA3BUMOCTU

- AHanus yss3sBUMOCTEN CTOPOHHMUX KOMMOHEHTOB

OnepaTMBHO pearnpyem Ha HangeHHble Y33BMMOCTU
N BbiNycKkaeM obHoBeHMA 6e30nacHOCTU
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Cpoku

e beccpoyHasa nuueH3us
e JIMUEH3U1A NOo NOANMUCKe
(1 mecqau, 1 ron)
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Tunbl NMUEH3UN

“‘ CtoumocTb
} . 1,0x WmeHHble:
pyo. NMPUBA3bIBAKOTCA K KOHKPETHOMY

nonb3osatento. OgHa nnuUeH3na —
OHa y4vyeTHad 3annmcb.

1,8x
pyo6.

KOHKypeHTHble:

onpenenatT obuiee Yncno |
COTPYOHMKOB, KOTOPbIE MOTyT |
paboTaTtb B cucteme

O0OHOBPEMEHHO. ‘

1"

[loogepxkKa

nocTaBfigeTcd B cocTaBe baHana
WNW OTOENbHO

Ha cpok ot 1 go 5 net
C pasHbiMK BapuaHTamm no SLA
(8/5 unwn 24/7)
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NMpumep nHTepdenca O= <,

TERMIT < OB3op

COCTORHWE TEPMWUHANLHLIX CEPBEPOB
[E]  Nonszosatenn

=% Cecowm \

_ R T KoNniecTeo aKTMBHbIX Ceccui S j
.
= Cepsepn 0 1 2 :L \
B Npwnowenus

M Ayaur
HacTpodku b / /
& &
@ Bunovenmeix cepaepoa 1
| 1
|
u 1
TERMLT < Aygwut
[ Y e — Ton 5 TepMUHANEHEIX CEPEEPOS C MaKCUManbHOI yTnnusayned no 03
n 1 rds-r2go-preview-011ermit local | | Ofzop =
| | "8y cepaepos Rata BawmocTs ¥ Onmcasme Cybuext
| | Ton 5 TepMUHanbHbIX CEPEEPOB C MaKCWManbHoW ytunusaywei no CPY
o 18.08.2023 10:51:07 Fiy 15 NONKTIKA, 4an ROCTYN admin
1 rds-x2go-preview-01 termit local - Cepeepnl
3 @ Cepoepas na bcaymmpanin 18.08.2023 10:51:07 M 6 nonKTKE, 18R HoCTyn admin
= Bi  Mpunomerus
admin u 18.08.2023 10:51:07 M Ay - AoAKTIKA, 8 gacTyn admin
T ®  romsosareny
18.08.2023 10:51:07 A NoNKTKE, 188 SocTyn admn
Ceccmn
18.08.2023 10:51:07 M [r—— T r— JrreT— IioBannena nonuTIKD, PRIPSLIAIGENR FOCTYT admin
HacTpofixm 18.08.2023 10:50:45 Fiy WrtpopHamn ¥npapnenie Apau-riawens DoGanmea NGAHTIKD, PAIPEWAKEAR BICTYN admin
18.08.2023 10:50:45 M NENKTKE, 188 SoeTyn admin
18.08.2023 10:50:45 M A, I NGAKTHK, 4R HOCTYN admin
1B.08.2023 10:50:45 A 4 NENKTKE, 188 oeTyn admin
Janmcemacpamme: 10 v 1-10wa 9412
* CHAYATE KNMEHT
ﬂ admin
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[na TecTMpoBaHMsa NPOAYKTa, HANULLINTE HaM

E Telegram-kaHan
" @orionsoftru
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