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Executive Summary

Electronic Health Records (EHRs) have witnessed increased use in recent years because they can improve
healthcare service quality and enable more efficient time use - information on events that impact patient
care, such as safety and treatment options, can be assessed more quickly.'Importantly, these records make
data available for research purposes in a cost effective and time-efficient manner especially because less
time is spent recruiting trial subjects and collecting data.

Despite its benefit, Electronic Health Records is faced with security, data protection and interoperability
issues. Security is one of Electronic Health Records’ major challenges as health records are a goldmine for
cybercriminals. In 2018, Singapore suffered a serious data breach which compromised the personal data of
1.5 million SingHealth patients, including that of its Prime Minister Lee Hsien Loong. In addition, outpatient
medical data of some 160,000 patients were compromised. The stolen data included patients’ names,
national identification numbers, addresses, gender, race, and date of birth which are valuable to cyber
criminals for sale on the dark web.2 In Finnish, a hacker gained access to patients’ (some of which were
underage) medical records from therapy sessions in the Vastaamo psychotherapy centre and began
emailing more than 40,000 patients whose data was stolen, threatening to leak them to the internet unless
the patients provided payment in bitcoin.® Asides from security, there are attendant data protection and
interoperability challenges that Electronic Health Records faces.

As a result, safeguards have been made available in policies and legal frameworks to protect health
records.




In brief, these are some of the findings from the Paper:

One of the leading security threats to EHR systems is malicious codes like malware and ransomware. The
ransomware incidents regarding EHR data continue to rise, with 2,474 incidents reported in 2020.

EHRs are also threatened by phishing attacks through emails. According to the United States Federal
Bureau of Investigation (FBI), it is the most common crime type, with 241 thousand victims recorded in
2020 alone.

EHR systems face cloud threats arising from placing data on third-party servers which use little or no
encryption.

There is a lack of trust in the system to keep data safe or ensure that data is accessed by only authorised
individuals, affecting people’'s willingness to consent to data collection.

Interoperability requires standardised and coded data and allows for collaborative research,
large-scale analytics, and sharing of sophisticated tools and methodologies.

At the end of the Paper, the following recommendations were made:

Ensuring that only authorised individuals have access to information on an EHR system.

Encryption of data and using two-factor and multi-factor authentication ensure minimal data leaks.
Entrenching the principle of data protection by design and default.

Create standards for interoperability applicable to health records.

Establish a framework for transparency, data sharing and accountability.

Develop policies to guide researchers in maintaining patient privacy while using health information.

Training of Health researchers on cybersecurity best practices.




Introduction

The adoption of technology in various sectors has enabled tremendous improvements in economies. Like
most sectors, digitalisation in the healthcare industry has the potential to transform medical research. An
important pillar of this transformation is implementing electronic health records (EHRs) systems.

In 2021, the size of the Global Electronic Health Records market was USD 24.83 Billion and has been projected
set to grow at a robust Compound Annual Growth Rate (CAGR) of 9.3% during the 2022-2028 periods,
reaching a total of USD 52.98 Billion by 2027.4% EHR is witnessing widespread adoption in various countries.
This surge in its usage provides increased opportunities to improve our understanding of healthcare through
research using the data that the system provides.

EHR data has immense benefits, especially for research purposes. This paper examines some of the gaps
that EHRs can fill for medical research, challenges fraught with its use for research, the safeguards that have
been put in place under policies and legal frameworks to protect data, and concludes by proffering
recommendations.

Benefits of Electronic Health Records

Electronic health records are digital mediums that collect and store patient health history, from medical
diagnosis to treatment plans, medications, and test results.® The overriding reason for the introduction of
EHRs is to enable health care providers to have all of the vital health information about a patient at their
fingertips and enable its accessibility at the point

of care.”

Electronically stored health information provides improved and coordinated healthcare service by
facilitating quick access to patient records.® There is also an increase in the efficiency and productivity of
healthcare providers® by reducing the amount of time spent on paper documentation. The benefit is that
healthcare providers can focus on treating and attending to the needs of patients rather than keeping track
of patients’ records. Thus, EHRs make available adequate resources for healthcare providers to make sound
decisions and evidence-based recommendations about a patient's health.

Further, because EHRs enable health information management electronically, other healthcare providers
and researchers can share and easily access patient data irrespective of distance and location. Healthcare
providers can obtain up to date information about patients in real-time. Even when a patient changes a
healthcare provider, a detailed account of the patient's health record is available for the current healthcare
provider to use rather than requiring information from scratch.”




Filing the Gaps in Medical Research

Access to patient data for research is necessary for progress in the care delivery," yet it is one of the
commonest issues with medical research.”? The traditional system (paper-based) of storing and recording
health information makes data retrieval a challenge for researchers across areas, regions and countries.
Electronic health records can combat this resource insufficiency by providing access to robust data sharing
systems for large scale, real-time research. The resource necessary for research often takes a significant
amount of time, energy and money to collect. Still, efficiency in data collection is achievable with EHR
because researchers can easily and quickly draw from already available data.”® Available data provide an
invaluable potential to accelerate knowledge discovery by supporting medical research.*

Electronic health records offer a solution to the segregation of health records that plagues the paper-based
system. In addition, EHR offers integrations with other electronic systems that enable public health
researchers to use medical data to produce research beneficial to society.s By combining medical data with
other sources, public health organisations and researchers can better monitor disease trends and
outbreaks and improve surveillance of potential biological threats.® For example, combining electronic
health records (EHRs) with health data exchange may allow infectious diseases to be detected and
responded to early.

Thus, electronic health records provide researchers with the necessary data to conduct life-saving medical
studies with the potential to create groundbreaking solutions to health problems. Also, the integration of EHR
systems helps researchers easily locate volunteers for medical trials, which is often a time-consuming
process. In addition, research registries can leverage EHR by using EHR data to identify and enroll eligible
individuals into the research process. Research registries can even rely entirely on EHR data for research
purposes.”

Interoperability of health records is also made possible with integrated EHR systems as medical devices and
technologies can share, explain and provide health data whenever and wherever a patient receives care.
Therefore, providing increased transparency, portability, accessibility, and ease of accessing health
information.’® The National Committee on Vital and Health Statistics noted, "Clinically rich information is now
more readily available, in a more structured format, and can be electronically exchanged throughout the
health and health care continuum. As a result, the information can be better used for quality improvement,
public health, and research and can significantly contribute to improvements in health and health care for
individuals and populations.”19 In addition, interoperability allows for better health outcomes with more
accurate information, thereby increasing the ability to conduct research to improve population health. This
is because data sharing and access to health information become easier and faster than the traditional
means of storing and retrieving files, often cumbersome and time-consuming. Researchers can also
effortlessly identify evidence-based best practices by accessing the most current and latest research
available.




Challenges in deploying EHR for Research

Despite these benefits of utilising EHRs for research, there are attendant data security, privacy and data
protection risks around its use. There are also interoperability issues arising from the data sharing with EHR
systems.

Electronic health records are stored and accessed digitally and contain sensitive and confidential personal
information of patients, like doctor's notes, prescription information, lab diagnosis, and personal and
insurance-related information, which are too risky to be compromised.?® However, security poses significant
barriers to electronic health record systems as they may be susceptible to various security vulnerabilities. These
vulnerabilities depend on whether the EHR system is implemented in-house/local servers or cloud-based. In the
former, data is stored within the organisation using local servers. In contrast, for the latter, data is stored
externally on a third-party cloud vendor service, relies on a third party for support and can be accessed from
many/multiple devices? While the cloud-based system has increasingly become the common standard
practice, it poses security risks due to third-party servers and the transfer of data back and forth across internet
connections.?

Health records are considered the holy grail of personal data and valuable to bad actors®. They are in high
demand by cybercriminals because they contain potentially-valuable health data, including contact
information, health insurance ID, Social Security number, and other sensitive financial details.?* One of the
leading security threats to EHR systems is malicious code. They are unwanted files or programs introduced into
a user system. Although malware cannot damage the system hardware or network equipment, it can steal,
encrypt or delete data, compromise data, change computer functions or take control of them.?® In addition, it
can monitor computer activity without the user's knowledge. As a result, they make data leakages possible, and
data can be compromised or manipulated by cybercriminals or hackers.26 Ransomware is malware that locks
users out of their computer or system and demands payment for regained access to data, information, and files
while holding the data for ransom.?” The ransomware incidents regarding EHR data continue to rise, with 2,474

incidents reported in 2020.%2 In August 2021, EHR vendor QRS suffered a cyberattack that exposed the health data
of nearly 320,000 individuals when hackers accessed its dedicated patient portal server.?® In September of the
same year, Desert Wells, an Arizona based clinic, suffered a ransomware attack that comprised the EHR data of
35,000 patients and rendered them unrecoverable® Similarly, a ransomware attack took place on the IT
systems of a Dusseldorf hospital where patient data became inaccessible, and operations had to be
postponed. According to the German authorities, this attack may have led to the death of a patient who had to
be sent to a different hospital an additional 32 kilometres away, delaying potentially life-saving treatment.®



Security threats can also arise from phishing attacks through email to lure the user into clicking a link and
revealing login credentials. It is a simple yet highly dangerous cyberattack on EHR security systems.3? According to
the United States Federal Bureau of Investigation (FBI), it is the most common crime type, with 241 thousand
victims recorded in 2020 alone.®* Other security threats that EHR systems face include cloud threats when data is
placed on third-party servers that use little or no encryption, making data in transit vulnerable to exploitative
attacks, such as Man-in-the-Middle and other exfiltration methods. Data leakages through personnel who have
access to the system, either from malicious intent to disclose records or unwitting negligence due to users'
insufficient security education and negligence in following security protocols.

Privacy and confidentiality issues surrounding data collection for EHR systems are also a major challenge to its
deployment for research purposes. An individual's right to privacy can hinder data collection for research
purposes due to the claim of individuals to be left alone from surveillance or interference from other individuals,
organisations or the government.®* While preserving trust is a crucial factor for building a robust EHR system, there
is a lack of trust in the system to keep data safe or ensure that data is accessed by only authorised individuals,
affecting people’s willingness to consent to the collection of their data.*® There are also concerns around whether
data is sufficiently anonymised and the fear that anonymised data can be pieced with other publicly available
information and used to de-identify individuals.® There are also concerns about the accuracy and reliability of
data entered into EHR systems due to improper use of options such as “cut and paste” and the risk for patients and
liability for research organisations.?”

Interoperability is also a barrier facing EHR deployment for research because interoperability extends beyond the
ability to exchange information. For EHR systems to be sufficiently interoperable, they must exchange data, but
they must also be able to use data. The system needs to work with standardised coded data for this to happen.
Data is standardised and coded in a format that allows for collaborative research, large-scale analytics, and
sharing of sophisticated tools and methodologies.®® However, the lack of standardised data is an issue that
currently plagues healthcare systems and limits the ability to share data electronically for patient care.®®

EHR interoperability also faces the obstacle of an absence of close coordination and collaboration of various
stakeholders, including patients, providers, software vendors, legislators, and health information technology (IT)
professionals. In addition, the health care delivery system continues to have different stakeholders, with data
being more of a commodity and competitive advantage than a basis for coordinated care.® Also, data must be
compatible with all organisations to take full advantage of the benefits of EHRs to serve patients or even for
research purposes. When authorised organisations or people receive and send medical records, they must be
compatible even though they use diverse systems. This lack of interoperability solutions and standards is a
significant obstacle in exchanging healthcare data between multiple stakeholders.



Safeguards in Policies and Legal Frameworks

Policies and legislative frameworks have been introduced to provide necessary privacy and security safeguards
that prioritise cyber protection to preserve privacy and ensure the security of health records on electronic health
record systems.

__== United States

The United States establishes a system of EHRs through legislation as the primary mode of regulation. The Health
Insurance Portability and Accountability Act Privacy Rule? establishes national standards to protect individuals'
medical records and other personal health information. The Rule applies only to covered entities such as health
plans, healthcare clearinghouses, and healthcare providers.*? It does not apply to all persons or institutions that
collect individually identifiable health information. Researchers are only covered entities if they are also health care
providers who electronically transmit health information in connection with any transaction for which Health and
Human Services (HHS) has adopted a standard. For example, physicians who conduct clinical studies during a
study must comply with the Privacy Rule if they meet the HIPAA definition of a covered entity.*

The Rule requires that appropriate safeguards be put in place to protect the privacy of personal health information
and sets limits and conditions on the uses and disclosures of such information without patient authorisation. The
Rule also gives patients rights over their health information, including the right to examine and obtain a copy of
their health records and request corrections. The HIPAA Security Rule* also establishes national standards to
protect individuals' electronic protected health information. The Security Rule requires appropriate administrative,
physical, and technical safeguards to ensure the confidentiality, integrity, and security of electronically protected
health information.*> The HIPAA Security Rule requires providers to implement security measures, which help
protect patients’ privacy by creating the conditions for patient health information to be available but not be
improperly used or disclosed.

The three pillars to securing protected health information outlined by HIPAA are administrative, physical and
technical. Physical safeguards are one way of preserving confidentiality. This safeguard ensures that only
authorised individuals have access to information. The process of controlling and limiting access begins with
authorising users.“® The user's access is based on pre-established, role-based privileges. For example, an EHR
system administrator identifies the users, determines what level of information they need, and assigns usernames
and passwords. Also, a two-tier approach to authentication, adding a biometrics identifier scan, such as palm,
finger, reting, or face recognition, can be included. Since individuals have confidentiality issues towards sharing
their health information, privacy and security measures may positively influence their morale to establish an
Electronic health record.#

Although controlling access to health information is essential, additional technical security measures such as solid
privacy and security policies and procedures are essential to securing patient information. Some technical
measures that can be put in place to protect data integrity include firewalls, antivirus software, and intrusion
detection software. Firewalls can be used to secure the database where electronic health information resides to
render hackers unable to enter the system directly to obtain protected health information. Cryptography can also
be used to ensure the security of health information on an electronic health record system. For example, encryption
can enhance security and confidentiality when exchanging health information.“® Decryption methods can also
ensure the security of EHRs when patients view them. Another cryptography method is the use of passwords and
usernames. By utilising passwords and usernames on electronic health record systems, security breaches can be
prevented because they will require users to frequently input their passwords into the system. Passwords and
usernames can also provide security for healthcare providers because it establishes role-based access controls.
However, passwords and usernames should not contain any information like names and dates of birth that can be
used to identify or trace an individual.



The HIPAA Security Rule®® also requires organisations to conduct audit trails. The Rule requires that organisations
document information systems activity and have the hardware, software, and procedures to record and examine
activity in protected health information systems. Regardless of the type of safeguards put in place, a complete
security program must be in place to maintain the integrity of the data, and a system of audit trails must be
operational.®® Audit trails track all EHR system activity, providing evidence of what was viewed, for how long, by
whom, and records of all modifications to electronic health records.® Alerts are often set on audit trails to flag
suspicious or unusual activity, such as reviewing information on a patient one is not treating or attempting to
access information one is not authorised to view. However, audit trails do not prevent unintentional access or
disclosure of information but can be used as a deterrent to ward off would-be violators.5?

The United States also has a Health Information Technology for Economic and Clinical Health (HITECH) Act® that
promotes EHRs. The framework is detailed and seeks to balance the need to have a clear public policy statement
of respect for privacy in the doctor-patient relationship while at the same time setting up a mechanism to allow
the research community access to enormous volumes of data in EHRs. The Act authorises the National Coordinator
for Health Information Technology's (ONC) Office to develop consistent interoperability standards amongst various
healthcare systems. In addition, the Act stresses the significance of reporting data breaches and requires health
care organisations to watch for breaches of personal health information from both internal and external sources.
For example, suppose an entity encounters a data breach in which the information of 500 or more individuals is
compromised; the entity must provide specific details of the breach based upon such protocol.® Like the HIPAA
Security Rule, as part of the meaningful use requirements for EHRs, an organisation must track record actions and
generate an audit trail.

I*I Canada

In Canada, regulatory frameworks are available that cater to EHRs. However, personal health information is mainly
regulated under provincial Acts, and the protection of EHRs varies across Canada.®® Québec has an EHR system
introduced in 2013, called the Québec Health Record, to securely share patients’ information with other healthcare
providers. In addition, the province has developed a robust regulatory framework around the system.®® The Act
respecting the sharing of certain health information 20125 establishes the right to be informed of and to receive
health information concerning oneself held in the health information banks in the clinical domains or that can be
released through the Québec Health Record and to request the correction of that information®® except for their
unique user identification number, held in the health information banks in the clinical domains, in the register of
refusals or the electronic prescription management system for medication, or that can be released through the
Québec Health Record.®® Section 99 establishes the confidentiality of information contained in a health information
bank in a clinical domain, the register of refusals, the electronic prescription management system for medication,
the register of users and the register of providers. This section further providers that any person, partnership or
body who receives such information must take appropriate security measures to protect it. Section 63 establishes
the access authorisation manager to grant necessary access to providers listed under Section 69.°

Ontario also has an EHR system and laws regulating it, which received royal assent in 2016.5' For instance, Ontario’s
Personal Health Information Protection Act (PHIPA)®? provides that health information custodians must take steps
that are reasonable in the circumstances to ensure that personal health information in the custodian’s custody or
control is protected against theft, loss and unauthorised use or disclosure and to ensure that the records
containing the information are protected against unauthorised copying, modification or disposal.®® Further,
prescribed organisations under the Act must ensure the accuracy and quality of the personal health information
accessible through electronic health records by conducting data quality assurance activities on the personal
health information it receives from health information custodians.64 Also, they must take reasonable steps to limit
the personal health information it receives to that which is reasonably necessary for developing and maintaining
the electronic health record. Also, employees or any other person must not access personal health information
unless the employee or person acting on behalf of the prescribed organisation agrees to comply with the
restrictions that apply to the prescribed organisation. Furthermore, prescribed organisations must protect the



iintegrity, security and confidentiality of the personal health information accessible through the electronic health
record. They must also make available to the public a general description of the administrative, technical and
physical safeguards in place to protect personal health information that is accessible through the electronic
health record against theft, loss and unauthorised collection, use or disclosure, unauthorised copying, modification
or disposal.®®

Additionally, concerns over privacy breaches can be reported to the Information and Privacy Commissioner (IPC)
in the form of a complaint, whose office will then investigate the incident and, where appropriate, levy a fine. In 2016,
amendments to PHIPA that regulate EHRs were made under Bill 119.5¢ These amendments described what it means
to 'use’ an Electronic Health Record, created a duty for prescribed organisations to develop and maintain an EHR
and set out the requirements of the EHR.

k‘ z . L]
FA'Iﬁ United Kingdom

The United Kingdom follows a hybrid model of EHR but
does not have a dedicated digital health legislative
framework. As a result, the adoption of EHR in the UK has
not been through legislative intervention. Instead, National
Health Service programmes and plans have provided a
gradual introduction and use of EHR for patients. The
National Programme for Information Technology (NPfIT) of
2002 by the government aimed to make EHR usage
widespread in the UK® The National Health Service is
currently using policy interventions like promoting the
Interoperability Toolkit in the UK and providing resources
like the Fast Healthcare Interoperability Resources to
promote EHR standardisation and usagef® The
Interoperability Toolkit provides standard specifications,
frameworks and implementation guides to support
interoperability within local organisations and across local
health and social care communities.®® The Fast Healthcare
Interoperability Resources (FHIR) provides the global
industry standard for passing healthcare data between
systems. The Resource Centre aims to make sure that the
correct information is available about each patient so that
providers can make the right decisions.” The FHIR is part of
an international family of standards developed by Health
Level-7 (HL7).

MEDICAL

The FHIR provides a security measure focused on data
access methods and leveraging existing security
solutions.” The FHIR provides that implementation of
security measures should ensure that all communications
can be encrypted to prevent unauthorised access, no
information leaks when errors occur, and complete audit
trails can be constructed and used to detect abnormal
access patterns. The FHIR privacy measures’ are sets of
considerations required to ensure that individual data are
treated according to an individual's Privacy Principles and
Privacy-By-Design. In  addition, FHIR  includes
implementation guidance to ensure that individual
preferences can be communicated through access
managed by the user, consent etc.




European Union

There is no single common EHR system operating across all EU Member States. Instead, some countries have it, and
some do not; and those which do often have different EHRs implemented at regional and municipal levels. On May
3, 2022, the European Commission launched the European Health Data Space (EHDS) to improve access to and
control by natural persons over their personal electronic health data in healthcare and for secondary uses of EHR
data such as research, innovation, policy-making, patient safety, personalised medicine, official statistics or
regulatory activities.”™

One of its core objectives is to set up strict rules for using individual non-identifiable health data for research,
innovation, policy-making and regulatory activities.

Under the Proposed Regulation, citizens have control over their health data, share data with health professionals
nationally and cross-border, access health data in electronic form immediately and without any cost, add
information, rectify errors, restrict access and obtain information on health data use.” In addition, researchers are
provided with access to large amounts of high-quality data to carry out research, know what data is available,
where and its quality, and access data cheaper and more effectively.”

The Proposed Regulation provides a long list of electronic data available for secondary use. They include EHRs,
electronic health data from medical registries for specific diseases; clinical trials; research cohorts, questionnaires
and surveys related to health; electronic health data from biobanks and dedicated databases, insurance status,
professional status, education, lifestyle, wellness and behaviour data relevant to health; among others.”® Although
researchers can access these electronic health data, they can only do so for specific purposes listed under Article
34 that benefits individuals and society.

To ensure privacy and security, Article 29 places a duty on market surveillance authority to require a manufacturer
of an EHR system, its authorised representative and other relevant economic operators to take all appropriate
measures to ensure that the EHR system no longer presents that risk when placed on the market to withdraw the
EHR system from the market or to recall it within a reasonable period. This is where an EHR system presents a risk to
natural persons’ health or safety or other aspects of public interest protection. Also, Health data access bodies can
only provide access to electronic health data through a secure processing environment, with technical and
organisational measures and security and interoperability requirements.”

Due to the sensitivity of electronic health data, the data minimisation principle may be applied to reduce risks to
the privacy of natural persons.”

N -

gt Australia

Australia started its EHR journey by setting up a regulatory authority, the National E-Health Transition Authority
(NEHTA), in 2005.79 The NEHTA developed specifications, standards and infrastructure and created unique health
care identification numbers for all individuals, providers and organisations. The Personally Controlled Electronic
Health Records Act (PCEHR Act) in 2012 brought the EHR system within a legal framework.80 In 2016, the PCEHR Act
was superseded by the My Health Records Act, 2012.8' Section 59 of the Act prohibits the unauthorised collection,
use and disclosure of health information contained in a healthcare recipient's My Health Record. However, section
61 provides that participants in the My Health Record system are authorised to collect, use and disclose health
information included in a registered healthcare recipient's My Health Record if the collection, use or disclosure of
the health information is to provide healthcare to the registered health care recipient or by the access controls set
by the registered healthcare recipient; or the default access controls specified by the My Health Records Rules or,
by the System Operator.

In 2018, the My Health Records Amendment (Strengthening Privacy) Act was introduced across Australia, and
privacy for health records was assured through legislative means.®? The Act provides that the My Health Records
(National Application) Rules®® may make provisions to ensure that the collection, use and disclosure of data or
information does not interfere with the privacy of the kind the Commonwealth has international obligations to
protect against, including under Article 17 of the International Covenant on Civil and Political Rights.



Brazil

Like most other countries, Brazil has not responded directly to the demands raised by the EHR, nor has the country
modified the general medical legislation to the changing nature of the doctor-patient relationship. No specific EHR
privacy legislation has been adopted. However, in Brazil, a reasonably high level of technical privacy protection
requirements are enforced by Brazilian Federal Law. The law demands that any legally valid electronic document
be certified by the Comité Gestor Infra estrutura de Chaves Publicas, the organisation operating the official
Brazilian public infrastructure to ensure authenticity, integrity, and security of information. In addition to these
technical measures.84 Brazil's legislative response to privacy in EHRs is found within its constitution, coupled with a
few specific rights on privacy in the telecommunications industry, and supported by a general code of medical
ethics framework regarding privacy in the doctor-patient relationship.®®

However, the Brazilion Data Protection Law regards health data as sensitive dato,®®and its processing can be
without the data subject's consent for studies by research entities. The law, however, requires that, where possible,
personal data must be anonymised.?” Also, preventive measures should be adopted to prevent damages due to
processing, and technical and administrative measures should also be put in place to protect personal data from
unauthorised access, accidental or unlawful situations of destruction, loss, alteration, communication or
dissemination.®®

Under Article 13, the law provides that research entities may have access to personal databases when carrying out
public health studies. However, the personal databases must be processed exclusively within the entity and strictly
for carrying out studies and research. The law requires databases to be kept in a controlled and secure
environment with security practices provided in specific regulations, where possible data should be anonymised
or pseudonymised and proper ethical standards related to studies and research should be taken into account.

. l Nigeria

In Nigeria, given the government's plan toward using Electronic health records, the National Health Information
Management System (NHIMS) was established in 2007 to track the progress made in all healthcare interventions. s
The system provides evidence for health sector reforms and helps address constraints in implementing health
interventions. It consists of provisions for appropriate infrastructure and establishing mechanisms and procedures
for collecting and analysing health data to provide needed information.

To further the cause of implementing EHR in Nigeria, policy documents such as the Medical Code of Ethics, the
National Health Policy 2016, the Nigeria National E-Health Policy and the National Health ICT Strategic Framework
2015-2020 have been implemented. Under Section 22, the Code®® explicitly mandates personal data security
against unlawful interception. Also, Section 44 reinforces patient-doctor confidentiality, binding on healthcare
professionals delivering service through health platforms. Any information about a patient must be kept
confidential. Similarly, the National Health Policy® recognises the need for timely, reliable and accurate data to
inform policymaking, and evidence-based decisions, strengthen the national e-health system, strengthen
coordination mechanisms and platforms for effective collaboration, harmonising the integration of
data-collection, strengthen mechanisms to ensure data protection, confidentiality and security, in line with the
provisions of the National Health Act 2014, and strengthening mechanisms to ensure accuracy, timeliness, and
completeness of health information from the general population and health facilities. The National Health ICT
Strategic Framework® also provides a Shared Health Record (SHR) to collect and store electronic health
information about individual patients in a centralised repository, shared across different healthcare settings.

Under Section 26 of the National Health Act (NHA), 2014, all information concerning a person's health status,
treatment or stay in a health establishment should be kept confidential. The section provides that health
information can only be disclosed upon a court order or any law with the owner's consent in writing and when
non-disclosure will pose a severe threat to public health. Section 27 provides the basis for disclosing health records
to a third party, where disclosure is for a legitimate purpose within the ordinary course and scope of their duties,
and when such access or disclosure is in the user's interest. Section 28 provides consent as the basis for obtaining
patients” health records for research, teaching and studying. However, if the research data does not contain any
personally identifiable information, consent will not be required. Section 29 places a duty on any person in charge
of a healthcare facility to put necessary structures to prevent unauthorised access to patient records and protect
such records online and offline.
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to a third party, where disclosure is for a legitimate purpose within the ordinary course and scope of their duties,
and when such access or disclosure is in the user's interest. Section 28 provides consent as the basis for obtaining
patients” health records for research, teaching and studying. However, if the research data does not contain any
personally identifiable information, consent will not be required. Section 29 places a duty on any person in charge
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such records online and offline.

In 2019, the National Electronic Health Record System Bill was introduced. The Bill will establish a National Electronic
Health Record (NEHR) system that records patients' health information. The aim is to provide electronic health
records to enable healthcare professionals, including researchers, to easily access health information. In addition,
the Bill currently provides for establishing and maintaining an Index Service where patients’ health records can be
pooled together.®* Under Section 13, a registered healthcare recipient can control who may access the recipient's
information. The Bill requires that default access controls be placed where such a recipient does not set such
controls. Section 14(1) places a penalty on persons who access health records without authorisation.® Section 14(1)
places a penalty on persons who access health records without authorisation.

Under the Nigeria Data Protection Regulation (NDPR) 2019%, which is currently the country's general data protection
law, health data is considered sensitive personal data requiring a higher degree of protection. The Regulation
imposes obligations on data controllers and processors, grants rights to data subjects (patients), and prescribes
penalties for non-compliance. The Data Protection Implementation Framework (DPIF) is a supplement to the NDPR,
and it offers clarification where the NDPR is silent or unclear. The DPIF makes consent the only lawful basis to
process sensitive personal data.®’



Recommendations

Considering the identified challenges to the use of EHR for research, the following recommendations are put
forward:

Privacy and Security

Privacy and security should be made a key component of an EHR system, and this can be maintained by:

Ensuring that only authorised individuals have access to information on an EHR system. This can be by
assigning usernames and passwords, requiring that passwords be changed at set intervals, using a minimum
number of characters, and prohibiting the reuse of passwords. Also, a two-tier approach to authentication,
such as a biometrics identifier scan of the finger, reting, or face recognition, may be used.

Access to an EHR system should be based on pre-established, role-based privileges. Users should only have
access to the information they need to fulfil their roles and responsibilities, and they must know that they are
accountable for the use or misuse of the information they view and change.

Audit trails should be implemented so that organisations can precisely monitor who has had access to patient
information, and alerts should be set to flag suspicious or nusual activity.

Data should be encrypted to ensure that sensitive data stays secure with minimal chances of data leaks. This
means that health information cannot be read or understood except by those using a system that can
"decrypt” it with a "key". Also, all associated online traffic should be encrypted. Finally, data encryption should
ensure that data is protected as it moves from on-site networks to the cloud or stored and processed in cloud
applications.

A multi-factor authentication, which requires additional measures before access permission is granted, often
via another electronic device such as a phone or a tablet, should be implemented to prevent phishing scams.
In addition, fingerprint authentication can be employed.

Healthcare researchers should be trained and educated on cybersecurity best practices and how to deal with
emails, websites, suspicious links, and file downloads.

Researchers should only use messaging and collaboration apps designed for transmitting data that promise
to secure data as it traverses the internet and protects it afterwards while it rests in cloud storage.

Policy

Policies and regulatory frameworks for EHR systems should:

Entrench the principle of data protection by design and default.

Create standards for interoperability applicable to health records, and quality assurance should be put in
place.

Establish a framework for transparency, data sharing and accountability. The requirement for transparency
should make it mandatory that patients understand why they provide the data, how data will be protected and
provide quantifiable and explicit benefits for providing data.

A framework for data sharing, transfer, integration and interoperability standards in healthcare should be
established. This is because EHR is integral for carrying out holistic, evidence-based research. As such, there
should be an implementation of common data standards for the interoperability of health information.

There should be an update to and implementation of existing policies and legal framework for electronic
health.



® Owing to inadequate data governance measures like keeping track of shared data between researchers, bias
in research findings may occur. But by keeping track of data sharing history, researchers can have a more
robust overview of the data that has been used in other research, thus reducing the potential for bias.

® The increase in the adoption of EHRs worldwide is an excellent opportunity for all health care providers,
researchers, and other stakeholders to collaborate. The concerted effort of this group can ensure that EHRs are
used more readily for research.

® Medical research organisations should develop policies to guide researchers in maintaining patient privacy
while using health information.

Conclusion

The implementation and development of Electronic Health Records are still fraught with many shortcomings. It is
crucial to focus on collaboration between stakeholders, resolving the threats to electronic health records, especially
the issues around privacy and security, and standardising interoperability in EHR. The key to optimally employing
Electronic health records for research purposes lies in enabling interoperability and ensuring that privacy and security
concerns are addressed.
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