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Executive Summary

The move to public cloud infrastructure has become a given for many organizations. The scalability, ubiquity
and ease of consumption that cloud models offer can be a tremendous advantage. It ought to be a more secure
environment for most. But the benefits can be tempered by a new set of risks that come along with the public
cloud service model. While the security capabilities of most offerings are many, there is still the fundamental
challenge presented by handing over responsibility to a service provider. It’s true that there is the risk of
malicious insiders in any environment, but that risk looms larger when direct control has been formally handed
off. New technologies and services that have arrived under the banner of confidential computing now offer tools
to address many of these issues, but they require a unified way of managing their capabilities and extending
them back on-premises. Moving from confidential computing technologies to a confidential cloud approach,
where those data protections are integrated transparently into infrastructure, offers a way for organizations to
get the best of cloud — addressing the risks created by public cloud without changing the way they operate.

Key Findings
— Confidential cloud approaches can address both on- and off-premises risk.

— Confidential computing technology options exist in public cloud, but they need extensions beyond their
memory-only coverage and management to reduce operational complexity.

— Protections that focus on securing data rather than infrastructure can simplify application security.

— Silicon-based security support, like secure enclaves, can support robust data security, but it needs to be
extended to the full data lifecycle on-premises and in the cloud.

— Effective approaches to confidential cloud have to support a range of hardware and cloud options.

— Enterprise adoption hinges on reducing friction in augmentation of the existing IT ecosystem.

A New Set of Protections

It’s no longer necessary to explain the benefits of external cloud to most enterprises. They get the value of
scaling, flexibility and access to the latest technologies and services. For most, the physical security offered
by cloud environments is better than they’re able achieve in their datacenters. This improved understanding
has also brought up more sophisticated concerns about the use of cloud as a key part of their infrastructure.
Working with key data assets in cloud adds an additional risk vector to their calculus. Expanding the exposure
of that data to a new party, in the person of the cloud provider’s staff and other tenants, requires a new set of
protections. Shared infrastructure, with the potential for inadvertent or malicious exposure through privileged
administrators or hostile code, can seem too risky. Some organizations have held off on cloud use, while others
have worked to master native cloud protections or overlay their traditional, perimeter-based protections onto
cloud with virtualized instances.
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Figure 1: Top Issues with Hosted Cloud and Security Technologies Implemented

Top Potential Issues With Hosted Cloud Solutions
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Technologies/Capabilities Implemented in Hosted Cloud
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Firewall | 547
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Q: What are the top potential issues with hosted cloud offerings (hosted private cloud, laaS or PaaS)? Please select up to three.

Base: All respondents (n=199)

Q: Which of the following security technologies or capabilities — if any — have you implemented in your hosted cloud? Please select all that apply.
Base: Respondents who use hosted cloud solutions (n=198)

Source: 451 Research’s Voice of the Enterprise: Information Security, Budgets & Outlook

These concerns are evident in the results of a recent 451 Research study. Data exposure tops the list, and other
issues attached to data access and use make up a large percentage of the responses. Data security is clearly a

large issue that is impeding the adoption and effective use of cloud services. This same study also asked respondents
about their use of security controls that are available in hosted cloud services. While encryption was the second most
common reported capability, greater priority was given to access controls in the aggregate. This indicates that much
of the focus on securing cloud environments is tied to managing access to the various assets rather than protecting
the most valuable one - the data that is being stored and used. Hardware security modules, which should be part of a
data protection implementation, received the lowest score of any option presented. That’s another indication that the
focus of security strategies doesn’'t seem to be targeting what’s truly valuable to the organization.
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New Models of Data Protection Are Required for Effective Use of Cloud

There are many reasons that organizations view the task of implementing effective data-centric protections in
cloud as difficult and expensive. Adapting existing, on-premises tools and techniques is certainly a complex task
that has various challenges. Approaches that worked in a multi-layered, perimeter-based world can’'t extend to
cover the risks to data in the cloud. Adopting cloud-hosted tools often requires new skills in implementation and
operation. The cloud offers speed and scale, but those attributes can come at the cost of data security. To put the
benefits of cloud-based infrastructure to work, organizations need to move beyond the false dichotomy of having
to choose between having the speed of cloud or the reduced risk that their traditional data protections offer. If
they are to thrive, they must get both.

The move to greater digitization of the modern business environment offers significant advantages, but it requires
the integration of much more data in all aspects of an organization. A 451 Research Voice of the Enterprise (VotE)
Data and Analytics study looked at what was holding organizations back on their digitization journey. After budget
concerns, respondents cited data-related issues as four of the next five highest barriers. We compared these
results with the results from organizations that see themselves as the most data-driven, in which data security
and data privacy jumped up to the top four. This is an indication that organizations further along on their digital
transformation journey see the need for data protection as a much greater part of their path to success. They also
indicate that they’re still hobbled by the tools at their disposal. By looking to new technologies for data protection,
it doesn’'t have to be that way.

Figure 2: Barriers Faced in Attempting to Be More Data-Driven
m All respondents (n=396) = Most data-driven (n=70)
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Q: What are the biggest data integration challenges faced by your organization? Please select all that apply.
Base: Data management respondents (n=370)
Source: 451 Research’s Voice of the Enterprise: Data & Analytics, Data Management & Analytics
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Getting to Data Protection by Default

Information security professionals are familiar with the idea of protecting data at rest, in transit and in use.
Different tactics were employed for each: storage encryption worked for data at rest; network encryption
worked for transit; secure application design worked for data in use. But they were all applied and managed
independently. There is an additional concern in the full data lifecycle that has to be addressed, and it is more
evident in cloud — the secure disposal of data. When organizations no longer have physical control of the
systems that their data passes through, they need to address the exposure risk from reuse or decommissioning
as well. All of these take significant work to operate, and they require awareness of where data will be located
throughout each phase. The requirement to know and deal with this collection of special cases dramatically
increases the complexity and cost of security operations, while still leaving gaps in protection.

Data protection has to move from being the exception to being the default — being part of the infrastructure.
The traditional approaches treat data protection as a special case, where protections have to be applied to
infrastructure in order to secure it. That’'s a result of early priorities to increase data sharing that didn't include
the fundamental business requirement of data protection. It’s also a side effect of the limitations of the current
technologies that are used to secure data.

Existing approaches have individual aspects that are important to a comprehensive security strategy, but
they often fall short of offering complete protection for the full lifecycle of data in the cloud. There are controls
for access that can limit the exposure to sensitive data. There are controls baked into applications that deal
with data use. And there are various forms of encryption that have been employed to protect data directly.

The ways in which these are used today all have drawbacks that can limit their effectiveness. They wind up
being layered on top of the supporting infrastructure and each other, adding more complexity than protection.
Each establishes a perimeter that goes somewhere beyond the data that it’s protecting, rather than being
inseparable from the data itself.

Access controls are mandatory in any environment, but they have a number of limitations as effective data
protections. Network-based protections, such as isolation and micro-segmentation, can prevent network
connections to resources and services that provide sensitive data. Blocking access to a database or application
function by identity or network address is a good start, but it can be complex to administer. As application
development speeds increase, the speed with which network-based controls can be updated can be a limiting
factor. These controls are also more subject to error because the teams requesting changes and those
administering them are often separate. These controls are necessary, but not sufficient for data protection. The
nature of access controls is such that when they fail, the data they are supposed to protect is still exposed.

Protections that are built into applications are another means of dealing with data security that can be
effective. Data can be encrypted and only decrypted when in use within the application. This can manage risk
for data at rest or in storage and in transit, but it's complicated to implement successfully. The management

of encryption keys within the application has to be secured, and the development teams working on the
application have to be sufficiently skilled to avoid implementation errors, which has historically been a weak
point in application-based protections. Finding developers with the necessary cryptographic skills to build and
maintain application-based protections can be challenging. A recent 451 Research VotE Data and Analytics
study showed skills shortages and data security requirements as the top two reported barriers to integrating
more data into their operations. Even if organizations could overcome these problems, cloud presents the
additional challenge of having decrypted data available in memory on the systems where the applications
execute. That risks exposure through maintenance by cloud administrators or an incident of compromise at the
cloud provider.
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Figure 3: Biggest Data Integration Challenges
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Q: What are the most significant barriers your organization faces in attempting to be more data-driven? Please select all that apply.
Base: All respondents, abbreviated fielding
Source: 451 Research’s Voice of the Enterprise: Data & Analytics, Data Management & Analytics

Data encryption can be managed externally, and cloud providers are expanding their capabilities to protect

data inits various stages of use. The difficulty with using native data protection schemes is that there is the

risk that data in different locations will become islands that aren’t interoperable without considerable effort.
Data that’s in on-premises environments can’t be easily integrated with that in the cloud, and differing cloud
schemes add more complexity. Approaches like homomorphic encryption offer promise in bridging islands of
data, but they have limitations that prevent them from being practical today. The computational work required
makes processing impractically slow for most applications. Fully homomorphic approaches require complex
designs. Even partially homomorphic techniques may require different encryption types for different use cases -
dramatically expanding not only development work, but also storage requirements.

The problem is not that organizations aren’t spending on data protection. Data security topped projected
spending in 451 Research’s VotE Information Security study. The problem is that those investments aren’t being
made in places where they can be the most effective. The complexity of existing environments consumes budgets
as organizations wrestle with management and integration. They're spending on teams, as well as technology, as
they attempt to make these technologies perform. As with many transitions in security, early attempts to make
insufficient technologies do more than what they are capable of achieving results in high costs for those that
devote resources, and inadequate protection for those that can’t.
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Figure 4: Expected Spending Changes for Vendor-Based Security Tools in 2020
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Q: For each of the following vendor-based security tools, how will your organization’s spending change in 2020 - if at all - compared to 20197
Base: All respondents that will spend on vendor-based security tools in 2020
Source: 451 Research’s Voice of the Enterprise: Information Security, Budgets & Outlook

Organizations have to transition to approaches that are practical. For most, application changes are too risk-
and resource-intensive. The time and effort required to refactor an application to build in better data security
capabilities can be daunting. This is especially true in light of the skills gaps that have been identified. Any
workable approach will have to be part of the infrastructure supporting key applications if these challenges are
to be overcome. This is even true in cloud-native applications, where insufficient data controls or architectural
limitations could be just as vulnerable to exposure. They have to be protections that can be put to work in a way
that’s transparent to the applications themselves.
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The Shift to the
Confidential Cloud

One of the most significant changes in data security options is the shift to approaches that address full

stack coverage for data. The work that started with confidential computing efforts has continued into more
comprehensive approaches that can best be referred to as the confidential cloud - encompassing not just
compute elements, but the full infrastructure. The roots of this shift have been driven by advances in the isolation
capabilities provided by the next generation of processors and cloud computing environments that are now widely
deployed. In the same way that virtualization extensions opened the door to better utilization, silicon support for
greater isolation through secured enclaves now offers dramatic improvements in infrastructure security. Where
protections like encryption had to be applied to the different realms in which data existed, these technologies can
create secured execution spaces where data and applications can exist together, without additional modification,
leveraging the capabilities or services that are native to the infrastructure.

When built properly, confidential cloud environments can protect the data that’s being used within them by
handling ingress and egress encryption. That allows data to be protected in ways that are independent of the
application using it. The application and the data enter the protected space, and the work is done there. Data
results can be handled in ways that meet the security criteria of the use case and can be independent of the
protections used for the source data. It allows the protection perimeter to be drawn around the data itself, rather
than at arbitrary technology boundaries beyond it.

Having a security anchor in the hardware that supports computing infrastructure enables a level of trust that can
create opportunities for use cases that were difficult to achieve with traditional techniques. Enabling a common
platform for the use of sensitive data that extends from on-premises environments to secure the use of external
clouds and their confidential computing capabilities is just the starting point. Collaborative data analysis — where
separate, private data sources are brought together, as in medical research — are possible because the source
data isn’'t exposed during analysis, and only results data can be allowed to emerge from the secure environment.

Secure enclaves and confidential computing services are already available from several technology vendors and
cloud service providers. They’re offered in a number of models with varying levels of management support, which
is something that their customers have been requesting. In a 451 Research VotE Cloud Hosting and Managed
Services study, respondents rated securing their environments and achieving governance and compliance
objectives as their two highest concerns. Both are areas where there was also a strong willingness to work with
cloud providers through a managed service to accomplish these goals.
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Figure 5: Challenges Implementing Cloud Technology and Likelihood of Working with MSP
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Q: Which of the following challenges does your organization face as you implement cloud technology, services, platforms and environments?
Base: All respondents (n=364)

Q: Which are you likely to work with an MSP or professional services to address?

Base: Organizations facing challenges implementing cloud technology, services, platforms and environments (n=325)

Source: 451 Research’s Voice of the Enterprise: Cloud, Hosting & Managed Services, Budgets & Outlook 2020

Organizations have worked with the shared security responsibility model that’s offered by most cloud providers,
but considerable effort is needed to bring that to levels that will provide deeper data security. These services can
be a large step in making cloud environments more secure.

One of the limitations in the various offerings at this early stage of the market is that the different approaches
each need data and applications to be handled in different ways. Refactoring of code may be required. Enclaves
can protect data in memory, but storage protection has to be managed separately. For all of them, on-premises
environments have to be managed separately. Potential users need to evaluate how well the different models
support their needs or look for platform products that can span multiple environments with a common
management system. The goal should be to build capabilities that can secure data wherever it needs to be used,
extending confidentiality across infrastructure and geographies in a way that’s agnostic to what’s supporting
that data. In the same way that organizations have simplified the management of encryption across on-
premises and cloud infrastructure with bring-your-own-key efforts, they should be able to extend confidential
computing capabilities with a bring-your-own-confidentiality approach. A tightly managed data perimeter has
to be the end result.
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Looking Ahead

As organizations continue on their journey to better utilization of cloud-based infrastructure, they need to
expect to have securable data environments. Their focus needs to shift from the myriad protections that they
have needed to deploy to self-securing data. Such a shift requires a change in thinking about the acceptability
of disjointed security controls and the way in which data security has been approached. That change is
embodied in the confidential cloud mindset. It’s a shift from thinking that sensitive data requires special
handling to thinking that sufficient protections exist in all situations for all data - that real data protection has
to become ubiquitous, and that sophisticated data security services are just part of the infrastructure.
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