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What is Purple Teaming?
Fireside Chat



General Housekeeping

e TJoday's eventis 45-minutes
e Enter any questions for the presenters into the Q&A section
e Chatis open to all attendees to facilitate discussion
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Today’'s Agenda

e A breakdown of Purple Teaming and best practices
e Explore key questions around purple teaming

e Open Q&A
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What is Purple Teaming?

e \Why should organizations use a threat-informed defense and purple-team approach?
e \Whatis purple teaming?

e Whoisitfor?

e How do you do it?

e \What comes after a purple team engagement?
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What is Purple Teaming?

e \What s the state of sharing information about how to conduct purple teaming? Is it
hard to come by this information? What resources are out there?

e How do you facilitate the communication between the red and blue teams? How do
you help blue teams and red teams get familiar with each other’s worlds?

e Isthere a minimum number of people that you need to have involved in a purple
teaming event?

e How longis a typical purple team event? Can they span hours, days, or weeks?

e How do you structure a purple team to maximize the benefit?
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Why take this approach?
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What is Purple Teaming?

Blue Team

Purple

Team

evaluate, improve

protect, detect, respond
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Who is it for?
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How do you do it?
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What comes next?
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MITRE ATT&CK Defender™

"lE | MITRE ATT&CK Coming soon...

Defender-

A MITRE ENGENUITY PROGRAM

o Adversary Emulation; Final Installment

o Threat Hunting; First Installment
o  Purple teaming hybrid event; March 31st

m Register !
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https://na.eventscloud.com/website/36805/

Audience Q&A
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Conclusion

View recording of this webcast @
Learn more about MITRE Engenuity —

Get more information about Cybrary for Teams —
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