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Components of Arm CCA

Armv9-A CPU and System Architecture

Reference Security & Software Architecture

Reference Firmware

Operating System & Hypervisor Enablement

Realm
Management

Extensions

Arm CCA

Service Enablement (e.g. attestation)
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Arm CCA software architecture
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Resources publicly available today
• Arm Architecture Reference Manual for A-profile architecture (includes RME)
• RME system architecture specification
• System MMU architecture specification

• Armv8-A Base Architecture Fixed Virtual Platform (FVP) (implements RME)
• Arm Neoverse Freemont Reference Design FVP (implements RME)

• Realm Management Monitor v1.0 specification (firmware interfaces)

• Reference code (TF-A, TF-RMM) and RFC patches (Linux, EDK2)

• CCA learning resources including how to create and run a Realm on the FVP

https://developer.arm.com/documentation/ddi0487/ja/?lang=en
https://developer.arm.com/documentation/den0129/ba/?lang=en
https://developer.arm.com/documentation/ihi0070/latest/
https://developer.arm.com/Tools%20and%20Software/Fixed%20Virtual%20Platforms
https://developer.arm.com/downloads/-/arm-ecosystem-fvps
https://developer.arm.com/documentation/den0137/1-0eac5/?lang=en
https://www.trustedfirmware.org/projects/tf-rmm/
https://lore.kernel.org/lkml/20230127112248.136810-1-suzuki.poulose@arm.com/
https://learn.arm.com/tag/cca/
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Memory Encryption Contexts (MEC)

Realm PAS Non-secure PAS

DRAM

Realm
A

Realm
B

Realm
C

RMM A B CMemory Encryption Context

RMM



Evolution of Arm CCA
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Provide additional flexibility to Arm CCA platform owners
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Intra-Realm privilege separation
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Device assignment

• A reference architecture which defines 
system components, and describes trust 
relationships

• Mechanisms to attest the identity and 
configuration of a device function

• A state machine, which ensures that
• A device function can only access 

confidential data once it has been 
accepted by the VM

• Confidential data is scrubbed from 
the device function before it it 
reassigned

Trusted Device Interface Security 
Protocol (TDISP)

• Protection of the physical link between 
the host SoC and the assigned
device function

Integrity and Data Encryption (IDE)



SoC

Device assignment

PCIe device

PCIe Root Port

SMMU

Interconnect
and memory 

controller
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PCIe CMA, DOE
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system architecture 
requirements

Already RME-aware
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Evolution of Arm CCA

• Memory Encryption Contexts

Further strengthen security guarantees provided to end users

Provide feature parity between Realms and non-confidential VMs

Provide additional flexibility to Arm CCA platform owners

• Planes
• Device assignment

• Live migration
• Live firmware activation
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How Arm supports developers

• arm.com/developer-hub
• includes on-demand training events, 

blogs and videos
• Arm Developer Program: a community 

for peer-to-peer support
• learning paths



What is a learning path?

• visit learn.arm.com
• build your skills with step-by-step 

guidance on key tasks/workflows





Learning paths on CC

• Get Started with Realm Management 
Extension (RME)
• Learn how to create a virtual machine in a 

Realm using Arm Confidential Compute 
Architecture (CCA)
• Run an application in a Realm using the Arm 

Confidential Compute Architecture (CCA)
…and more to follow



We want your feedback

• What skills or workflows connected 
with CC would you like guidance on?
• Complete our short questionnaire
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The CCA Reference Stack



A Framework For Common Workflows



Attestation Flows and Patterns



We want your feedback

• What skills or workflows connected 
with CC would you like guidance on?
• Complete our short questionnaire



Contact us!
info@oc3.dev
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Memory Encryption Contexts

RMM RMM

Faulting access
Isolation Boundary
Crypto Boundary

Realm 2

RD

PTsPTsPTs

PTsRECs

PTsPTsS2 TTs

NS Host
TrustZone
Untrusted
devices

Base RME RME + MEC

Realm 1

RD

PTsPTsPTs

PTsRECs

PTsPTsS2 TTs

Realm 1

RD

PTsPTsPTs

PTsRECs

PTsPTsS2 TTs

Realm 2

RD

PTsPTsPTs

PTsRECs

PTsPTsS2 TTs



Device assignment PCIe TDISP reference architecture



Device assignment
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Live firmware activation
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