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STUDENT USE OF TECHNOLOGY POLICY

The Board of Directors of Suncoast Preparatory Academy (“SPA” or the “Charter School”) finds that
new technologies are modifying the way in which information may be accessed, communicated and
transferred. Those changes also alter instruction and student learning. The Charter School offers
students access to technologies that may include Internet access, electronic mail, and equipment, such
as computers, tablets, or other multimedia hardware. By its adoption of this Policy, the Board intends
that technological resources provided by the Charter School be used in a safe, responsible, and proper
manner in support of the instructional program and for the advancement of student learning.

Definitions

• “Educational purpose” means classroom activities, research in academic subjects, career or
professional development activities, Charter School approved personal research activities, or other
purposes as defined by the Charter School from time to time.

• “Inappropriate use” means a use that is inconsistent with an educational purpose or that is in
clear violation of this Policy and the Acceptable Use Agreement.

Approved Use of Charter School Technology

Use of Charter School equipment and access to the Internet via Charter School equipment and
resource networks is intended to serve and pursue educational goals and purposes. Student use of the
Internet is therefore limited to only those activities that further or enhance the delivery of an
educational purpose. Students and staff have a duty to use Charter School resources only in a manner
specified in the Policy.

Notice and Acceptable Use Agreement

The Charter School shall notify students and parents/guardians about authorized uses of Charter
School computers, user obligations and responsibilities, and consequences for unauthorized use and/or
unlawful activities.

Before a student is authorized to use the Charter School’s technological resources, the student and the
student’s parent/guardian shall sign and return the Acceptable Use Agreement specifying user
obligations and responsibilities. In that agreement, the student and the student’s parent/guardian shall
agree not to hold the Charter School or any Charter School staff responsible for the failure of any
technology protection measures, violations of copyright restrictions, or user mistakes or negligence.
They shall also agree to indemnify and hold harmless the Charter School and Charter School personnel
for any damages or costs incurred.
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Safety

The Charter School shall ensure that all Charter School computers with Internet access have a
technology protection measure that blocks or filters Internet access to websites that have no
educational purpose and/or contain visual depictions that are obscene, constitute child pornography, or
that are harmful to minors. While the Charter School is able exercise reasonable control over content
created and purchased by the Charter School, it has limited control over content accessed via the
internet and no filtering system is 100% effective. Neither the Charter School nor its staff shall be
responsible for the failure of any technology protection measures, violations of copyright restrictions,
or user mistakes, misuse or negligence.

To reinforce these measures, the Principal/Interim Director or designee shall implement rules and
procedures designed to restrict students' access to harmful or inappropriate matter on the Internet and
to ensure that students do not engage in unauthorized or unlawful online activities. Staff shall monitor
students while they are using SPA computers, laptops, or tablets to access the internet or online
services on a SPA campus and may have teacher aides, student aides, and volunteers assist in this
monitoring. Parents/guardians are required to supervise and monitor their child’s use of SPA
equipment including but not limited to their child’s access to the internet and any online services
through such equipment any and all times during which any Charter School equipment is being used
by their child outside school facilities or school hours to ensure compliance with this policy.

The Principal/Interim Director or designee also shall establish regulations to address the safety and
security of students and student information when using email, chat rooms, and other forms of direct
electronic communication.

The Principal/Interim Director or designees shall provide age-appropriate instruction regarding safe
and appropriate behavior on social networking sites, chat rooms, and other Internet services. Such
instruction shall include, but not be limited to, maintaining the student’s online reputation and ensuring
their personal safety by keeping their personal information private, the dangers of posting personal
information online, misrepresentation by online predators, how to report inappropriate or offensive
content or threats, behaviors that constitute cyberbullying, and how to respond when subjected to
cyberbullying.  Students are expected to follow safe practices when using Charter School technology.

“Bullying” means any severe or pervasive physical or verbal act or conduct, including communications made in writing or
by means of an electronic act, and including one or more acts committed by a pupil or group of pupils, directed toward one
or more pupils that has or can be reasonably predicted to have one or more of the following effects:

○ Placing a reasonable pupil or pupils in fear of harm to that pupil’s or those pupil’s person or property.
○ Causing a reasonable pupil to experience a substantially detrimental effect on his or her physical or mental health.
○ Causing a reasonable pupil to experience substantial interference with his or her academic performance.
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○ Causing a reasonable pupil to experience substantial interference with his or her ability to participate in or benefit
from the services, activities, or privileges provided by the school.

As used in connection with “bullying,” an “electronic act” means the creation or transmission originated on or off the
schoolsite, by means of an electronic device, including, but not limited to, a telephone, wireless telephone, or other wireless
communication device, computer, or pager, of a communication, including, but not limited to, any of the following:

○ A message, text, sound, video, or image.
○ A post on a social network Internet Web site, including, but not limited to:

SPA advises students:
1. To never share passwords, personal data, or private photos online.
2. To think about what they are doing carefully before posting and by emphasizing that comments
cannot be retracted once they are posted.
3. That personal information revealed on social media can be shared with anyone including
parents, teachers, administrators, and potential employers. Students should never reveal information
that would make them uncomfortable if the world had access to it.
4. To consider how it would feel receiving such comments before making comments about others
online.

Students shall not use the Internet to perform any illegal act or to help others perform illegal acts.
Illegal acts include, but are not limited to, any activities in violation of local, state, and federal law
and/or accessing information designed to further criminal or dangerous activities. Such information
includes, but is not limited to, information that if acted upon could cause damage, present a danger, or
cause disruption to the Charter School, other students, or the community. Damaging, debilitating or
disabling computers, computer networks or systems through the intentional or overuse of electronic
distribution or the spreading of computer viruses or other harmful programs shall be prohibited. Any
unauthorized online access to other computers by means of hacking into other computers,
downloading hacker tools such as port scanners and password crackers designed to evade restrictions
shall also be strictly prohibited.

Student use of Charter School computers to access social networking sites is not prohibited, but access
is limited to educational purposes only. To the extent possible, the Principal/Interim Director or
designee shall block access to such sites on Charter School computers with Internet access.

The Principal/Interim Director or designee shall oversee the maintenance of the Charter School’s
technological resources and may establish guidelines and limits on their use.

Posting to or creating a “burn page” (i.e., an Internet Web site created for the purpose of bullying).
■ Creating a credible impersonation of another actual pupil for the purpose of having one or more of the

effects of bullying. To create a “credible impersonation” means to (knowingly and without consent)
impersonate a pupil for the purpose of bullying the pupil and such that another pupil would reasonably
believe, or has reasonably believed, that the pupil was or is the pupil who was impersonated.
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■ Creating a false profile for the purpose of having one or more of the effects of bullying. A “false profile”
means a profile of a fictitious pupil or a profile using the likeness or attributes of an actual pupil other
than the pupil who created the false profile.

○ An act of cyber sexual bullying. The term “cyber sexual bullying” means the dissemination of, or the solicitation
or incitement to disseminate, a photograph or other visual recording by a pupil to another pupil or to school
personnel by means of an electronic act that has or can be reasonably predicted to have one or more of the effects
of bullying. A photograph or other visual recording, as described above, shall include the depiction of a nude,
semi-nude, or sexually explicit photograph or other visual recording of a minor where the minor is identifiable
from the photograph, visual recording, or other electronic act. The term “cyber sexual bullying” does not include a
depiction, portrayal, or image that has any serious literary, artistic, educational, political, or scientific value or that
involves athletic events or school-sanctioned activities.

All employees shall receive a copy of this policy and the accompanying Acceptable Use Agreement
describing expectations for appropriate use of the system and shall also be provided with information
about the role of staff in supervising student use of technological resources. All employees shall
comply with this policy and the Acceptable Use Agreement, in addition to any separate policies
governing employee use of technology.

Student use of Charter School’s computers, networks, and Internet services is a privilege, not a right.
Compliance with the Charter School’s policies and rules concerning computer use is mandatory.
Students who violate these policies and rules may have their computer privileges limited and may be
subject to discipline, including but not limited to suspension or expulsion per school policy. 
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