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Cc CUSTOMER OWNED KEYSETS
FULL KEYSET LIFE CYCLE MANAGEMENT 
•	 Keyset Generation or Customer Keyset Ingestion
•	 Easy Keyset Reservation & Verified Registration
•	 Secure Split-Key Storage
•	 Audited Keyset Retrieval & Exchange Procedures
•	 Robust Keyset Backup & Recovery Processes
•	 Keyset Retirement & Destruction options
•	 Keyset Consolidated Audit Trails

EASY ORDERING
Anyone can reserve a keyset on behalf of an end-user. End-us-
ers must register the keyset to complete the process, at which 
time End-users are assigned a part number for consistent pro-
curement, tracking, and provisioning of their Cc enabled prod-
ucts.

SECURE KEY CREATION POLICIES
We implement industry-leading protocols that assure your 
keysets never end up in the wrong hands. No human will ever 
have access to individual keys. Keyset Authorities audit all crit-
ical processes. Keysets can be auto-generated or supplied by 
end-users and are stored on PIN-protected FIPS 140 certified 
drives. All devices used to manage keysets are air-gapped 
and premises are monitored by video, biometric, ACS systems.
 
SECURE KEY RETRIEVAL
All end-users keyset retrieval requests are fully vetted and Key 
Custodian credentials verified for authenticity. Keyset retrieval 
plans are customized to meet end-user needs. 
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