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1. Introduction
The extended version of the Berkeley Packet Filter 
(eBPF) is to the Linux kernel (and now MS Windows) as 
Javascript is to a Web browser. eBPF enables programs 
to run in the kernel of the host operating system and 
to instrument the kernel without changing the kernel 
source code. This revolutionary technology allows us 
to program the kernel safely and dynamically without 
rebooting or crashing the machine.

When Kubernetes (K8s) or other cloud platforms are 
used for running multiple applications on containerized 
environments, eBPF provides excellent visibility of 
all programs running in the user space and policy 
enforcement capabilities in the kernel space to mitigate 
vulnerabilities. Also, due to its low overhead, eBPF 
programs enable us to efficiently simplify the kernel 
networking stack, reducing latency between end points. 

eBPF is ideal for Telco cloud as its programs, with little 
effort, can be made portable between kernel versions 
and can be updated atomically, avoiding disruption of 
workloads and the need to reboot nodes in thousands 
of clusters. Most kernel versions used in production 
currently do support most relevant eBPF features and 
more kernel subsystems become extensible using eBPF. 

Cloud-native architecture is one of the key drivers of 
eBPF-based applications. An example of a cloud-native 
radio access network is the Open virtual Radio Access 
Network (Open vRAN), defined by the O-RAN Alliance,1 
and the next generation of mobile communication 
systems (6G) will inherit all cloud-native architectural 
and operational principles, including K8s lifecycle 
management, agility, resilience and observability.  
This is where eBPF comes into play.

1 https://www.o-ran.org/

https://www.o-ran.org/
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2. The Powers of eBPF
The eBPF project layout is illustrated in Figure 2-1 and 
it consists of three pillars: a) eBPF programs that 
run in the kernel and react to events; b) User space 
programs, which load eBPF programs into the kernel 
and interact with them; and c) BPF Maps that allow 
data storage and information sharing between eBPF 
programs and between User space applications and 
eBPF programs.2

In the development phase: 1) A program, typically 
written in C or Rust, is compiled into an object 
Executable and Linkable Format (ELF) file – a compiler 
suite like clang/LLVM3 can be used to compile 
restricted-C code into eBPF bytecode. 2) The ELF file 
(containing programs bytecode, definitions of Maps 
and types information [BTF]) can be loaded into the 
kernel using a monolithic approach enabled by the bpf 
system call; 3) Maps are created into the kernel before 
programs referencing them are loaded – the eBPF 
Maps can be accessed through system calls from user 

space applications and through helper functions from 
eBPF programs. eBPF maps are used to share and 
retrieve data in a variety of formats and preserve state. 
Hash tables, Arrays, LRU (Least Recently Used), Ring 
Buffer, Stack Trace and Longest Prefix Match (LPM)  
are examples of Maps supported in the kernel space. 

In the runtime phase: 4) The eBPF program is loaded 
into the kernel, where it is verified (eBPF Verifier) and,  
in most of the cases, compiled (JIT Compiler) into native 
instructions – typically, the loading phase and the 
interaction with the kernel structures is accomplished 
by using one of the available eBPF libraries and several 
development toolchains exist to achieve this goal. 
For instance, the Go ebpf-go library or the C libbpf 
library4 may be used for this purpose. Another toolkit 
for creating efficient kernel tracing and manipulating 
programs is BPF Compiler Collection (BCC).5 BCC uses 
a Python interface (and program) in the user space to 
generate the eBPF bytecode and to load that into the 

2 https://cybersecurity-magazine.com/the-power-of-ebpf-for-cloud-native-systems/ 
3 The name “LLVM” is the full name of the project. See: https://llvm.org 
4 https://github.com/libbpf/libbpf 
5 bcc/docs/tutorial_bcc_python_developer.md
6 https://youtu.be/bIRwSIwNHC0

Figure 2-1. eBPF project layout6

https://cybersecurity-magazine.com/the-power-of-ebpf-for-cloud-native-systems/
https://llvm.org
https://github.com/libbpf/libbpf
https://github.com/iovisor/bcc/blob/master/docs/tutorial_bcc_python_developer.md
https://youtu.be/bIRwSIwNHC0
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kernel. 5) The eBPF program is attached to selected 
events (injected in the desired kernel hooks) and 
triggered once a particular event has occurred. The 
custom code is executed in the kernel when the kernel or 
an application passes through a certain hook point (eth0 
in Figure 2-1). 3) The eBPF programs provide visibility 
between the kernel and user space using BPF Maps. 

We can run eBPF programs using a set of eBPF 
hooks, such as a system call, a function entry/exit, a 
kernel tracepoint, a network event, etc. For example, 
higher-level networking constructs can be created by 
combining the following hooks:

• Express Data Path (XDP): The networking driver is 
the earliest point which the XDP BPF hook can be 
attached to. When a packet is received, the eBPF 
program is triggered to run.

• Traffic Control (TC) ingress/egress: Like XDP, 
eBPF programs are attached to a networking 
interface by hooking the eBPF programs to the 
traffic control ingress. In contrast to XDP, the 
eBPF program will run following the initial packet 
processing in the networking stack.

• Socket operations: The socket operations hook 
attaches eBPF programs to a specific cgroup  
and triggers them based on TCP events.

• Socket send/recv: The socket send/recv hook 
triggers and runs the attached eBPF programs  
for each TCP socket send operation.

If a predefined hook does not exist for a particular 
need, it is possible to instrument function calls, using 
kprobes for kernel space functions and uprobes for user 
space functions, and attach eBPF programs almost 
anywhere in the kernel space or user applications. 

Moreover, security-related actions can be taken 
using Linux Security Module (LSM) hooks (Linux kernel 
version 5.7, and later releases). 

Thanks to the broad variety of events in the 
kernel, eBPF programs can be utilized for efficient 
networking, tracing and data profiling, observability 
and security, as shown in Figure 2-2, where the eBPF 
stack is depicted. The stack comprises: eBPF Linux 
runtime or eBPF MS Windows runtime, SDKs and 
packaging examples and use cases. 

7 www.ebpf.io

Figure 2-2. eBPF stack: platform, SDKs and packaging and use cases7

www.ebpf.io
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For networking, with eBPF it is possible to accelerate 
the packet processing, instrument the packet 
forwarding logic and enhance protocol pursing 
capabilities in the kernel space. Looking at tracing 
and data profiling, the eBPF programs can be 
attached to trace points and user application probe 
points to troubleshoot system performance. For 
observability, custom metrics, events and data 
records can be instrumented without having to  
export samples. And for security, system calls can  
be mapped onto all traffic that crosses the kernel  
and adequate security policy can be enforced for  
superior system resilience.

2.1 eBPF for Kubernetes
eBPF enables the programmability of the kernel  
in Kubernetes too. This is because there is only one 
kernel on a host, and any application running in 
a container, inside a pod in the case of K8s, must 
still use the kernel whenever it requests access to 
hardware or a file or receives a message from the 
network interface card (NIC). 

The kernel is always involved and there is only one 
kernel regardless of how many pods are deployed on 
a machine (bare metal or VM). Even containers do not 
have their own kernel but employ the existing kernel 
running on the host machine. 

Therefore, through a proper eBPF instrumentation in 
the kernel, an agent can be made aware of everything 
occurring in the user space across all applications or 
cloud-native functions (micro-services), thinking of 
Telco cloud. Complex eBPF tools are thus empowered 
to have a view across all nodes, enabling deep 
observability in the cluster, as depicted in Figure 2-3. 

Beyond that, eBPF can be used to provide an efficient 
and scalable K8s network provider, security, high-
performance load balancing (K8s proxy replacement, 
north-south load-balancer) and multi-cluster and 
external workloads connections such as egress 
gateway, integration of metal and VMs, global 
services, service discovery, etc. 

Replacing the iptables rules with eBPF Maps allows 
operators to transport data directly from inbound 
sockets to outbound sockets, which enables super-
fast service load balancing with eBPF and achieves 
significantly better performance than using the host 
routing capabilities.

Another feature that eBPF brings to cloud-native 
environments is network security for microservices, 
which is especially valuable for Telco networks. 

8 L. Rise, “Learning eBPF”, O’Reilly book, pp. 150, UK, 2023.

Figure 2-3. How eBPF can be aware of all 

application activities involving the kernel8
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Traditionally, container runtimes, such as Docker, 
apply security policies and NAT rules per-container 
level by configuring iptables rules in the docker hosts. 
Using iptables, policies can only be enforced based 
on Layer 3 and Layer 4 parameters. Moreover, the 
container must re-construct the whole packet  
and forward that to the host to decide whether  
to drop or deliver it. 

With eBPF, container security policies do not have 
the limitations of iptables, eBPF policies can be 
applied to the system call before entering the stack 
or constructing the packet, and all calls may be 
intercepted and filtered on the spot, making the 
solution much faster. Also, eBPF allows us to apply 
security policies based on application-level verbs,  
such as rest get/post/put/delete or specific paths.

A service mesh can provide advanced functionality 
such as connectivity between applications at the 
service level, abstracting the underlying network, 
and improved observability, security and traffic 
management. With eBPF many of these capabilities 
can be moved to the kernel space, requiring only 
complex L7 processing tasks to be delegated to a 
Sidecar Container in the user space, such as an Envoy 
proxy (Service Mesh proxy).

Therefore, eBPF enhances resource utilization  
and maintainability by reducing the number of 
sidecar proxies and, in some cases, eliminates them. 
In particular, eBPF native (no sidecars) allows traffic 
management (L3/L4 forwarding and load balancing, 
Canary, Topology Aware Routing, Multi-cluster), 
security (network policy, mTLS) and observability 

9 https://www.youtube.com/@TheLearningChannel-Tech/featured 

Figure 2-4. Example of how eBPF enables observability, networking and security in Kubernetes9

https://www.youtube.com/@TheLearningChannel-Tech/featured
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(tracing, Open Telemetry and Metrics; HTTP, TLS, DNS, 
TCP, UDP, etc.). When that is not possible, such as in 
the case of traffic management (L7 load-balancing 
and ingress), resilience (retries, L7 rate limiting) and 
upper layer security (TLS termination and origination), 
only a single sidecar proxy can be injected.

Figure 2-4 shows an example of how eBPF enables 
observability, networking and security in Kubernetes. 
Ultimately, with eBPF programs the goal is to have  
L7 traffic management in the kernel as well.

Table 1 outlines 10 advantages of eBPF and how this 
technology is expected to evolve to support a wide 
variety of additional use cases. Those include the 
possibility of using XDP and AF_XDP direct path,  
which integrate naturally with Kubernetes, as opposed 
to Data Plane Development Kit (DPDK); and achieving 
sustainable computing projects like Kubernetes-based 
Efficient Power Level Exporter (KEPLER), an open-
source, power-level exporting tool that shows energy 
consumption data via eBPF for Kubernetes clusters.10

10 https://sustainable-computing.io/ 
11 https://isovalent.com/

Table 1. Summary of eBPF advantages and eBPF potentials11

# As Is To Be

1 eBPF speeds up development by decoupling from kernel releases 5G data planes with eBPF, IoT security enforcement with eBPF 
exists today

2 eBPF shifts data processing closer to the event source (per-socket 
hooks, pre-cgroup hooks, XDP, etc.), freeing up resources

APM and security monitoring platforms with eBPF at their core

3 eBPF allows shorter production feedback loops, decoupling from 
the kernel and allowing atomic program updates on the fly, and 
location-aware processing

XDP and eBPF L4LBs/gateways into the cloud, memcaches/
accelerators, etc.

4 eBPF moves traffic with significantly lower latency by BPF host 
routing and BPF bandwidth manager

XDP and AF_XDP blends in naturally with Kubernetes, as opposed 
to DPDK

5 eBPF provides building blocks from the kernel, which are too 
complex for other kernel subsystems

Traffic engineering via eBPF and SRv6

6 eBPF (to some degree) fixes or mitigates kernel bugs on the fly eBPF-based solutions are the preferred or default choice

7 eBPF enables low-overhead deep visibility and enforcement 
into the system, achieving significantly richer visibility, 
programmability and ease of use than old-style perf

eBPF process scheduler (Google, Meta, Huawei) to customize, e.g., 
CFS for data center workloads

8 eBPF decouples from legacy UAPI and allows efficient  
data processing

eBPF and IMA for file integrity protection/monitoring of system 
software and user applications

9 eBPF is an enabler to build policy enforcement features around 
stronger notions of identity

eBPF and XDP-like layer plus better observability for storage 
devices, e.g., around block layer and below

10 eBPF allows developers to extend the kernel but with a  
“safety belt” on

Sustainable computing projects like KEPLER exporting energy 
consumption data via eBPF for Kubernetes clusters

https://sustainable-computing.io/
https://isovalent.com/
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3. How to Monetize eBPF?
You may think of a marketplace where customers may 
access the software through subscription and use 
a product-based pricing and billing model based on 
a User Subscription Plan linked to specific products, 
including network observability, runtime security and 
energy, and a Data Source Plan, depending on service 
and support type, as depicted in Figure 3-1.

The User Subscription Plan considers the number  
of user accounts and the type of support required. 
The Data Source Plan is linked to a usage-based 
pricing model. The data reported to the eBPF agent 
are processed and then transformed into bytes (usage 
metrics) using transformation rules specific to the 
corresponding data source. If you are on the usage-
based pricing plan, you will be charged for the number 
of bytes that exceed the free monthly allowance.

Another possibility is to charge based on resources, 
i.e., the number of deployed controllers and agents 
(daemon sets), as depicted in Figure 2-1, and types  
of desired support (services). 

Most industry players offer an open-source version  
of their platform/solution. This ensures easier 
adoption, crowdsourced innovation, feedback  
and contributions to achieve a high-quality code. 

Tiered pricing is the most common model that is 
adopted, with some companies offering an additional 
freemium option to drive their ‘land and expand” 
strategy. Across the many organizations, there is  
a wide pricing range that depends on the category  
of product, features offered, billed parameter, i.e.,  
per node, per resource, etc.

Figure 3-1. Example of charging and billing model for eBPF monitoring, observability and security tooling12

12 https://newrelic.com/pricing 

https://newrelic.com/pricing
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4. eBPF Technical Feasibility
The industry comprehends eBPF, and a notable 
increase in the industry utilization and understanding 
of eBPF has created more buyers. For example, at a 
major Kubernetes conference, the discussion was on 
eBPF with one commentator stating that “KubeCon 
was basically eBPF.” 13

The technology has reached its technical maturity. In 
fact, eBPF itself has become markedly more general 
purpose, particularly due to eBPF for Windows. Also, 
a series of eBPF toolchains, such as GCC and Aya – a 
library that makes it possible to write eBPF programs 
entirely in Rust – have emerged.

Specifically, looking at the networking hype cycle 2021, 
which measures the overall hype associated with 
specific networking technologies, most enterprises 
lack the expertise and skills necessary to use eBPF for 
networking, while it is realistic for technology vendors 
and hyper-scalers. However, based on the “hype 
index” shown in Figure 4-1, the technology will have 
massive industry adoption in 2–5 years (i.e., between 
2023 and 2026). Many organizations will invest in eBPF 
this year to have an early entrant advantage on all 
eBPF use cases, well beyond networking.

Figure 4-1. Networking Hype Cycle 2021. This extract is as of July 2021, Gartner14

13 https://www.techtarget.com/searchitoperations/opinion/Looking-back-on-KubeCon-CloudNativeCon 
14 https://blogs.gartner.com/andrew-lerner/2021/10/11/networking-hype-cycle-2021/

https://www.techtarget.com/searchitoperations/opinion/Looking-back-on-KubeCon-CloudNativeCon
https://blogs.gartner.com/andrew-lerner/2021/10/11/networking-hype-cycle-2021/
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5. eBPF Business Viability
According to Gartner, by 2025, over 95% of new digital 
workloads will be deployed on cloud-native platforms, 
up from 30% in 2021.15 Simultaneously, Kubernetes 
is becoming the de facto standard for cross-cloud 
orchestration and a pillar of cloud-native architectures. 

In 2023, Groundcover expects a massive adoption 
of Kubernetes because many organizations are 
improving the fundamental capabilities of their  
cloud platform and expanding its usage to support 
new use cases and scenarios.16 The race for cloud-
native monitoring solutions will continue and 
traditional vendors will revive their offerings to 
Kubernetes users to stop them from using 3rd party 
solutions, which better suite their cloud-native stack.

The cloud-native architecture is one of the key drivers 
of eBPF-based applications and because more kernel 
subsystems also become extensible using eBPF, 
drivers and soon kernel modules could be written in 
eBPF. And, according to Groundcover, 2023 is going to 
be the year of eBPF when it comes to monitoring. For 
the reasons presented above, we will see more and 
more observability and security solutions based on 
eBPF, and legacy vendors – with many new emerging 
eBPF-native players – will rely heavily on eBPF as part 
of their stack, offering customers new alternatives 
solutions to observability.

Our estimate of the current eBPF market – based  
on data publicly available on the Internet – is revealed 
in Figure 5-1. 

Figure 5-1. eBPF market estimate, based on publicly available sources17

15 Gartner, ‘Gartner says cloud will be the centrepiece of new digital economy’, Press Release, Stamford, Conn., Nov. 2021. 
16 https://www.groundcover.com 
17 https://growjo.com/

https://www.groundcover.com
https://growjo.com/
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Also, from approximately $300 million, eBPF 
observability, security and networking is predicted  
to be one of the largest and fastest-growing markets 
in infrastructure software, reaching $2.2B by 2028, 
with a CAGR of 33.4%, as exhibited in Figure 5-2. 

The eBPF market potential was reflected in  
significant company moves in 2022, including 
the following examples: 

• “New Relic acquires Pixie Labs, a Next Generation 
of Machine Intelligence and Observability.”18 

• “Datadog acquires Seekret and they are excited  
to leverage Seekret eBPF expertise to unlock  
new capabilities.”19  

Seekret uses powerful eBPF technology to auto-
discover and visualizes API assets, interconnections 
and dependencies, enabling developers and product 
leaders to understand API behavior and usage 
patterns in complex, dynamic environments.

Other relevant players that use eBPF in production 
are Google, which uses eBPF for security auditing, 
packet processing and performance monitoring; 
Netflix, which has deployed eBPF solutions at scale for 
network insights; Meta, which uses eBPF to process 
and load balance every packet coming into their data 
centers; and LinkedIn, which runs eBPF programs for 
infrastructure observability. 

Many other companies and eBPF case studies can  
be found at ebpf.io/case-studies. 

Figure 5-2. eBPF market forecast based on publicly available sources

18 https://www.bloomberg.com/press-releases/2020-12-10/new-relic-signs-definitive-agreement-to-acquire-pixie-labs-a-next-
generation-machine-intelligence-observability-solution-for
19 https://www.datadoghq.com/blog/datadog-acquires-seekret/ 

ebpf.io/case-studies
https://www.bloomberg.com/press-releases/2020-12-10/new-relic-signs-definitive-agreement-to-acquire-pixie-labs-a-next-generation-machine-intelligence-observability-solution-for
https://www.bloomberg.com/press-releases/2020-12-10/new-relic-signs-definitive-agreement-to-acquire-pixie-labs-a-next-generation-machine-intelligence-observability-solution-for
https://www.datadoghq.com/blog/datadog-acquires-seekret/
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6. Conclusions
Although some challenges do exist – for example, 
eBPF development is not easy, eBPF is fast-paced and 
hard to keep up with, implementation details may 
vary by kernel version and there is no easy packaging/
deployment solution – this fundamental enabling 
technology is leading to a major wave of innovation 
in the kernel space, bringing immediate benefits in a 
cloud-native space, particularly for Telco networks. 

This is primarily due to its dynamic programmability, 
reliability and ability to get great kernel instrumentation 
and workload visibility with minimal disruption.

The fact that we can inspect packets gives us 
extremely performant observability tools that can 
be mapped to other features such as Telco and 
Kubernetes metadata and get in-depth security 
forensics from the extracted information. 

We can use the ability of eBPF to drop or modify 
packets based on network policies applied to various 
hooks in the kernel or apply security policies based 
on application-level verbs or specific paths and do 
encryption with eBPF. 

Also, since we can send packets and change the 
destination for a packet, eBPF allows us to create 
powerful networking features, such as load balancing, 

routing and service mesh, with minimal utilization  
of envoy proxies. 

eBPF enables next-generation service mesh because 
we do not necessarily need to instrument pods with 
sidecars and improve the Telco cloud performance 
without any app, network micro-service or 
configuration change.

We will see more and more observability, security and 
networking solutions based on eBPF, and legacy vendors 
and emerging eBPF-native players will heavily rely on 
eBPF as an integral part of their infrastructure stack.

As a result, eBPF is expected to be one of the largest 
and fastest-growing markets in infrastructure 
software, with organizations willing to allocate  
a two-digit figure of their infrastructure spend to it,  
in proportion.

Rakuten operates the world’s first fully cloud-native 
mobile network and through a revolutionary new 
mobile network architecture is providing customers 
with a high-quality mobile service, powered by eBPF.20 

This transformational technology is accelerating the 
way to redefine networking, security, tracing and 
observability for current and future mobile networks.

20 https://symphony.rakuten.com/blog/the-potential-of-ebpf-for-cloud-native-systems 

https://symphony.rakuten.com/blog/the-potential-of-ebpf-for-cloud-native-systems
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