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Of course, correlation and causation are different things. Simply involving 
your board without an actual plan likely won’t yield the results so many are 
looking for. Rather, involving the board with intentionality and to help the 
organization as a whole increase its awareness for this critical issue likely 
played a much larger role in the improved outcomes that many reported. 
Given these results, we strongly encourage readers to develop a plan to 
comprehensively engage their boards to ensure that appropriate attention 
and funding is put into place to bring to life a ransomware preparedness 
and recovery plan that achieves enhanced results.

Summary
Involving the board with 
intentionality and to 
help the organization 
as a whole increase its 
awareness for this critical 
issue likely played a 
much larger role in the 
improved outcomes that 
many reported.

    KEY TAKEAWAYS 

• Organizations that involve their boards of directors in ransomware mitigation plans are far better prepared 
than those organizations that don’t

• Companies that involve board input report increased spending in 2022 and 2023 when compared to  
their counterparts

• Those organizations polled that involve their board claim they would recover from an attack in a few hours, 
and they spend far less time working on ransomware preparedness

• There is a strong correlation between board involvement and sufficient RTO and RPO metrics
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Question 2 

Have you implemented comprehensive 
information security, email, and 
ransomware training programs in your 
organization?

Human Training Program Implemented  
Shown by Board Involvement (N=293)

Human Training Program Implemented (N=293)

Board Involvement (N=294)

Full results: Forty two percent (44%) of respondent 
organizations have taken this important step in a 
complete way while 48% more have at least started 
the process. 8% have not even started yet.

BOARD INVOLVEMENT
Organizations that involve their boards in ransomware 
preparedness activities appear to implement 
prevention strategies at a significantly higher level.

• 50% of those with board involvement have fully 
implemented email security tools

• Just 27% of those without board involvement have 
done the same

• An incredible 22% of respondents without board 
involvement have yet to implement any security or 
ransomware training programs for end users.

Question 1 

Does your organization’s board have 
any level of involvement in your 
cybersecurity posture, including 
ransomware prevention efforts?

Key Preparedness Indicators

Cybersecurity is a board level issue in most organi-
zations today, as evidenced by the fact that 77% of 
respondents’ boards are involved in these discussions.

No
23%

Yes
77%

Yes, Partially
48%

No
8%

Yes, Fully

Board not involved

44%

Board involved

Board Involved (N=226)

Board Not Involved (N=67)

Yes, Fully Yes, Partially No

50% 47%

3%

27%

51%

22%
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BOARD INVOLVEMENT
Those organizations with boards involved in the ransomware preparedness journey report significantly higher 
potential to increase spending in 2022 and 2023 than their counterparts. Although “throwing money at a problem” 
doesn’t always lead to improved outcomes, there is baseline investment required to optimize ransomware protection.

Question 3 

As compared to 2020 and 2021, for overall ransomware prevention and recovery 
spending, as compared to 2022 and 2023, we are expecting to...

Overall results: It’s clear that, 
at present, the focus for many 
is on prevention and recovery 
versus detection. This could 
be because detection is 
considered a “solved problem” 
or because people feel that the 
inevitable will evade detection.

Board involvement also positively correlates to overall tactical activities related to protecting organizations 
against ransomware.

What Are You Doing About Ransomware?

Detection Prevention Recovery

7% 4%

17%

54%
50% 48%

39%
46% 46%

Decrease Spending Spend About The Same Increase Spending

Board Involved Board Not Involved

10%
3%

47%

72%

43%

25%

Board Involved Board Not Involved

6% 2%

48%
60%

45%
38%

Board Involved Board Not Involved

8%
0%

39%

63%
53%

37%

Detection Prevention Recovery

Decrease Spending Spend About The Same Increase Spending

Ransomware Preparedness Spending (N=363)

Correlation Between Board Involvement and Ransomware Preparedness Spending (N=285)
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Question 4 

Approximate how many hours per week on average would you estimate you currently 
spend on ransomware preparedness?

Overall results: Survey respondents indicate that, for the most part, people are spending less than 5 hours per week 
on ransomware preparedness, but a full 28% are spending 6 or more hours a week on this task.

BOARD INVOLVEMENT
Organizations with board involvement spend less time overall working on 
ransomware preparedness. While we can’t make too many assumptions, 
we suspect that the increased spending undertaken by these 
organizations means that they are procuring more efficient tools to help 
them succeed. There is a clear correlation between board involvement, 
spending on ransomware preparedness and a reduction in the amount of 
time needed to be spend on preparedness activities in our research.

0
Less than 1 hour 1 hour to 5 hours 

6 hours to 
10 hours 

10 hours to 
15 hours 

More than 
15 hours 

2%

28% 42% 20% 5%

3%

No time Less than 1
hour

1 hour to 5
hours

6 hours to
10 hours

10 hours to
15 hours

More than
15 hours

1%

22%

43%

24%

6% 3%3%

31%

45%

17%

3% 2%

Board Involved Board Not Involved

We suspect that the 
increased spending 
undertaken by these 
organizations means 
that they are procuring 
more efficient tools to 
help them succeed. 

Ransomware Preparedness Time Spent Per Week Filtered by Board Involvement (N=284)  
(Lower is Better)

Ransomware Preparedness Time Spent Per Week
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Question 5 

If your organization were to experience a ransomware attack that impacted all systems, 
how long do you think it would take you to recover to the following levels?

Overall results: For business-critical systems:

• Just over 55% of respondents indicate that they can recover in one day or less

• For other systems that number drops to 31%

• A staggering 40% would be without business-critical systems for between 2 and 15 days

BOARD INVOLVEMENT 
Organizations that involve their board of directors in ransomware preparedness and recovery efforts indicate that 
they expect to achieve better results in the event of an attack.  

• For business-critical systems, 31% or respondents that involve their board say they would be able to recover in a 
few hours

• Just 18% that don’t involve their boards make the same claim.  That is a staggering difference.

• 5% of respondents that do not involve their board indicate that they would not be able to fully recover

• For non-mission critical systems, board involvement also appears to yield significantly better expected outcomes

A few hours

Business-Critical 
Systems

1 day 2 to 5 days 2 to 3 weeks
4 or more weeks

We would not be 
able to fully recover

27% 29% 31% 9%

3% 1%

All Systems 13% 18% 41% 21% 6%

2%

Business-Critical Systems

A few
hours

1 days 2 to 5 days 2 to 3
weeks

4 or more
weeks

We would
not fully
recover

31% 28% 30%

10%

2% 0%

18%

30% 33%

11%

3% 5%

A few
hours

1 days 2 to 5 days 2 to 3
weeks

4 or more
weeks

We would
not fully
recover

16%
20%

39%

19%

6%
0%

8%
15%

39%

24%

9%
5%

Non-Mission Critical Systems

Board Involved (N=220) Board Not Involved (N=66)

Recovery Time (N=365)

Recovery Time Shown by Board Involvement (N=286)
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Question 6 

If you were to experience a ransomware attack, what is the most recent backup from 
which you could recover for mission-critical systems? In technical terms, what is your 
Recovery Point Objective (RPO) granularity?

How much data would the overall 
respondent population lose in the 
event of a complete ransomware 
attack that required recovery? 
Just 23% of respondents overall 
have the highest level of recovery 
capability, but when consider how 
many organizations would lose 
more than a day’s worth of data, 
that number is just 7%.

BOARD INVOLVEMENT
Organizations that involve their board also report significantly better Recovery Point Objectives with 28% of those 
with board involvement indicating that they operate continuous data protection solutions as opposed to just 12% of 
those that do not involve their board in this planning.  Nine-percent (9%) of companies without board involvement 
would lose more than a day’s worth of data.

We would lose up to a 
day’s worth of data 

(daily/nightly backups) 

We would lose more than a 
day’s worth of data (less 

than daily backups) 

28%

7%

We would lose minutes 
of data (continuous 
data protection) 

Board not involved

23%

We would lose a few 
hours of data (multiple 
backup points per day) 

42%

Board involved

We would lose minutes of
data (continuous data

protection)

We would lose a few
hours of data (multiple
backup points per day)

We would lose up to a
day’s worth of data

(daily/nightly backups)

We would lose more than
a day’s worth of data (less

than daily backups)

28%

40%

26%

6%
12%

43%
37%

9%

Board Involved (N=218) Board Not Involved (N=68)

Recovery Point Objective

Recovery Point Objective Filtered by Board Involvement (N=286)
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Question 7 

Do your current RPO and RTO metrics 
meet your organization’s needs? 

RTO and RPO are key metrics in data recovery. 
Overall, just 28% of respondents feel that their RTO 
and RPO metrics are sufficient to meet the needs of 
their organizations. 

BOARD INVOLVEMENT
Our study reveals that there is a strong correlation 
between board involvement and whether or not 
people feel that their RTO and RPO metrics are 
sufficient for their organization’s needs. For those 
that do not feel that their preparedness is sufficient, 
21% indicated that their boards of directors are not 
involved in preparedness as opposed to just 7% of 
those that do have such involvement.

No
12%

Yes

Board not involved

28%

Mostly
61%

Board involved

Yes Mostly No

32%

61%

7%

21%

58%

21%

Board Involved (N=226) Board Not Involved (N=67)

Our study reveals that there is a 
strong correlation between board 
involvement and whether or not 
people feel that their RTO and 
RPO metrics are sufficient for their 
organization’s needs. 

RTO and RPO Sufficient? (N=287)

RTO and RPO Sufficient? By Board Involvement 
(N=221)
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NOTE TO READER
HYCU commissioned ActualTech Media to create and 
conduct a broad survey around the topic of ransomware. 
The full report can be downloaded from <link>. This 
document delves into a single premise with associated 
insights that were gleaned from this research.

PREMISE

Organizations that involve their boards of 
directors in their ransomware mitigation 
plans tend to have better preparation and 
outcomes than those that don’t

ABOUT THIS REPORT
The scourge of ransomware has resulted in an entire ecosystem necessary to combat its spread and prevent 
organizations from becoming victims of an increasingly motivated set of criminals. Our research provides key data 
points that infer strong correlation between organizations with board involvement in ransomware preparedness 
and positive outcomes related to it.

Thank you to HYCU for commissioning this research. To learn more about how HYCU can 
help your organization prepare its defenses against a ransomware attack, please visit 
www.hycu.com.

Question 8 

Beyond RTO and RPO, how easy is it for you to recover systems?

The metrics are important but are very objective. On the subjective front, we wanted to see if people felt that their 
current processes made it easy to recover systems. Organizations that have chosen to involve their board report 
significantly improved ease of recovery when compared to their counterparts that go it alone. The two charts below 
are actually rather striking, with just 1% of those without board involvement indicating that recovery is very easy for 
mission critical systems and none saying that same for other systems.

Business-Critical Systems (N=295)

Very Easy Somewhat
Easy

Moderate Somewhat
Difficult

Very
Difficult

16%

36% 37%

10%

1%1%

31%

49%

13%
6%

Very Easy Somewhat
Easy

Moderate Somewhat
Difficult

Very
Difficult

16%

36%
42%

5%
1%0%

35%

51%

10%
3%

Non-Mission Critical Systems (N=290)

Board Involved (N=224) Board Not Involved (N=71) Board Involved (N=222) Board Not Involved (N=68)

Ease of Recovering Mission Critical Systems By Board Involvement 

http://www.hycu.com
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