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Are you protecting your hybrid environment

from ransomware and data loss?

n, Hycu - okta

Backed by Okta Ventures

Extend Okta’s industry-leading identity and access management to the immutable,
ransomware-proof backups managed by HYCU Protégé data protection platform.

The power of HYCU + Okta

The statistics are sobering. A ransomware attack occurs every 11 seconds
with more than 36M attacks in just the first half of 2022 alone.

While a recent ransomware survey! finds that 63% of enterprise
organizations are increasing spending on detection, prevention, and
recovery, and that organizations are beginning to understand the
importance of having air-gapped or immutable backups in the event of an
attack or breach, data protection workloads remain at risk across many
organizations.

When you combine the power of Okta’s Identity Management Platform with
HYCU’s visionary multi-cloud data protection platform,? organizations
can be confident that 1) data protection workloads are protected against
ransomware events and 2) only those who are authorized to manage air-
gapped and immutable backups have access to data protection workloads
and can set backup and recovery policies.

Integration benefits

Minimize the impact of data loss

Protect the backups of your mission-critical data from accidental deletion
and malicious deletion/corruption/encryption by leveraging HYCU’s
immutable, ransomware-proof backup and recovery capabilities. And by
using Okta to manage access, protect unauthorized users from accessing
HYCU. (You can find detailed information about HYCU Protégé here.)
Prevent unauthorized users from accessing HYCU to delete, remove, or
modify HYCU backup and restore policiesto ensure backups and restorations
are readily available in the event of an attack or breach.

Centralize and streamline user access and management
Add and remove HYCU users easily with single sign-on capabilities and

create granular permissions for backup and restore based on policies.
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THE INTEGRATION
ALLOWS
ORGANIZATIONS TO:

Recover backup data from
ransomware attacks via HYCU’s
air-gapped and immutable backups.

Protect backup data by limiting
its access to users via Okta’s
centralized authentication and
HYCU’s multitenancy with RBAC.

Ensure backup data’s
recoverability via HYCU’s change-
rate monitoring and sophisticated
backup validation.



Get started in 4 easy steps

1. Register HYCU as a web application inside Okta
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2. Add Okta as an identity provider inside HYCU
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3. Create a HYCU user inside Okta
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Okta is the leading independent identity
provider. The Okta Identity Cloud enables
organizations to securely connect the

right people to the right technologies

at the right time. With more than 7,000
pre-built integrations to applications and
infrastructure providers, Okta provides
simple and secure access to people and
organizations everywhere, giving them the
confidence to reach their full potential. More
than 16,000 organizations, including JetBlue,
Nordstrom, Siemens, Slack, Takeda, Teach
for America, and Twilio, trust Okta to help
protect the identities of their workforces and

customers.

) HYCU

HYCU is the fastest-growing leader in the
multi-cloud data protection as a service
industry. By bringing true SaaS-based

data backup and recovery to both on-
premises and cloud-native environments,
the company provides unparalleled data
protection, migration, disaster recovery,
and ransomware protection to thousands of
companies worldwide. As an award-winning
and recognized visionary in the industry,
HYCU solutions eliminate complexity, risk,
and the high cost of legacy-based solutions,
providing data protection simplicity to make
the world safer. With an industry-leading
NPS score of 91, customers experience
frictionless, cost-effective data protection,
anywhere, everywhere. HYCU has raised
$140M in VC funding to date and is based in
Boston, Mass.

NEED MORE
INFORMATION:

Go to hycu.com
or visit

https://www.hycu.com/get/demo
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