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In January of 2022, Tonic.ai kicked off a research project to explore how test 

data is used within organizations across startups, mid-market businesses, and 

enterprise companies. We began this research with a single goal in mind: To 

determine whether companies are keeping customer data safe.

As developers in the modern digital landscape, we all work with data—and we 

need to know where that data is coming from, and who it belongs to. These are 

mission-critical goals even before we address the issue of security.

To accomplish this, we partnered with leading market research 

company OnePoll, whose team consists of members from the 

Market Research Society and have corporate membership to 

the American Association for Public Opinion Research (AAPOR) 

and the European Society for Opinion and Marketing Research 

(ESOMAR). With OnePoll, we surveyed over 1,000 startup 

employees—as well as conducted our own research from mid-

market and enterprise employees.

According to our research, 25% of companies are STILL 

using real customer data for testing, leaving their 

customers susceptible to breaches and leaks. 

Additionally, 45% of respondents say software and 

QA teams are responsible for provisioning test data, 

meaning 55% of businesses rely on other departments 

(non-testing) to provide the test data. While only 3% 

of companies report that they use synthetic data when 

testing, 70% believe synthetic data is necessary. 

So, the data is insecure at best. Best practices are lacking 

and data privacy is not guaranteed across the board. 

But what does that mean? What’s the cost of using 

unprotected data? 

Of those respondents, 45% say they’ve faced a data 

breach within the past five years. 

Our research indicates that companies across industries 

are engaging in risky behavior with customer data. In this 

report, we will show how our research highlights the risks 

being taken with this data, as well as how to prevent this. 

If you want to learn how to keep your customer data safe, 

you’re in the right place. 

The answers are 
sobering...

Research focus:

What did we ask?

• What data do you use?

• Where did you get it?

• Is it protected?

• Do you get the results you need?

I N T R O D U C T I O N

How Safe is  
Your Data?
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Insights Overview

What data are you 

using for testing?

25% of companies are 

using real customer 

data for testing

Who is responsible for 

providing test data?

45% of respondents say software 

and QA teams are responsible 

for providing test data

Do devs procure their own 

test data?

55% of businesses rely on other 

departments (non-testing) 

to provide the test data.

Are you using synthetic 

data for testing?

Only 3% of companies 

are using synthetic data

Is synthetic data for 

testing important?

70% believe synthetic 

data is necessary 

How safe is your data? 

45% say they’ve faced a 

data breach within 

the past five years

The research shows...

Over the course of this research report, we’ll explore the test data problem, evaluate the feedback we 

received from developers across industries, and—most importantly—discuss some possible solutions. 

If you want to fix your test data problem, read on for answers.

Do these numbers scare you? They should. 
Our data isn’t safe anymore.

4



Your Test Data Has A Problem

The need for test data in the digital age is universal. No matter what your product or service, 

if any part of your business is digital—and no matter what you do, some of it probably is—you 

need test data to make sure those digital elements are working correctly. 

But you also need good test data. The right test data. And our research shows that a shocking 

number of people don’t have that. 

With a quarter of respondents admitting their business uses pure production data 

when testing, customer data is at risk for breaches or leaks. This means there 

are thousands of businesses using dangerous testing practices and leaving their 

customers at risk and their own business is at risk for a fine from a regulator.

Why is this happening? 

Many businesses appear not to know that this is happening, or the risk that using 

production data in testing poses from a regulatory perspective. Developers are 

trying to solve the need for test data themselves, and it’s not working. 

Unfortunately, the consequences of failure in this situation are very serious. 45% 

of startups have said they have experienced a data breach in the last 5 years—

and that’s just startups. That’s customer information at risk, and your business 

at risk of serious legal trouble or fines. For startups that experienced these 

breaches, respondents said their businesses came face-to-face with insurance 

premium increases (28%), civil lawsuits (27%), regulatory fines (22%) and media 

embarrassment (21%).

So, you need test data. But the old solutions aren’t working anymore. What 

comes next?

A quarter of 
businesses are 
leaving customer 
data vulnerable 
when it can be 
prevented.

45% of startups have said they 

have experienced a data breach 

in the last 5 years—and that’s 

just startups.

The fact is, 25.3% of companies are still using pure 

production data for testing. 

So the chances of your customer data being used in 

production right now—and subsequently at high risk of 

breach—is much higher than it should be.

That’s a serious test data problem.
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Developers Struggle to 
Find A Solution

Now that we’ve identified the problem, several questions remain. We need to 

know who is responsible for solving this test data problem, what steps can be 

taken to address it, and ultimately what success looks like. 

Who is responsible for providing good test data?

According to our research, respondents say software engineering (36%) and QA 

engineering (13%) are responsible for providing the test data for pre-production 

environments. That leaves a large swathe of test data being provided by 

non-engineering titles. Who is responsible for the other 50% of data? 

The unfortunate truth is that developers are not being given the resources they 

need to test safely. Stakeholders in other departments—like product (16%)—

don’t always know what engineers need. And our data shows that these other 

stakeholders are not prioritizing test data or the security requirements necessary 

to test safely. The result? It’s coming back to bite developers and customers. 

Who is impacted by poor test data practices?

The short answer… Everyone. When you test with production data, everyone from company 

leadership to the customer to the developers is at risk. 

• Leadership: At risk of a lawsuit based on violation of GDPR, CCPA, and other 

regulations surrounding sensitive data

• Developers: At risk of being the weakest link when it comes to a data breach

• Customers: At risk of having their sensitive data exposed by bad actors or negligence

 

It’s a bad situation all around.

Great question. A lot of the issues with test data would be solved if developers were able to assume responsibility 

for their own test data. But as our research shows, that decision is often out of their hands entirely. 

Why can’t we do better?

Software engineering (36%) 

Product management (16%)

QA engineering (13%)

DevOps/SRE (12%)

Other (13%)

Not sure (10%)
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The Gravity of Security Risk
How serious is a security breach? We can’t overstate it. It’s such a priority that a recent Gartner 

survey showed that 38% of respondents expected to increase spending on OT security by 

between 5% and 10%. Regardless of industry or type of risk, security is a serious issue. 

So when it comes to test data?

What regulations do you need to know about?

Data privacy regulations like the General Data Protection Regulation (GDPR) and 

the California Consumer Privacy Act (CCPA), as well as Health Insurance Portability 

and Accountability Act (HIPAA), are all regulations put in place for a single purpose: 

To protect your data and your customer’s data from prying eyes. 

These are the regulations that you need to know about and take seriously when it 

comes to test data management.

How do data breaches happen?

Now, if you’re thinking, “Oh, my data is safe, it’s fine, we keep in our private 

cloud”... You may want to think again. The biggest cause of data breaches, 

according to our research? Internal breaches. The next biggest? Accidents.

Let’s look at the numbers. According to our research, 34% of data breaches are 

caused by internal theft, 27% by accidental data leak, 24% by hacking attack, 

9% by malware, and 4% by ransomware. That’s 60% caused by internal players. 

How can we prevent this? 

Synthetic data is a powerful solution to the security and compliance concerns 

common in testing and QA environments, which most developers actually 

already know. The struggle, it seems, lies in implementation, and convincing 

stakeholders that investing in synthetic data is important and worth the trouble. 

Internal theft (34%)

Accidental data leak (27%)

Hacking attack (24%)

Malware (9%)

Ransomware (4%)

Meet us on the next page, and 
we’ll explain how.
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Synthetic Data to the Rescue!
Our survey respondents had a lot to say about what they’re 

doing with test data, as well as their thoughts on synthetic data. 

Some of it’s good, some of it bad—and all of it educational. But 

at the end of the survey, many raised the same question that you 

probably are thinking right now, which is…

What now?  

We know there’s a problem with test data right now. We know in-house teams are doing their 

best to help address this problem, but also that they’re struggling. They need reinforcements, 

and so far, it’s been pretty obvious that the cavalry’s not coming. That’s why you’re here, isn’t it? 

You want to help your developers work faster and more efficiently, while keeping your customer 

data secure. And according to our audience, synthetic data is the way to do that. 

So, we know the risks of unsafe data, we know who’s responsible, and where they’re struggling. 

The final question is the most important… What can we do about it? 

What can we do about it? 

The good news is that the market already knows the right answer. When we surveyed over a 

thousand developers and representatives from hundreds of businesses, the answer came back 

loud and clear:

Please welcome synthetic data

Synthetic data—or fake data, as we like to call it—is data that’s real in every way that matters to 

your developers, but isn’t actually. Well. Real. 

It’s all the effectiveness of production data, with none of the risk. If that sounds too good to be 

true… Read on. We’ve got more where that came from.

Seven out of ten respondents believe 
it’s “necessary” to use synthetic data 
to keep customer data safe.
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Contact us to learn more
hello@tonic.ai

www.tonic.ai
@tonicfakedata

Want to Invest in Fake Data?

Fake Data for You and Me

If you’re ready to invest in the fake data dream, you’re in the right place. 

We believe in the future of synthetic test data so hard, we built our own 

platform that does just that.

We created a synthetic data solution that creates fake data from your production data. The output is a synthetic data set that 

maintains all the relationships between your original data, without any of the sensitive information. 

We call it Tonic 

Tonic is a synthetic data platform that offers all the fake 

data solutions you need in one place. We use advanced de-

identification, synthesis, and subsetting techniques to ensure the 

highest degrees of privacy and utility for each data point in your 

database. Whether you’re a developer looking for better test data, 

or a data scientist looking for better data analysis, we have real 

fake data for you.

Want to take our #realfakedata for a spin? Reach out to us at 

hello@tonic.ai to talk to the experts on the cutting edge of the 

test data frontier. 

Not ready yet? No sweat. We’ll see you back here next year as 

synthetic data becomes a more and more necessary solution to 

the test data problem.

The state of test data in 2023? With fake data for testing, the 

future is bright.

Djinn is a fake data solution for data scientists 

that delivers high-fidelity data synthesis to 

optimize your ML models while safeguarding 

data privacy.

Tonic is an all-in-one platform for masking, 

synthesizing, and subsetting production data 

so that it looks, acts, and feels like the original 

but is fully compliant and effective for use in 

your lower environments.
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Tonic.ai empowers developers and data scientists while protecting 

customer privacy by enabling companies to create safe, synthetic 

data for software development, testing, ML training, and analytics. 

Founded in 2018, the company is pioneering enterprise tools 

for data synthesis, masking, subsetting, and augmentation. 

Thousands of developers use Tonic every day to get products to 

market faster in industries as wide-ranging as healthcare, financial 

services, edtech, and e-commerce. Working with customers like 

eBay, The Motley Fool, Flexport, and Everlywell, Tonic.ai innovates 

to advance their goal of advocating for the privacy of individuals 

while enabling companies to do their best work.

For more information, visit Tonic.ai.

About Tonic.ai

Copyright © 2023 Tonic. All rights reserved.
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