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Features Permissions ObsOS

Screen has to be on 
to take pictures.

Location, Take Pictures and Video, and 
Permission to make calls to register IMEI only.

Access to pictures, 
multimedia content, and files.

Administrator app permission.

App overlay permission and 
administrator app permission.

Location and GPS.

Android 7 and up only.

Factory Reset 
and SD wipe only.

Provides location based on WiFi 
triangulation, or GPS for more 

precision if available.

PREY'S

Files up to 10mb.

Maximum radius of 2,5 km per zone.

ANDROID

ANDROID 7.1 
AND UP ONLY.
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DESKTOP

Feature Windows Mac Linux Obs

Only files up to 10mb. Only files up to 10 mb.

As of Mojave: Access to 
camera permission.
Catalina: Access to 
screenshot permission.

Only files up to 10mb.
Catalina and up: Can't 
access default user 
directories, but can access 
custom directories inside 
users. 

Access to custom 
directories require "Full disk 
access" for BASH.

Only folders with a third level 
directory. Factory reset 
requires MDM service and 
"Full Disk Access" for BASH.

Custom directory wipe on 
folders with a third level 

directory only.

The devices' password 
can't be modified.

MDM Lock requieres
MDM permit.

Location permission.
Location obtained by WiFi 

triangulation or GPS if available.

Custom directory wipe
 on folders with a third 

level directory only.
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Feature Foreground Background Kill App Obs
Screen has to be on to 

take pictures, app must 
not be in background.

Camera, location.

Access to library and contacts 
for remote retrieval.

Location

Camouflage changes the 
app's icon, doesn't hid it.

Requires MDM service, 
only for Factory Reset.

Location provided 
natively by OS

Permissions

Files up to 10 mb.

Max radius of 2,5 km per zone.

Requires MDM service.

Requires MDM service.

Events available: 
time and low battery.

iOS
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