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Client connects to server via TCP
Server sends certificate
Client verifies CA signature
Client verifies certificate matches domain
Session key exchange
Begin encryption

Send login credentials to server
Server verifies login credentials
Log user in

stuff in my JS, my 
HTML, my Gemfile, 
my Rails controllers



CONFIDENTIAL

] rails s

=> Booting Puma
=> Rails 5.0.1 application starting in development on http://localhost:3000
=> Run `rails server -h` for more startup options
* Version 3.7.0 (ruby 2.4.0-p0), codename: Snowy Sagebrush
* Min threads: 5, max threads: 5
* Environment: development
* Listening on tcp://0.0.0.0:3000
* Use Ctrl-C to stop

SERVER

tcp://0.0.0.0:3000


CONFIDENTIAL

] telnet 127.0.0.1 3000
Trying 127.0.0.1...
Connected to localhost.
Escape character is '^]'.

BROWSER



CONFIDENTIAL

] telnet 127.0.0.1 3000
Trying 127.0.0.1...
Connected to localhost.
Escape character is ‘^]'.
POST /users/sign_in HTTP/1.1
Host: 127.0.0.1:3000
User-Agent: telnet
Accept: */*
Content-Length: 65
Content-Type: application/x-www-form-urlencoded

user%5Bemail%5D=railsconf%40example.com&user%5Bpassword%5D=abc123

BROWSER

http://40example.com
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CONFIDENTIAL

SERVERStarted POST "/users/sign_in" for 127.0.0.1 at 2017-04-04 19:40:43 -0400
Processing by Devise::SessionsController#create as HTML
  Parameters: {"user"=>{"email"=>"railsconf@example.com", 
"password"=>"[FILTERED]", "remember_me"=>"0"}}
  User Load (0.1ms)  SELECT  "users".* FROM "users" WHERE "users"."email" = ? 
ORDER BY "users"."id" ASC LIMIT ?  [["email", "railsconf@example.com"], 
["LIMIT", 1]]
   (0.1ms)  begin transaction
  SQL (0.3ms)  UPDATE "users" SET "current_sign_in_at" = ?, "last_sign_in_at" 
= ?, "sign_in_count" = ?, "updated_at" = ? WHERE "users"."id" = ?  
[["current_sign_in_at", 2017-04-04 23:40:43 UTC], ["last_sign_in_at", 
2017-04-04 23:25:53 UTC], ["sign_in_count", 16], ["updated_at", 2017-04-04 
23:40:43 UTC], ["id", 1]]
   (1.4ms)  commit transaction
Redirected to http://localhost:3000/
Completed 302 Found in 131ms (ActiveRecord: 1.8ms)
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3 bob iQuoech4
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ID USERNAME PASSWORD_HASH SALT
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if BCrypt::Password.create(user.password_hash) == “abc123”
    log_them_in
end



ID USERNAME PASSWORD_HASH

1 stevie $2a$12$OhHcuM6JnoA7144ea6FmEuD737.kisLq.5mZATrg2bSkF1jRnjfV.

2 jim $2a$12$YcZpwbDB8R26C7HHqPCYne3ATojc3kLEhkomV6z4GXfYgJZuItnAa

3 bob $2a$12$jABxCCxO32TW.fJvo.RZOeaQW7hBEFhOw0Y8.U0t0soaDM7/Z6W4q

if BCrypt::Password.create(user.password_hash) == “abc123”
    log_them_in
end



ID USERNAME PASSWORD_HASH

1 stevie $2a$12$OhHcuM6JnoA7144ea6FmEuD737.kisLq.5mZATrg2bSkF1jRnjfV.

2 jim $2a$12$YcZpwbDB8R26C7HHqPCYne3ATojc3kLEhkomV6z4GXfYgJZuItnAa

3 bob $2a$12$jABxCCxO32TW.fJvo.RZOeaQW7hBEFhOw0Y8.U0t0soaDM7/Z6W4q

if BCrypt::Password.create(user.password_hash) == “abc123”
    log_them_in
end



ID USERNAME PASSWORD_HASH

1 stevie $2a$12$OhHcuM6JnoA7144ea6FmEuD737.kisLq.5mZATrg2bSkF1jRnjfV.

2 jim $2a$12$YcZpwbDB8R26C7HHqPCYne3ATojc3kLEhkomV6z4GXfYgJZuItnAa

3 bob $2a$12$jABxCCxO32TW.fJvo.RZOeaQW7hBEFhOw0Y8.U0t0soaDM7/Z6W4q

if BCrypt::Password.create(user.password_hash) == “abc123”
    log_them_in
end



ID USERNAME PASSWORD_HASH

1 stevie $2a$12$OhHcuM6JnoA7144ea6FmEuD737.kisLq.5mZATrg2bSkF1jRnjfV.

2 jim $2a$12$YcZpwbDB8R26C7HHqPCYne3ATojc3kLEhkomV6z4GXfYgJZuItnAa

3 bob $2a$12$jABxCCxO32TW.fJvo.RZOeaQW7hBEFhOw0Y8.U0t0soaDM7/Z6W4q

if BCrypt::Password.create(user.password_hash) == “abc123”
    log_them_in
end



ID USERNAME PASSWORD_HASH

1 stevie $2a$12$OhHcuM6JnoA7144ea6FmEuD737.kisLq.5mZATrg2bSkF1jRnjfV.

2 jim $2a$12$YcZpwbDB8R26C7HHqPCYne3ATojc3kLEhkomV6z4GXfYgJZuItnAa

3 bob $2a$12$jABxCCxO32TW.fJvo.RZOeaQW7hBEFhOw0Y8.U0t0soaDM7/Z6W4q

if BCrypt::Password.create(user.password_hash) == “abc123”
    log_them_in
end



ID USERNAME PASSWORD_HASH

1 stevie $2a$12$OhHcuM6JnoA7144ea6FmEuD737.kisLq.5mZATrg2bSkF1jRnjfV.

2 jim $2a$12$YcZpwbDB8R26C7HHqPCYne3ATojc3kLEhkomV6z4GXfYgJZuItnAa

3 bob $2a$12$jABxCCxO32TW.fJvo.RZOeaQW7hBEFhOw0Y8.U0t0soaDM7/Z6W4q

if BCrypt::Password.create(user.password_hash) == “abc123”
    log_them_in
end



DNS lookup for server
Client connects to server via TCP
Server sends certificate
Client verifies CA signature
Client verifies certificate matches domain
Session key exchange
Begin encryption
Send login credentials to server
Server verifies login credentials
Log user in



CONFIDENTIAL

] telnet 127.0.0.1 3000
Trying 127.0.0.1...
Connected to localhost.
Escape character is ‘^]'.
POST /users/sign_in HTTP/1.1
Host: 127.0.0.1:3000
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Content-Length: 65
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CONFIDENTIAL

BROWSER] telnet 127.0.0.1 3000
Trying 127.0.0.1...
Connected to localhost.
Escape character is ‘^]'.
POST /users/sign_in HTTP/1.1
Host: 127.0.0.1:3000
User-Agent: telnet
Accept: */*
Content-Length: 65
Content-Type: application/x-www-form-urlencoded

user%5Bemail%5D=railsconf%40example.com&user%5Bpassword%5D=abc123

HTTP/1.1 302 Found
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block

http://40example.com
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BROWSERHTTP/1.1 302 Found
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
Location: http://127.0.0.1:3000/
Content-Type: text/html; charset=utf-8
Cache-Control: no-cache
Set-Cookie: _login-example_session=d28ded87eca5fd708bc53e66623db73b; path=/; 
HttpOnly
X-Request-Id: b17461fb-09ea-4eb4-bf6f-9e625aca427c
X-Runtime: 0.150167
Transfer-Encoding: chunked

58
<html><body>You are being <a href="http://127.0.0.1:3000/">redirected</a>.</
body></html>
0

http://40example.com
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Authenticate the person (i.e. by username and 
password)


And we issued an unpredictable, unique session 
token.


And we know nobody else has the token because it 
was sent on a secure channel.
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] curl -v -H "Cookie: auth_token=5bf36f36b237e34d97507343b46c14b384418a34”\ 
https://twitter.com/

https://twitter.com/


CONFIDENTIAL

] curl -v -H "Cookie: auth_token=5bf36f36b237e34d97507343b46c14b384418a34”\ 
https://twitter.com/
*   Trying 104.244.42.65...
* TCP_NODELAY set
* Connected to twitter.com (104.244.42.65) port 443 (#0)
* TLS 1.2 connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
* Server certificate: twitter.com
* Server certificate: DigiCert SHA2 Extended Validation Server CA
* Server certificate: DigiCert High Assurance EV Root CA
> GET / HTTP/1.1
> Host: twitter.com
> User-Agent: curl/7.51.0
> Accept: */*
> Cookie: auth_token=5bf36f36b237e34d97507343b46c14b384418a34
>
< HTTP/1.1 200 OK
< cache-control: no-cache, no-store, must-revalidate, pre-check=0, post-

https://twitter.com/


CONFIDENTIAL

>
< HTTP/1.1 200 OK
< cache-control: no-cache, no-store, must-revalidate, pre-check=0, post-
check=0
< content-type: text/html;charset=utf-8
< date: Sun, 09 Apr 2017 14:33:38 GMT
< expires: Tue, 31 Mar 1981 05:00:00 GMT
< last-modified: Sun, 09 Apr 2017 14:33:38 GMT
< pragma: no-cache
< server: tsa_b
< set-cookie: dnt=1; Expires=Wed, 07 Apr 2027 14:33:38 UTC; Path=/; 
Domain=.twitter.com
< set-cookie: fm=0; Expires=Sun, 09 Apr 2017 14:33:28 UTC; Path=/; 
Domain=.twitter.com; Secure; HTTPOnly
< set-cookie: 
_twitter_sess=BAh7CSIKZmxhc2hJQzonQWN0aW9uQ29udHJvbGxlcjo6Rmxhc2g6OkZsYXNo%250
ASGFzaHsABjoKQHVzZWR7ADoPY3JlYXRlZF9hdGwrCO9xIlNbAToMY3NyZl9p%250AZCIlYTEwNzI5
ZWJjY2VmNDJlNTI2MGU4MzVjZGM5ODYyNmM6B2lkIiU0ZWQw%250AZjNlYjE2Y2VlZDFhZDNkOTZkN
zZiNjEwOGQ4Ng%253D%253D--8a581172ef4b4f2ac4acf09b3238cc32a50d7031; Path=/; 
Domain=.twitter.com; Secure; HTTPOnly

https://twitter.com/


CONFIDENTIAL

<!DOCTYPE html>
<html lang="en" data-scribe-reduced-action-queue="true">
  <head> 
    <meta charset="utf-8">
    <noscript><meta http-equiv="refresh" content="0; URL=https://
mobile.twitter.com/i/nojs_router?path=%2F"></noscript>
    
    
  
  <script id="bouncer_terminate_iframe" nonce="dTCdbjC6TYfNBq5K47uWMw==">
    if (window.top != window) {
  window.top.postMessage({'bouncer': true, 'event': 'complete'}, '*');
}
  </script>
  <script id="resolve_inline_redirects" nonce="dTCdbjC6TYfNBq5K47uWMw==">
    !function(){function n(){var n=window.location.href.match(/#(.)(.*)
$/);return n&&"!"==n[1]&&n[2].replace(/^\//,"")}function a(n){return!!
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<link rel="search" type="application/opensearchdescription+xml" href="/
opensearch.xml" title="Twitter">

    <link id="async-css-placeholder">
      
<style id="user-style-swieton">

  a,
  a:hover,
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DNS lookup for server
Client connects to server via TCP
Server sends certificate
Client verifies CA signature
Client verifies certificate matches domain
Session key exchange
Begin encryption
Send login credentials to server
Server verifies login credentials
Log user in



“Wait, who are you?”





E M P L O Y E E  
D ATA B A S E



W I K I
E M P L O Y E E  
D ATA B A S E



W I K I . C O M E M P L O Y E E S . C O M



W I K I . C O M E M P L O Y E E S . C O M



W I K I . C O M E M P L O Y E E S . C O M



W I K I . C O M E M P L O Y E E S . C O M



W I K I . C O M E M P L O Y E E S . C O M



W I K I . C O M E M P L O Y E E S . C O M



W I K I . C O M E M P L O Y E E S . C O M

“Gimme the datas!”


wiki.com/index
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<log in form!>
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“My name is Michael!”


POST employees.com/login?returnTo=wiki.com%2Findex&username=…

“Ok, I believe you.”

“Here’s a cookie for next time!”

“And take this token over to the wiki for now.”



Two parts: 

• Who I am

• An authentication code to prove:


• it came from someone who can vouch for me 

• and it hasn’t been modified

T H E  T O K E N



{user_id: 15,
username: “stevie",
role: “admin",
expires_at: <30 seconds from now>}

T H E  T O K E N  -  J S O N



%7Buser_id%3A%2015%2C%20username%3A%20%22stevie%22%2C%20r
ole%3A%20%22admin%22%2C%20expires_in%3A%20%2230%20seconds
%22%7D

T H E  T O K E N  -  U R L - E N C O D E D  J S O N



Two parts: 

• Who I am ✓ 

• An authentication code to prove:


• it came from someone who can vouch for me 

• and it hasn’t been modified

T H E  T O K E N



## Hash-based message authentication code:

key = "cats!"
data = "%7Buser_id%3A%2015%2C%20username%3A%20%22stevie%22%2C%20role%3A%20%22admin%22%2C%20expires_in%3A%20%2230%20seconds%22%7D"
hmac = OpenSSL::HMAC.hexdigest(OpenSSL::Digest.new('sha1'), key, data)

# hmac == “494669279465868f35fed9fe63f4d57ca768bdeb”

T H E  H M A C
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“Take cookie! Now I can has dataz?”


wiki.com/index

“Your cookie is good.”

“Here, have lots of datas!”
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