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Source: Author’s literature review 

Presenter
Presentation Notes
Construction projects are complex. It is one of the most fragmented industry.Vertical fragmentation: different stages of a project which are independent yet reliant on each otherHorizontal fragmentation: different trades involvedLongitudinal fragments: with time, you have projects that are different but are build on the same knowledge. However, there is a huge information loss.Therefore, Information exchange (IE), especially on BIM-related processes, are open to multiple legal and security challenges.
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Source: Bouck (2014)
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Transactions on journal logs 
of 14 construction projects

70K+

Presenter
Presentation Notes
Information is one of the key raw materials on construction projects, which is used in exceedingly high volumes. A study by Tribelsky and Sacks identified there were over 70,000 official transactions taken place in 14 projects. With the introduction of BIM and electronic information exchange, the numbers only increase and so does the complication around it.In a study called, ‘The Information Economy: A Study of Five Industries’, the authors compared how five diverse industries to measure decentralization of information, collaboration (frequency), interaction with external parties etc. It was found that construction firms have the highest rate of work shared with outside parties, roughly double that of any other industry they analyzed.
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Presenter
Presentation Notes
There has been a remarkable increase in the use of Information and Communication Technologies & Cloud computing to manage electronic information on projects.The new Document/Information Systems have created new legal and security challenges.Parn and Edwards (2019) compare the most popular topics discussed across industries with discussions in the built environment. For all sectors combined, global security accounted for more than 50% of discussions, while it was only 20% for the built environment.These risks not just affect the built environment industry, but also lead to physical destruction that harms the members of the public.
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Paper-based processes.
Not effective at root-level.

Unnecessary complications

Commercially conflicting.
Privacy and security concerns.

Current solution strategies Limitations

Change in Processes/

Delivery mechanism

Change in Systems

Presenter
Presentation Notes
Some of the current solutions which support IE transactions include eitherChange in processes, such as taking support of BIM protocols (e.g., ConsensusDocs), or moving to a multi-party procurement/delivery method (e.g., project alliancing).Change in systems, such as the use of Document/Information Management (IM) systems (e.g., ProjectWise) or Common Data Environments (e.g., BIMcollab).However, research indicates that despite these solutions, some challenges remain inadequately addressed. For example: Multi-party models promote shared liability and can get quite complex.Current systems face problems due to their subscription pricing models, and creates bias based on primary/secondary users. 
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Collaboration…benefit from a mechanism
that “…records data flows immutably, 
assigns responsibility…, and secures 

transparency in data entry and sources”.
(Dounas, Lombardi, and Jabi, 2021)

IS must ensure the authenticity, 
reliability, integrity, and availability of 

electronic documents.
(Han et al., 2021)

“The building process would be better 
served if the entire information chain 

from design to construction to 
operations could remain in one 

seamless digital format”.
(Cohen, 2005)

With the ongoing 
digital revolution, how 

can we mitigate the 
increasing legal and 

security challenges of 
information systems 

(IS)? 

Traceability in IS must track exchanges of 
information for auditing purposes and to 
help with conflicts and possible litigation.
(Abd Jamil and Fathi , 2018; Pandey, Shahbodaghlou, 
and Burger, 2016)

Traditional tools are less likely to 
address the challenges as they were 
designed to support a paper-based 
environment.
(Mathews et al., 2017)

Current IS used in the industry also 
raise concern such as information 
asymmetry, availability, information 
tampering, data privacy.
(Zhang, Wang, and Yuen, 2021; Day 2018; Author 
of this study)

Presenter
Presentation Notes
Multiple studies have made recommendations for improving the current IS used in the built environment.
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To enhance the information systems in the construction industry 
such that records are created, stored and accessed securely without 

prejudice to any party or platform, and with longevity.

V
is

io
n 

Apply technology to resolve 
challenges created in the digital 
space at its root level.

Leverage the inherent 
decentralised nature of the 

construction industry.

Simulate a 

Mycorrhizal Network

Source: Bouck (2014) Source: Simard (2018)

Presenter
Presentation Notes
The left figure is from one of our previous slides that show the communication in the construction industry. This right figure shows the connections between trees through Mycorrhizal network! Here’s how the analogy works:Hub trees: Large and trusted organisations such as the city/state councils; organisations that verify/issue certificates etc.Fungi: the distributed network/blockchain users who keep the network secure - they get paid (sugar for fungi) for anonymous validation of the transactions on the networkYoung/small trees: SMEs working in the built environmentWater & nutrients: information and communication recordshttps://www.nationalforests.org/blog/underground-mycorrhizal-network
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Blockchain          Technology
To improve Information Systems

A construction project 
could probably provide 
a best-case scenario for 
blockchain 
implementation with 
multiple untrusting 
parties… (Mathews et al., 2017)

One of the ten 
enabling digital 
technologies that 
facilitate a circular 
economy in the built 
environment.
(Çetin, De Wolf, & Bocken, 2021)

Blockchain can 
address the cyber-
crimes issues in BIM 
and CDE and an 
industry-academia 
collaboration is key.
(Bukunova and Bukunov, 2020); 
Parn and Edwards, 2019)

BIM practices & 
project management 
software Procore and 
PlanGrid can benefit 
from the integration 
of blockchain.
Graham (2019)

Presenter
Presentation Notes
Blockchain technology Mathews et al. (2017) asserted that digital information stored in a BIM model or any other platform at the end of the day is data that can be open to the same level of manipulation as any other form of data.
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TECHNOLOGY MATURITY

BCT has the potential to provide solutions, but first we need to answer how 
to apply them, what are the challenges and where to start.

Source: Kinnaird and Geipel (2017)

11 ISO standards 
under development

Presenter
Presentation Notes
Organisations within the construction sector such as Arup, Institute of Civil Engineers, Autodesk and the construction research organisation of New Zealand called the BRANZ are all investigating blockchain technology as a potential solution provider. Examples of use cases reported include:The Genesis Research and Technology Group in the US developed a system to monitor fracking and groundwater quality which leveraged Ethereum, a public blockchain platform, to store water quality results for transparency, accountability, and improved efficiency. Brickschain, aims to digitise buildings in the blockchain and record the entire building process. It used an application programming interface (API) to integrate with workflows, systems, and the supply chain to create a searchable data repository. They claim the tool could provide cost savings and mitigation of risks on the project. Brickschain was used to create the first digital twin of the project documentation on a construction project (Sawyer, 2018). 

https://www.arup.com/-/media/arup/files/publications/b/arup--blockchain-technology-report.pdf
https://www.ice.org.uk/ICEDevelopmentWebPortal/media/Documents/News/Blog/Blockchain-technology-in-Construction-2018-12-17.pdf
https://www.arup.com/-/media/arup/files/publications/b/blockchain-and-the-built-environment.pdf
https://www.revit.news/2018/05/autodesk-is-investigating-blockchain-for-aec/
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Presenter
Presentation Notes
DSR is a scientific knowledge production philosophy that seeks to develop innovative constructions, also called as artefacts, that are intended to solve real-world problems and simultaneously make prescriptive scientific solutions. First: identified the legal and security challenges the existing solutions fail to address appropriately.Next: explored the concept of blockchain technology and verifies its potential application to address the identified issues.Next: proposed a working prototype of a blockchain-based information system, called PIERS, which addresses the Research Problems.Next: tested the prototype in information flows that are current and relevant in the New Zealand industry with the help of New Zealand Construction Industry Council’s (NZCIC) design Guidelines.Finally: evaluated the prototype in its natural environment using real historical project transaction data to verify its effectiveness & developed a technology acceptance model based on the industry practitioners’ feedback.
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Source: Author

System Architecture
PIERS

Presenter
Presentation Notes
System usesEthereum test network blockchain called Ropsten, which is considered the best like-for-like representation of Ethereum (Ethereum.org, 2021b)MetaMask browser extension, a non-custodial wallet manager that provides access to Ethereum enabled Decentralised applications (Dapps) To enable the storage of files exchanged during information exchange transactions on a decentralised storage system, the design leverages Inter Planetary File Storage Systems (IPFS) as an alternative to centralised cloud storage systemsIn addition to the above, PIERS 2.0 uses React JS, a JavaScript-based user interface library for developing its user interface. Libraries such as node.js, Web3.js, IPFS-API support the other functionalities of the system.
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Source: Author

Capture and Extract BIM model data: CE
Record a Transaction: RT

Record BIM model change log Transaction: RBT
Compare BIM model previous versions and Extract modifications :OE

Trace or Verify a file: TV 

Application example: 
Design Coordination process map

PIERS

Presenter
Presentation Notes
Process maps developed based on of New Zealand Construction Industry Council’s (NZCIC) design Guidelines (NZCIC, 2016)The scenario assumed here is that the structural engineers (SEs) have added structural design to the BIM model, and they want to coordinate design clashes with the architects, who also assume the role of BIM managers in this scenario. The objective of this scenario is for both the parties to have a coordinated certified BIM model.
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Prevent destruction 
and concealment of 
evidence

Prevent fabrication of 
evidence

Eliminate dependence on 
source of info creation or 
storage platform

Improve preservation 
and longevity of 
records

Improve accountability 
of project users

• Trant Engineering Limited v. Mott 
MacDonald Ltd 2017

• Victor Stanley, Inc. v. Creative Pipe, 
Inc. 2010

• Tutor-Saliba-Perini, J.V. v. The Los 
Angeles County Metropolitan 
Transportation Authority 2005

• Arthur Andersen LLP v. United 
States 2005

• Zubulake v. UBS Warburg LLC 
2004

• Lewy v. Remington Arms Co. 1988

• Total Meter Services Inc. v. Aplus
General Contractors Corp. 2015

• Imperial Chemical Industries Ltd v. 
Merit Merrell Technology Ltd 2018

• Complete Construction Ltd v. Lyon 
Electrical Ltd 2014

• Sentinel Springwood Retail Pty Ltd v. 
Tomlinson 2021

• M3 Property Ltd v Zedhomes Ltd  
2012

• Construct Interiors NZ Ltd v. Jones  
2010

• Hannes v. Director of Public 
Prosecutions (DPP) (Cth) (No 2) 2006

• Capital and Coast District Health 
Board v. Beca Carter Hollings and 
Ferner Ltd 2018

• CBC Construction (Auckland) Ltd v. 
Auckland Concrete Ltd 2019

• Minister of Education v. Secretary of 
Education 2018

• Phillip M. Adams & Assocs., L.L.C. v. 
Dell, Inc. 2009

Presenter
Presentation Notes
Shows the expected benefits and some litigations where the research problems were evidenced.
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A site engineer adding a 'Request for inspection' 
transaction and sends it to site inspector

Site Inspector completes an inspection report to approve 
the request for inspection initiated by the site Engineer

Source: Author

Source: Author

Presenter
Presentation Notes
Show samples of transactions being added to the blockchain on the DApp
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Source: Author

Link to view GIF/Animation

Presenter
Presentation Notes
For integration with BIM tools, we used the Revit as the sample application… obviously, thanks to its education license to students.The first part of the prototype required interaction with Revit – where specific geometrical and attribute data from model elements needed to be collected and associated to the user who is designing or modifying the design. Dynamo helped extract this data from Revit and park it in a MS Excel for further processing. From here a Decentralised Application (Dapp) built on Solidity and deployed on Ethereum was used as the information system to record the transactions.

https://uoa-my.sharepoint.com/:i:/g/personal/aerr756_uoa_auckland_ac_nz/Edtik9fE_XNNgsFtG0iEf7sBzmfd39KfMFsbwa1EVzEKXg?e=G8qfbI
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Commercialisation example: 
Revit plugin mock-up

PIERS

Source: Author

Link to view GIF/Animation

Presenter
Presentation Notes
Is there an opportunity for technology transfer?The key idea that emerged out of the research is a possibility of a potential seamless integration of blockchain-based systems to existing information systems such as Aconex, ProjectWise and so on. Therefore, a mock-up was developed to demonstrated how PIER BIM would integrate with something such as Revit and blockchain technology would be the powering technology in the background.UniServices is UoA’s commercialization wing, which is more than just a technology-transfer office.https://www.uniservices.co.nz/Investment-and-partnering

https://uoa-my.sharepoint.com/:i:/g/personal/aerr756_uoa_auckland_ac_nz/ESpT1feekBRKhzb01E6aNC8BZTO6Y5H1DhX6xl9MIeD4pQ?e=zaoA87
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Optimism & Perceived benefits

Insecurities and Perceived Concerns

Comfort and Perceived ease of use

Discomfort and Perceived complexity

Innovativeness and Subjective norm

Insecurity and Technology perception

Technical infrastructure

Organisational environment 

Performance Expectancy 
(PE)

Effort Expectancy
(EE)

Social Influence
(SI)

Facilitating Conditions 
(FC)

Behavioural Intention
 (BI)

Use Behaviour
(UB)

O
ptim

ism
, 

Security
Com

fort
Innovativeness, 

Security

PE3: Eliminate the dependence on 
source of info creation or storage

PE4: Improve preservation & 
longevity of records

PE5: Improve accountability of project 
users & Information transparency

PE1: Prevent destruction & concealment 
of records

PE2: Prevent fabrication of evidence 
& improve integrity of records

PE6: Lack of relative advantage 
over existing systems

PE9: Inability to guarantee the 
correctness of records stored

PE7: Applicability to only infrequent 
& extraordinary situations

PE8: Limited applicability to specific 
types/scale of projects

EE4: Anxiety around BBIS specific 
functionality

EE5: Complexity of using BBIS

EE1: Simplicity and ease of integrating 
BBIS to current systems

EE-2: Confidence to trial BBIS on current 
or future projects

SI4: Lack of awareness, and stigma 
around blockchain technology

SI1: Tendency to conform to surrounding 
social setting

SI2: Perception of using BBIS’s influence 
on image

EE3: Resistance to change or transition 
brought by BBIS use

FC3: Organisational Resistance & 
compatibility

SI3: Uncertainty until critical mass 
adoption is achieved

FC4: Financial viability of using BBIS

FC2: Training and know-how of BBIS

Technical,
O

rganisational

FC1: Readiness of existing infrastructure 
to support BBIS use

• Model based on UTAUT & TRI
• 21 Interviews with designers & 

project managers

Blockchain-based 
Information Systems

UTAUT: Unified Theory of Acceptance and Use of Technology (Venkatesh et al., 2003)
TRI: Technology Readiness Index (Parasuraman, 2000)

Source: Author

Presenter
Presentation Notes
Just the existence of any technology is not sufficient for its successful adoption. Many innovations in the past have failed to create an impact due to low acceptance at the end-user level. The results suggest that although users will be optimistic about the added benefits of introducing BBIS into their current practices, it is not sufficient to drive a case for change. Usage of BBIS might be more aligned to specific project types and scenarios, and would be of limited value in traditional settings. Additionally, there may be a perceived complexity around BCT. Users will prefer the technology integrated into the current software architecture with minimal user interference for its functioning. Next, social image is a driver, where the use of BCT can either be viewed as a positive influencer of image or perceived negatively due to its lack of credibility, association with cryptocurrency and unsustainable energy use. Moreover, currently, the users do not find the organisational and technical setting suitable for BBIS adoption. Some of the critical deterrents predicted in this space are the system’s ability to integrate and cost structuring.
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PIERS, a Blockchain-based Information 
System (BBIS) exhibits the potential to 

manage design liability, improve the reliability 
and security of information records.

Information is probably the 
most important raw material 

on construction projects. 

Augmenting the current 
Information Systems with 
blockchain technology can 
improve information management.

INNOVATION
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Problem 

Vision

Solution

Innovation

Leveraging Blockchain Technology for 
Information Systems in the built 
environment.

The research developed a prototype 
Blockchain-based Information System, 
PIERS to address research problems.

Enhance the IS to create, store, and 
access information records securely 
without prejudice to any party or 
platform, and with longevity.

With the ongoing digital revolution, 
how can we mitigate the increasing 
legal and security challenges of 
information systems (IS)?
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