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According to our recent survey of 300 IT disaster 
recovery (IT DR) decision makers, organizations take 
an average of five weeks, but some as many as 12 
weeks, to test their IT DR plans. 75% said they would 
run more disaster recovery tests if they were able 
to - but our results also show that extended testing 
timelines and the drain they have on resources are 
making this impossible, leading to greater fears about 
organizations’ ability to respond to crises and meet 
regulatory requirements. 

Many of our respondents cited outdated or unfit-
for-purpose tooling as a blocker, including a lack of 
automation, with 24% using manual plans and 59% still 
using spreadsheets as part of the IT DR testing and 
execution process. 

In this report we share our findings and outline why IT 
DR testing takes so long, the risks involved, and how 
automation can help organizations improve.

Executive summary
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Methodology

We contracted a third party to survey 300 decision 
makers for IT DR that worked for companies with 
more than 1,000 employees and had a gross annual 
revenue of $250 million or more.

COUNTRY OF RESIDENCE

SECTOR SIZE

DEPT OF RESPONSIBILITY REVENUE

SENIORITY

Respondents
100

200
Respondents

19% 21% 57%
C-Level Director Manager

75%

39%

24%

IT/Technology

Operations

Manager

Finance

Public sector

Insurance

Telecom

Energy

Health/Pharma

24%

21%

17%

13%

7%

17%

1,000-4,999 
employees 

$250-500 
Million

$500+
Million

5,000-9,999 
employees 

10,000+
employees 

45% 23% 31%

30%
70%
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Introduction
As risks from cyberattacks, human error, data center failures, and more increase, 
organizations need to ensure that their IT DR testing and execution processes 
are keeping up. In response to these risks, regulatory requirements are increasing 
and creating more pressure for organizations to ensure they can recover quickly 
-  especially when the reliance on technology has become so much greater across 
almost every industry.

Having planning and testing processes that take on average close to five weeks, 
and for some respondents over 12 weeks, is no longer sufficient especially when 
businesses need to recover from an incident immediately. This is creating an 
increasing need for organizations to improve their IT DR processes and learn to 
“train how they fight” rather than assuming that successful tests mean they will 
successfully recover in a real outage. 

“The one question I could never answer when we 
would put forward a technical solution was ‘how 
confident are we that this will work?’ and I was 
always tempted to say, very confident, I just need 
16 weeks and we don’t have 16 weeks. I lived in a 
world where we would test one way and then fail 
over for real in a completely different way which 
makes no sense.”

- Mark Heywood, Resilience Expert
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“The key thing is to train how you fight…if you use 
the same methodology and resources in business-
as-usual as you do in a real disaster event, that data 
is always accurate, the plans are already part of the 
DNA of the organization and you are able to operate 
under stress.”

- Mike Butler, Chief Resilience & Control Officer

While 75% of our survey’s respondents’ technology services have recovery plans 
in place, it is uncertain whether they are really doing the job organizations need 
them to do to remain online and avoid regulatory scrutiny and negative impacts on 
customers.
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For most major organizations, disaster recovery testing is a time-consuming 
process. On average, it took the survey respondents almost five weeks to plan and 
test for a particular scenario and for some it took over 12 weeks to go through the 
full planning and testing process. The size of the organization makes a significant 
difference to how long testing takes, with 18% of organizations with over 10,000 
employees taking more than 12 weeks vs. 5% with 1,000 to 4,999 employees.

These long testing windows mean that planning and executing IT DR tests takes 
up a huge amount of resources over a long period of time. More importantly, a test 
that can be prepared for over a long period of time does not accurately reflect how 
the organization would need to react in a real disaster scenario - when it comes to 
a real outage or security breach, they would need to be able to recover in minutes, 

Disaster recovery testing takes too long

18% 5%
of organizations with over 
10,000 employees take more 
than 12 weeks to test

of 1,000 to 4,999 employee 
organizations take more than 
12 weeks on their disaster 
recovery testing

0-2 
Weeks

3-6 
Weeks

7-12 
Weeks

12+ 
Weeks

19%

57%

15%
9%

The size of the 
organization 
makes a 
significant 
difference to how 
long testing takes
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not months, and the survey results show that most organizations are not yet 
prepared to do that. 

For 68% of respondents, easily constructing and executing plans was the most 
important feature they looked for in an IT DR solution and it seems that many 
are lacking those features with their current solutions. Not having an intuitive 
or standardized way to build, iterate, and execute on plans creates delays and 
lengthens testing timelines. 

Respondents also said that they wanted an IT DR solution that would integrate with 
other applications and services (65%), comply with industry regulations (63%), 
and provide access to real-time data via reports and dashboards (60%). Most 
traditional IT DR solutions and processes don’t provide good (if any) functionality in 
these areas, all leading to disaster recovery testing taking too long.

24%

40% 1/2

of respondents’ organizations 
don’t have automated executable 
recovery plans.

are not using any automation for 
their disaster recovery activities, 
so they are relying heavily on static 
plans and manual methods to get 
their testing and recovery done. 

are automating 60% or less of 
their recovery activities.

So why does IT DR test planning take so long? The survey 
found that:
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Even successful IT DR tests might not 
achieve the best results
The survey found that, generally, the desired results are achieved from 
organizations’ IT DR tests. However, this doesn’t necessarily mean that they are 
proving their level of technology resilience to real incidents. 82% of respondents 
said that they achieve their recovery time objectives (RTOs) at least often but only 
19% achieve them all the time, and only 12% of organizations with over 10,000 
employees. Even this level of success is also only due to these organizations’ ability 
to take several weeks to plan the test beforehand and unplanned testing would 
likely expose a much lower rate of successful recoveries - as would an actual 
outage that requires them to mobilize quickly.

19%

All of the time

Often
63%

Sometimes
15%

Rarely
2%

We don’t have an RTO
1%

of respondents achieve their 
recovery time objectives 
(RTOs) all the time

Only

81% of respondents said that they did not achieve 
their recovery time objectives (RTOs) all of the time:
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This lack of preparedness is also reflected in the lack of confidence many 
organizations have in their ability to recover, as 66% of respondents said that 
they are still concerned with their ability to meet regulatory requirements. 
Furthermore, when comparing results by geographic location, US respondents 
were far more concerned with their ability to meet regulatory requirements. 72% 
of US respondents were concerned compared to 55% of UK respondents. And, as 
mentioned above, planning and executing these tests takes a lot of time - time that 
they wouldn’t have in a real crisis.

While many respondents cite that they often achieve results, many have still 
experienced impacts to critical business services - 47% cited lost productivity 
as the most experienced impact to key business services, while the other major 
concerns included increased costs associated with technical support (43%), 
increased costs to determine the cause of the impact (43%), compliance or 
regulatory failure (39%), reputation and brand damage (35%), and lost revenue 
(27%). Achieving your RTOs isn’t enough to avoid being hit with these kinds of 
impacts on a regular basis.

However, the impacts respondents were most concerned about varied highly 
depending on seniority level. Although lost productivity was the highest concern 
overall, for the C-Suite it came behind increased costs to determine the cause 
of the impact, increased costs associated with technical support, compliance 
or regulatory failure, and reputation and brand damage in the list of the most 
damaging impacts of outages.

C-Suite Directors and Managers

Increased costs 
to determine 
the cause of 
the impact

Lost 
productivity

The impacts respondents were most often 
concerned about varied highly depending on 
seniority level:
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large-scale IT DR 
tests per year.
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Organizations want to test more and 
why they don’t
As shown above, testing is a long and arduous process, and for most organizations 
that are putting in a huge amount of time and effort, they’re not delivering the really 
important results. These factors are holding organizations back from testing more 
frequently and effectively. On average, respondents said they conduct around five 
large-scale IT DR tests per year, with 1% conducting none at all, 26% conducting 
one to two, 45% conducting three to seven, 18% conducting eight to ten, and 
10% conducting more than ten. 75% of respondents said they would definitely run 
more tests if the process was shorter and more efficient while a further 21% would 
consider running more. Not only does testing take up a lot of time, it’s also often a 
huge drain on resources - 54% of respondents said that 11-20% of employees were 
involved in scenario testing, with an average of 14% of employees being involved 
across the board, and the longer it takes to plan and execute disaster recovery the 
longer they are taken away from performing other activities.

Currently, the most common scenarios being tested for by respondents are data 
loss and backup recovery (77%), cybercrime (74%), network interruptions (71%), 
software failure (67%), hardware failure (67%), and data center failure (67%) 
- increased testing capacity could allow for more testing to be done by more 
enterprises on a wider range of scenarios, or allow for better recovery from their 
most commonly experienced threats. 

On average respondents 
said they conduct around5
Most common scenarios:

Data loss and backup recovery Software failure

Hardware failure

Data center failure

Cybercrime

Network interruptions

2

3

5

6
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The role of automation in improving IT 
DR testing
Enterprises are using a range of tools to facilitate their testing, with ServiceNow 
being the most commonly used system (43% use it, 56% for managing and 
responding to incidents and 43% for capturing and storing IT services and 
configuration assets). Over 80% said that their incident management system 
is integrated with business continuity management or IT DR tooling, with some 
geographical differences in the level of integration - 25% of UK respondents vs. 
15% from the US said that their systems are not integrated. Results showed that, on 
average, organizations had 61-80% of their recovery activities automated, although 
there was a wide spread in the level of automation being adopted, showing that 
organizations are at different points in their automation journeys.

However, 24% of our survey respondents are still using manual plans for their IT DR 
testing in some capacity and a surprising 59% are still using spreadsheets as part 
of the process. Despite a range of tools being available for different aspects of IT 
DR testing and execution, many organizations rely, at least in part, on spreadsheets 
and basic project management tools that don’t provide automation, visibility, 
communications, or an accurate audit trail. Disjointed tooling also leads to a heavy 
reliance on people to bring everything together, creating excessive manual effort, 
key person dependency, and a high risk of human error.

Respondents were asked what portion of your 
recovery activities are currently automated:

0%

1%

9%
14%

26% 28%

15%

6%

1-20% 21-40% 41-60% 100%81-99%61-80%

6%
of respondent’s 
recovery activities 
are fully automated



Most organizations are using remote servers 
for storing their IT DR plans
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Where to host IT DR plans

The survey results showed that organizations seem to be taking a hybrid approach 
when it comes to the storage of their IT DR plans, with 87% storing plans on a 
remote server (95% in financial services vs. 74% in telecommunications), 50% using 
disk space (36% in the UK vs. 57% in the US), 38% using printed copies (although 
just 4% relying on printed copies alone), and 2% having no plans at all. This 
suggests that organizations are spreading their plans across multiple locations to 
ensure they are always available somewhere - however, this could cause problems 
if different plans are stored in different locations without a centralized place for 
them to all be updated as needed. Silos are common in large organizations and 
in cases where different business units store their plans separately, the whole 
process becomes disjointed and inefficient.

Maintaining disaster recovery plans in the cloud provides more flexibility and 
visibility. The best kind of IT DR plan is one that is approved, updated, and 
executed on a regular basis and is in a central location that’s accessible to 
everyone involved. Organizations that “train how they fight”, regularly testing their 
IT DR plans unannounced, rather than having weeks to prepare, will have a better 
understanding of their level of preparedness and be able to iterate on their plans 
as needed, and remote cloud hosting can help with this goal.
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Conclusion

So if organizations are unable to test as much as they’d like due to the time and 
resources involved and a lack of automation to help them, what can they do?

To prepare for cyberattacks, network outages, and other unplanned incidents, 
organizations’ IT DR tests should simulate real incidents as closely as possible. 
Incidents are never planned, so effective disaster recovery testing should mirror 
that and be conducted unannounced. 

To have true confidence in the ability to recover quickly, surprise tests are the best 
predictor of disaster recovery success and can offer the most insight into how 
to modify processes and technology to better protect IT infrastructure. Planning 
phases that take weeks, siloed plans, meaningless metrics, and unfit tooling are not 
driving toward this goal. 

Cutover’s Collaborative Automation platform enables organizations to centralize 
and improve their IT DR planning and execution processes and move toward a 
“train how you fight” mentality with unannounced testing through:

• Automated recovery plans hosted in dynamic automated runbooks that 
choreograph every step of the recovery. Rehearse important resilience 
testing sequences to optimize plans and reduce risk.



• Optimized recovery by bringing your teams and technology together to 
execute resilience testing and recovery with precision and efficiency. 
Harness automation to deliver data, automate repeatable processes, and 
coordinate effective communications.

• Built-in analytics allow stakeholders to observe progress in real time. Make 
live adjustments to course correct during recovery, then access the detailed 
audit trail afterward for regulatory compliance and continuous improvement.

• An open API and a wide ecosystem of pre-built integrations across the IT 
recovery stack provide full flexibility for tight integrations via a REST API for 
the programmatic creation and execution of recovery plans.

• Auto-generated audit trails that allow you to meet regulatory requirements 
with ease.

• A proven platform that is trusted by world-leading financial institutions, 
including the top three largest US banks and three of the world’s five largest 
investment banks.

15

Contact us for more information

@gocutover

www.cutover.com

Contact us

follow us on LinkedIn 

Learn more about using Cutover for technology resilience or

download our full 21-step guide to building a successful IT DR plan.

https://twitter.com/gocutover
https://www.cutover.com/
https://www.cutover.com/contact
https://www.linkedin.com/company/cutover/
https://www.cutover.com/technology-resilience
https://www.cutover.com/content-hub/21-steps-executing-it-disaster-recovery-plan-works

