
Is negotiating 
with Cyber 

terrorists our 
“new normal”?



rchestrating major events such as 

resilience activities, application 

releases, data center migrations, and 

platform implementations is hard enough 

- add in a global pandemic, mass working 

from home, the huge amounts of pivoting 

operations that organizations have had to do, 

and then a huge increase in cyber terrorism, 

and you’ve got the perfect storm.

Because of this, DDoS and ransomware 

attacks are proliferating across the globe. 

Information security and cyber issues 

continue to be one of the major drivers for 

why organizations are focusing as much as 

they can on operational resilience programs.

The topic of ransom payments has become 
increasingly fraught as ransomware attacks 
become increasingly disruptive - and lucrative.
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- Reuters

https://www.reuters.com/technology/hackers-demand-70-million-liberate-data-held-by-companies-hit-mass-cyberattack-2021-07-05/


Recent headlines show that major hacking 

attacks are occurring around the world on 

a regular basis. For example, the Colonial 

Pipeline hack, which cost the company $4.4 

million, and the attack on meat producer 

JBS, which paid out $11m to hackers. These 

attacks could be considered game-changers 

- both are attacks on national infrastructure, 

which is a very scary escalation of cyber 

terrorism tactics. 

Hacks of this size and scale are becoming 

increasingly common. Opinion is divided 

politically as to whether the firms that are 

victims of these attacks should pay a ransom 

to fix the problems. The FBI’s current stance 

is that firms should not pay because it 

encourages more attacks, and the state of 

New York is planning to introduce legislation 

that will prohibit firms in public and private 

sectors from paying ransoms to cyber 

terrorists. However, firms that do currently 

pay must do so because they feel they have 

no other viable option. So what can be done 

to protect against these cyber attacks, or 

recover from them without paying ransoms?
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https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.theguardian.com/business/2021/jun/10/worlds-biggest-meat-producer-jbs-pays-11m-cybercrime-ransom#:~:text=World%27s%20biggest%20meat%20producer%20JBS%20pays%20%2411m%20cybercrime%20ransom,-This%20article%20is&text=JBS%2C%20the%20world%27s%20biggest%20meat,the%20US%2C%20Australia%20and%20Canada.
https://www.theguardian.com/business/2021/jun/10/worlds-biggest-meat-producer-jbs-pays-11m-cybercrime-ransom#:~:text=World%27s%20biggest%20meat%20producer%20JBS%20pays%20%2411m%20cybercrime%20ransom,-This%20article%20is&text=JBS%2C%20the%20world%27s%20biggest%20meat,the%20US%2C%20Australia%20and%20Canada.
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What can firms 
do to protect 
themselves 
from being 
compromised?
If you’re in a negotiation, an attack has 

already happened, what are the steps you 

can take to reduce the likelihood of needing 

to consider negotiating with terrorists?



Following security 
frameworks is the minimum 
first step

At Cutover, we are ISO 27001 certified and follow NIST 

guidelines - but they are just that, guidelines. Security 

frameworks play a big role in ensuring security, but they 

should be seen as a starting point, not the entire security 

process. Security frameworks can actually be helpful to 

hackers in understanding exactly what security measures 

they need to get past, so if you’re not doing any more than 

what’s recommended you’re a much easier target. Horizon 

scanning to understand new threats as they emerge will help 

you to stay ahead of bad actors and stay secure. However, 

complying with ISO and NIST guidelines means that it’s a lot 

easier to engage with third parties, auditors, and other peers 

to help understand security weak points and how to better 

manage risk.

Accountability

Security is everyone’s responsibility. The next step from 

basic security frameworks is ensuring that everyone in the 

organization is well-versed in the ways they can mitigate risk 

and keep themselves and the company safe. With teams 

increasingly spread across different locations and more 

people working from home (and other non-office locations), 

there are even more points of entry for a hacker to attempt 

to penetrate, so you’re only as secure as your weakest link.
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Strength in depth

If, despite your best efforts, a hacker has penetrated your 

outer defenses and taken over one of your systems or apps, 

the last thing you want is for this infection to spread. This is 

why every application, person, and system needs to have 

the security fundamentals in place so that a hacker cannot 

easily move between them and take control of even more of 

the business.

Having the right processes 
in place

Preparation is key. When something does go wrong, you 

want to have a process ready to go that you know inside 

out. This process needs to be in-depth and rehearsed so 

people know who to communicate with and, importantly, 

how to communicate, because it’s possible that your lines 

of communication are what is under attack. You should also 

never rely on something in an emergency that you aren’t 

familiar with using day to day, as this creates additional 

complexity when you need to move fast. Before even 

thinking about negotiating with cyber terrorists or paying 

ransoms, you’ve got to know how to mitigate risk, minimize 

downtime, and see what you can do to get everything back 

online.

Orchestration capabilities 

“Everybody’s got a plan until they step into the ring and get 

punched in the face.”

Mike Tyson

It’s not enough just to have a plan for when you face 

an attack - is your plan actionable? Can you kick your 

processes into action and pivot as needed based on the 

circumstances? Orchestration is a key component in getting 
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back on your feet after a hack. About 80% of tasks can be 

pre-defined if you have the right tools in place but events are 

always going to unfold before your eyes. Many of Cutover’s 

customers have developed the ability to go to a knowledge 

base and initiate a live runbook during a security event 

where they can select the steps that they need to invoke and 

manage the event in real time, updating the plan as they go.

Access to real-time data

Not long ago, it could take an organization a while to even 

realize they had suffered a security breach. Without real-time 

data, detecting and responding to a breach with confidence 

is incredibly difficult. Real-time data and the monitoring of 

systems provides the ability to make better decisions and 

have greater confidence that the steps you’re taking in 

response to an outage will work. 

Reporting

Clearly, we need to have very tight defenses and robust 

cybersecurity programs - but there are also calls for cyber 

attacks and ransomware demands to face mandatory 

reporting demands. There is anecdotal evidence that 

negotiatations with terrorists can and do occur, but it’s 

highly unlikely that a CEO would go on the record to confirm 

the content of the negotiations. There is nothing in place 

at the moment compelling leaders to admit that an attack 

has happened in the first place. So what if reporting were 

mandatory? Would that be to the benefit of all of us, so that 

we could all learn from what had happened to each other? 

Would it also allow the authorities to focus their attention 

on attacking the terrorists rather than the firms that they’ve 

compromised? In your own organization, auditability for 

post-event review can help you learn from the cyber threats 

you’ve faced and how to improve your response in the 

future.
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So is negotiating with 
cyber terrorists the 
new normal?

Want to hear the experts 
discuss this topic in-depth? 

Everything is hackable - no matter how robust your 

security processes, it’s safe to assume that at some 

point, any major company will face some kind of security 

breach. However, this doesn’t mean that negotiating with 

the terrorists and bowing to their demands has to be 

inevitable - there are steps we can take to reduce the 

likelihood of needing to negotiate, even if we can’t fully 

prevent the hacks themselves.

This paper is based on learnings from our on-demand 

webinar

Watch now

https://www.cutover.com/cyber-infosec-webinar


Contact us

www.cutover.com

For news and updates search  
for Cutover on LinkedIn or follow  
us on Twitter: @gocutover

If you have any questions please  
contact us at info@cutover.com
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