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Organizations are moving IT infrastructure to the cloud 

at an increasingly rapid pace, but many struggle to make 

those cloud operations resilient, Cutover’s 2022 State of 

Operational Resilience in the Cloud report shows. Almost 

all of the c-suite, IT and project leaders in our global 

survey agree that operational resilience within the cloud is 

important, but over half see their cloud resilience strategies 

as too short-term, too reactive and not mature enough.

For 75% of those surveyed, that lack of operational 

resilience undermines the benefits of moving to the cloud in 

the first place. The findings from the report reveal that most 

organizations are both aware of the risks they face and are 

searching for solutions, as well as increasing investments, to 

make cloud operations more reliable and robust. 

The report also revealed misperceptions that may hinder 

resilience: 73% of leaders assume that to some degree 

resilience is automatic when moving infrastructure to the 

cloud, indicating they are underestimating the level of 

governance and structure that must be put in place in a 

cloud resilience strategy.

Executive Summary

99%
Though

Say OpRes within the 
cloud is important

60%
Struggle to adapt 
continuity/resilience plans 
from on-prem to cloud

56%
Say OpRes Strategy is 
too reactive/short-term

79%
Say OpRes strategy is 
not mature enough

Not quite ready for resilience
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The leaders in our survey clearly understand more work 

must be done. The cost and frequency of outages have 

prompted most of them (81%) to focus on cloud resilience 

more than ever before. 

“In my conversations with senior executives, the interlinked 

themes of migrating and operating in the cloud, together 

with the demand for demonstrable operational resilience 

come up all of the time as a key concern,” says Cutover 

Co-Founder and CEO Ky Nichol. “This report offers lots of 

insights into how leaders in many organizations are looking at 

this. Hopefully, through sharing this information, we can help 

organizations and leaders systematically get ahead here.”

Our 2022 State of Operational Resilience in the Cloud 

report offers a comprehensive view into cloud-resilience 

challenges leaders face and the solutions they seek, as well 

as a look at where they are on their resiliency journey, by 

country, size and business sector. The report also provides 

a glimpse into what’s ahead for leaders and organizations 

as they strive to move more workloads into the cloud with 

greater stability and security.

The research contained in this report was commissioned 

by Cutover, a leading software company that enables 

organizations to orchestrate work across teams and 

technologies with real-time visibility and control. The findings 

in this research are based on interviews with 409 C-suite 

executives, IT leaders, and product/project managers.

Interviewees were based in North America (50%), the United 

Kingdom (25%) and Australia (25%), and represented 

financial services (21%), technology (17%), manufacturing 

(13%), and other sectors (49%). Company sizes ranged from 

5,000+ (27%), 1,000+ (43%), and 500+ (30%). 

Methodology
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Cloud migration has accelerated over the last few years 
due to the rapid emergence of remote work models, but our 
data shows that adopting operational resilience has been 
a secondary concern for most organizations. Operational 
resilience refers to the ability of enterprises to complete 
normal operations and maintain regular product and service 
delivery even in the event of disruption.

“Some organizations make the mistake of believing that an 
effective cloud resilience strategy involves little more than 
a few tweaks to existing resilience protocols for on-premise 
infrastructure,” says Simeon Klein, Cutover’s General 
Manager for Cloud. “This is a critical mistake, and failing to 
account for the unique challenges associated with hosting 
workloads in the cloud could have serious consequences.” 

Many of those surveyed recognize the security, compliance 
and operational risks they can face when cloud resilience 
is lacking, and they are planning to invest more resources 
into building qualified teams and crafting effective resilience 
strategies for their cloud environments. Those that do 
so successfully stand to gain the immense efficiency, 
productivity, and revenue benefits associated with 
successful cloud migration.

Introduction

2022 State of Operational Resilience in the Cloud
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Cloud computing services provide modern enterprises 
with the infrastructural framework they need to support 
applications, workloads, assets, and other virtualized 
properties, making organizations leaner and better able to 
adapt to changing business circumstances. 

These are some of the top benefits survey 
respondents expect to see or have already 
seen when migrating their IT assets to  
the cloud:

The increasing reliance on 
cloud computing

$

59%
Hosting workloads in the cloud reduces 
operational mistakes and lets your internal 
teams focus on other, higher-value tasks, 
vastly enhancing productivity and efficiency.

Improved 
efficiency

45%
Generally speaking, cloud environments are 
more resilient than on-premise ones, 
meaning IT infrastructure hosted in the cloud 
is better equipped to return to normal 
operations in the event of a disruption.

IT stability and 
resilience

43%
The cloud facilitates the rapid design, 
development, and deployment of products and 
services, allowing organizations to quickly 
respond to changing market demands and 
bring new offerings to market faster.

Faster time 
to market:

44%
Leading cloud service providers have an extraordinarily 
high standard for cybersecurity and they take great effort to 
ensure their cloud environments are adequately protected 
against the latest threats.

Enhanced security

46%
Outsourcing assets and workloads to a cloud 
service provider means organizations do not 
have to build the requisite IT infrastructure 
needed to support virtualized property 
themselves, drastically reducing costs like 
maintenance, upgrades, and security.

Reduced costs

48%
Simplifying cumbersome on-premise 
infrastructure and eliminating repetitive 
manual processes means internal teams are 
better able to adapt to changing market 
demands and expectations, even when 
those changes are swift and sudden.

More flexible IT

The Top Cloud Advantages
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The Cutover survey revealed some significant disparities 
between the perceived benefits of cloud migration across 
different industries. Technology companies and business/
professional services firms, for example, are more likely to 
rank improved efficiency as the top benefit (62% and 63%, 
respectively). Manufacturing companies, on the other hand, 
place significantly more value on enhanced security, with 58% 
of respondents saying that that is a key outcome. Just 31% of 
technology firms agree that security is a significant benefit. 

7

“ “These findings are representative of how we've seen different 

industries perceive the benefits of cloud migration over recent 

years.

Craig Gregory, Cutover’s Co-Founder and CISO.

Cutover Co-Founder and CISO Craig Gregory says 
“Technology companies and professional services have 
inherited ‘good security’ by default for a while now. In many 
cases, these companies are born in the cloud and benefit 
from the security controls by simply being part of a mature 
cloud technology stack.”

“However, industries such as manufacturing attribute more 
value to enhanced security as they move critical processes 
to the cloud,” Gregory says. “For every concern arising 
during a manufacturer’s data migration, multiple risk 
assessments are usually required. The value, therefore, is 
far more tangible.”

http://cutover.com
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Many organizations are accelerating their migration efforts 
as they increasingly realize the benefits of hosting their IT 
infrastructure in the cloud — and these trends are expected 
to continue. The survey respondents indicated that they 
have deployed an average of 52% of their workloads to the 
cloud, a figure that is expected to increase to 69% within the 
next two to three years.

Cloud migration accelerates 

United States 55%

50%

48%

72%

68%

66%

Already moved workload 
to the cloud

Expect to move workload 
to the cloud

United Kingdom

Australia

Survey Scorecard by Nation

http://cutover.com
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Some organizations mistakenly believe that they can rely 
on legacy resilience approaches when they migrate to 
the cloud, and many of them simply do not put adequate 
operational resilience or business continuity plans in place 
before initiating the process. In fact, 73% of companies said 
they assumed resilience was automatic (at least to some 
degree) when moving infrastructure to the cloud,

But the cloud isn’t inherently resilient, and assuming so may 
lead to security and compliance vulnerabilities. Resilience 
is built on planning, testing and managing information — no 
matter where it lives.

Operational resilience 
challenges associated with 
cloud migration

“ “Resilience needs to be baked into organizations’ approach to 

provision of service to their customers, irrespective of whether 

underpinning technology services are hosted on-premise, in 

the cloud (public or private), or a combination of both.

Darren Lea, Cutover’s Product Manager for Operational Resilience.

Challenges abound even among those that recognized 
changes to their resilience strategies were needed. 60% of 
all respondents admitted that they struggled to adapt their 
business continuity and operational plans from their on-
premise environments to the cloud.

http://cutover.com
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Business disruptions are more likely as a result of these 
challenges and this can severely undermine the benefits 
that come with the cloud. 72% of respondents in our study 
said they had experienced some degree of IT-related 
business disruption in the last 12 months and 75% said a 
lack of operational resilience undermines the benefits and 
outcomes of moving infrastructure to the cloud.

Moving to the cloud without conducting proper risk 
assessment as part of a larger operational resilience strategy 
can create a number of serious risks for the business.

Security is the chief risk but it is far 
from the only one

The Risks of Failing to Invest
Leaders in our survey identified 
the following as the biggest risks 
they face if they fail to invest in 
operational resilience:

Security vulnerability 
and breaches

Limiting opportunities 
for innovation/
development

Compliance/
regulatory penalties

Unnecessary 
pressure and stress 

for the IT team

Continued failures

55%

32%

34%

30%

32%
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We find other disparities across different industries. 
Technology companies, for example, are significantly more 
concerned about limited opportunities for innovation and 
development (44%) than those in other industries (just 29% of 
manufacturing companies ranked innovation/development as 
one of their biggest risks).

Perhaps unsurprisingly, varying levels of perceived risk 
seem to reflect the specific nature of different industries. For 
example, only 17% of financial companies are concerned 
about revenue loss associated with improper cloud 
operational resilience investment, which we might expect in 
an industry whose revenue streams and customer bases are 
relatively secure. On the other hand, among manufacturing 
firms — which have faced numerous challenges as Western 
economies have moved away from manufacturing and toward 
services in recent decades — 42% list loss of revenue as one 
of their biggest risks.

Survey Scorecard by Nation

United States 52%

54%

62%

United Kingdom

Australia

United States

United Kingdom

Australia

Percent identifying security 
vulnerabilities and breaches as 

a top concern

http://cutover.com
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Given the widely accepted benefits of cloud computing 
and the various risks associated with failing to properly 
conduct a cloud migration, organizations almost universally 
see the importance of building and maintaining operational 
resilience in their cloud environments. A staggering 99% of 
respondents in our study considered operational resilience 
with cloud infrastructure very or somewhat important (75% of 
them rated it “very important”). 

While there was a general consensus among most  
industries and company sizes about the level of importance 
associated with cloud resilience, there was one noteworthy 
regional disparity:

The state of cloud 
resilience maturity

United States 82%

75%

59%

United Kingdom

Australia

United States

United Kingdom

Australia

Despite the general agreement about the importance of 
cloud operational resilience, the overwhelming majority 
of organizations still feel their existing strategies need 

Classifying degrees of cloud 
operational resilience maturity

2022 State of Operational Resilience in the Cloud

Survey Scorecard by Nation

Percent saying cloud operational 
resilience is "very important" 

http://cutover.com
http://cutover.com
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improvement. 79% of companies reported that their 
resilience strategies needed to be more mature to meet 
current demands and requirements. Additionally, more than 
half of all companies agreed that their operational resilience 
strategies are currently too reactive and overly focused on 
short-term outcomes, failing to proactively conduct proper 
risk management and business continuity planning and 
account for possible future trends.

Organizations are in different stages of resilience strategy 
development. In our study, we classified degrees of 
resilience maturity as nascent, emerging, improving, and 
advanced. The breakdown is as follows:

Interestingly, operational resilience maturity helped to 
predict the level of importance organizations ascribe to 
cloud resilience. Companies in the “emerging” category 
were significantly less likely to rate resilience as “very 
important,” compared to 81% in the “improving” category 
and 87% in “advanced.” Data for those in the “nascent” 
category was unavailable.

Nascent

2% say they have not 
developed a strategy 
at all

Emerging

30% say they are 
working on a strategy

Improving

46% say they are 
refining an existing 
strategy

Advanced

21% say they have a 
well-defined strategy 
that is reviewed 
regularly

The advantages of developing 
a focused resilience strategy

It is clear that building a cloud resilience strategy is critical to 
success in the modern business environment.

http://cutover.com
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50%

1º
2º 3º

Improved IT staff 
productivity

47%

Peace of mind and 
improved cloud 

confidence

45%

Improved resilience 
skills and knowledge 

in the business
43%

Accelerated cloud 
migration and 
modernization

More than that, however, a great operational resilience 
strategy should also take care to prevent the serious 
potential risks associated with the cloud, including outages 
and security breaches. These problems can be exacerbated 
by an inadequate resilience strategy, which can lead to:

• Data and financial loss

• Reputational damage

• Strained customer relationships

• Compliance issues

Despite the clear and obvious need for effective operational 
resilience to mitigate the above risks, many organizations 
have been unable to maintain effective resilience in their 
cloud environments, causing them to miss the above 
potential outcomes. In fact, this problem is experienced 
almost universally among organizations. While specific 

Rewards of Resilience
The top outcomes survey respondents 
expect are:

http://cutover.com
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challenges differed between organizations, 94% of those 
in our study reported facing at least one cloud operational 
resilience challenge.

For some organizations, the problem is primarily logistical — 
they are simply unable to properly identify critical workloads 
in need of planning or they cannot locate adequate vendors 
capable of providing the necessary support. According 
to our research, 38% of organizations rated “identifying 
critical workloads” as their top cloud operational resilience 
challenge, the most commonly cited challenge in our study. 
More than one third (35%) of respondents said finding suitable 
vendors or specialist support was their biggest challenge. 
Beyond those logistical concerns, many organizations 
do not have the personnel or technical capacity to build 

of organizations rated 
“identifying critical 
workloads” as their top cloud 
operational resilience challenge

38%

of respondents said finding 
suitable vendors or 
specialist support was their 
biggest challenge.

35%

strategies that effectively address their operational needs. 
Some of them reported not having people on staff with 
the requisite technological competencies to accomplish 
their resilience goals, with 31% of respondents saying they 
experienced a shortage of technical skills. The same number 
of organizations (31%) reported a lack of adequate knowledge 
and/or understanding of the technical requirements for proper 
operational security as their biggest challenge.

http://cutover.com
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39%
Being able to continue 
to deliver important 
business services while 
also remaining within 
their impact tolerances 
during severe but 
plausible scenarios.

35%
Being able to quickly and 
securely fail back from 
their public cloud to their 
main business-as-normal 
situation operations. 

35%
Being able to quickly 
and securely fail over 
from one public cloud 
to another.

34%
Ensuring that public cloud 
strategy is resilient over 
several regions while 
enabling each of them to 
deliver critical business 
services outside of the 
main region.

34%
Being able to automate the 
orchestration of a workload 
to move from a private 
cloud environment to a 
public one if necessary.

There was a substantial degree of overlap between many of 
the above challenges, and many of the organizations in our 
study are experiencing at least one resilience problem (some 
several more).

Despite the serious challenges associated with forming an 
operational cloud resilience strategy, there are other critical 
factors at play to account for the gap between organizations’ 
recognition of the need for cloud operational resilience and 
their current maturity levels (Remember: 79% of companies 
said their resilience strategies needed to be more mature).

Many executives simply lack the confidence in their abilities 
to complete various, necessary aspects of their operational 
resilience strategies. 

Crisis of confidence

The following figures represent the 
level of “high confidence” organizations 
reported in their ability to conduct the 
following tasks:

The Highly Confident Few

http://cutover.com
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Despite these relatively low “high confidence” figures, 
the overwhelming majority of organizations do have a 
satisfactory level of confidence in each of the above 
resilience capabilities (around 90% in some cases). However, 
combined with the fact that 74% of respondents say they are 
more confident delivering traditional resilience services in 
the public cloud, there is clearly still an opportunity to learn 
new skills and better optimize cloud resilience approaches.

This is not an isolated trend; organizations are expected 
to continue migrating more of their IT infrastructure to the 
cloud in the coming years. As they increasingly accelerate 
this process in order to stay competitive in an increasingly 
digitized economy, operational resilience will remain one of 
the top priorities for business leaders.

This is highlighted by the fact that the overwhelming majority 
of organizations are concerned about the risk associated 
with inadequate operational efficiency. 95% of respondents 
in our study said they forecasted at least some risk if they 
failed to properly invest in their cloud operational resilience, 
and 83% of them said they at least recognized the need 
to increase the amount of money they are spending on 
operational resilience in their cloud infrastructure.

Trends in cloud  
operational resilience

A significant proportion of those organizations are putting 

concrete plans in motion, devoting a greater share of their 

resources to developing more robust operational resilience 

strategies. 75% said operational resilience spending is 

going to increase in the coming 12 months.

2022 State of Operational Resilience in the Cloud
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Every organization has different cloud resilience needs 
based on size, industry, customer base, and a host of other 
factors. For that reason, it can be difficult to identify a single 
best approach to operational resiliency that is appropriate 
for all organizations across all industries. Our research 
reflects this reality.

As mentioned, these figures tend to vary widely between 
different industries and company sizes, and there is 
little consensus over the single best approach to cloud 
operational resilience. To use one example, just 41% 
of technology companies consider “end-to-end focus 

Essential resilience  
approach components

 The Best Strategies Organizations

The Best Strategies Organizations in our study have drastically different 
ideas when it comes to defining best-in-class cloud resilience strategies. 
Primary capabilities included in their envisioned approaches include:

Continuous awareness 
and real-time monitoring

End-to-end focus 
encompassing evaluation, 
design, management, 
monitoring, reporting, and 
governance

Testing that effectively 
recreates the user 
experience

Education for IT and cloud 
resilience stakeholders

56% 49%

45% 43%

http://cutover.com
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encompassing evaluation, design, management, monitoring, 
reporting, and governance” to be part of a best-in-class 
strategy (compared to the 49% average). Meanwhile, 58% of 
healthcare organizations rated it best in class, a significant 
disparity between different industries.

Similar discrepancies abound elsewhere. Among companies 
with between 500-999 employees on staff, just 38% of 
them considered “testing that effectively recreates the user 
experience” part of a best-in-class approach compared to 
more than half (51%) of companies with 5,000+ employees.

Despite these different approaches, organizations of varying 
sizes and industries are in general agreement about the need 
to fill the reported technical skills gap to ensure operational 
resilience in their cloud infrastructure. To that end, businesses 
plan to revamp their hiring practices so they are identifying 
the right talent, accelerating their hiring and onboarding 
of new staff capable of providing the required skills and 
experience needed to ensure operational resilience.

81% of organizations have already put plans in place to hire 

more staff focused on operational resilience in the coming 

12 months, highlighting a widespread commitment to 

investing in and building qualified teams.

192022 State of Operational Resilience in the Cloud
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Cloud services help organizations create leaner IT 
infrastructures that enable them to adjust to rapidly 
changing market demands and ensure they can continue to 
deliver value to their customers. As cloud usage increases, 
concerns over cybersecurity outages and human error will 
also increase. Operational resilience will continue to be 
essential to addressing these threats and to ensuring stable 
operations and organizational success. 

Operational resilience starts with having the right tools and 
solutions at your disposal. Cutover is a leading software 
company providing organizations with a work orchestration 
and observability platform to simplify complex workflows, 
streamline complicated tasks and complete projects in a 
more controlled environment. The Cutover platform was 
designed with operational resilience at its core. Cutover 
maintains an extremely high standard of information security 
that is routinely penetration tested and is compliant with all 
relevant regulatory bodies.

Reach out to our team today to learn more about how 
Cutover’s products and solutions can help you move to the 
cloud faster, with no downtime and a high degree  
of observability.

The information contained in this survey and related content 
(collectively, “Survey”) is for informational purposes only. 
While every effort has been made to verify the completeness 
and accuracy of the information provided, it is provided “as 
is” without warranty of any kind (express or implied). Cutover 
shall not be responsible for any loss or damages arising out 
of the use of, reliance on or otherwise in connection with any 
information provided in this Survey.

Unless otherwise stated, Cutover is the owner or authorized 
user of all copyright and other intellectual property rights in 
the Survey. Excerpts of the Survey may be published without 
permission provided the following attribution statement is 
given in close proximity to the relevant information: “Source: 
Cutover www.cutover.com” or hyper-linked attribution to 
Cutover is made. 

Conclusion

Copyright and Disclaimer Statement

As used above, “Cutover” is the trading name of Godesic 
Limited which is incorporated in England and Wales under 
company number 08220852 with its registered office at 
3rd Floor, 1 Ashley Road, Altrincham, Cheshire WA14 2DT. 
Cutover Inc. is a Delaware Corporation and a wholly owned 
US subsidiary of Godesic Limited. Further information about 
Cutover (including additional contact details) can be found at 
www.cutover.com.   

© Godesic Limited (dba Cutover) 2022. All rights 
reserved. All trademarks, trade names, service  
marks and logos referenced belong to their  
respective companies.

http://cutover.com
https://www.cutover.com/why-cutover
https://www.cutover.com/platform
https://www.cutover.com/contact
http://www.cutover.com
http://cutover.com
http://www.cutover.com


212022 State of Operational Resilience in the Cloud

Contact us

www.cutover.com

Get Cutover in AWS Marketplace

For news and updates search  

for Cutover on LinkedIn or follow  

us on Twitter: @gocutover

If you have any questions please  
contact us at info@cutover.com
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