
Maintaining Operational Resilience at pace

Despite different national and jurisdictional 

regulators, there is an alignment 

Key takeaways from the DRJ Fall 2020 panel session

Hosted by Mark Heywood, Rick Cudworth, Mike Butler,                         

and Marcus Wildsmith

Mark, Rick, Mike, and Marcus kicked off the panel session by 

acknowledging the incredible amount of change in the resilience space 

over recent years, that there is plenty of good work that has been done, 

and also a good deal more still to do. The key discussion points and 

takeaways from this session have been outlined below. You can also 

watch the session recording here.

The discussion started with Mark noting that one of the trends he has observed is 

resilience being considered at a city, sector, country, and now international level. 

This comes as regulators, governments, and industries join forces to make sure that 

developments in relation to resilience are joined up.

Last week, Deloitte released a paper exploring this topic: Resilience without borders. 

The piece specifically looks at Financial Services services, their regulators, and the 

direction they’re taking within the context of the different regulations across the world. 

There is a clear conclusion that there’s significant regulatory policy development going 

on, and it is coming from a national, jurisdictional point of view. There is no ‘top-down’ 

approach. This often leads to the assumption/concern that there will be divergence, no 

alignment between different regulators. However, Rick pointed out that this doesn’t seem 

to be the case.

Move quickly with confidence.

https://content.cutover.com/maintaining-operational-resilience-delivering-pace-drj-panel
https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/financial-services/deloitte-uk-operational-resilience-for-financial-services-final.pdf


Referenced in the paper is the Basel Committee for Banking Supervision (BCBS) 

Principles on operational resilience. There are 7 high-level principles:

Critical national infrastructure 

If you’re not resilient by design, you won’t be 

resilient in adversity

• Governance

• Operational risk management 

• Business continuity planning 
and testing

• Mapping interconnections and 
interdependencies

The fact that these principles are high-level means that there is some flexibility for national, 

jurisdictional regulators to align with them. Rick attested to comparing this with the UK 

regulations and seeing alignment there. But it is a journey, and ‘we’re getting there’.

An interesting point that was also made here is that from a non-FS perspective, the UK 

National Infrastructure Commission is also looking to improve resilience within national 

infrastructure. The recommendations that they’re making also align closely with what 

financial regulators are saying, so it is positive to see other industries and regulators 

aligning too. 

A key point that returned throughout the discussion was the importance of being resilient 

by design. Having a resilience culture woven into the way that your business operates 

absolutely key because everything falls out from that. The conversation continued to 

discuss whether challenger or start-up organizations had an easier time when it comes 

to resilience because they’re tackling less legacy build-up. While this is true sometimes, 

it’s not always the case. If these organizations are leveraging the cloud, and (as is good 

practice for cloud-native) building their platform to fail, and most importantly maintaining 

this approach, then they should continue to be resilient by design. However the cloud is 

not the ‘silver bullet’ it is made out to be, and the reality is that often these companies 

get distracted budget-wise by new enhancements rather than maintaining/ updating 

these crucial services. If this happens, start-ups can find themselves in a legacy 

situation pretty quickly. 
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• Third-party dependency management

• Incident management

• Information and communication 
technology including cyber-security
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Automate ‘business as usual’ (BAU) work to ensure flexibility 

in adversity

In order to achieve resilience by design, you not only have to demonstrate resilience in 

adversity, crisis management, and incident response but the way that you develop this 

effectively is by building alternative options and demonstrating resilience in BAU activities. 

Assuming that you’re not resilient by design - when things go wrong, it’s hard to come 

back from, and you’re certainly not resilient in adversity. This is where cognitive agility 

towards resilience and opportunity is a differentiator between being resilient by design, or 

dusting off stale, rigid recovery plans. By planning and creating the options and levers that 

can be deployed for different scenarios (what if plan A and B are not possible?) and the 

ability to execute combinations of options, you will know in advance what your possible 

responses are because you planned them in advance. 

If you’re not running your bank’s technology platform the same way you’re changing it or 

testing it, then you’re not resilient by design. If you’re spending weeks planning a DR test 

to get ready then you’re not resilient by design. This preparation, the updates, planning, 

and maintenance is what should be done as BAU. If you become better at this and can 

shrink that time down to almost BAU then you are resilient by design. 

From Cutover’s perspective and what they see, how many people are taking the ‘chaos 

monkey’ approach, designing things so that they fail? How many clients are architecting in 

this way - getting things to break - so they know what to do in adversity? At the moment, 

the priority and trend seems to be about getting away from the ‘big test’. This is because, 

typically, large failovers or tests are a proxy for what you might do, but in reality it’s not 

what happens in practice. Datacenter failover tests, for example, are not the route teams 

choose in a crisis, they are much more likely to mitigate or fix forward than to do this. 

Fundamentally, this comes down to confidence in capability: ‘Could I really do this in 

production without causing more issues?’ If people can’t confidently answer ‘yes’ to 

this question, then they are not going to risk it. The question is: How does your testing 

become muscle memory, so you do have that confidence, and repeatability capabilities? 

In Cutover’s Work Orchestration and Observability platform, there is a visible trend for 

teams building their ability to do repetitive testing, again and again, gradually building 

up that confidence and regularity. By doing this, testing becomes something you would 

The key idea is that to be resilient - you have to do it by design, but it cannot be static, you 

need to ensure and enhance it through change. Change needs to be reframed from being 

a risk to resilience, or a key cause of disruption, to an opportunity for adaptation and the 

expansion of capabilities.



A customer-centric focus is crucial 

Resilience is not always a ‘technology thing’

When it comes to resilience, take an outside-in perspective. It’s not about you, it’s about 

the customer, so all plans, effort, and responses should reduce the harm to the minimum 

level, and maintain financial stability. 

It’s also important to frame your communications about problems and challenges in a 

manner customers would understand. For example, saying that there are issues with widget 

Y only means something to a small group of people. For most people, this is completely 

meaningless, whereas if you communicate that there is a problem with the ability to check 

balances for the last 3 hrs - people get it. For this scenario, the right communication 

and remediation steps should include fixing widget y, communication, and updates for 

regulators and customers, and providing alternative options, so that customers can still 

get what they need in the meantime. Taking a customer-centric approach and always 

thinking of customer impact helps people who are buried in the organization to realize the 

importance, and brings things to life, making people feel more connected to the services.

If operational disruption manifests in a technology outage - it doesn’t necessarily mean 

that technology caused the outage - it is just the last thing in the chain, it could have its 

root cause elsewhere. The reality is that in Financial Services technology is a massive part 

of delivering service. Having technology as a focus for remediating makes sense, but we 

can’t get sidetracked and focused on just making sure that our technology is as strong 

as possible. It’s the same in cybersecurity - you can’t just put all of your resources into 

cybersecurity technology and expect this to eradicate issues - the reality is that attacks are 

caused by human error and susceptibility in a lot of cases. Creating an educated culture is 

just as critically important.

actually do if there was a need. For example, one customer started a practice where they 

would pick a set of applications to failover that day, confident in their abilities. The whole 

event happened within 90 minutes. Now, this is not the norm, but it is a growing trend, 

particularly with those who have built and incorporated automation. At this point, this 

practice may seem highly aspirational for some, especially large organizations, who don’t 

have a cultural history of pushing boundaries, but this agility is going to gradually become 

an expectation from regulatory bodies.



Resilience is never done.

What would the panel like to see in the next 12 months?

• Don’t just embrace failure, get better at it. Things are always going to fail because 

technology is not infallible - humans designed it, there’s always the risk of things going 

wrong. Accept that it happens and plan for ‘what if it fails?’ Ask yourself:  ‘What’s the 

next risk or the next opportunity?’

• Taking an outside-in, customer-centric approach, and better understanding the 

minimum acceptable levels of service, taking a service level approach to resilience. 

• More stress testing - the newly introduced concept of desk-based stress tests for 

operations is a significant step-change and something that should be done more 

widely.

• It’s not just about the systems, it’s about the options. The more options you have that 

keep you within your service level the better. If you only have one option, even if it’s 

great, you can’t answer the ‘what if plan A fails?’ and you’ll fail.

• Become more confident through resilience by design. A business is more likely to take 

risks when it is confident it can deal with adversity, therefore risk appetite is higher 

and more opportunities are explored.

• Move with the trends. From a Cutover platform perspective, we’re laser-focused on 

taking this joint journey with our customers, and understanding where they want to 

go. It’s about understanding how our platform can continue to enable organizations 

to have repeatability and the confidence to failover, learn, and push forward. We want 

to continue to evolve the platform to become even more developer-friendly - so our 

clients can leverage automation as much as possible, moving into incident response, 

and more dynamic ‘on the fly’ diagnoses, mobilization of teams, and rapid execution. 

Three pillars of resilience 

Another recent Deloitte paper Resilience Reimagined structures resilience into 3 core 

pillars: Financial resilience, Operational resilience, Reputational resilience. When shocks 

hit the organization - it usually falls within one of these pillars, but they’re interrelated. 

For an organization to get through an event, it needs to be strong on all three pillars. For 

example, if you have a financial shock, you need reputational resilience to raise more 

funding. This distinction also enables organizations to consider their competencies in each 

pillar, and identify where their strengths and weaknesses lie.

https://www2.deloitte.com/uk/en/blog/risk-powers-performance/2020/resilience-reimagined-the-resilient-business.html


What to read next: 

Raise the bar for operational 

resilience: the top 5 changes 

you need to make

Move quickly with confidence

Cutover’s Work Orchestration and Observability platform helps you to reduce risk, while 

radically reducing the amount of time required to successfully execute resilience planning 

and testing. Build, store, and run fully automated runbooks that can be templatized 

and integrated with the tools and services you already use. Achieve fast, full visibility 

and control with real-time observability of environmental dependencies across your 

cloud workloads and IT estate, through detailed analytics and dashboards. Significantly 

reduce planning time (up to 80%) by removing the need for manual tools and processes. 

Meanwhile, improve control and performance, with live visibility, automated reporting, and 

in-platform communications.

Cutover can enable you to enhance your IT resiliency and recoverability postures, deliver 

consistently exceptional customer experiences and make space for innovation and growth 

by minimizing manual interventions and elevating human and machine collaboration. 

See for yourself by scheduling a tailored demo of the platform.

https://content.cutover.com/operational-resilience-white-paper
https://content.cutover.com/operational-resilience-white-paper
https://content.cutover.com/operational-resilience-white-paper
https://content.cutover.com/operational-resilience-white-paper
https://www.cutover.com/demo

