
Why do you still need 
Disaster Recovery?



There is a contemporary 
shift towards resilience over 
disaster recovery - prevention 
is the best cure after all  
- but unfortunately, it’s not  
a good idea to neglect  
disaster recovery.



While disaster recovery is the process of getting services back 
online after a failure or outage (these could be caused by anything 
from a natural disaster to a cyber attack), resilience aims to avoid 
incidents and disasters altogether. While resilience seems preferable, 
it’s impossible to prepare perfectly for every scenario, so there 
will always be a need for fast and effective disaster recovery. That 
said, traditional methods of preparing for and executing a disaster 
recovery event are increasingly becoming inadequate in the face  
of increased risk and complexity. Here’s why:

1

Building a disaster recovery plan and then leaving it until 
you need it is extremely risky. Plans can quickly go out of 
date and unless they are regularly reviewed and updated, 
you may find yourself facing a major incident with a disaster 
recovery plan that bears no resemblance to the current  
state of your technology and processes.

Stale Disaster Recovery plans



2 Slow response caused  
by a lack of data

According to Richard Cooper, Managing Director of Europe 
for Fusion Risk Management ,“Companies can never 
be 100% resilient. They can, however, be much better 
prepared to minimize the impact of a situation and stop 
an incident from becoming a crisis. To do this, they must 
be able to rapidly “operationalize” data to rapidly make 
informed decisions. Without reliable, up-to-date information, 
a company’s ability to react to a situation will be delayed, 
and there will be the probability of a higher impact.” Fast 
response to an incident is more important than ever due to 
the expectation of “always-on” services and having reliable,
real-time data is key to this. Moving data out of “dark matter” 
in the enterprise and making it readily available during a  
real disaster recovery event helps to increase response  
time  and reduce negative impacts.

3 Unrealistic rehearsal

Rehearsal activities such as Data Centre Recovery tests aim 
to create preparedness for a smooth failover in the case of a 
real disaster event. However, these can be very staged and
require a lot of preparation that would not be possible in 
the heat of the moment. For some organizations, the time 
in which they’re undertaking a disaster recovery test may 
be the only time they’re truly prepared for a real incident. 
Creating flexible templates for different scenarios will help to 
reduce the preparation time needed and speed up response 
times. Testing is the only way to reveal flaws, issues, 
problems, shortcomings, mistakes, and holes in your restore 
plan. Tests should be run once or twice a year and be as 
close to reality as possible. This means not only testing 
technical systems but processes and other factors  
as well.



4 Communication difficulties

Incidents and outages cause a major impact for businesses, 
so naturally, executives will want to know what’s going on in 
the moment and whether contingency plans need to be
made from the business’s point of view. Communication with 
stakeholders to keep them updated on progress can take 
valuable time and effort during a disaster recovery, making
the job much more difficult and stressful. Visualization and 
automated communications will make the whole process 
much less stressful and keep executives informed in  
real-time, so you don’t have to field phone calls and  
emails while firefighting.

5 Lack of enterprise resilience

It’s not a case of resilience vs recovery, the two go hand in 
hand. Outages are best avoided but, when they do happen, 
they should be smaller and less impactful and you should 
have the capability to deal with them more quickly  
and efficiently.



Recovery vs Resilience

The ‘always-on’ expectation

Know the system

Disaster recovery can be a largely manual process that requires a high level of human
orchestration. It has long been the way most banks deal with major system outages.
Recently there has been a significant shift towards focusing on resilience rather than
recovery. 

The resilience approach focuses on protecting core services and preventing issues before 
they occur. This can involve identifying the risks and vulnerabilities associated with the 
services that support critical business processes and performing detailed risk assessments 
of the impact of an outage. Measures are then taken to remove these risks. This could 
involve removing single points of failure or adding the ability to automatically scale  
services e.g. load-balancing servers.

The shift towards resilience rather than recovery has become increasingly important due to
changes in customer demands and habits. The digital banking customer is ‘always on’ and
expects uninterrupted access to their bank at any time. This means that outages are more
likely to affect them. Due to the increased rate of change also caused by digital customer
demands, there is now a greater risk of change-related outages than before. This is the
critical focus of the DevOps movement, ensuring that automated test and release processes
remain robust, particularly around regression. The threshold for acceptable levels of service
is higher and most banks are updating their strategy to deal with this.

Business risk assessments determine the acceptable levels of service that the business
needs to maintain. These underpin the provision of robust resilience and recovery tools and
processes. Knowing the system, its weaknesses and both the resilience and recovery
requirements are essential for understanding how to make the system truly resilient. This is
also an opportunity to identify which processes are the most critical to the business and
should take priority.



Continuous improvement

We still need Disaster Recovery

The resilience processes also need to be constantly reviewed so they can be improved and
updated to increase resilience over time. There may be new threats to the system,
weaknesses as technology changes, or increasing demands due to the launch of new
products and services. Monitoring the system and collecting data can help to continuously
assess possible weaknesses and make them as resilient as possible.

As we have explored, resilience presents the most desirable option — avoiding outages
rather than having to fix them in the event of an incident. While prevention is better than
cure, no system can be 100% resilient. There will always be a need for disaster  
recovery events that need high levels of human orchestration.

Disaster recovery is becoming increasingly complex in the face of new challenges and
threats, including terror threats, data breaches, supply chain risk, extreme weather events,
and political factors. There are internal factors influencing this, too. Organizations are
becoming increasingly vulnerable to change and uncertainty as they become more complex,
virtual, and interdependent, with further pressures exerted by cost reduction programs  
and aggressive streamlining.

When disaster recovery events have to be invoked, the Cutover platform can be used to test
specific pre-prepared service recovery plans for disasters such as a data center going 
down. When a disaster like this occurs, the recovery can run efficiently just like a planned 
event. Cutover can also be used to store all your disaster recovery plans that can be 
invoked in the event of a real disaster and updated to fit the specific scenario. Cutover 
facilitates the human orchestration involved in these events and provides real-time  
status visualization.

While focusing on resilience is the smart thing for banks to do at the moment, having a good
backup recovery process is still essential for protecting the business and its customers.
Cutover’s Work Orchestration and Observability platform can enable organizations to build
and quickly invoke effective dynamic, disaster recovery, whilst laying strong foundations  
for operational resilience - reducing overall risk.
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