
The Risk Revolution



Driving the need 
for dynamic risk 
management

Why do we need to revolutionize  
our approach?

When we think about the historical components of industrial 
revolutions, one of the core characteristics is a notion of a 
period of rapid change that is highly disruptive to existing
practices, designed to transform society for better, or for 
worse. As technology has advanced, and the capabilities of 
automation and digital operations have been truly unlocked, 
I think the fourth industrial revolution is well and truly 
underway. Our economy, and the financial services industry, 
in particular, has moved operations dramatically into the 
digital sphere, and this has only been fast-forwarded this 
year in the face of a global pandemic, accelerating both the 
consumer adoption of digital channels along with the rapid 
movement of companies to embrace virtual  
working practices.



Today’s operating 
model

New technology capabilities have enabled automation and 
process at speed, replacing repetitive manual tasks and 
even augmenting humans in decision making and judgement
calls. This is transforming enterprise, creating a level of 
organisational agility that accelerates change in both 
business models and business practices. These changes 
are acutely felt at the boundary between human and 
machine. Today’s operating model invariably features a 
complex system of processes that bring together human 
and machine, a world that is hard to observe and arguably 
hard to manage. As we adapt our practices, we, therefore, 
need to take a closer look into -and beyond - how humans 
and machines work and act in an enterprise, and what that 
means for the resilience of the services delivered to
consumers and society at large.
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Risk looks  
different now

These external trends form a fascinating backdrop to 
operational resilience, and only further highlight the legacy 
ways that we are thinking about risk at the moment, and 
what we need to change in order to keep up. 2020 has 
forced upon us a new way of thinking about enterprise 
agility and a need to reimagine the way businesses operate 
- yes, resilience is at the heart of that, but it has become an 
outcome of looking at operations through a more
sophisticated lens. Without that resilience outcome, the risks 
posed to organisations, workforces, shareholders and even 
society are very real, and very costly. This growing mandate 
has truly come to the fore this year, with uncertainty and 
change totally reframing the way we think about risk, and in 
turn resilience. The role of the Head of Operational Risk
today sits in a far more dynamic and unpredictable space, 
and its job description has transformed almost as quickly as 
the risk agenda itself.

The financial services industry has demonstrated the need 
for this balance like no other, with digitalisation accelerating 
through new channels and routes to market, new market 
entrants, and automated decision making fuelled by AI. 
In reality, what that means for banks is a significant shift 
from older, legacy monolithic systems to a collection 
of applications that are interfaced together to form a 
technology ecosystem. This new technological landscape is
made up of interconnected applications and results in 
operations that are far more distributed, spanning multiple 
locations and often multiple enterprises (third parties) with 
an equally dispersed human interface. This expansive and 
increasingly complex ecosystem of operations is what 
characterises today’s organisation from past enterprise. 
In turn, the observability of those linkages, handoffs, and 
activity pathways has become increasingly challenging, 
further amplified by the catalyst of the pandemic, which  
in turn, heightens the risk of enterprise failure.



In the midst of the pandemic, an already mounting shift to 
the adoption of digital channels has accelerated, with its  
on-demand, always available, continuous service model. At 
the same time physical teams give way to virtual teams, the 
human-machine ecosystem becomes more complex, along 
with its risk management and oversight. The existing risk
management practices, the analogue approach of periodic 
inspection, assurance, and supervision are no longer 
sufficient. It will not be sufficient to take the same approach 
but better. Tinkering with risk and control assessments, 
promoting the 3 lines of defence model, will not deliver the 
resilience outcomes that we need to prevent the failures 
and blow-ups of the past. We now need a revolution in risk 
management practices and culture to respond to
the needs and dynamism of the ensuing commercial 
revolution.

At the heart of this revolution is the need for innovation. 
Although we have seen front-end innovation in rafts, with 
creativity and technology combined with incumbents and 
new entrants to meet the needs of the end consumer, 
every major bank in the world comprises a combination of 
operating units and processes that sit behind the delivery 
of the front end propositions. If we want to operate safely 
and robustly in this new world, we need to see that level 
of dynamism and use of technology changing the way that 
humans and machines work to deliver services robustly  
and safely, ensuring they are resilient and reliable.

We need a revolution



Attitudes have  
to change

This is particularly true within the functions of risk and 
compliance, which have traditionally been conservative and 
in many ways slow to respond to the rapid pace of change. 
The mantra of relying on tried and tested techniques, with 
the quest to do the same but better, is not a particularly 
fertile ground for innovation. This is in part a consequence 
of a heavily prescribed regulatory agenda, that has 
reinforced the focus on improving established practices.  
The result appears to be of diminishing returns and 
frustration from both parties, which is perhaps why we are 
starting to see a change in mindset and the acceptance 
of the need to innovate. This innovation needs to be 
accelerated, we need a more pioneering attitude and a more 
radical adoption of technology change in order to drive a 
step-change in risk management capability. The focus needs 
to be on building capabilities that deliver the right outcomes; 
avoiding failure and protecting consumers, markets, 
investors, and society at large.

If we take operational resilience, in order to safely control 
the complex ecosystems that have rapidly developed, we 
have to add observability to every critical service and its 
underlying processes, providing organisations, with the 
ability to respond to a potential event or failure, in a human 
or machine, before it happens, rather than when it’s too late.

Task List
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Resilience is an outcome you see, and 
where you do not see that outcome, it 
leads to operational risk. Without the right 
levels of responsiveness, control and 
due diligence across critical processes, 
we are driving an unacceptable level of 
risk in our organisation, posing potential 
harm to shareholders, employees  
and end customers.



Responding to  
a problem, not  
reacting to failure
We can think of this as the embedding of dynamic risk 
management and particularly the move to predictive 
capabilities. This is about how we augment human expertise 
and experience with machine led capabilities, taking 
expansive micro-operating data and powerful algorithms 
to create embedded risk management in the day to day 
operations, allowing a predictive view of failure and a more 
responsive approach to managing risk as a result. 

We are on the edge of something exciting and here we see 
the potential for new entrants with new ideas, exploiting 
technological advancement to present an opportunity to
accelerate risk management innovation. This ability to 
respond ahead of time, to the problem, rather than reacting 
to the failure, is a potential game-changer for the FS 
industry. This is not least because this is the same FS 
industry that has been plagued with a litany of operational 
and conduct failures in the past, continues to face mounting 
regulatory pressure, and has yet to restore the trust of its 
customers and society as a whole. It could equally be
argued that the reputational and financial cost of failure has 
never been higher. 

Our societies will not tolerate another period of banking 
failure, the likes of which we have seen in the recent past. 
The risks are particularly elevated in today’s world of 
expanding transaction volumes, with its consumer-facing 
interfaces and cash-free societies. This brings us back to 
resilience and the need to manage and prioritise resilience 
so that it does not translate into failure and consumer harm.



How do we get there?

So how do organisations change and how do we build 
responsiveness into their DNA? Thedvancement in the use of 
data and analytics, using new technologies, unlocks new
capabilities. With the help of machine learning, combined 
with the pooling of micro-operating data, we can move to 
real-time insights on how any given critical service risk 
profile is changing, so that we can build a responsive set of 
actions that anticipate and act to prevent failure. We see this 
happening in other industries, such as aerospace, where 
intelligent monitoring systems predict component failure 
ahead of time, rather than relying on ad-hoc and point-in-
time inspections. By using operating data and intelligent 
algorithms to identify small variances or changes in preset 
parameters throughout an operation in real-time, these
predictive models can anticipate failure within a given 
system. This type of capability allows us to create an entirely 
dynamic form of risk management, embedded within the day 
to day operations. This integrated and data-driven approach 
helps businesses operate effectively and safely, as part of its 
operation, rather than as a bolt-on approach, like assurance 
and inspection.
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By moving closer to responding rather than reacting, we 
shift the focus from detecting issues, to anticipating them 
and acting on them before they become an issue. The
development of foresight as central to risk management 
will move obstructions to the way that we view risk and 
resilience for organisations, and with a holistic framework 
that looks at both machine and human elements, it will 
elevate the issue, making it far more than a just a
technology concern but a C-level, risk priority.

Stay the same,  
at our peril

Crucially, the right resilience structure is no longer a  
nice-to-have. Organisations are not well managed without 
an effective strategy for operational resilience for critical 
services. Practically speaking, that means we are all tasked 
with making sense of a complex technology landscape and 
understanding how work and activities are orchestrated 
end to end. Central to this is ensuring that we make critical 
end-to-end processes observable, actionable, and therefore 
managed responsively and proactively. 

From my experience, monolithic risk solutions aren’t the 
future - our industry needs to see far more innovation and 
needs to be open to new ideas and capabilities who can 
challenge and change the current practices to drive better 
outcomes. We need to make it easier for the FS community 
to work with new providers to create the opportunities to 
experiment and iterate the management of risk. It requires 
a change in mindset to embrace new ways of working, new 
ideas, and the technological capabilities that are on offer. It 
has the capacity through collaboration and the sharing of 
data to even address the asymmetry that exists between the 
banks and its customers to make the entire banking system 
safer and more securely, particularly in areas like fraud, 
financial crime, and cyber threats. 

We are seeing a revolution in business and we have the 
opportunity to revolutionise how these businesses are risk-



managed. We need to challenge the current thinking  
in order to not only keep up but to evolve into a better place 
and to restore the public trust in our banking institutions. 
If as an industry we fail to embrace this revolution of risk 
management, we do as at our peril, as the current practices 
will not be sufficient, failure will surely follow and for which 
forgiveness will be in short supply.

What does this mean in the context  
of resilience and technology? Effective 
outcomes manifest in people taking 
careful resilience management, which 
is such a critical process that we are 
now at the point where human and 
machine collaboration is fundamental, 
and aprocess existing without either 
one is ineffective.



Contact us
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For news and updates search  
for Cutover on LinkedIn or follow  
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If you have any questions please  
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