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A Chinese Century?

The 20th century has been called “The American Century” as a result of America’s global projection
of political power and cultural influence. It is not an exaggeration to suggest that the 21st century is
shaping up to be “The Chinese Century” for similar reasons. Of course, China’s modes of power
projection—and its foreign policy objectives—differ in significant ways from those of the United States.
However, it should go without saying that there is more than one way to establish military, economic,

or cultural hegemony.

The growing power of China has highlighted the appeal of what we call “The Chinese Model” of
political economy—a model where a strong state takes responsibility for directing the social and
economic destiny of populations at scale. While China has not made exporting this model to other
countries a central part of its geopolitical strategy, China’s success as the world’s leading exporter, its
rapid GDP growth and improvements in standard of living, its military strength and its increasing
ownership of hard assets worldwide have unquestionably made it a success story with significant
appeal and material purchase. Accordingly, China’s influence is likely to grow rapidly in the coming

decades.

This poses a challenge to America’s presumptions about the self-evidence of the superiority of its
model of political economy, which emphasizes the need to check state power by separating and
tederating it. After the end of the Cold War, the belief was widespread in the United States that the
world had reached “the end of history”: liberal democracy and free market capitalism would
henceforth prevail globally, forever. In the ensuing decades, however, this assumption has proved to be
manifestly incorrect. Today, “the American Model” of political economy no longer carries the global
appeal it once did. Even within the United States, support for this model has been contentious at best.
Recent research suggests that today only 3.5-11.7% of Americans, regardless of party and ideological
persuasion, are willing to 7ot vote for candidates they like—for reasons of policy or identity—who also
undermine democratic norms." In an electoral democracy, of course, the main way to meaningfully
punish elected office holders for unacceptable conduct is to not vote for them. The fact that so few
Americans appear willing to use this remedy suggests that American democracy may be poised to

unravel in part as a result of the electoral model of democracy itself.

! Graham, Matthew H. and Milan W. Svolik. “Democracy in America? Partisanship, Polarization, and the Robustness of
Support for Democracy in the United States.” American Political Science Review, Vol. 114, No. 2, pp.392-409.
https://cpb-us-w2.wpmucdn.com/campuspress.yale.edu/dist/6/1038/files/2020/06/Graham-and-Svolik-2020-
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In addition, trust in the American federal government has dropped sharply since the mid-20th

century; despite this, majorities in both parties want government to play a “major” role in addressing
many social and economic problems.? A broad social consensus is forming that the federal government
should break up large companies; raise the minimum wage; impose a wealth tax on billionaires;
provide universal childcare; and significantly invest in education, public infrastructure, clean energy,
and manufacturing.’ Conversely, however, most Americans also believe that the federal government
has too much power, while a plurality say that government regulates businesses too much.* Political
partisans tend to shift their perception of whether these statements are true based on which party is in
power, but the overall trends remain strong. In other words, Americans’ commitments to both liberal
democracy and free markets persist abstractly, but in practice they are highly situational, depending on
both social context (i.e., whether there is a recession, a pandemic, or a terrorist threat) and which

politician or political party is in power.

Perhaps the most concise summary of this state of affairs is that most Americans want “good”
government, but actual government never seems to live up to their ideal of the good. One response to
this conundrum is to continue to expand the scope of authority for the government and campaign for
“good” leaders to run it. That seems to be the prevailing response; but, as we have seen, it has done
lictle to restore trust in government as such, a trust which continues to plummet despite the election of

what one faction or another considers “good” leadership.®

The early American political project emerged from a model of political economy that posited, quite
simply, that the human beings who run governments should not be trusted. Not because any
particular politician is or is not a “trustworthy” person as such, but because those with power
inevitably abuse it. As David Hume, an influential Enlightenment-era political theorist, wrote in 1777:
“It is, therefore, a just political maxim, that every man must be supposed a knave: Though at the same
time, it appears somewhat strange, that a maxim should be true in po/ztics, which is false in fazct.”* In

other words, in the view of America’s founding generation, the best form of government is

* Pew Research Center, “Americans See Broad Responsibilities for Government; Little Change Since 2019.” May 17, 2021.
https://www.pewresearch.org/politics/2021/05/17/americans-see-broad-responsibilities-for-government-little-change-
since-2019/.

*N.A., “The Free Market is Dead: What Will Replace It?” T7me, April 26, 2021. https://time.com/5956255/free-market-
is-dead/.

# Jeffrey M. Jones, “Americans Revert to Favoring Reduced Government Role.” Gallup, Oct. 14, 2021.
https://news.gallup.com/poll/355838/americans-revert-favoring-reduced-government-role.aspx.

5 Pew Research Center, “Americans See Broad Responsibilities for Government.”
¢ Hume, David. “Of the Independency of Parliament.” In Eugene F. Miller (ed.), Essays: Moral, Political, and Literary.
Essay VI, pp. 42-46. Indianapolis, IN: Liberty Fund, Inc., 1985 [1777]. pp. 42-43.
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characterized by institutions that minimize the trust required in government officials, even if these

officials are themselves trustworthy in their personal capacity. "

For Hume and other Enlightenment-era political theorists, one of the primary areas where the
government of their time had compromised its trustworthiness was by over-regulating individual
economic activity. They argued that state control of private transacting is both inimical to political
liberty and slows the engine of economic growth. We suggest that historical evidence has borne out
their thesis. Insofar as the U.S. government has honored the individual freedom to transact, it has
enabled the generation of business models and technologies that are now engines of economic
prosperity even in countries where state-led economies are the norm.” In other words, when a political
jurisdiction anywhere in the world enables individual economic freedom, countries across the world

stand to benefit, regardless of their political-economic models.

This historical argument is not unique to our era. Indeed, the rise of self-governing cities and national
parliaments in Western Europe after 1200 CE were critical for fostering zones of “economic liberty”
that had spillover effects into more authoritarian, monarchical European jurisdictions.® A regional
emphasis on free trade also created a significant competitive impetus to discover new, direct trade
routes that were not already controlled by established merchant networks. This, in turn, led to
advances in seafaring, which spurred discoveries like the Cape trade route by Vasco Da Gama (the
circumnavigation of Africa via the Cape of Good Hope). It is difficult to overstate the magnitude of
this globally disruptive event, which disintermediated major medieval trade hubs including Venice,
Genoa, Aleppo, Cairo, and Mecca, giving Western Europe direct access to the ports of the Far East.”
Simultaneously, the discovery of the New World and the establishment of the Columbian trade
created pathways for prosperity for Western Europe without historical precedent—and gave rise to the
centuries-long struggle by conquered and enslaved populations to establish liberties for themselves that

mirrored those enjoyed by the colonial classes.

The freedom to transact is not, therefore, an American invention or the exclusive purview of

Americans—it is central to theories of political economy developed by intellectual founders like Hume,

7 Baldwin, Richard. The Great Convergence: Information Technology and the New Globalization. Cambridge, MA: Belknap
Press, 2016.

¥ Cox, Gary W. “Political Institutions, Economic Liberty, and the Great Divergence.” The Journal of Economic History,
Vol. 77, No. 3 (Sep. 2017). https://www.cambridge.org/core/journals/journal-of-economic-history/article/political-
institutions-economic-liberty-and-the-great-divergence/BF095246D91A9729C1AS575B9A6706C95.

? Blaydes, Lisa and Christopher Paik. “Muslim Trade and City Growth before the 19th Century: Comparative
Urbanization in Europe, the Middle East and Central Asia.” British Journal of Political Science, Vol. 51, No. 2, April 2021,
pp- 845 - 868. https://leitner.yale.edu/sites/default/files/files/blaydes paik%20(002).pdf.
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Adam Smith, Frédéric Bastiat, Jean-Baptiste Say, John Stuart Mill, Ludwig von Mises, Friedrich
Hayek, and others from across the European continent.'’ There are also older intellectual traditions
from other parts of the world—for example, the Islamic legal tradition—that foreground the need to
restrict the state’s over-involvement in markets while encouraging free enterprise.’ ** * The
importance of separation between market and state therefore can be described as a project without
geographic or temporal boundaries—it is a universal project. But that does not mean it enjoys de facto

universal acceptance.

In describing the models of political economy we foreground here as “Chinese” and “American,”
therefore, we refer not to their “ethnic essence” or to the personal dispositions of Chinese or American
people. Rather, we refer to the nation-state empires that play highly influential roles in instantiating
these models and carrying them forward in this historical moment. This distinction matters because, as
information technologies continue to serve as a homogenizing force in global culture, and as
jurisdictional arbitrage becomes more common, nation-states will increasingly attract and retain
populations based on their models of political economy, rather than, say, their language, religion, or
culture. These national models of political economy will serve as the primary material differentiators
for increasingly mobile populations across the socioeconomic spectrum who are seeking a good life.
Understanding the differences between approaches to political economy in various jurisdictions is

therefore key to navigating the opportunities and obstacles presented by the 21st century world.

Perhaps the most salient difference, then, between Chinese and American political cultures is the
centrality of the state to the Chinese political economy-both in theory and in practice. The Chinese
state has been an agent of institutional continuity for thousands of years and across significant
religious, economic, and cultural disruptions.™ Its pedagogy and institutional structure give ita
vaunted role in ensuring the stability and harmony of economic life and social relations. This does not

mean, of course, that there is no resistance to the state in China—in fact, such resistance is a cause for

10 See, for example, Boettke, Peter J. and Peter T. Leeson, eds. The Economic Role of the State. Cheltenham, UK: Edward
Elgar Publishing Limited, 2015.

! Labib, Subhi Y. “Capitalism in Medieval Islam.” The Journal of Economic History, Vol. 29, No. 1. Pp. 79-96.
https://www.jstor.org/stable/2115499.

12 Goldberg, Jessica L. Trade and Institutions in the Medieval Mediterranean: The Geniza Merchants and Their Business
World. Cambridge: Cambridge University Press, 2012.

B Chaudhuri, K. N. Trade and Civilisation in the Indian Ocean: An Economic History from the Rise of Islam to 1750.
Cambridge: Cambridge University Press, 1985.

* Acemoglu, Daron and James A. Robinson. The Narrow Corridor: States, Societies, and the Fate of Liberty. New York:
Penguin Press, 2019.
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strong and ongoing concern for the state.”” ' Moreover, even in the absence of direct resistance, the
Chinese government is aware of the widespread appeal of beliefs that differ from state policy and
which are held silently by large percentages—if not majorities—of its population.' Nevertheless, it is
relatively uncontroversial to say that the opportunities for political contestation are narrower in China
than they are in the United States, and decision-making hierarchies are clearer. China has one of the
most heavily censored media environments in the world, and the government routinely intimidates
journalists through tactics including libel lawsuits, arrests, detentions, and other means."” The Chinese
government has engaged in extensive efforts to censor and proxy the open internet through its “Great
Firewall” initiative, which blocks many foreign and unapproved websites, including global social
media platforms, either permanently or temporarily.” Approved media outlets must hew to the

censorship guidelines disseminated by party leaders on a weekly basis.”

Perhaps the most striking illustration of Chinese state power, however, has been the rapid
development of its surveillance régime. Under President Xi Jinping, who ascended to the presidency in
2013, China has become the world’s leading market for surveillance technology.? Startups and large
companies specializing in the recognition of faces, clothing, and gait share data with the Chinese
government, mapping it against vast government databases of personal information to identify and
arrest, fine, publicly shame, or otherwise punish not only those who have broken the law or violated
social norms, but those who are deemed /zkely to do so by proprietary algorithms.* Ethnic minorities,
migrant workers, and those with histories of mental illness are watched particularly closely > Also

explicitly monitored is a group called “petitioners”--those who file complaints about Chinese

15 Economy, Elizabeth. "30 Years After Tiananmen: Dissent Is Not Dead." Journal of Democracy, Vol. 30 No. 2, 2019, pp.
57-63. Project MU.S.E. doi:10. 1353/j0d.2019.0024.

' Wasserstrom, Jeffrey. “Repression in Xi’s China.” Dissent, Winter 2021.
https://www.dissentmagazine.org/article/repression-in-xis-china.

7 Wong, Chun Han. ”Their Goal Is to Make You Feel Helpless’: In Xi’s China, Little Room for Dissent.” The Wall Street
Journal, Nov. 27, 2020. https://www.wsj.com/articles/their-goal-is-to-make-you-feel-helpless-in-xis-china-little-room-for-
dissent-11606496176.

'8 Mazzocco, Ilaria and Scott Kennedy. “Public Opinion in China: a Liberal Silent Majority?” The Center for Strategic and

International Studies (CSIS). Feb. 9, 2022. https://www.csis.org/features/public-opinion-china-liberal-silent-majority.

' Xu, Beina and Eleanor Albert. “Media Censorship in China.” The Council on Foreign Relations. Feb. 17, 2017.
https://www.cfr.org/backgrounder/media-censorship-china.

? Xu and Albert, “Media Censorship in China.”

! Xu and Albert, “Media Censorship in China.”

> Mozur, Paul. “Inside China’s Dystopian Dreams: A.L, Shame and Lots of Cameras.” The New York Times. July 8,2018.
https://www.nytimes.com/2018/07/08/business/china-surveillance-technology.html.

» Mozur, Paul, Muyi Xiao and John Liu. ““‘An Invisible Cage’: How China Is Policing the Future.” The New York Times.

June 25, 2022. https://www.nytimes.com/2022/06/25/technology/china-surveillance-police.html.
** Mozur, Xiao and Liu, “An Invisible Cage.”
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government authorities.” Basic elements of daily life—like access to one’s home or entry into local
businesses—are increasingly mediated by predictive technologies like facial recognition.* In short, a
panopticon has been created in which residents of China, unsure of whether or not they are being
watched at any given time, increasingly self-censor and self-police. Opposition to the intensification of
this predictive data dragnet by Chinese civil society has of course occurred, but it has had little effect

on the overall trajectory of its build-out.”

A key element of the Chinese government’s surveillance efforts has been bringing state visibility to all
financial transactions that are not already observed through the digital banking system. While financial
transactions that pass through banks are widely monitored in virtually all countries, physical cash
remains opaque because of its anonymous nature. Accordingly, the Chinese government has
spearheaded the creation and deployment of a central bank digital currency, or CBDC. The People’s
Bank of China, the country’s central bank, has been researching and developing a CBDC-the digital
yuan, or e-CNY-since 2014.%® The digital yuan uses a state-run, private blockchain network to issue
digital cash that is a direct liability of the Chinese central bank. This network records all transactions

made with its native digital asset. As of mid-2022, the digital yuan has been successfully piloted in

several major Chinese cities and is poised for a national rollout.” *

Yet the reality is that China is far from the only country on path to implement a CBDC-or a
surveillance state, for that matter. Indeed, many Chinese surveillance companies use technology
developed in the United States and Europe.* The United States government’s Office of the Director
of National Intelligence regularly holds open competitions for facial recognition algorithms, some of

which have been won by Chinese companies.** Predictive policing is already widespread in U.S. cities,

although U.S. government officials tend to be quieter about its implementation than do their Chinese

» Mozur, Xiao and Liu, “An Invisible Cage.”

*¢ Mozur, Paul and Aaron Krolik. “A Surveillance Net Blankets China’s Cities, Giving Police Vast Powers.” The New York
Times. Dec. 17, 2019. https://www.nytimes.com/2019/12/17/technology/china-surveillance.html.

27 Mozur and Krolik, “A Surveillance Net Blankets China’s Cities.”

» Working Group on E-CNY Research and Development of the People's Bank of China. “Progress of Research &
Development of E-CNY in China.” July, 2021.

http://WWW.pr.gov.cn/en/3688 1 10/3688172/4157443/4293696/2021071614584691871.pdf.

* Huld, Arendse. “China Launches Digital Yuan App — All You Need to Know.” China Briefing: from Dezan Shira and
Associates. April 13, 2022. https://www.china-briefing.com/news/china-launches-digital-yuan-app-what-you-need-to-

know/.

3% Reuters. “China central bank expands digital yuan pilot scheme to more cities.” Apr. 2, 2022.
https://www.reuters.com/world/china/china-central-bank-expands-digital-yuan-pilot-scheme-more-cities-2022-04-02/.

*! Metz, Cade and Adam Satariano. “An Algorithm That Grants Freedom, or Takes It Away.” The New York Times. Feb. 7,
2020. https://www.nytimes.com/2020/02/06/technology/predictive-algorithms-crime.html.

32 Mozur, “Inside China’s Dystopian Dreams.”
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government counterparts.” It is a mistake, therefore, to believe that the capabilities currently being
deployed by the Chinese state against its people are not already being used in the United States by both
government and private industry. Indeed, the U.S. surveillance economy is only growing—and the U.S.

government largely treats this as an unambiguous benefit.

In a reflection of this alignment of state interests, the U.S. Federal Reserve has partnered with the Bank
for International Settlements (BIS), the “central bank of central banks,” to explore the creation of a
CBDC in the United States.** The BIS itself has been conducting CBDC pilots, in partnership with
the Swiss National Bank, since 2020.% In total, over 100 countries representing over 95% of global
GDP were either actively exploring or had previously explored a CBDC as of May 2022,* up from 35
in May 2020. By May 2022, 10 countries had already fully launched a CBDC: these include Jamaica,

The Bahamas, Nigeria, and seven countries in the Eastern Caribbean.

Launched | Pilot | Development | Research | Inactive | Canceled | Other

Where the 109 Countries Stand on CBDC Progress in May 2022
9% 14% 23% 4% 9%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Source: The Atlantic Council Geoeconomics Center.

It may be tempting, for some, to view the acceleration of U.S. government power through the lens of
“global competitiveness.” For example, the introduction of a CBDC by China has prompted concern
by some American lawmakers that the U.S. is “falling behind” technologically. In a hearing of the
House Subcommittee on National Security, International Development and Monetary Policy in 2021,
“Rep. Jim Himes (D-CT) and Rep. Andy Barr (R-KY) both opened with concerns of ‘inaction.’

Himes wondered what time horizon of inaction would cause the U.S. to lose ‘the ability to lead and

33 Lau, Tim. “Predictive Policing Explained.” The Brennan Center for Justice, Apr. 1, 2020.
https://www.brennancenter.org/our-work/research-reports/predictive-policing-explained.

3% Federal Reserve Bank of New York. “New York Fed Launches the New York Innovation Center to Support Financial

Technology Innovation in Central Banking.” Press Release, Nov. 29, 2021.

https://www.newyorkfed.org/newsevents/news/aboutthefed/2021/20211129.

35 Bank for International Settlements. “BIS, Swiss National Bank and SIX announce successful wholesale CBDC

experiment.” Dec. 3, 2020. https://www.bis.org/press/p201203.htm.

% The Atlantic Council Geoeconomics Center. “Central Bank Digital Currency Tracker.” Accessed April 25, 2022.

https://www.atlanticcouncil.org/cbdctracker/?mkt_tok=NjUSLVdaWCOwNzUAAAF-bWHdvD9F6hi9AISEOYFXBT-
EY6Ks28WZG_QGvUhbplpPQS2v]g3pLDabHgywlLcbar4FapCoQNIMYSK6iUHiPHcQgIMaAmANSZ-V45Ui.
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innovate’ in the CBDC landscape.”” In June of 2022, Representative Himes published a white paper
arguing that the United States should quickly move forward with the implementation of a CBDC.*

Yet this concern assumes that a sophisticated deployment of surveillance power by the state represents
“innovation.” But innovation for whom? What effect would rapid increases in state surveillance have
on the ability of a country’s people to generate innovation in the future? The historical record has
demonstrated that government use of technologies to monitor and control populations has a chilling
effect on experimentation with new technologies and business models. Quite simply, state surveillance

kills economic dynamism.

The U.S. Federal Reserve has been open about the fact that any CBDC it implements must enable
surveillance of all digital cash transactions. In a January 2022 white paper, the Federal Reserve stated
that a U.S. CBDC would need to be fully identity-verified:

“Financial institutions in the United States are subject to robust rules that are designed to
combat money laundering and the financing of terrorism. A CBDC would need to be
designed to comply with these rules. In practice, this would mean that a CBDC intermediary
would need to verify the identity of a person accessing CBDC, just as banks and other

financial institutions currently verify the identities of their customers.”®

In other words, despite a push to preserve transaction anonymity from some CBDC advocates (about
which more below), in practice the introduction of a U.S. CBDC would very likely spell the end of
anonymous cash transactions, completing the state’s visibility into the day-to-day economic life of
individuals. Advocates for CBDCs maintain that this new control will only be used benevolently, with
the interests of public safety and financial inclusion of the most vulnerable populations in mind. But
this alleged “benevolence” of government flies in the face of the Enlightenment-era political tradition
that brought about the founding of the United States: our institutions were founded on the premise

that the state should not be trusted and that it should be delegated power by the people only with the

%7 Keely, Aislinn. “Lawmakers voice anxiety about China's digital yuan during CBDC hearing.” The Block, Jul. 27, 2021.

https://www.theblockerypto.com/post/112684/lawmakers-voice-anxiety-about-chinas-digital-yuan-during-cbdc-hearing.
3% Himes, Representative Jim. “Winning the Future of Money: A Proposal for a U.S. Central Bank Digital Currency.” June
2022. https://himes.house.gov/_cache/files/3/d/3da9ft6d-4e8a-47b7-be28-
ced21ecb5724/2F46398524B2AD91FD40BDC5263F4F23.himes-cbdc-white-paper.pdf.

3? Board of Governors of the Federal Reserve System. “Money and Payments: The U.S. Dollar in the Age of Digital

Transformation.” Jan. 2022. p. 14. https://www.federalreserve.gov/publications/files/money-and-payments-
20220120.pdf.
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greatest care. The violence of the state is exercised with the greatest ease and impunity against

marginalized peoples—often in the name of “helping” or “saving” them.

CBDC:s represent a new conferral of powers by governments to governments, and it is taking place
outside of any democratic process of deliberation, confined to the rarified gatherings of central bank
leaders and other high-ranking government officials. While the Federal Reserve has requested that
Congress either authorize or prevent the creation of a CBDC, the issue—and its magnitude—have not
even begun to percolate into wider political discourse among the electorate, whom Congress

ostensibly represents.

For this reason, we argue that “the Chinese Model” of political economy is shaping up to be the 21st
century norm rather than the exception. The United States is therefore at a crossroads: shall we go the
way of the rest of the world, which is adopting the Chinese model? Or will we choose a route

consistent with the ideas upon which our country was founded?

What we call “the American Model” of political economy-one in which society refuses to delegate
most of its inherent powers to the government—only stands a chance of preservation if we choose to
preserve it. Otherwise, we will join the rest of the world in adopting a state-led political economy. That
would render the United States merely a less efficient—or less honest—version of China. We would lose
our most significant material differentiators and become yet another country implementing its own
local version of authoritarianism. As Minnesota Representative Tom Emmer emphasized during a

recent Congressional hearing:

"Any attempt to craft a central bank digital currency that enables the Fed to provide retail bank
accounts and mobilizes the CBDC rails into a surveillance tool, able to collect all sorts of
information on Americans, would do nothing but put the United States on par with China's

digital authoritarianism."*

Congressman Emmer followed up his comments by introducing a bill in January 2022 that would ban

Federal reserve banks from issuing a CBDC directly to individuals and maintaining accounts on their

# Keely, “Lawmakers voice anxiety about China's digital yuan during CBDC hearing.”
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behalf.* #** Two months later, Texas Senator Ted Cruz introduced a virtually identical companion
bill in the U.S. Senate.* %

However, only a few days before Senator Cruz introduced his bill, Massachusetts Representative
Stephen Lynch introduced the ECASH Act, a bill that would require the U.S. Treasury to develop a
CBDC.** The ECASH Act stipulates that the purpose of a CBDC is ostensibly to promote financial
inclusion and technological innovation. However, at its heart lies a contradiction: it requires the
CBDC design to both comply with full AML/KYC requirements and offer individuals the ability to
transact anonymously. Some have attempted to resolve this seeming contradiction by designing
systems that enforce AML/KYC at the point of currency issuance, but not at the point of
transaction.* * However, this already departs significantly from the physical cash model, which does

not entail direct issuance of cash to named individual accounts before it can be transacted.

A centralized, central bank-administered ledger that tracks currency issuance and transacting faces no
significant technical obstacles to enforcing identity verification at every point of transaction.

Moreover, the federal government is significantly incentivized to enforce this surveillance. As the

! Press Release. “Emmer Introduces Legislation to Prevent Unilateral Fed Control of a U.S. Digital Currency.” Newsroom
of Congressman Tom Emmer. Jan. 12, 2022. https://emmer.house.gov/2022/1/emmer-introduces-legislation-to-prevent-

unilateral-fed-control-of-a-u-s-digital-currency.

> “A Bill to amend the Federal Reserve Act to prohibit the Federal reserve banks from offering certain products or services
directly to an individual, and for other purposes.” H.R. 6415, 117* Cong (2022).
https://emmer.house.gov/_cache/files/e/3/e3f3f683-d983-4456-934-

8ac493730582/672425 5AB4BCC4F46F5F41DAEOSF63BD.emmer—045—xml.pdf.

# Press Release. “Emmer CBDC Bill Selected as FreedomWorks Bill of the Month.” Newsroom of Congressman Tom
Emmer. Feb. 17,2022. https://emmer.house.gov/2022/2/emmer-cbdc-bill-selected-as-feedomworks-bill-of-the-month.

# Press Release. “Sen. Cruz Introduces Legislation Prohibiting Unilateral Fed Control of a U.S. Digital Currency.”

Newsroom of Senator Ted Cruz. Mar 30, 2022. https://www.cruz.senate.gov/newsroom/press-releases/sen-cruz-
introduces-legislation-prohibiting-unilateral-fed-control-of-a-us-digital-currency.

# “A Bill to amend the Federal Reserve Act to prohibit the Federal reserve banks from offering certain products or services
directly to an individual, and for other purposes.” S. 3954, 117" Cong (2022).
https://www.cruz.senate.gov/imo/media/doc/cbde.pdf.

“ Press Release. “Rep. Lynch Introduces Legislation to Develop Electronic Version of U.S. Dollar.” Newsroom of
Congressman Stephen F. Lynch. Mar. 28, 2022. https://lynch.house.gov/press-releases?id=5A0DAIDE-8884-4E06-ACOA-
BCAO08850F0SE.

#7“The Electronic Currency and Secure Hardware (ECASH) Act.” H.R. 7231, 117* Cong (2022). Mar. 28, 2022.
https://www.congress.gov/bill/117th-congress/house-bill/7231.

®N.A. “U.S. legislators publish multiple CBDC Bills with privacy emphasis.” Ledger Insights. Apr. 1, 2022.
https://www.ledgerinsights.com/u-s-legislators-publish-multiple-cbdc-bills-with-privacy-emphasis/.

“N.A. “A digital dollar CBDC may use this privacy preserving design.” Ledger Insights. Sep. 27, 2021.
https://www.ledgerinsights.com/a-digital-dollar-cbdc-may-use-this-privacy-preserving-design/.
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White House Office of Science and Technology Policy noted in its September 2022 report on CBDC
design, developed pursuant to President Biden’s Executive Order (EO) 14067:

“Keeping some pieces of identity-related information anonymous from the central bank and
intermediaries could help enable cash-like privacy for those pieces of information. This may
not be possible or sensible for some pieces of sensitive identity-related information. Given that
a CBDC is not subject to the same physical limitations as cash, such an approach might make
it harder to identify, trace, and disrupt money laundering and the financing of terrorism and
for relevant financial institutions to comply with existing AML/CFT obligations. If “no one”
was the design choice chosen for many pieces of sensitive identity-related information, it may
functionally provide some level of anonymity, which may complicate intermediaries’
compliance with AML/CFT obligations and may be out of line with global AML/CFT

standards.”®

In other words, those calling for the rollout of a CBDC are naive to believe that this can be done
without establishing a centralized surveillance system for all financial transacting. Quite simply, even if
such surveillance is not included in the V1 system design, it would be trivial to add it at a later stage.

Once a door to surveillance is opened, it is virtually impossible to close.

Central bank digital currencies are only one issue among many that raises the question of what the role
of the state should be in human economic life. Nevertheless, whether or not to adopt a CBDC has
now become a critical and urgent issue, for two reasons: 1) Deliberations by the Federal Reserve, the
Treasury, and the Office of Science and Technology Policy as to whether or not to launch a CBDC are
already well underway, with design recommendations already published and draft legislation expected
from Congress by the end of 2022.5' 2) Legislation to require the introduction of a CBDC (the
ECASH Act) is garnering support in Congress. 3) Technological development does not slow down; it
only accelerates. As a result, the temptation for the U.S. government to use exponentially increasing
surveillance power to control populations will only grow; CBDCs are only one element in an ever-

tightening surveillance landscape.

5% The Office of Science and Technology Policy (OSTP). “Technical Design Choices for a U.S. Central Bank Digital
Currency System.” September 2022. https://www.whitehouse.gov/wp-content/uploads/2022/09/09-2022-Technical-
Design-Choices-US-CBDC-System.pdf.

5! Board of Governors of the Federal Reserve System, “Central Bank Digital Currency (CBDC).”
https://www.federalreserve.gov/central-bank-digital-currency.htm.
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Technology is a tool used to encode human values in the built environment. For this reason, we
examine CBDCs as a prism through which central questions about political economy-and our
values—are refracted. To illustrate how our approach to CBDCs will influence what kind of country
the United States chooses to become, we will first describe what a CBDC is and how CBDC:s alter the
relationship between state and society. Next, we will discuss some structural problems related to the
implementation of CBDC:s. Finally, we will consider alternatives to CBDC:s that preserve a sphere of

individual economic liberty in the United States and beyond.

An Overview of CBDCs

CBDC stands for “central bank digital currency,” a digital fiat currency issued, controlled, and run by
a central bank. CBDC:s are direct liabilities of central banks, meaning they correspond to MO money

supply.” This also means they have “no liquidity risk, no credit risk, [and] no market risk.”>

In other words, CBDC:s are not digital representations of fiat currencies, like the money held in online
bank accounts. Account-based money is the form of digital money most people use today—it is credit
money issued by commercial banks, as opposed to cash. (We will discuss existing forms of digital
money in more detail below.) CBDCs are digital cash—digital versions of paper banknotes. Because
cash is issued by central banks, CBDCs enable consumers to have direct relationships with central

banks rather than relying on commercial banks to serve as intermediaries between the two.

Some central banks make a distinction between “wholesale CBDCs,” which facilitate inter-bank
settlements, and “retail CBDCs,” which are used by consumers.>* However, in practice, the vast
majority of central banks are contemplating retail CBDCs.** Once a wholesale CBDC is implemented,

the technological lift to extend its usability to the general public is well within reach.

52 Deutsche Bank. “Digital yuan: what is it and how does it work?” July 14, 2021.
https://www.db.com/news/detail/20210714-digital-yuan-what-is-it-and-how-does-it-work.

53 Jens Weidmann. “Exploring a digital euro.” September 14, 2021.
https://www.bundesbank.de/en/press/speeches/exploring-a-digital-euro-875408.

54 Bank for International Settlements. “III. CBDCs: an opportunity for the monetary system.” BIS Annual Economic
Report, Jun. 23, 2021. https://www.bis.org/publ/arpdf/ar2021e3.htm.
55 Federal Reserve Bank of Kansas City. “Assessing the Case for Retail CBDCs: central banks’ Considerations.” Payments

System Research Briefing, May 26, 2022. https://www.kansascityfed.org/research/payments-system-research-

briefings/assessing-the-case-for-retail-cbdcs-central-banks-considerations/.
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Proponents of CBDCs emphasize their benefits for end users: now cash transactions can take place
digitally, instantly, and at very low cost.’® ¥ Intermediaries who today steward cash transactions—
particularly across borders—are in effect removed, dramatically lowering friction and costs for
consumers. CBDCs would also enable governments to send stimulus payments directly to citizens—
even the unbanked-without the security and fraud risks of mailing paper checks.*® But the same
benefits are already available with cryptocurrencies not issued by governments—for example, with
bitcoin,” a stateless currency whose value floats freely in a 24-hour market, or with stablecoins,
privately-issued currencies whose value is pegged to that of a fiat currency (similar to the eurodollar
system, which has been in operation globally since the late 1950s%°). Indeed, the rationales stated by
central banks themselves for implementing CBDCs® are already well covered by bitcoin and

stablecoins, as we shall see below.

If alternatives that achieve the same objectives are already available, why are so many governments
interested in the creation of CBDCs? This paper argues that there are two main reasons: First, CBDCs
grant governments complete surveillance and control over the last remaining sphere of financial
transactions that has eluded them: cash transactions. Second, governments are deeply in debt, and they
need money to pay down that debt. Since raising taxes is politically unpalatable, central banks are
turning to their control over monetary policy to generate revenue for the state. CBDCs afford a new
technological avenue to achieve this objective. We will first discuss this second reason governments are

pursuing CBDCs, before moving on to the first.

Central banks took on unprecedented levels of debt during the COVID-19 pandemic-a crisis that

only accelerated the general trend of rising sovereign debt that has been ongoing since the mid-20th

3¢ Board of Governors of the Federal Reserve System, “Money and Payments.”

57 Himes, “Winning the Future of Money.”

%8 Prasad, Eswar. “Cash Will Soon Be Obsolete. Will America Be Ready?” The New York Times, Jul. 22, 2021.
https://www.nytimes.com/2021/07/22/opinion/cash-digital-currency-central-bank.html.

5? Bitcoin is both a network for final settlement and a digital currency. When referred to primarily as a network or protocol,
Bitcoin will be capitalized. When referred to primarily as a currency, bitcoin will be lowercase.

¢ Schenk, Catherine R. “The Origins of the Eurodollar Market in London: 1955-1963.” Explorations in Economic History,
Vol. 35, pp. 221-238. 1998. https://www.sfu.ca/~poitras/EEH_Eurodollar_98.pdf.

¢! Federal Reserve Bank of Kansas City. “Assessing the Case for Retail CBDCs: Central Banks” Considerations.” Payments
System Research Briefing, May 26, 2022. https://www.kansascityfed.org/research/payments-system-research-

briefings/assessing-the-case-for-retail-cbdcs-central-banks-considerations/.
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century.® © Global debt-to-GDP ratio had risen to an extraordinary 356% by the end of 2021, with
30% of the increase occurring since 2016.% As of mid-2021, rapid increases in sovereign debt had
already driven several countries into sovereign default and placed dozens of others on the brink.* Even
countries that are structurally more solvent because their debt is denominated in their own currencies,
like the United States, the United Kingdom, Japan, and China, are concerned about the negative
economic effects of ballooning debt. These include distorted supply and demand balances that
indirectly undermine growth; defensive measures taken by industry to protect itself from having to
absorb the costs of sovereign debt (which also negatively impacts growth); the creation of fictional

growth via asset bubbles; and looming financial and political crises.*

In short, governments need money, fast. As we will see, CBDCs represent an opportunity to extract it
from private cash holdings. Once the technological infrastructure is put in place to realize this purpose
of a CBDC, however, governments can use the same technology for another purpose: to dramatically
increase surveillance and control of everyday behavior at population scale. Surveillance can be used to
micromanage human behavior by tying government services and other benefits to “pro-social”
behavior (as defined by the state) while penalizing “anti-social” behavior. Such programs have already
been implemented in China and are collectively referred to as the “social credit system.”” But China’s
example is only the most explicit of a much broader worldwide trend crossing both public and private
sectors: surveillance capitalism, a term describing a political economy in which profits for private
actors and compliance for governments are generated by monitoring and influencing human behavior

both at the individual level and at the level of human collectives.®

¢ M. Ayhan Kose, Peter Nagle, Franziska Ohnsorge, and Naotaka Sugawara, “Debt tsunami of the pandemic.” The

Brookings Institute. December 17, 2021. https://www.brookings.edu/blog/future-development/2021/12/17/debt-

tsunami-of-the-pandemic/.
¢ See remarks by Kristalina Georgieva, Managing Director of the International Monetary Fund, in “IMF Seminar: Debate

on the Global Economy.” International Monetary Fund and World Bank Group Spring Meetings 2022. April 21, 2022.

https://meetings.imf.org/en/2022/spring/schedule/2022/04/21/imf-seminar-debate-on-the-global-economy.
¢4 Pettis, Michael. “How Does Excessive Debt Hurt an Economy?” Carnegie Endowment for International Peace, Feb. 8,

2022. https://carnegieendowment.org/chinafinancialmarkets/86397.

¢ The Congressional Research Service, “Sovereign Debt and the COVID-19 Pandemic.” July 16, 2021.
https://sgp.fas.org/crs/row/I1F11880.pdf.

¢ Pettis, “How Does Excessive Debt Hurt an Economy?”

¢ Kobie, Nicole. “The complicated truth about China's social credit system.” Wired UK, Jul. 6,2019.
https://www.wired.co.uk/article/china-social-credit-system-explained.

¢ Zuboft, Shoshana. The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power. New
York: Public Affairs, 2019.
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Programmable Cash

CBDCs are digital cash. Unlike traditional (physical) cash, which can be transacted anonymously,
digital cash is fully programmable. This means that CBDCs enable central banks to have direct insight
into the identities of transacting parties and can block or censor any transaction. Central banks argue
that they need this power in order to combat money laundering, fraud, terrorist financing, and other
criminal activities.” " But as we will see below, the ability of governments to meaningfully combat
financial crimes using existing anti-money laundering and know your customer laws (“AML/KYC”)

has proven woefully inadequate, at best, while effectively eliminating financial privacy for billions of

people.

The ability to block and censor transactions also implies its opposite: the ability to require or
incentivize transactions. A CBDC could be programmed to only be spendable at certain retailers or
service providers, at certain times, by certain people. The government could maintain lists of
“preferred providers” to encourage spending with certain companies over others and “discouraged
providers” to punish spending with others. In other words, with a CBDC, cash effectively becomes a
state-issued token, like a food stamp, that can only be spent under predefined conditions. Means

testing could be built into every transaction.

But censoring, discouraging, and incentivizing transactions are not the only powers available to central
banks with programmable cash. Banks can also disincentivize saving—holding digital cash-by capping
cash balances (as the Bahamas have already done for their CBDC)” or by imposing “penalty”
(negative) interest rates on balances over a certain amount.” 7 This can be used to prevent consumers
from converting too much of their M1 or M2 bank balances—credit money issued to them by
commercial banks—into cash (MO0). After all, if too many people rush to demand cash (hard money) at
once, commercial banks will be deprived of funding and may dramatically reduce their lending if they
can’t find other sources of capital. Central banks understandably wish to prevent these “credit
crunches,” which often result in economic recessions or depressions. However, their policy

interventions also deprive people of access to MO currency—the hardest and safest form of money

¢ Gertjan Vlieghe, “Running out of room: revisiting the 3D perspective on low interest rates.” Bank of England. Speech
delivered at the London School of Economics, Jul. 26, 2021.
https://www.bankofengland.co.uk/speech/2021/july/gertjan-vlieghe-speech-at-the-london-school-of-
economics?sf148018825=1.

7" Weidmann, “Exploring a digital euro.”

7! Central Bank of The Bahamas, “Project Sand Dollar: A Bahamas Payments System Modernisation Initiative.” Dec. 24,
2019. https://www.centralbankbahamas.com/viewPDF/documents/2019-12-25-02-18-11-Project-Sanddollar.pdf.

72 Vlieghe, “Running out of room.”

7> Weidmann, “Exploring a digital euro.”
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under a fiat currency regime-leaving billions of people, especially the poorest, without recourse in the

event of monetary crises.

Of course, negative interest rates can be imposed by central banks on «// cash holdings, not only
balances over a certain amount.” While the objective of imposing negative interest rates is, again, to
prevent recessions by stimulating near-term consumer spending, this objective is achieved at the cost of
accelerating the destruction of private wealth. We can take the world’s current economic situation as
an example. Central banks intervened during the COVID-19 pandemic to prevent recession by
monetizing growing levels of sovereign debt, which flooded markets with fiat money. This has resulted
in more money chasing fewer assets, a reliable recipe for inflation. The world is therefore seeing the
highest sustained global rates of inflation in 20 years, with some countries experiencing rates much
higher than the global average.” Inflation already incentivizes spending, because people understand
that their money is worth more today than it will be tomorrow. By implementing negative interest
rates, central banks further erode the value of people’s savings, creating a perverse incentive for them to
spend their already-dwindling resources even faster. This vicious cycle does not end in economic

prosperity, but in a collapse of the currency.

While penalty and generalized negative interest rates are both methods central banks can use to
incrementally confiscate money from individuals and private organizations, these are not the only
methods available to them. Once CBDC:s are implemented, there is nothing technically or legally
preventing central banks from imposing direct haircuts on, or repossessions of, anyone’s cash holdings,
anywhere in the world. Central banks could directly confiscate private digital cash to pay down their
sovereign debt, to discourage the use of digital cash, to decrease the money supply, or for any other
reason. Although this possibility has not been openly discussed, it is built into the political and

technical architectures of CBDC:s.

Finally, central banks can programmatically require tax payments for every CBDC transaction. Some
economists have argued that this measure is necessary to recover tax revenue that is sometimes avoided
when physical cash is used, and then rather optimistically note that governments could take advantage
of the recovered tax revenue to lower effective tax rates.” However, there is no indication that revenue-

strapped governments already incentivized to harvest private wealth would take any measures to lower

7% James Mackintosh. “Digital Currencies Pave Way for Deeply Negative Interest Rates.” Wall Street Journal. Sep. 8,2021.
https://www.wsj.com/articles/digital-currencies-pave-way-for-deeply-negative-interest-rates-11631091581.

7> Carmen Reinhart and Clemens Graf von Luckner, “The Return of Global Inflation.” World Bank Blogs. Feb. 14, 2022.
https://blogs.worldbank.org/voices/return-global-inflation.

7¢ Leigh Beeson, “Eliminating cash could benefit average U.S. families.” UGA Today, September 7, 2021.

https://news.uga.edu/eliminating-cash-could-benefit-average-u-s-families/.
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taxes. Instead, CBDCs will most likely be used to generate additional tax revenue for the state at

onerous cost to individuals.

Imagine: with mandatory taxation on every CBDC transaction, you would be taxed for giving your
neighbor $20, or giving your children an allowance, or for every item you sell at a yard sale. A person
paying their friend $50 to change a tire or $100 to look after their home while they are away would be
taxed for these activities. This “informal” economy is not only a necessary mode of intimate
interpersonal relating, but a lifeblood for millions of people who rely on it to survive day to day. It is
morally unfathomable to imagine a homeless person selling flowers on the street being taxed for every

transaction.

Summary
- Retail CBDCs are programmable cash.

- Programmable cash gives central banks direct relationships with consumers.
- Direct relationships between central banks and consumers enable central banks to:
- Surveil all financial transactions
- Flag, block or reverse any transaction at any time
- Determine how much cash anyone can hold and transact with
- Determine what products and services cash can be used to buy, and by whom
- Directly implement monetary policy (like negative interest rates) at the level of private cash
holdings
- Confiscate privately held cash

- Enforce tax collection on every cash transaction, no matter how small

Elimination of Physical Cash

At this point, one might ask: if such measures are enacted, wouldn’t people simply hoard physical
cash? Governments have anticipated this possibility, which is why a growing number of central banks
are openly working toward the elimination of physical cash.” The publicly stated rationale for
eliminating cash is prevention of fraud and money laundering—the same reason central banks have
given for tying the identities of real people and organizations to every financial transaction. This
process, referred to under the umbrella term “anti-money laundering and know your customer”
(AML/KYC), would extend to every holder of cash laws that currently force banks to identify their

customers.

77 Adam Hayes, “Why Governments Want to Eliminate Cash.” Investopedia. July 21, 2021.
https://www.investopedia.com/articles/investing/021816/why-governments-want-eliminate-cash.asp.
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In other words, with both the imposition of CBDCs and the elimination of physical cash, the ability
to anonymously transact will also be eliminated. This destruction of the last remnants of financial
privacy is touted by governments as necessary to prevent financial crimes. But the world’s experience
implementing AML/KYC laws suggests that identifying parties to a transaction has almost no effect
on preventing crime, for a number of reasons. First, wealthy criminals are lucrative customers for
banks, who are therefore incentivized to keep them; second, wealthy criminals are able to threaten or
otherwise coerce governments. Most importantly, however, corporate privacy laws make it easy to
create shell companies through which to launder money in a manner which can be virtually impossible

to trace. AML/KYC does nothing to change these laws.

AML/KYC does, however, dramatically increase compliance costs and makes transacting harder for
the vast majority of people who lack the wealth and influence to ensure their transactions remain
uninterrupted. It is these, generally low-value, transactions that are most likely to be flagged,
prevented, or reversed by banks today. Recent studies suggest that anywhere between 30% and 65% of
all e-commerce transactions that are declined globally are in fact legitimate, representing up to $640
billion in lost revenue, a figure that grows higher when lost customers and their customer lifetime
revenue are taken into account.”® But declining transactions not only results in a loss of revenue; first
and foremost, it represents an unprecedented infringement on economic liberty. The call centers of
credit card companies and banks around the world are inundated with calls from irate customers
demanding to know why they are being blocked from using their own money; however, this anger has

not yet turned into meaningful political opposition to AML/KYC policies.

Ronald F. Pol, writing in 2018, observed: “anti-money laundering policy intervention has less than 0.1
percent impact on criminal finances, compliance costs exceed recovered criminal funds more than a
hundred times over, and banks, taxpayers and ordinary citizens are penalized more than criminal
enterprises.”” * That same year, Rob Wainwright, outgoing director of Europol, said: "Professional

money launderers — and we have identified 400 at the top, top level in Europe — are running billions

78 Montero, Andrea. “Preventing Fraud and Minimizing False Declines is Possible for Retailers...Here’s How.”
Paymentsfournal, Nov. 11, 2021. https://www.paymentsjournal.com/preventing-fraud-and-minimizing-false-declines-is-
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7 Ronald F. Pol, “Uncomfortable truths? ML=BS and AML= BS2.” Journal of Financial Crime, Vol. 25 No. 2 (2018). pp.
294-308. https://www.emerald.com/insight/content/doi/10.1108/JFC-08-2017-0071/full/html.
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Design and Practice, Vol. 3, No. 1(2018). pp. 73-94.
https://www.tandfonline.com/doi/full/10.1080/25741292.2020.1725366.

19


https://www.paymentsjournal.com/preventing-fraud-and-minimizing-false-declines-is-possible-for-retailers-heres-how/
https://www.paymentsjournal.com/preventing-fraud-and-minimizing-false-declines-is-possible-for-retailers-heres-how/
https://www.emerald.com/insight/content/doi/10.1108/JFC-08-2017-0071/full/html
https://www.tandfonline.com/doi/full/10.1080/25741292.2020.1725366

of illegal drug and other criminal profits through the banking system with a 99 percent success rate.”™

A 2020 report by the International Consortium of Investigative Journalists similarly concluded, “The
records show that five global banks — JPMorgan, HSBC, Standard Chartered Bank, Deutsche Bank
and Bank of New York Mellon — kept profiting from powerful and dangerous players even after U.S.
authorities fined these financial institutions for earlier failures to stem flows of dirty money.”** “The
Economist” notes why this is likely the case: “it is not much more difficult today than it was 20 years
ago to rinse dirty money by setting up a shell company, disguising the loot flowing through it as
legitimate revenue and persuading an established bank to process it.”** Again, tying legal identities to

financial transactions does not foreclose this path for concealing the sources of earnings.

What is clear, then, is that governments are incrementally imposing the requirement of full financial
transparency on entire populations while either refusing to or being unable to target the powerful
individuals and institutions engaged in the most egregious criminal behavior. This not only erodes
individual liberty by eliminating financial privacy and making the government a third party to every
transaction; it erodes trust in government institutions and creates extraordinary costs and points of
friction throughout the value chain. These collectively have resulted in an anti-competitive
environment for small and medium-sized businesses, who struggle to afford the increasingly onerous
costs of compliance with AML/KYC regulations, while excluding 1.7 billion people (about a fourth of
the world’s population) from the global financial system either because they cannot prove legal

identity or because they are simply unprofitable to bank.*

For these reasons, central bank statements about efforts to protect consumer “privacy” when designing
CBDCs* must be understood very precisely: “privacy” in these statements does not mean privacy
from the state. Rather, the state is presumed to be an essentially good and trustworthy overseer of
markets at every scale, including at the level of individual transactions—and a desire for privacy from

the state is implicitly equated to criminal intent.
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Structural Problems with CBDCs

In addition to the escalated authoritarianism that CBDCs would usher into the world’s financial

system, they also present a number of structural problems that must be addressed.

Contraction of Commercial Banking

Retail CBDCs would enable central banks to cannibalize a significant portion of the commercial
banking system. As we discussed above, the more money consumers place in an account with the
central bank, the less money commercial banks have to attract depositors and offer loans, mortgages,
and other banking services. JP Morgan strategist Josh Younger estimates that up to 30% of commercial
banks’ funding base could leave from checking accounts to CBDC accounts.® For this reason, he
recommends keeping a low-cap limit on American CBDC accounts—approximately $2,500—in order
to minimize the impact of this transition. (As we saw above, the Bahamas have already implemented

their own limits on cash accounts.)

Penalization of Low-Income Households

Since most U.S. households have less than $1,000 in their checking accounts, Younger argues that such
limits would not result in financial exclusion for lower-income households. However, it is bizarre that
a central bank would aim to disincentivize any household, but particularly lower-income households,
from saving more than $2,500 in cash. Such seemingly arbitrary limitations on savings and spending
erode trust in banks, which suggests why a quarter of lower-income Americans have no interest in
opening bank accounts at all.¥ The main reason many of the unbanked do not want bank accounts,
however, is their inability or unwillingness to pay bank service fees.* Negative interest rates
implemented on central bank cash accounts are in effect bank fees, despite central bank accounts being
marketed as supposedly “fee-free” accounts. It is morally unconscionable to imagine central banks
harvesting wealth from households with less than $1,000 in their bank accounts via negative interest

rates—a virtual certainty should CBDCs be implemented.
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Governments Are Not Technology Service Providers

A CBDC requires a robust, highly secure, extremely reliable, and regularly-updated technical
infrastructure to implement and maintain. To date, governments—even in the software-forward
countries of the United States and the United Kingdom—-have demonstrated that the design, delivery,
and maintenance of software is not their strength.¥” ' As a result, governments typically rely on the
private sector to design and implement IT projects. CBDC:s are no different; over the past several

years, companies like Amazon and Accenture have been pitching governments on their capabilities to
implement CBDCs.””

The limitations of government-led software projects became starkly visible in early 2022, when the
Eastern Caribbean Central Bank’s CBDC, DCash, went oftline for nearly two months. The root cause
appeared to be trivial: “a certificate on the version of the Hyperledger Fabric that hosted the DCash
ledger expired.”* Replacing an expired certificate is a process that typically takes only a few minutes,

but it took the ECCB nearly two months. During this time, DCash was unusable.

By contrast, the Bank for International Settlement and the Swiss National Bank have relied on SIX”, a
private financial services infrastructure provider, to issue its CBDC and settle transactions with it
during early-stage pilots.”® To build its platform, SDX, SIX leveraged R3 Corda, a private,
permissioned blockchain built by a financial services industry consortium.” While the system has not

been tested in-market yet, it promises to map CBDC:s to existing central bank ledgers and serve as a
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new infrastructure that provides “central bank control over wholesale CBDC.””® Among other things,
SDX, combined with the other solution components, enables central banks to “collect all relevant
transaction data” and allow “monitoring of wholesale CBDC settlements and holdings.”” Once in

place, this wholesale CBDC solution will be easily extensible to a retail CBDC.

In effect, where governments lead the implementation of CBDCs, serious stability and reliability issues
will arise. Alternatively, where the private sector designs and implements the solution, a public good -
money-will become a software service that is only operable as long as it generates profit for private
infrastructure providers. In the United States, rolling out a CBDC would effectively privatize the U.S.
Bureau of Engraving and Printing and the U.S. Mint, both currently bureaus of the U.S. Department
of the Treasury. Even Microsoft, a global leader in cloud computing, has expressed reservations about
outsourcing a key function of sovereign governments to the private sector, arguing that it would

remove the public accountability mandate from the issuance and management of fiat currency.'”

Security Risk

Government I'T infrastructure worldwide is the target of constant and escalating cyberattacks as the
digital realm has become a primary theater of war and espionage.'” Intelligence agencies are in an
ongoing race to defend against security vulnerabilities, many of which are created by their own teams
to compromise the software of rival countries but are quickly leaked and turned against their
creators.'” Moreover, government agencies and regulatory bodies store troves of sensitive personal
data that may be hacked or leaked by internal actors, whether for personal benefit, as part of a
whistleblowing endeavor, or for other reasons (i.e., as a result of a social engineering attack). For
example, a 2020 leak of data from FinCEN (U.S. Department of the Treasury’s Financial Crimes
Enforcement Network) exposed the identities of suspected financial criminals around the world and

of the businesses and specific AML/KYC compliance staffers who reported them.'” This made both
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businesses and staffers vulnerable to threats and violence while further eroding the efficacy of financial
law enforcement. In 2022, one of the largest publicly-known data breaches in history occurred when a

Shanghai police database was hacked, revealing the data of over 1 billion Chinese citizens.'*

Any data a government collects is vulnerable to exploits. CBDC infrastructure would collect data
about every transaction conducted with digital cash by every person everywhere in the world and
record it on a permanent ledger-likely one maintained by a private corporation or corporations, as
discussed in the previous section. This structure would give both the involved corporations and the
state full visibility into the ledger and create a giant honeypot of personal data that would inevitably be

compromised and exposed to other state and criminal actors.

Centralized Blockchains: An Oxymoron?

This leads us to a discussion of the technology underpinning CBDC:s: digital ledgers. Any CBDC
implementation would require the use of a centralized ledger maintained by and/or fully visible to the
central bank. One such digital ledger implementation is a blockchain, a data structure that appends
new transactions to previous transactions in a time—sequenced manner. These transactions are then
recorded in so-called “blocks” (transaction groupings). Transactions are validated by members of the
blockchain network (“nodes” or “validators”, depending on the consensus model) according to
consensus rules established at the protocol level, then recorded in the ledger and broadcast to all other
nodes. This creates a shared record of transactions that verifiably demonstrates how much digital

currency is owned by every address on the network at any point in time.

Bitcoin: The First “Blockchain”

Bitcoin, the first “blockchain,” was introduced in 2009, during the Great Financial Crisis, by an
individual or group writing under the pseudonym “Satoshi Nakamoto.”'% Bitcoin pioneered the use
of a blockchain data structure (which Nakamoto called a “timechain”) to prevent the “double
spending” of cryptocurrency. In other words, the Bitcoin protocol prevents cryptocurrency holders
from spending their money more than once by validating and updating address balances against a
shared ledger once every ten minutes. In addition, the protocol has a fixed monetary policy which
specifies that only 21,000,000 bitcoin will ever be issued. In this way, Nakamoto created scarce digital
money, solving a major problem in computer science that had motivated many of its brightest minds

for decades. For this reason, Bitcoin has been called “the internet of value.”
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Bitcoin was designed to be a stateless cryptocurrency, not issued by any government or pegged to any
government-issued currency. Its network is maintained by a loose coalition of volunteer software
developers and so-called “miners” (computers running the Bitcoin protocol to mint new bitcoin by
validating transactions). Since Bitcoin is a public network, like the internet, anyone can run the
Bitcoin protocol to validate transactions, and anyone can transact on the network. This openness
means that the Bitcoin protocol must assume that all parties using the network are potentially enemies
incentivized to game the network to maximize their own bitcoin holdings. This gives its protocol a
robust game-theoretic set of incentives to ensure good behavior without good actors. For this reason,

bitcoin is often called “enemy money.”

Bitcoin’s bottom-up design and adoption model means that it operates independently of state funding
and from the policy interventions of central banks. It enables direct peer-to-peer transacting of money
without any third-party intermediaries. Bitcoin’s release during the GFC was motivated by the desire
to create a digital store of value and medium of exchange that people could use, as fiat currencies
became increasingly devalued in response to central bank policies like quantitative easing and sovereign

debt monetization.

For evident reasons, central banks have been ambivalent—at best—about Bitcoin. They sense in some of
its functions a potential existential threat: Bitcoin has automated the issuance and transaction of hard
money, calling into question the role of central banks in economic life. Yet central banks are also aware
that digital cash is the future, and they want to ride this wave of innovation. How can they participate
in this technological advancement without abdicating their roles as creators and managers of sovereign

(fiat) currencies?

Centralized Blockchains

One popular answer: centralized blockchains. Because Bitcoin’s code is open source, it could easily be
copied and used to create new blockchains. In the early years, many of these blockchains were simply
versions of Bitcoin, though they never came to enjoy the network effects of adoption that characterize
the original chain. In the years that followed, however, many software developers and companies drew
inspiration from the Bitcoin code to build very different blockchain infrastructures that afforded more
direct control of validation and transaction by specific “trusted” nodes. This enabled the creation of
private or permissioned blockchains, where—in principle—only trusted parties can view or validate

transactions or transact on the ledger.
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Since members of these restricted blockchain networks must be trusted to some degree, the chains no
longer create “enemy money” --instead, they create “friendly money” that is in need of a human
administrative layer to manage its usage. Moreover, because private blockchains assume that only
“trusted” users will access the network, many of their architectures enable the encoding of personal
transaction data directly on-chain. This makes private blockchains honey pots of personal data waiting

to be exploited by malicious actors.

In addition to being huge, hackable databases of personal financial data, private blockchains also suffer
from other security shortcomings. Although little information about the level of decentralization of
most private blockchains is available to the public, anecdotal evidence suggests that a significant
percentage of these networks are not Byzantine fault-tolerant, meaning they have too few nodes to
provide basic blockchain network security. This is why some companies have created “consensus-as-a-
service” offerings; these companies are finding initial market traction by securing centralized
blockchain projects that cannot establish consensus on the state of the ledger on their own.'* One
wonders what value blockchains provide for these private network use cases that cannot be handled

more efficiently and effectively by private databases.

The answer may be as simple as this: central banks are seeking to compete with Bitcoin, so they believe
they must implement their own versions of blockchain technology. In this way, they hope to stem the
adoption of Bitcoin and the threat it represents to their influence over private economic life. However,
as noted above, the more a blockchain network relies on trust, the more centralized—or controlled by a
few “trusted” actors—it must be. For this reason, we might reasonably ask what functions can be
performed by private blockchains that could not be performed by, say, a shared database. In the
context of payments, the Visa or Mastercard payment networks are already well-functioning examples.
Indeed, some CBDC proponents have explicitly argued against using blockchains or distributed
ledgers for digital fiat currencies and instead to simply use centralized databases.’” Why do CBDCs

need blockchains at all?

The takeaway here is that any government and central bank rhetoric that CBDCs are “distributed” or
“decentralized” is simply not the case. Whether they use blockchains or not, CBDC:s are centralized

implementations of digital money that afford the state full transparency into every economic
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of Congressman Stephen F. Lynch. Mar. 28, 2022. https://lynch.house.gov/press-releases?ID=5A0DAIDE-8884-4E06-
ACO0A-BCA08850F0SE.
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transaction. And of course, CBDCs are unnecessary. The value of natively digital currencies for

individual users can be fully realized with a combination of bitcoin and privately issued stablecoins.

Alternatives to CBDCs

The U.S. Dollar is Already Digital

The U.S. dollar, like other fiat currencies, is already digital.'® Digital dollars and other fiat currencies
are created and used today through the commercial banking system. People deposit their fiat-
denominated holdings at a commercial bank (for example, Bank of America) and then transact
electronically using a variety of digital payment rails like ACH, FedWire, and Swift. Commercial

banks, in turn, use digital record keeping to track their ledger balances with central banks.

These digital dollar transactions are already highly surveilled. Banks require full identity verification to
both open accounts and transact. Any transaction can be flagged as suspicious and blocked. Banks
impose limits on the amount of money individuals can withdraw in one day, in one week, or in one
month. Individuals must specify the purpose of transactions above a certain amount. All of this
constitutes not only a substantial invasion of privacy by the state, but erodes individual economic
liberty. People today can only transact at the pleasure of the state via banks who deploy police power as

quasi-state institutions.

The status quo reasonably leads many to ask what the value of CBDC:s is for end users. Central banks
might reply that the speed of transactions can now be substantially reduced: for example, the average
ACH transaction takes three business days, while a CBDC transaction might be virtually instant.
Similarly, they may say that CBDCs will also dramatically lower the cost of transacting, particularly
internationally. Fees to wire money typically range from $0-$50, but high-value transfers often charge
on a percentage basis, which can make transfer fees climb steeply. Money transfer firms also charge
very high percentage fees to move physical cash from one location to another; these services are used

frequently by the unbanked.

But while people in principle wouldn’t need bank accounts to transact with CBDCs, in practice they

would need mobile phones (usually smartphones). About 60% of the unbanked worldwide have

198 Quarles, Randal. “Parachute Pants and Central Bank Money.” Speech at the 113th Annual Utah Bankers Association
Convention, Sun Valley, Idaho, Jun. 28, 2021. https://www.federalreserve.gov/newsevents/speech/quarles20210628a.htm.

27


https://www.federalreserve.gov/newsevents/speech/quarles20210628a.htm

smartphones'”, but they also rely on cash for its immediate access and anonymity. Meanwhile, for the
banked, payment networks like Visa and Mastercard are already used widely and effectively. Indeed, in
China, WeChat Pay and Alipay are ubiquitous and extremely convenient."" This has somewhat stalled
the adoption of the e-CNY, as end users aren’t sure what value it provides over and above their existing

digital payment services.

Bitcoin

The highly surveilled and controlled world of digital money suggests that a meaningful alternative
must be private, uncensorable, and free. These are characteristics of bitcoin: a global cryptocurrency

issued by a protocol rather than by a bank.

Bitcoin was launched to preserve a space for individual economic freedom in a world where economic
life increasingly takes place on the world wide web—and where surveillance and censorship are easy to
implement. Bitcoin provides all of the purported benefits of CBDCs for end users (instant, low-cost or
even free transactions, domestically and across borders; final settlement) but without built-in
surveillance and transaction control, and without the ability to control Bitcoin’s monetary policy. For

these reasons, it presents an important alternative to both CBDCs and digital dollars.

Privacy

Privacy is a critical component of economic liberty, which is in turn the key value motivating the
Bitcoin project. Economic liberty means that individuals are free to transact with anyone they choose,
without having to disclose their holdings or their identities. Bitcoin privacy is continually evolving to

better protect these rights.

Before discussing how Bitcoin protects privacy, it is worth asking: why does freedom depend on
privacy? Here it is worth quoting at length Edward Snowden, former contractor for the U.S. National

Security Agency, who in 2013 exposed the unconstrained surveillance conducted by U.S. intelligence

19 Bruchert, Philipp. “New mobile money propositions have the potential to reduce the world’s unbanked population by
more than a third.” Mastercard, March 28, 2019. https://www.mastercard.com/news/europe/en-uk/newsroom/press-

releases/en-gb/2019/march/new-mobile-money-propositions-have-the-potential-to-reduce-the-world-s-unbanked-

population-by-more-than-a-third/.
19 Benzmiller, Theodore. “China’s Progress Towards a Central Bank Digital Currency.” Center for Strategic and
International Studies: New Perspectives on Asia, Apr. 19, 2022. https://www.csis.org/blogs/new-perspectives-asia/chinas-

progress-towards-central-bank-digital-currency.
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agencies against American citizens without regard for constitutional protections."! "> In a 2016

panel discussion, Snowden said:

"Privacy isn’t about something to hide. Privacy is about something to protect. That’s who you
are. That's what you believe in. Privacy is the right to a self. Privacy is what gives you the ability
to share with the world who you are on your own terms. For them to understand what you’re
trying to be and to protect for yourself the parts of you you’re not sure about, that you’re still

experimenting with.

“If we don’t have privacy, what we’re losing is the ability to make mistakes, we’re losing the
ability to be ourselves. Privacy is the fountainhead of all other rights. Freedom of speech doesn’t
have a lot of meaning if you can’t have a quiet space, a space within yourself, your mind, your

community, your friends, your family, to decide what it is you actually want to say.

“Freedom of religion doesn’t mean that much if you can’t figure out what you actually believe
without being influenced by the criticisms of outside direction and peer pressure. And it goes

on and on.

“Privacy is baked into our language, our core concepts of government and self in every way. It’s

why we call it 'private property.” Without privacy you don’t have anything for yourself.

“So when people say that to me [“if you have nothing to hide, you have nothing to fear”] I say
back, arguing that you don’t care about privacy because you have nothing to hide is like arguing

that you don’t care about free speech because you have nothing to say."**

Snowden’s eloquent defense of privacy as critical for the formation of an independent moral self

stands in stark contrast to the now-famous statement by Scott McNealy, then-CEO of Sun

"'NL.A., “Snowden Revelations.” Lawfare Blog, N.D. Accessed May 16, 2022. https://www.lawfareblog.com/snowden-
revelations.

112 MacAskill, Ewen and Gabriel Dance. “NSA Files: Decoded.” The Guardian, Nov. 1, 2013.
https://www.theguardian.com/world/interactive/2013/nov/01/snowden-nsa-files-surveillance-revelations-
decoded#section/1.

'3 Franceschi-Bicchierai, Lorenzo. “The 10 Biggest Revelations from Edward Snowden's Leaks.” Mashable, Jun. 5, 2014.
http://sjo.pwr.edu.pl/fcp/2GBUKOQtTKIQhbx08SIkTUgR CUWR uHQwWFDBoIVURNWHVR BFhnRIUuWTISTno
YDxMe/_users/code_cE14VPxYXPVISShEqTVcBEOMAXS00GEMSBQ/pasaz/angielski/science/180409_the _10_bigg
est_revelations_from_edward_snowden_s_leaks-1.pdf.

1#Schrodt, Paul. “Edward Snowden just made an impassioned argument for why privacy is the most important right.”
Business Insider, Sep. 15, 2016. https://www.businessinsider.com/edward-snowden-privacy-argument-2016-9.
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Microsystems, in 1999: “You have zero privacy anyway. Get over it.”""* While McNealy’s comments
generated an outcry, he had stated a truth that many did not want to believe: by the end of the 1990s,
surveillance capitalism was already firmly established as a revenue model for an entire generation of

U.S. software companies. In effect, McNealy was saying to the world: There is no alternative.

In many ways, McNealy was not wrong. In his time, the technical architectures that could protect
individual privacy in a world of interconnected digital devices were rudimentary, and commercial
software was designed intentionally to maximize data sharing between corporations and governments
in ways that both drove revenue and increased state control. Because so few people understood the
rarefied world of software development, and because this macro-trend was rarely reported on by the
press (whose own advertising-based business models incentivized them to support the sharing of
personal data at scale), few Americans noticed that anything untoward was happening. Moreover, the
commercial success of the U.S. software industry became another incentive not to “mess with success”:
privacy advocates were seen by some as idealistic cuarmudgeons willing to crash the economy to
preserve an illusion of personal inviolability."¢ """ And after 9/11, a political rationale was added to the
destruction of privacy: Americans rushed to authorize sweeping new government powers in the name
of protecting the homeland, setting the stage for Edward Snowden’s revelations more than a decade

later.!8

During the late 1970s and 1980s, a small group of cryptographers and software engineers anticipated
that neither the U.S. government nor the private sector could be relied upon to effectively preserve
individual privacy in the digital age. This loosely-affiliated group became known as the cypherpunks, a
portmanteau of the words “cypher” and “cyberpunks.” The cypherpunk movement can be traced
back using various genealogies and periodizations,'”” ' but a few moments stand out in its emergence:

the publication of David Chaum’s “Security Without Identification” in 1985;"*' the creation of the

15 Sprenger, Polly. “Sun on Privacy: ‘Get Over It’.” Wired, Jan. 26, 1999. https://www.wired.com/1999/01/sun-on-
privacy-get-over-it/.

11¢ EPIC, “Public Opinion on Privacy.” Electronic Privacy Information Center. N.D.
https://archive.epic.org/privacy/survey/.

17 Castro, Daniel. “Trust Us, We Know Best: The Steady Rise of Privacy Paternalism.” Information Technology €
Innovation Foundation, Jun. 24, 2021. https://itif.org/publications/2021/06/24/trust-us-we-know-best-steady-rise-
privacy-paternalism.

118 Franklin, Sharon Bradford. “Rethinking Surveillance on the 20th Anniversary of the Patriot Act.” Just Security, Oct. 6,
2021. https://www.justsecurity.org/78753/rethinking-surveillance-on-the-20th-anniversary-of-the-patriot-act/.

"2 Lopp, Jameson. “Bitcoin and the Rise of the Cypherpunks.” CoinDesk, Apr. 9, 2016.
https://www.coindesk.com/markets/2016/04/09/bitcoin-and-the-rise-of-the-cypherpunks/.

120 Qureshi, Haseeb. “The Cypherpunks.” Nakamoto.com, Dec. 29, 2019. https://nakamoto.com/the-cypherpunks/.
12 Chaum, David. “Security without identification: transaction systems to make big brother obsolete.” Commaunications of
the ACM, Vol. 28, No. 10, Oct. 1985, pp. 1030-1044. https://dl.acm.org/doi/10.1145/4372.4373.
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Cypherpunks mailing list in 1992;'** and the publication of “A Cypherpunk’s Manifesto” online by
Eric Hughes in 1993.%

Cypherpunks foresaw that the rise of the internet would create a surveillance society and began
building cryptographic standards that could be deployed to protect money and identity on the web.
They played a critical role in “The Crypto Wars” of the 1990s, which kicked off when the White
House introduced the Clipper Chip in 1993."* This microchip created an unencrypted “back door” in
consumer hardware telephones, giving the government full access to all the data produced by the
devices. The White House was forced to pull the Clipper Chip after cypherpunk Matt Blaze
demonstrated that a brute force attack could disable its key escrow capability, effectively rendering it

useless.!?

Although the cypherpunks won the first Crypto Wars, U.S. government agencies have not stopped
pushing for encryption back doors. Over the past decade, two federal bills have been introduced by
members of both parties to mandate the creation of encryption back doors for law enforcement.’¢ '/
High-ranking members of the executive branch, like Attorney General William Barr,'*® have explicitly
called for encryption back doors. Neither bill passed, and Attorney General Barr’s pronouncements

didn’t go much farther than words. Despite this temporary preservation of encryption, however, data
sharing between software companies and the U.S. government has been a well-established practice for

decades, blurring or eliminating the lines between public and private communication.® 13 13!
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This suggests that there are multiple fronts in what should perhaps be more appropriately called the

Privacy Wars, and encryption is only one of them.

Cypherpunks were not the only advocates for internet privacy during the 1990s. With the rise of the
web, it soon became apparent that any kind of e-commerce would be impossible without effective
protections for payments and identity. Accordingly, companies like Netscape pioneered the
development of SSL and HTTPS privacy standards, which enabled the “Web 2.0” era of commercial
software platforms.'* (Since that time, SSL has evolved into TLS, a more advanced cryptographic
protocol.) On the policy side, as of mid-2022, over 70% of governments worldwide have passed

internet privacy laws to prevent the most egregious abuses of user data.'”

Yet as indicated above, encryption standards and privacy laws have failed to prevent the continued
intensification of the surveillance economy. Indeed, they can be said to enable it by giving technical
and legal cover to the routine exploitation of user data. As Web 2.0 evolved and the mobile computing
revolution took root, surveillance began to skyrocket as well. By mid-2022, smartphone penetration
had surpassed 80% of the world’s population.'** > Common smartphone apps like Twitter, Facebook,
and dating apps sell user data (for example, location data) to advertisers, who in turn resell it to
organizations in the public or private sector.’* This personal data economy has enabled government
agencies to track the movements and online activities of billions of people around the world in real

time with near-perfect accuracy.'’

In a world where every user’s digital identity and identifiers are constantly broadcast to virtually

138

anyone with a telecommunications capability,’*® the separation of money from identity arguably
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becomes a pressing issue of basic human rights. The most violent, repressive, and authoritarian
governments of the past had only a tiny fraction of the surveillance capability now available to not

only governments, but anyone willing to pay for it.

For these reasons, the Bitcoin project is centrally concerned with the separation of money from

identity. As Satoshi Nakamoto wrote in the Bitcoin white paper:

"The traditional banking model achieves a level of privacy by limiting access to information to
the parties involved and the trusted third party. The necessity to announce all transactions
publicly precludes this method, but privacy can still be maintained by breaking the flow of
information in another place: by keeping public keys anonymous. The public can see that
someone is sending an amount to someone else, but without information linking the transaction
to anyone. This is similar to the level of information released by stock exchanges, where the time
and size of individual trades, the 'tape’, is made public, but without telling who the parties

were."1%°

While bitcoin addresses (cryptographic public keys) can currently be tied to known identities, and the
bitcoin holdings of specific addresses can be made public, various privacy-enhancing proposals have
been and are being developed that would make transactions more private over time.'* The most
recently-implemented privacy-enhancing software upgrade was called Taproot, which changed
Bitcoin’s signature scheme from the Elliptic Curve Digital Signature algorithm to Schnorr signatures

to mask transactions involving multiple wallets."*!

This makes multisignature transactions appear
indistinguishable from single-signature transactions on the blockchain. Taproot was initially proposed

in 2018, then went through years of iteration and testing. It was formally approved in June 2021 when
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90% of miners signaled support for it, and then implemented in production on November 14, 2021.*
143

Many other privacy-enhancing projects are in development, a number of which do not involve
changes to the Bitcoin protocol itself. One example is the creation of Federated Chaumian Mints.'*
These mints are in effect pools of bitcoin where ownership of any particular amount is obscured.
Federated Chaumian Mints enable more private bitcoin custody solutions than the centralized
exchanges and wallets most frequently used today. By doing so, proponents argue, the mints will spur

adoption among Bitcoin’s less technical users who cannot or do not wish to manage their own keys.

Another noteworthy initiative is the development of decentralized exchanges (for example, TBD)
which use advanced cryptographic identity standards to protect the identities of users from network
observers while allowing disclosure to counterparties in specific transactions.'* This enables trust

while preventing surveillance.

In short, transaction privacy is a central aim of the Bitcoin project. The Bitcoin developer community
embraces the established principle within U.S. law that building and releasing open-source software
constitutes free speech, which cannot be constitutionally abridged.'* In this way, Bitcoin aims to
create a meaningful alternative to the surveillance economy without relying on support from either the
public or the private sector, neither of which is incentivized to disrupt a status quo that both generates

profits and facilitates population control.

Censorship Resistance

The Bitcoin network itself does not afford the ability to censor (prohibit) or reverse transactions. Any
Bitcoin address can send any of its holdings to any other address at any time, and once the transaction

has been finalized on-chain, there is no reversing it. This is what makes Bitcoin a “peer-to-peer”
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143 As a decentralized network, Bitcoin requires broad consensus to approve any changes to its underlying protocol.
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Trial”.
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network: users can interact with each other directly, without depending on any third party or

centralized intermediary.

This does not mean that there can be no provisionality in transacting on the Bitcoin network. Since
2015, a growing part of the Bitcoin developer ecosystem has been building “the Lightning Network,” a
protocol suite that enables the creation of peer-to-peer payment channels that eventually settle to the
Bitcoin blockchain.'” The blockchain itself is referred to as “Layer 1,” while the Lightning Network is
referred to as “Layer 2.” Each layer is optimized for its specific function: final settlement for Layer 1,
payment processing for Layer 2. Only the final Lightning channel balance gets settled to the Bitcoin
blockchain, preserving the privacy of parties to the transaction and dramatically increasing the
network’s overall throughput. As more Lightning nodes come online, the transaction throughput of

the network as a whole increases dramatically.

In this way, the Lightning Network enables not only the scalability of Bitcoin transactions far beyond
existing digital payments networks (i.c., Visa, Mastercard, SWIFT), but a broad suite of financial and
commercial services that benefit from the finality of settlement ensured by the base layer (Bitcoin).
This makes the Lightning Network an innovation as economically consequential as SSL and HTTPS,
discussed above, by facilitating mass access to the “internet of value.” Before Bitcoin, finality of
settlement in the U.S. could only be ensured through the FedWire system, which settles transaction
balances for U.S. Reserve Banks. (Before the FedWire System, often the only recourse to determine
final settlement was often physical violence—or the threat of it.) In this way, Bitcoin has brought the
trust technology behind central banking—and the state—to the individual user via peaceful, open-

source code.

There is some concern, however, that the Lightning Network may introduce vectors of centralization
that could result in transaction censorship.'*® This is an important consideration that must be
addressed as the network develops. Despite this potential threat, however, the Lightning Network
continues to be—as of mid-2022-the most promising framework for ensuring the decentralized
scalability of Bitcoin. It is this virtually limitless scalability which opens the door to Bitcoin’s use as an

everyday medium of exchange.

Along those lines, arguably the most important frontier for ensuring Bitcoin’s continued censorship

resistance lies in custody solutions. As we mentioned in the discussion of Federated Chaumian Mints

147 Alden, Lyn. “A Look at the Lightning Network.” LynAlden.com, August 2022. https://www.lynalden.com/lightning-
network/.
'8 Frankenfield, “Lightning Network.”
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above, most users currently access both the Bitcoin network and the Lightning Network through
centralized third parties: digital exchanges and wallet providers. These platforms typically implement N\
full AML/KYC along with withdrawal limits and transaction policing. In other words, exchanges and \\
wallet providers operate like typical banks, which means using bitcoin via these services is often not

very different from using digital fiat currency. This is a trade-off many today make for the convenience

of having a trusted third party custody their bitcoin. However, this is a dangerous trade, as it eliminates

many of the unique benefits of using the Bitcoin network and opens user assets to confiscation. Full

censorship resistance will therefore only be realized if the software used to custody bitcoin is itself

censorship resistant.

Freedom

Ultimately, transaction privacy and censorship resistance are prerequisites for economic freedom.
Economic freedom is a critical element of human freedom as such. A free person is able to enter into
mutually beneficial relationships with whomever they choose and to negotiate the terms of those
relationships without undue pressure or external influence. Freedom is the value at the root of the
Bitcoin network. It is also—we argue—the value at the root of the American project. Freedom hinges on
a foundational prior right, discussed above: the right to privacy. Without privacy, freedom is

impossible.

As the discussion of CBDCs above shows, expansion of government power is frequently justified by
ostensibly urgent police action: the need to prevent terrorism, human trafficking, money laundering,
illegal border crossings, etc. In the United States, both 9/11 and the January 6 insurrection became
reasons to greatly step up the policing of both economic activity and speech by the government-with
the private sector serving as a willing enabler and (often pre-emptive) enforcer.' ' In the intelligence
community, such public crises are often referred to as “covers for action”: they offer a publicly-

acceptable rationale for the expansion of government power."!

Such covers for action have done extraordinary work to make Americans willing participants in the

erosion of their own freedoms. Surveillance of U.S. citizens by federal intelligence agencies has been
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ubiquitous for years,'>* 153

and U.S. police at municipal, state, and federal levels increasingly use facial
recognition software, location tracking, and data mining to produce detailed maps of the predilections
and behaviors of anyone on U.S. territory and beyond.">* '° 5 Predictive policing is known to
exacerbate racial prejudices while calling into question a fundamental premise of the U.S. justice

system: that people are innocent until proven guilty.'” 158

Meanwhile, the “technologies of the border”--increased surveillance and suspension of certain rights
typically reserved for border crossings—have become generalized to two-thirds of the American
population via the encroachment of Customs and Border Patrol jurisdiction up to 100 miles inland."’
The CPB incorrectly, but routinely, interprets their enhanced powers within this zone as effectively

suspending the constitutional rights of U.S. citizens—particularly the First and Fourth Amendments.'*

lel these initiatives

While some have brought suit against the CPB for violations of their civil rights,
have not received widespread attention either from the public or from U.S. federal or state legislatures.
If anything, the agency’s power appears to be expanding. In April 2022, the Department of Homeland
Security (the umbrella organization that oversees CPB) generated an outcry when it announced the
creation of a Disinformation Governance Board to police online speech in the name of national

security.'®?
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In short, the sphere of privacy in America has been systematically contracting.'® The U.S. government
is now an observer of, and at times participant in, the day-to-day economic transactions of hundreds of
millions of people, from ordering groceries to wiring money to paying a friend back for dinner.'** This
activity produces a rich trail of data that e-commerce providers and payment processors often sell to
data brokers, who in turn resell it to companies and the government.'® Police cameras and drones
monitor how often Americans leave their apartments or neighborhoods, where they go, and who they
spend time with.'* ' 1 Advertisers buy ads on social media sites, which enables them to collect user

data that they can, in turn, sell to other companies and the government.'?’

This process has not faced meaningful pushback from American civil society; indeed, it has often been
accelerated by broad and enthusiastic popular support. Political candidates who implement or
demand increased surveillance are often rewarded—not punished—electorally.'® ! This suggests that,
over the long term, the electoral process cannot be meaningfully relied upon to protect basic human
rights, including the right to privacy and the right to freely transact. This has significant implications

for the future of the form of democratic governance practiced in the United States.
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As political avenues to protect civil liberties become increasingly ineffective, today’s cypherpunks turn

to a-jurisdictional open-source code.

Stablecoins

Stablecoins are Private Bank-Created Dollars

If CBDC:s are programmable cash, or MO money supply, then stablecoins are programmable money—
M1 or M2 money supply, akin to the dollars created by commercial banks as part of their ongoing
lending operations. But stablecoins are not “digital dollars”--digital representations of M2 money
supply-- as described above. Instead, they are “cryptographic tokens which circulate on public
blockchains and aim to track the return of sovereign currencies.”"”* The underlying blockchain used to
track the circulation of different stablecoins varies, but the stablecoin token is always pegged to the
value of the fiat currency it represents. Ownership of stablecoins is proved by ownership of a private
key, which allows a user to spend from a blockchain address. Stablecoins are usually backed 1:1 by the
fiat currency they mirror (its M1 or M2 money supply), though they may also be backed by other

assets, like gold or bitcoin.'”

Because stablecoins are privately issued money used worldwide to achieve final settlement across
financial institutions and platforms, they closely resemble eurodollars. Eurodollars, which have been in
existence since 1954, are fiat currencies issued by private banks outside the fiat currency’s country of
origin.'”* Eurodollars are mostly denominated in U.S. dollars, but can be used to track other fiat
currencies as well. For this reason, some refer to stablecoins as “cryptodollars.””> However, eurodollars
are typically not backed by U.S. dollars or Treasurys; for this reason, they have at most an indirect
effect on the U.S. money supply.”® Many cryptodollars, by contrast, are backed by U.S. currency. For
this reason, backed cryptodollars could serve as a powerful new source of demand for U.S. dollars and

Treasurys worldwide in an era when their status as a reserve currency is increasingly in question.'”
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Stablecoins enable fast, low-cost transacting and settlement in fiat currencies by bypassing many of the
frictions and fees of the global banking system. They also enable users to hold cryptocurrencies in a less
volatile format that can be easily exchanged for other, non-fiat cryptocurrencies. The vast majority of
stablecoin transactions take place on cryptocurrency exchanges, many of which also issue their own
stablecoins. Exchanges must comply with the identity verification requirements of AML/KYC in

order to operate in many countries, which has been driving compliance worldwide."”

Stablecoin usage has exploded since they were first introduced in 2017; their market capitalization
reached nearly $150 billion by the end of 2021."” In 2021 alone, the market capitalizations of the
leading stablecoins grew between 500%-1,300%, and stablecoins had come to represent nearly two-
thirds of total cryptocurrency trading volume by January 2022.'* By far the most popular stablecoins
worldwide are pegged to the U.S. dollar; these represent over 99% of all stablecoins in circulation as of
Q22022

The Push for Regulation

Some government officials perceive stablecoins as a threat to central banks’ control over money supply
and capital markets. Jerome Powell, chairman of the U.S. Federal Reserve, has said, "You wouldn’t
need stablecoins, you wouldn’t need cryptocurrencies if you had a digital U.S. currency [CBDC]."'*
In 2021, U.S. Treasury Secretary Janet Yellen chaired the President’s Working Group on Financial
Markets, which produced a report outlining the risks stablecoins might pose to the U.S. banking
system.' ' Chairman of the U.S. Securities and Exchange Commission, Gary Gensler, has stated
outright that the SEC has regulatory authority over stablecoins: “Make no mistake: It doesn’t matter

whether it’s a stock token, a stable value token backed by securities, or any other virtual product that
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provides synthetic exposure to underlying securities. These platforms — whether in the decentralized or
centralized finance space — are implicated by the securities laws and must work within our securities
regime.”'®>

Indeed, regulatory scrutiny of stablecoins has intensified significantly after the Terra/LUNA/UST
debacle of 2022. A bit of historical context: In 2018, a venture-backed startup called Terraform Labs'*
launched with a new public blockchain, Terra, ostensibly built specifically for decentralized finance
(“DeFi”) use cases. In 2020, Terraform Labs introduced a new stablecoin, UST, on its blockchain.
Unlike most stablecoins, however, UST was not backed by collateral (although a nonprofit
foundation, the Luna Foundation Guard, eventually began raising billions of dollars in forex reserves
to one day back the currency—mostly in bitcoin). Instead of backing its assets, UST relied on an

algorithm, the Terra protocol, that supposedly created market-based incentives to maintain its peg
with the U.S. dollar using a Terra-native token called LUNA. ' 1%

UST did very well in the bull-run climate of 2021; however, on May 7, 2022, large amounts of UST
selling began.'® This sent the protocol into a “death spiral”: within a week, UST plunged from $1 to
12 cents, while the LUNA token became effectively valueless, going from around $85 to zero.™" !

Terra(LUNA)’s market capitalization dropped from $40 billion to just over $500 million, wiping out

many investors."*
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This vulnerability to “death spirals” has been described as a key characteristic of algorithmic

stablecoins by a number of authors, perhaps most succinctly by Dr. Ryan Clements, assistant
professor at the University of Calgary."” In short, when an algorithmic stablecoin slips below its peg,
the algorithm will automatically start minting more of its paired token (in this case, LUNA). This
creates downward price pressure on the token, incentivizing token holders to sell it immediately rather

than hold it and wait for the price to recover (which, as they know, is unlikely to happen).™*

The UST fiasco quickly prompted new calls for regulation of stablecoins: U.S. Treasury Secretary
Janet Yellen renewed her request that Congress pass legislation regulating stablecoins by the end of
2022."” The same request was made several times in 2021, most explicitly in the report published by
the President’s Working Group on Financial Markets, which Yellen Chaired." *” The report advised
Congress to pass a law limiting stablecoin issuance to insured depository institutions, which would in
effect make the traditional financial system the sole issuer of stablecoins. So far, this proposal has met
with bipartisan resistance,” but there is littde doubt that additional regulatory scrutiny of stablecoins

is on the horizon.

Tether, the most popular and highly capitalized stablecoin worldwide, has also drawn the concern of
regulators both in the U.S. and beyond. Tether’s reserve asset composition has been difficult to
determine at various periods throughout its history. Its parent company, Tether Holdings Ltd., settled
with the New York Attorney General in February 2021 for $18.5 million after a protracted lawsuit
claiming that it had lied about its reserves and hid losses of funds.'” *® As a result of the settlement,

Tether Holdings committed to publishing quarterly reports for the NYAG outlining its reserves; these

1% Clements, Ryan. “Built to Fail: The Inherent Fragility of Algorithmic Stablecoins.” The Wake Forest Law Review, Oct.
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are now known to include a number of potentially insecure assets, like loans, commercial paper from
unknown sources, and reverse repo notes.*”* After the UST/LUNA collapse, investors concerned

about Tether’s solvency began a sell-off that also caused it to briefly slip below its peg with the U.S.
dollar.

In August of 2022, Scott Beck, CEO of United Texas Bank, testified before the Texas State Work
Group on Blockchain Matters, an expert group established by Texas statute to make policy
recommendations for the state of Texas.*” Beck stated that stablecoin issuers were “effectively sucking
deposits out of the banking industry.”*” He argued that because stablecoin issuers cannot hold
deposits at the Federal Reserve, and because stablecoins are not insured by the U.S. Federal Deposit
Insurance Corporation (aka “FDIC insured”), they introduce systemic risk into the global financial

system.

However, this argument is somewhat circular, as many stablecoin issuers are in fact seeking to become
fully-reserved, federally-chartered commercial banks,** but are unable to hold deposits at the Federal
Reserve until they receive those bank charters. For its part, the Federal Reserve has so far refused to
approve master accounts for many banks that custody cryptocurrency assets. One such bank,
Custodia, filed suit against the Federal Reserve in June of 2022, alleging that the agency is unlawfully

delaying its application process.*”

This tension results from the questions that bitcoin and stablecoins necessarily raise about the future
role of banks—including central banks—in human societies. We argue here that the core value
proposition of banks—providing trusted custodianship of valuable assets and creating credit—are
enduring social functions that will not go away. These functions can easily accommodate new form

factors for money, like stablecoins and bitcoin.
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The Future of Stablecoins: 1:1 Collateralization at Banks

In light of both the general characteristics of stablecoins and the risks posed by algorithmic and under-
collateralized stablecoins discussed above, it is the argument of this paper that stablecoins would create
the most value for the U.S.--and global-economy if they were issued by private banks, defined broadly
to also include new financial institutions like cryptocurrency exchanges and neobanks, so long as they
meet the objective requirements outlined for chartered banks. Stablecoins should be fully backed -
1:1-with U.S. dollars, Treasurys, gold, bitcoin, or other hard assets. This would require some
regulatory oversight, but not a monopoly over stablecoins by either central banks or existing financial
institutions. Indeed, as Vice Chair for Supervision of the U.S. Federal Reserve, Randal Quarles, stated
in 2021: “the concern that stablecoins represent the unprecedented creation of private money and thus
challenge our monetary sovereignty is puzzling, given that our existing system involves—indeed

depends on—private firms creating money every day.”>*

It is such privately issued, well-collateralized cryptodollars that represent genuine innovation in the
already highly digital dollar economy. Private stablecoins would dramatically increase the speed and
reduce the costs of cross-border, cross-platform transactions and settlement while entrenching the U.S.
dollar’s status as the world’s reserve currency. Perhaps most importantly, privately issued stablecoins
could preclude the worst violations of individual privacy and currency control that are virtually certain

with the imposition of state-managed CBDC:s.

26 Quarles, “Parachute Pants and Central Bank Money.”
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Conclusion

We live in a world characterized by the systematic erosion of individual privacy, which leads inexorably
to the extinction of freedom. While the United States remains a liberal democracy for now, all
indicators show that we are on path to the kind of authoritarianism characteristic of strong states like
China. The rise of the internet and the global software industry has provided new tools for both
governments and corporations to maximize their influence over large populations for control and
profit. These digital tools have made it difficult for individuals to exercise ownership of their property,
as economic transacting increasingly occurs only with the permission of the state. In this way, an

important vector of resistance to state power by civil society is being fundamentally eroded.

Central bank digital currencies (CBDCs) represent an extension of this state control over economic
life. CBDC:s provide governments with direct access to every transaction in that currency conducted
by any individual anywhere in the world. As governments worldwide routinely share data with one

2072% individual transaction data will quickly become known to any government in a data-

another,
sharing arrangement. Given the frequency with which government databases are compromised, this
arrangement virtually ensures that anyone’s transaction data will eventually become available for
global perusal. CBDC:s also enable governments to prohibit, require, disincentivize, incentivize, or
reverse transactions, making them tools of financial censorship and control. Moreover, as a direct
liability of central banks, CBDCs become a new vanguard for the imposition of monetary policy
directly on consumers: such policies include, but are not limited to, negative interest rates, penalties for
saving, tax increases, and currency confiscation. In these ways, governments will unsuccessfully

attempt to pay down ballooning national debts using private capital from individuals—about half of

whom (worldwide) live on less than $5.50 per day.*”

Clearly, individuals and organizations need to transact digitally with fiat currencies, and the current
global banking system often makes those transactions slow and expensive. To solve this problem,
cryptographic stablecoins pegged to fiat currencies and backed 1:1 with hard collateral can be issued by
private banks worldwide. This would provide all of the purported benefits of CBDCs for end users

while precluding the levels of surveillance and control that CBDC:s offer the state. In this way,

27 NL.A., “Which countries could have access to your data?” Amnesty International, N.D.
https://www.amnesty.org.uk/which-countries-access-your-data-nsa-gchg-five-eyes-snowden-
surveillance#:~:text=The%20top%20table%200f%20intelligence,countries%20across%20Asia%20and%20beyond.
2% N.A., “Five Eyes.” Privacy International, N.D. https://privacyinternational.org/learn/five-eyes.
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World Bank, Oct. 17, 2018. https://blogs.worldbank.org/developmenttalk/why-world-bank-adding-new-ways-measure-
poverty.
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stablecoins could also preclude the elimination of physical cash—which the United States should

continue to issue out of respect for the values of individual privacy and liberty.

Finally, Bitcoin will endure as a monetary tool for those who wish to preserve a sphere of individual
self-determination on the internet. While humans have always inhabited a multi-currency world, today
that reality takes on a new meaning as bitcoin—an a-jurisdictional, stateless cryptocurrency—gains
adoption alongside sovereign fiat currencies. No government can “regulate bitcoin out of existence,”

as it has no headquarters, no leader, no legally incorporated organization, and no jurisdiction.
Jurisdictional arbitrage between nation-states will facilitate the availability of bitcoin for the world.
The Bitcoin protocol’s commitment to privacy, censorship resistance, and freedom make it a bulwark
of individual protection in the face of technologically augmented institutional power. And as a
natively digital currency, bitcoin has not only enabled the creation of stablecoins, but continues to

underpin their utility, as a number of stablecoins use the Bitcoin blockchain for final settlement.

For most people, a combination of physical cash, bitcoin, digital dollars, and privately issued, well-
collateralized stablecoins will cover virtually all monetary use cases. Physical cash and bitcoin will
preserve a realm of individual financial privacy, while private stablecoins will place at least some checks
on the surveillance and censorial powers of governments. Both bitcoin and private stablecoins will
enable instant, low-cost digital transacting both domestically and across borders. Digital dollars and
stablecoins will continue to be subject to AML/KYC compliance by the platforms that facilitate
transacting with them. In this currency ecosystem—which is with us already—the creation of CBDC:s is,

quite simply, unnecessary.

Itis a truism that technological innovation cannot be slowed down. One of the characteristics of
technology is that it amplifies power—both for those previously disempowered, and for well-
entrenched institutions. The competitive dynamics created by technological innovation, in which
everyone races to stay ahead of their rivals, often create unwanted second-order effects. We should
think carefully about what kinds of “innovation” we want the U.S. government to embrace, so that we

do not unexpectedly find ourselves without rights—and without recourse.

The assumption that leaders we empower with technology will always work in the public interest and
for the public good is one of the myths dispelled by the political theorists of the Enlightenment. The
principle that power corrupts gave rise to the separation of powers and to the highly federated form of

government that has characterized the United States since its foundation. As Professor Andrew
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Ferguson at the American University Washington College of Law has succinctly stated, “Assume the

tyrant.”*!

This does not mean that we call for the U.S. government to remain weak in the face of threats by other
national governments. Rather, we invite policymakers, but first and foremost the American people to
whom they are accountable, to preserve a meaningful distinction between the political economy of the
United States and that of other countries. As the world goes the way of China in the 21st century, the
United States should stand for something different: it should stand for freedom. For this reason, the

United States should reject central bank digital currencies.
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