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Society depends on secure digital communications, networks, and devices, but cyberattacks and
system failures increasingly endanger physical safety, consumer privacy, and the operation of critical
services. The public benefits when security vulnerabilities in software and systems are discovered and
fixed before malicious actors can exploit them. In many instances, individuals have acted independently
and in good faith to find and report vulnerabilities for mitigation, thereby strengthening the cybersecurity
of products and services for the good of the community. Businesses leverage good faith security
research to make both their products and the overall ecosystem more resilient. Nonetheless, individuals
continue to encounter legal threats when vulnerability research and disclosures are unwelcome or
misunderstood.

Problem Statement:

Many states maintain broad criminal laws that fail to make a distinction between good faith security
researchers and malicious criminals. By not clearly distinguishing between malicious criminals and
security research, researchers are more prone to potential legal threats, chilling their efforts to
contribute to the security of systems and protect the public.

Recognizing the critical importance of good faith security researchers in advancing cybersecurity,
numerous governments and businesses have been vocal about the positive role of security research
and vulnerability disclosure. Notably, the United States Department of Justice (DOJ) established a
charging policy under the Computer Fraud and Abuse Act (CFAA) to differentiate between malicious
criminal activities and security research, urging federal prosecutors to decline prosecution of good faith
security research.1

However, states have generally not provided the same clarity. State attorneys general have an
opportunity to enhance cybersecurity by protecting good faith security researchers engaged in
responsible vulnerability research and disclosure.

Recommendation:

State attorneys general should establish a charging policy to clarify that good faith security research
following responsible practices should not be charged as a hacking crime. The charging policy could

1 U.S. Department of Justice, Department of Justice Announces New Policy for Charging Cases under the
Computer Fraud and Abuse Act, May 19, 2022,
https://www.justice.gov/opa/pr/department-justice-announces-new-policy-charging-cases-under-computer-fraud-a
nd-abuse-act.
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leverage existing legal definitions and the precedent established by the DOJ, which discourages bad
behavior and preserves flexibility for prosecutorial discretion. The below language closely tracks the
federal charging policy for security researchers.

Specific Language:

The attorney for the government should decline prosecution if available evidence shows the
defendant’s conduct consisted of, and the defendant intended, good-faith security research. For
purposes of this policy, “good faith security research” means accessing a computer for purposes of
good-faith testing, investigation, and/or correction of a security flaw or vulnerability, where such activity
is carried out in a manner designed to avoid any harm to individuals or the public, and where the
information derived from the activity is used primarily to promote the security or safety of the class of
devices, machines, or online services to which the accessed computer belongs, or those who use such
devices, machines, or online services. Security research not conducted in good faith—for example, for
the purpose of discovering security holes in devices, machines, or services in order to extort the owners
of such devices, machines, or services—might be called “research,” but is not in good faith. The Office
of the Attorney General can consult with prosecutors about specific applications of this policy.2

Background on Good Faith Security Research:

Good faith security research is also known as ethical hacking or white hat hacking. Good faith security
researchers have genuine intention to enhance security and promote the safety of users by helping to
address vulnerabilities before they can be exploited by malicious actors. When performed in good faith,
security research involves testing and investigating software flaws and vulnerabilities to alert
companies, consumers, and government entities of the existence of such flaws; publicizing scientific
findings related to the investigation of software flaws and vulnerabilities through academic publications,
conference presentations, and other blogs; and applying research discoveries to correct vulnerabilities
and create better functioning and more secure software. The public and technology system as a whole
are made more secure when security researchers are supported and encouraged to publish and report
their findings.

Examples of the Problem:

Despite the valuable contributions security researchers make to society by identifying and remediating
vulnerabilities, their efforts are occasionally met with legal threats stemming from unclear regulations
and limited understanding of their work. Even if a threat does not have merit, such threats can deter
good faith security research and vulnerability disclosure that might otherwise enhance the security of
the digital landscape. For example:

● Missouri Governor Mike Parson initiated a criminal investigation against a Saint Louis
Post-Dispatch reporter that “responsibly disclosed a security vulnerability in a Missouri state
education website, claiming that he maliciously hacked and left teacher and educational staffs’
social security numbers exposed and easily accessible”.3 The investigation was ultimately

3 Jon Brodkin, Missouri gov. calls journalist who found security flaw a “hacker,” threatens to sue, Ars Technica,
Oct. 14, 2021,

2 U.S. Dept. of Justice, Charging Policy - 9-48.000 Computer Fraud And Abuse Act, May 19, 2022,
https://www.justice.gov/media/1223666/dl?inline.
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closed.

● In Iowa, employees of a penetration testing firm were jailed and charged with burglary and
possession of burglary tools, despite being contracted to conduct security tests of the state
court system and report any identified vulnerabilities to authorities.4 The charges were
eventually dropped.

Numerous state criminal laws related to computer access or usage are very broad and do not
distinguish between malicious or fraudulent activity and beneficial security research. This puts security
researchers at a heightened risk of encountering legal issues, which can have a chilling effect on their
willingness to conduct valuable research and disclose vulnerabilities responsibly. Overbroad statutes
also place additional reliance on prosecutorial discretion, which can be aided by clear charging policies
promulgated by state Attorneys General. Below are some examples of such statutes:

● Many states prohibit “exceeding authorized access” to a computer.5 Similar language in the
CFAA led some courts to conclude that it is a crime to use a computer or website in violation of
terms of service or user agreements, even if no technical barrier is breached. This led to a
circuit split, and this interpretation of the CFAA was ultimately narrowed by the U.S. Supreme
Court - though not for state laws.6 Yet security researchers commonly scrutinize publicly
accessible websites and other computer systems without permission in order to identify privacy
and security flaws for patching.7

● Missouri imposes penalties on individuals who disclose or take data residing internal or external
to a computer or network without authorization.8 However, security research involves
independently testing software and disclosing vulnerabilities to be fixed.

● Maryland forbids any person from possessing, identifying, or attempting to identify a valid
access code without authorization.9 However, it is common for security researchers to test for
default passwords in digital devices.

In contrast, the state of Washington has implemented a statutory exception to its computer crime law
for good faith security researchers, noting that good faith testing is “investigating a security flaw
primarily to promote security or safety.”10

10 RCW 9A.90.030(11)-(12).
9 MD. § 7-302.
8 Mo. Stat. § 569.095.

7 Brief of Amici Curiae, Mozilla Foundation et al., Jul. 8, 2013, U.S. v. Auernheimer, 748 F.3d 525 (3d Cir. 2014),
pgs. 11-15,
https://cyberlaw.stanford.edu/sites/default/files/blogs/2013.07.08%20USA%20v.%20Auernheimer%20amicus%20
brief%20final%20for%20filing.pdf.

6 Orin Kerr, The Supreme Court Reigns In the CFAA in Van Buren, Lawfare, Jun. 9, 2021,
https://www.lawfaremedia.org/article/supreme-court-reins-cfaa-van-buren.

5 See, e.g., Colo. Rev. Stat. 18-5.5-102(1)(a). ARS 13-2316(A)(8).

4 William Morris, 'They became the scapegoats': Security contractors arrested at Dallas County Courthouse in
2019 sue county, sheriff, Des Moines Register, Aug. 1, 2021,
https://www.desmoinesregister.com/story/news/crime-and-courts/2021/08/01/arrested-coalfire-security-testers-201
9-file-dallas-county-iowa-courthouse-lawsuit/5431611001.

https://arstechnica.com/tech-policy/2021/10/missouri-gov-calls-journalist-who-found-security-flaw-a-hacker-threate
ns-to-sue.
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* * *

We encourage State Attorneys General to support independent cybersecurity research and the security
community as important drivers for advancing cybersecurity for all. By instituting clear charging policies
that distinguish between malicious criminals and security researchers, state attorneys general can
create an environment that encourages these researchers to contribute to enhanced security. This
proactive step will foster collaboration between researchers, businesses, and government entities that
will ultimately lead to a more secure and resilient digital landscape.

For more information, please visit https://HackingPolicyCouncil.org.
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