
Measuring Cyber Risk in 
Mergers and Acquisitions 

As the potential reputational and financial impact of  cyber-intrusions rises, the assessment of cyber risk is becoming an increas-
ingly critical part of Merger and Acquisition (M&A) due diligence. In addition to the audit of financial statements, the inspection of 
buildings, and the validation of intangible assets, M&A teams must add to the checklist a comprehensive evaluation of an organiza-
tion’s digital estate and the identification of incidents that represent a potential liability.  

Determining the cyber hygiene and security of the target network before it is integrated into the parent network is a fundamental 
M&A challenge – and one which requires an intelligent, holistic approach to cyber security.

Key Benefits:

�	 Detects and responds to latent threats prior to  
network integration

�	 Minimizes cyber risk during M&A

�	 Generates unified view in a single, intuitive UI

�	 Identifies critical vulnerabilities and misconfigurations

�	 Monitors bespoke compliance breaches

In today’s cyber environment, 
companies can never be too vigilant 
given the increasing complexity 
of cyberthreats in M&A deals. 
Darktrace is helping us stay proactive 
and aware of our cyber risk profile.
 / Robert Dennehy, SVP MACOM

Darktrace detects and responds to 
threats that other tools miss.
 / Jonas Knudsen, Research Director, IDC

Modern M&A practices need to 
include a realization that companies 
are also acquiring past, present, and 
even future cyber threats. 

 /  Challenges in M&A Due Diligence
An organization must first of all be able to identify any previ-
ous or pre-existing cyber-intrusions in the environment of the 
company being acquired. These could manifest as customer 
data breaches with the potential to harm the company’s brand 
reputation, or as evidence of a reconnaissance campaign, 
undermining the value of intellectual property.  

The merging of two networks can expose the parent compa-
ny’s network to vulnerabilities from the child company’s net-
work. To protect against this, the acquirer must therefore also 
understand exactly what is going on inside that new network 
and mitigate any risks before joining them up. This understand-
ing of the digital environment is lacking for most M&A teams.  

Today’s networks are interconnected and dynamic, and often 
it is not feasible to shut out all potential attackers or vulnera-
bilities. Most companies face some level of threat from within, 
whether from sophisticated attackers that bypass traditional 
security controls or an insider with a grudge against the firm. 
While their existence is inevitable, these threats can be man-
aged through good policy and technology.

As we enter a new era of increasingly advanced attack types, it 
is imperative that M&A teams gain a high-level understanding 
of the state of the digital infrastructures that they are set to 
acquire, and mitigate vulnerabilities that may exist, in order to 
fulfil the potential of the transaction and avoid security fallout. 

/  AI for Cyber Due Diligence
It has traditionally been difficult to ensure that a target com-
pany’s intellectual property has not been compromised or 
stolen by a competitor or nation state, while many threats 
remain hidden in the noise of the network by leaking or manip-
ulating data slowly over days and weeks. Traditional security 
tools fail to detect such subtle threats and breaches.  

Darktrace’s Self-Learning AI learns a normal ‘pattern of life’ 
for every user, device, and network in an organization to spot 
hidden anomalies and sophisticated attacks With this un-
derstanding, the AI is able to detect and responds to threats 
in real time, while taking continuous preventative action to 
locate vulnerabilities and harden defenses. 
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Darktrace (DARK.L), a global leader in cyber security artificial intelligence, delivers complete AI-powered solutions 

in its mission to free the world of cyber disruption. Its technology continuously learns and updates its knowledge of 

‘you’ for an organization and applies that understanding to achieve an optimal state of cyber security. It is delivering 

the first ever Cyber AI Loop, fueling a continuous end-to-end security capability that can autonomously prevent, 

detect, and respond to novel, in-progress threats in real time. Darktrace employs over 2,200 people around the 

world and protects over 8,100 organizations globally from advanced cyber-threats.
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/  Darktrace for M&A
Darktrace offers a holistic overview of an organization’s entire digital architecture – including network, cloud, SaaS, email and end-
points – as well as a detailed perspective on the behaviors of every user and device. The parent company can use this  
self-learning technology to assess the networks of firms they have acquired and those they plan to acquire, even prior to complet-
ing the transaction.  

Armed with Darktrace’s AI technology, companies can minimize the security risk of the acquisition, evaluate whether a threat actor 
is already entrenched within the network, and gain unprecedented visibility throughout the cyber due diligence process. 

/  Managing Due Diligence with Darktrace PREVENT 
Darktrace PREVENT is built to prioritize threats, harden defenses, and reduce risks for organizations, and can address the key 
issues which arise during the M&A process. 

Asset Discovery 
As your organization increases its digital footprint through 
M&A, it’s important to have visibility over the full map of assets 
being connected to the network. Darktrace PREVENT un-
earths Shadow IT hidden in environments and mitigates the 
risks these assets pose by surfacing potential vulnerabilities 
and unusual behaviors.

Compliance and Network Configuration 
Darktrace is highly configurable and can be set to raise alerts 
based on the parent company’s compliance policies. 

For instance, if the parent company prohibits Dropbox usage, 
they can create a model breach that detects Dropbox usage 
in the child organization in real time. Similarly, companies can 
identify anomalies in the target network’s configuration, such 
as ports being used for unauthorized tasks.  

In some cases, firms have identified significant misconfig-
urations and vulnerabilities in the environments of acquired 
organizations. In others, companies have discovered the 
target network had a ‘clean bill of health’ and continued to use 
Darktrace for due diligence and the eventual merger.  

Vulnerability and Risk Assessment 
Darktrace also helps you by identifying vulnerabilities in the 
attack surface of the acquired organization. Mimicking the 
view of a threat actor, Darktrace PREVENT reveals where 
and how attacks will target the organization, allowing you to 
pre-empt the attackers and harden defenses as required. 
Automatic risk assessment provides the contextual data to 
determine the risk level, evidence, and proposed mitigation 
actions for each vulnerability. The process is performed with-
out technical input, meaning all you need to get started is the 
brand name of the acquired organization.

Continuous Monitoring Post-M&A 
Once the merge is complete, Darktrace continues to prevent, 
detect, and respond to threats across the entire organization, 
keeping pace with any further changes to its digital envi-
ronments. As more users and devices are added, Darktrace 
continues to evolve its understanding of the wider business 
and draw out subtle and far-reaching threats.  

Darktrace PREVENT continues to highlight vulnerable assets 
and dangerous attack paths, as well as emulating breaches, 
prioritizing vulnerabilities, and testing human defenses. The 
wider organization can feel confident in continuously hard-
ened defenses, and remain a step ahead of attackers.
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