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Evolving threats call for evolved thinking



Darktrace/Email is a gamechanger in 
the email threat detection landscape.  
 / Director of Business Solutions & IT, Transportation

Business Email Compromise cost 
$1.8 billion in 2020.
 / FBI 2020 Internet Crime Report
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THE EMAIL THREAT LANDSCAPE
Email is the primary connective tissue for the majority of businesses. Nearly 300 billion emails are sent every day, many of them 
containing private information, confidential plans, and financial transactions. 

Considering this overwhelming reliance on email, it is a worrying fact that 94% of all cyber-attacks still originate in the inbox. Spear 
phishing, impersonation attacks, and account takeovers are slipping past traditional email security tools with alarming frequency. 
Furthermore, cyber-criminals have exploited global uncertainty around the pandemic to lure users into clicking malicious 
attachments or links in a tactic called ‘fearware’, as well as targeting the weakest links in supply chains to launch mass-scale fraud 
campaigns across multiple organizations. 

In this era of sophisticated threats, it is critical for organizations to embrace new technologies which can adapt to attackers’ tactics  
and techniques, and autonomously defend their email environment. A self-learning approach to email security has become 
critical in the face of increasingly advanced and fast-changing threats.
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We rely on Darktrace AI to fight 
back against email attacks with 
complete autonomy and lightning 
speed – before damage is done.
 / CIO, McLaren Technology Group

Darktrace/Email is light years ahead 
of any other email security system.
 / Cyber Security Vice President, Miscellaneous
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THE TRADITIONAL APPROACH  
TO EMAIL SECURITY
Legacy security tools look at emails ‘in isolation’, without the 
context of an organization’s wider email patterns. These con-
trols rely on historical knowledge of previously encountered 
attacks in order to spot the threats of today and tomorrow.

These ‘reputation checks’ cross-reference every email with 
a series of lists containing known ‘bad’ IPs, domains, and 
file hashes, and if there is a match the email is held back. In 
addition, security teams often create static rules and policies 
to tailor these controls to their organization. This involves 
spending a lot of time scrolling through Indicators of Com-
promise (IoCs) and updating their infrastructure to defend 
against known attacks.

Such an approach invariably results in playing ‘catch-up’ with  
cyber-criminals and is becoming increasingly antiquated as 
attackers increase the speed and scale of their campaigns. 
By the time an IoC has been created and a rule updated, the 
cyber-criminal has usually moved on. Attackers are constantly 
renewing their attack infrastructure by purchasing thousands 
of new email domains, usually for just a few pennies each, that 
don’t have a reputation, and their attacks therefore bypass 
legacy tools with ease. 

Furthermore, this approach is blind to cases of account take-
over where a legitimate user’s account is compromised and 
malicious emails are sent out. Since these emails come from 
a trusted contact they are judged both by the recipient and 
traditional email security to be benign. These tools therefore 
suffer from high-miss rates with new attacks and often over-
compensate for this by holding back legitimate mail.

Key Takeaways

�	 Reliant on rules and deny lists

�	 False positives disrupt business

�	 Deployment type leads to outages 

�	 Fails to catch novel or sophisticated threats

Figure 1: A high-level diagram depicting an Email Secure Gateway’s inline position



DARKTRACE/EMAIL:  
ASKING THE RIGHT QUESTIONS 
Darktrace/ Email is the world’s first self-learning email security 
technology. Powered by AI, it represents a fundamentally new 
approach to email security in moving away from static rules 
and playbooks that seek to answer the question of ‘Is this email 
bad?’. Rather than looking at the data of an email alone and 
running it through pre-existing deny lists, Darktrace/Email looks 
at emails in their full context and instead asks: 

Does this email belong? 

Do these recipients usually get the same emails together?  

Does this look like an attempt at inducement?  

Is the sender trying to solicit some sensitive information?

The technology analyzes thousands of data points for every 
email in the context of the sender, the recipient, and wider 
email traffic, looking at metrics including: previous interac-
tions, login locations, similar-looking domains, and behavioral 
anomalies.

In this way, Darktrace/Email learns the behavioral patterns of 
every user, building an evolving understanding of the human 
behind the email. With this more complete description of an 
email and the wider organization, Darktrace/Email can start 
questioning the data to understand if it corresponds with the 
behavioral patterns of everyday users.  

This allows the AI technology to spot subtle deviations and 
anomalous behavior, detecting all threat types regardless of 
whether they have been seen before. Darktrace/Email then 
responds accordingly, locking links, neutralizing attachments, 
or preemptively pulling the email from the inbox, depending 
on the precise nature of the incident.

Key Takeaways

�	 Learns behavioral patterns of email users to establish 
normal ‘pattern of life’

�	 Responds proportionately to the full range of email attacks

�	 Can be enriched with other data sources across the

�	 business, including network, endpoint, and applications data

�	 Insights on the attack surface enhance decision-making

Darktrace/Email has proved an 
extremely reliable and effective 
solution.
 / CIO, Services

Figure 2: Darktrace/Email sits passively behind email providers,  
continuously re-assessing and issuing updated actions as new data is introduced

Darktrace / Email
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/  AI-Native Email Security
Innovations in AI have fundamentally changed the email 
security landscape in recent years, but it can often be hard to 
determine what makes one system different to the next. One 
approach involves harnessing an extremely large data set 
with thousands or millions of emails. Once these emails have 
come through, the AI is trained to look for common patterns in 
malicious emails. The system then updates its models, rules 
set, and deny lists based on that data.

This method certainly represents an improvement to 
traditional rules and signatures, but it does not escape the 
fact that it is still reactive and unable to stop new attack 
infrastructure and new types of email threats. It is simply 
automating that limited, traditional approach,  only instead of 
having a human update the rules and signatures, a machine is 
updating them instead. 

Darktrace/Email uses this approach for one specific use 
which is futureproof and not prone to change over time: 
to analyze grammar and tone in an email in order to identify 
intention: asking questions like ‘Does this look like an attempt at 
inducement? Is the sender trying to solicit some sensitive infor-
mation? Is this extortion?’. By training a system on an extremely 
large data set collected over a period of time, you can start to 
understand what, for instance, inducement looks like. This then 
enables the system to easily spot future scenarios of induce-
ment based on a common set of characteristics.

In addition, Darktrace/Email extracts and extrapolates 
thousands of data points from every email. Only after having a 
more comprehensive set of indicators, with a more complete 
description of that email, can the data be fed into an unsu-
pervised, topic-indifferent machine learning engine to start 
questioning the data in millions of ways, asking for instance:

Does this person usually receive Zip files?

Does this supplier usually send links to Dropbox?

Has this sender ever logged in from China?

Do these recipients usually get the same emails together?

The technology identifies patterns across an entire organiza-
tion and gains a continuously evolving sense of ‘self’ as the 
organization grows and changes. It is this innate understand-
ing of what is and isn’t ‘normal’ that allows the AI to spot the 
truly ‘unknown unknowns’ instead of just ‘new variations of 
known bads.’

Finally, Darktrace/Email will show users why an email was 
actioned, as well as give them the option to preview it without 
downloading it or releasing it back to their inbox. This direct 
messaging empowers end users and saves the security team 
an immense amount of time. With Darktrace AI technology, 
security teams can now move away from monitoring emails 
and begin focusing on more vital components of security and 
decision making.

/  Cloud Delivered
Advancements in cloud computing have given rise to fast, 
resilient, dependable services hosted without hardware 
maintenance. Microsoft 365 has continued to thrive as organi-
zations shift away from hosting their own mail servers.

Darktrace/Email is built for cloud solutions like Microsoft 365 
and Google Workspace, and is highly agile, scalable,  
and robust. It can be hosted on-premises or deployed in  
5 minutes in the cloud.

Darktrace/Email uses journaling to receive a copy of each 
email. Journaling reliably sends a copy to additional, pre-con-
figured destinations. It takes only a few minutes to set up and 
requires no MX record changes, meaning there is no risk of 
operational outages. The technology then processes every 
email in real time, leveraging email providers’ APIs to take 
action if necessary.

/  Auto-Prioritization of Key Individuals
Darktrace/Email understands the human behind email 
communications, which means it can autonomously detect 
which users are high priority, which users are more likely to be 
targeted, and which users have access to sensitive material. It 
will therefore take an appropriate response to different users, 
rather than a single response across the board.  

Darktrace/Email is as close to ‘set 
it and forget it’ as you can find in 
the email security market. We’ve 
been using the product for a few 
months now and we have seen zero 
phishing attempts make it into our 
organization.
 / CIO, Transportation



/ Interaction with Third Parties 
Attackers are now experimenting with new social engineering 
techniques, and impersonating trusted organizations and 
contacts from suppliers, partners and customers that are 
known to your users. By understanding the human behind the 
email, Darktrace/Email can understand when a third party user 
has been compromised protecting your business from a wide 
range of attacks including impersonation supply chain takeo-
ver, invoice fraud, BEC, and impersonation attacks. 

/ Explainable AI
Darktrace/Email was designed with the IT and security team, 
as well as your busy employees and executives, in mind, and 
can give users a digest, explaining why an email was actioned. 
Users have the option to review the AI’s Analysis and findings 
without downloading or releasing the threatening email. This 
direct messaging empowers end users and saves the security 
team an immense amount of time. 

/ Visibility, Forensics, & Auditing 
Organizations that trial Darktrace/Email side-by-side to other 
email security defences invariably report that Darktrace/Email 
has superior functionality around email visibility, forensics, and 
auditing, including the ability to see whether or not a message 
has been read, which users have clicked on links, who else has 
received certain emails, who users normally communicate with, 
breakdowns of email headers, and more. 

Figure 3: Self-Learning AI learns normal patterns of life to 
identify the malicious behaviors that don’t belong. That goes 
for every email and every user.

Figure 4:  A snapshot of Darktrace/Email’s insights
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Darktrace/Email forms part of the Cyber AI Loop: Darktrace’s technology vision of four interconnected AI engines that constantly 
communicate and improve the organization’s defensive posture. This allows defenders to prevent, detect, respond, and ultimately 
heal from cyber-attacks. 

When Darktrace/Email combines with Darktrace PREVENT,  
the AI technologies use each other’s insights to inform more accurate, context-aware decision-making.

PREVENT Forewarns Darktrace/Email  
of Potential Spoof Domains
Darktrace PREVENT looks for potential threats and feeds this 
information to Darktrace/Email. For example, information on 
shadow domains impersonating an organization is relayed 
from Darktrace PREVENT to Darktrace/Email before it’s even 
used for malicious intent. Once this data is fed into Darktrace/
Email, the AI technology increases sensitivity around these 
assets and acts instantaneously and autonomously when 
these spoof domains are used for malicious purposes.

CYBER AI LOOP

Criticality of Attack Paths will Impact  
Darktrace/Email’s Decision-Making 
Combining these two products will allow critical metrics on 
impact, damage, exposure, and weakness to be streamlined 
through to Darktrace/Email. Darktrace/Email will then factor 
this valuable data into its decision-making processes. Feeding 
metrics from Darktrace PREVENT into Darktrace/Email allows 
for more informed actions, as the system now learns the 
potential consequences of an attack targeting a specific user. 
Therefore, stronger actions can be enforced for users who are 
known to have a high potential impact in case of compromise.

CONNECTING EMAIL WITH  
THE WIDER ORGANIZATION
Darktrace/Email can be enriched with additional data sources when used as part of Darktrace/Network or Cloud. This allows 
it to incorporate behavior and insights from other parts of the organization, adjusting an email’s threat level in light of network, 
cloud, and SaaS events across the digital business.  

For example, Darktrace/Email connects with Darktrace/Apps to reveal unusual login behavior that is indicative of account takeover. The 
two work synchronously to add visibility and protection across Outlook, Microsoft Teams, SharePoint, OneDrive, and more. An equivalent 
SaaS Module exists for Google Workspace.

Figure 5: Darktrace Coverage Areas



USE CASE: SPEAR PHISHING  
AND PAYLOAD DELIVERY
The majority of phishing attempts aim to deceive employees into clicking malicious links or attachments in an email in 
order to harvest credentials or deploy malware into an organization. These emails can be launched as mass ‘drive by’ 
campaigns or as carefully crafted ‘spear phishing’ attacks that are targeted towards the recipient.

/  ‘Fearware’ Attacks  
Neutralized by Darktrace AI

With the onset of the pandemic, Darktrace caught several 
emails purporting to be from the Center for Disease Control 
(CDC). This was the latest in a new trend of ‘fearware’: attacks 
that play into Fear, Uncertainty, and Doubt (FUD) by imper-
sonating officials with pertinent information about current 
global issues.

The emails claimed to offer urgent information on the spread 
of the pandemic. Darktrace, however, detected that these 
emails contained malicious links and held them back from the 
recipients’ inboxes, protecting the organization from harm.

“Using AI, Darktrace can detect 
and respond to email-borne threats 
and cloud-based attacks that other 
tools miss.”
 / CIO, City of Las Vegas

“An advanced email security 
solution that does what  
others can’t.”
 / Director Of Information Systems, Transportation

Figure 6: The CDC spoof emails that evaded gateways but were 
stopped by Darktrace/Email

Figure 7: The 100% anomalous link surfaced by Darktrace
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USE CASE: COMPROMISED  
CREDENTIALS AND ACCOUNT TAKEOVER
Attackers may steal email credentials using a variety of methods, including brute force attempts, exchanges on the Dark 
Web, or using software that records keystrokes on compromised devices. Once in an account, attackers can pillage the 
inbox for valuable data or use the account as a launching point for the next stages of an attack. 

/  Compromise Across Microsoft  
Outlook and Teams

Darktrace picked up on several anomalies at a public ac-
counting firm, including a sudden surge in outbound email 
traffic, as well as an unusual login location: while the company 
was located in Wisconsin, an IP address located in Kansas was 
used to log in to both Outlook and Microsoft Teams accounts.

‘Impossible travel’ rules alone would have missed these 
anomalies, but an understanding of activity and behavior 
across different SaaS applications allowed Darktrace’s AI to 
recognize these events as one systematic case of credential 
theft. When the threat-actor subsequently created a new 
email rule, Darktrace was able to connect this event with 
the other anomalous behavior and understand its malicious 
nature.

Five minutes later, Darktrace/Email alerted on 220 outbound 
emails containing a generic subject line and an attached PDF. 
The technology detected there was a clear spike in outbound 
emails from this user and flagged each of these emails with the 
“Out of Character” tag.  

The unusual login behavior detected by Darktrace/Apps 
could be connected to the anomalous outbound email 
behavior flagged by Darktrace/Email, allowing the security 
team to see the extent of the attack and neutralize it as it 
emerged. The security team therefore immediately disabled 
the compromised account.  

Figure 8: Darktrace detected a Microsoft Teams login from  
a 100% rare destination

Figure 9: This email was registered only 2 hours prior to the  
email Darktrace processed

Darktrace/Email has the ability 
to suspend all activity it deems 
malicious
 / General Manager, Global Travel

Fantastic product, easy to use and 
hugely effective, backed up by a 
great support team.
 / CISO, Services



USE CASE: SUPPLY CHAIN  
ACCOUNT TAKEOVER
By hijacking the account details of a trusted contact in an organization’s supply chain, threat actors can gain the trust of a 
recipient and coax them into clicking a malicious link or transferring money from the business.

Darktrace/Email detected that a logistics company was under 
sustained attack. The cyber-criminal had already performed 
account hijacks on a number of their trusted suppliers and 
partners, and had sent out several tailored emails from these 
accounts to the company which slipped through the gateway

Darktrace/Email was being trialed in passive mode, so the 
attack was not shut down in its initial phases. Fifteen of these 
emails were opened, and one employee clicked on a mali-
cious link, which led them to a fake Microsoft login page for 
credential harvesting. Three hours later, an anomalous SaaS 
login was detected from an IP address not seen across the 
business before. Shortly afterwards, Darktrace detected an 
anonymous sharing link being created for a password file.  

The following day, the attacker sent out further malicious 
emails from this account to trusted business associates using 
the same methodology as before – sending fake and targeted 
RFPs in an attempt to compromise credentials.

Darktrace’s SaaS Module identified this anomalous behavior, 
graphically revealing that the attacker sent out over 1,600 
tailored emails over the course of 25 minutes.

The Managed Security Service Provider (MSSP) running 
their cloud security was completely unaware of the account 
takeover. 

However, with Darktrace’s SaaS Module working alongside 
Darktrace/Email, Self-Learning AI autonomously stitched 
these disparate events together into a single incident and 
gave the security team full visibility of the account takeover.

Figure 10: A sample of the malicious emails from 
the hijacked accounts; the red icon indicating that 
Darktrace/Email would have held these emails back

/  Phishing Attack Leads to Microsoft 365 Compromise

Figure 11: A recreation of the email sent by the attacker, containing the malicious attachment
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USE CASE: SOCIAL ENGINEERING  
AND SOLICITATION
Attackers can impersonate a trusted colleague, contact, or executive to gain a foothold in an organization. These attacks often 
exploit the assumption of trust and may come in the form of ‘clean’ emails, with no malicious links or payloads, which make them 
difficult to detect.

Darktrace/Email recently detected an email sent to one of 
McLaren’s executives, prompting them to sign a financial 
document. The email appeared to come from DocuSign and 
contained a malicious link hidden behind the text ‘Review 
Document’.  

Had the executive clicked on the link and attempted to log in, 
they would unknowingly have sent their credentials to the 
attacker.

Figure 12: Example of Darktrace/Email’s Narrative feature which provides short,  
textual summaries of the context and possible threat posed at a glance

/  Stopping a Targeted Credential-Grabbing Attack on McLaren
The malicious email was sent over the Imola GP race weekend, 
which was a high-pressured 48 hours for the McLaren team. 
Darktrace/Email recognized the sender as a new contact and 
deemed the link to be suspicious. 

As a result, it double locked the link and automatically moved the 
email to the executive’s Junk folder, all without having to alert the 
on-call cyber security team over the weekend.  

Figure 13: An interactive snapshot of Darktrace/Email’s user 
interface surfacing the email

Figure 14: A screenshot of the email in question
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North America: +1 (415) 229 9100

Europe: +44 (0) 1223 394 100

Asia-Pacific: +65 6804 5010

Latin America: +55 11 97242 2011

Darktrace (DARK.L), a global leader in cyber security artificial intelligence, delivers complete AI-powered solutions 

in its mission to free the world of cyber disruption. Its technology continuously learns and updates its knowledge of 

‘you’ for an organization and applies that understanding to achieve an optimal state of cyber security. It is delivering 

the first ever Cyber AI Loop, fueling a continuous end-to-end security capability that can autonomously prevent, 

detect, and respond to novel, in-progress threats in real time. Darktrace employs over 2,100 people around the 

world and protects over 7,700 organizations globally from advanced cyber-threats.

About 
Darktrace

Scan to
LEARN MORE

darktrace.com

© 2022 Darktrace Holdings Limited. All rights reserved. The Darktrace name, logo, and other trademarks used herein are trademarks of Darktrace Holdings Limited.  

The names of other companies, products and services are the property of their respective owners.

Evolving threats call for evolved thinking

info@darktrace.com 

INDUSTRY RECOGNITION

Marsh Cyber Catalyst Designated Solutions 2020: Cyber 
Catalyst Designation (Darktrace DETECT/Cloud +Network 
and Darktrace/Email)

Darktrace/Email has been designated as a Marsh Cyber 
Catalyst solution for 2020. Evaluated by leading cyber insur-
ers, Marsh has recognized that Darktrace/Email plays crucial 
role in reducing cyber risk

The American  
Business Awards  
(The Stevies®) 2021

Silver — Achievement in 
Product Innovation  
(Darktrace, Version 5)

Bronze — Company of the 
Year: Computer Software

Bronze — Artificial Intelli-
gence/Machine Learning 
Solution (Darktrace/Email)

2021 Globee Awards

Gold — Customer Service 
and Support Team of the 
Year (Darktrace Customer 
Success)

Silver — Customer Service 
and Support Project of 
the Year (Darktrace PTN 
Initiative)

The AIconics® 2020: 
Winner — Best Enterprise AI 
Solution

UK IT Industry Awards:  
Winner — Security Innova-
tion of the Year

2020 Golden Bridge Awards: 
Silver — Email Security 
Innovation 

2020 Fortress Cyber 
Security Awards: Winner — 
Application Security

https://darktrace.com/
https://uk.linkedin.com/company/darktrace
https://www.youtube.com/channel/UCA3MseYette-MNUSuDwrQbg
https://twitter.com/Darktrace?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
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