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DARKTRACE MASTER SERVICES AGREEMENT 

IMPORTANT - READ CAREFULLY: 

This Darktrace Master Services Agreement (“Agreement”) is between Darktrace Holdings Limited (“Darktrace”), and the Customer named on the 
Product Order Form. By selecting the ‘accept’ option, installing or otherwise accessing or using the Offering (as defined herein), Customer 
acknowledges that Customer has read, understands, and agrees to be bound by the terms and conditions of this Agreement. Where a reseller, 
service provider, consultant, contractor, or other permitted third-party downloads, installs or otherwise uses the Appliance on Customer’s 
behalf, such party will be deemed to be Customer’s agent and Customer will be deemed to have accepted all of the terms and conditions of this 
Agreement as if Customer had directly downloaded, installed or used the Appliance. 

If Customer does not agree with the terms and conditions of this Agreement, Customer is not authorised to install the Appliance or otherwise 
use the Offering for any purpose whatsoever. 

Darktrace and Customer may be collectively referred to as the “Parties” or individually as a “Party”. 

BACKGROUND 

A. Darktrace is the supplier of the Offering (as defined below). 

B. Customer wishes to receive and use the Offering and Darktrace agrees to provide the same, on the terms and conditions of this 
Agreement. 

1. DEFINITIONS 

Capitalised terms have the meanings attributed to them in Appendix 1. 

2. EVALUATIONS AND BETA TESTING 

This Clause 2 applies if Darktrace has agreed to provide the Offering (or any part thereof) on a proof of value or technical preview basis, as specified 
in the Product Order Form. 

2.1. If Darktrace provides Customer with the Offering (or any part thereof) for evaluation purposes (an “Evaluation”), Darktrace grants Customer 
the right to use the Offering free of charge for evaluation purposes only for a maximum of four (4) weeks or such other duration as specified 
by Darktrace in writing at its sole discretion (the “Evaluation Period”). Except for the foregoing, Darktrace does not grant Customer any 
rights, implied or otherwise in or to the Offering. During any Evaluation Period, Customer (i) must keep the Appliance free from liens; (ii) 
will be responsible for any damage to the Appliance (reasonable wear and tear excepted); and (iii) will carry insurance coverage (all risks) in 
an amount equal to the full replacement value of the Appliance. On the expiry of the Evaluation Period, and unless the Parties agree to a 
subsequent purchase of all or part of the Offering for an applicable Subscription Period, Customer shall return the Appliance to Darktrace 
securely and properly packaged, with carriage (and insurance at Customer’s option) and this Agreement automatically terminates. 

2.2. If Darktrace provides Customer with a new product or new version of the Offering for technical preview or beta testing purposes (a “Preview 
Product”), Customer may use the Preview Product free of charge for evaluation purposes, in a non-production test environment only, for a 
maximum of four (4) weeks or such other duration as specified by Darktrace in writing at its sole discretion (the “Test Period”). Customer 
will test the Preview Product in accordance with any conditions specified in the readme file for the software or any accompanying 
Documentation and will gather and report test data, feedback, comments, and suggestions to Darktrace. Customer’s right to use the Preview 
Product will automatically terminate upon expiry of the Test Period. Darktrace does not warrant that it will release a commercial version of 
the Preview Product, or that a commercial version will contain the same or similar features as the Preview Product. 

2.3. On completion of an Evaluation Period and / or Test Period, if the Customer wishes to continue using that part of the Offering, the Customer 
and Darktrace shall agree a Product Order Form which shall include any applicable Fees for the Offering applicable to the relevant 
Subscription Period. If a Product Order Form is not agreed, the Customer's rights to the Evaluation and / or Preview Product shall 
automatically cease on completion of the Evaluation Period or Test Period. 

2.4. Clause 9 and Clause 12 do not apply to Evaluations or Preview Products. The Offering provided for the purpose of an Evaluation and Preview 
Products are provided “as is” and, to the maximum extent permitted by applicable law: (i) Darktrace makes no warranties, conditions, 
representations or undertakings of any kind, whether express, implied, statutory or otherwise with relation to Evaluation Products or Preview 
Products; and (ii) subject to Clause 12.3, in no event shall Darktrace be liable to Customer or to those claiming through Customer for any 
direct, indirect, consequential, incidental or special damage or loss of any kind, or any loss of profits, loss of contracts, business interruptions, 
loss of or corruption of information or data however caused and whether arising under contract or tort (including without limitation 
negligence), even if the Customer has been advised of the possibility of such damages. 

2.5. Subject to Clause 12.3, Darktrace's liability (whether in contract, tort or otherwise), in respect of any Evaluation and/or Preview Product shall 
not exceed ten thousand pounds sterling (£10,000) in aggregate. 

3. ORDER PROCESS 

3.1. Throughout the Term, the Customer may request, and Darktrace may agree to provide the Offering, in accordance with an executed order 
for the Offering (each a "Product Order Form"). The Parties shall work together to discuss and agree the terms of each Product Order Form. 
For the avoidance of doubt, no Product Order Form shall be binding until fully executed by both Parties. 
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3.2. Each Product Order Form shall, once signed, be a separate contract incorporating the terms of this Agreement. Darktrace will not be required 

to provide the Offering without a Product Order Form duly signed for or on behalf of the Customer. 

3.3. Any order forms (other than a Product Order Form) or other correspondence that the Parties may use for the fulfilment of ordering the 
Offering or otherwise for administering this Agreement will be for administrative convenience only and any terms and conditions included 
in such forms will have no effect and will not modify this Agreement (even if such forms state otherwise and including any terms provided 
by the Customer or any provided with any purchase order). 

4. PROVISION OF APPLIANCES 

4.1. Provision of Appliances. Unless otherwise agreed in writing between the Parties, title to the Appliance (and all components thereof) will 
remain with Darktrace at all times. The Appliance is provided solely as the medium for delivery and operation of the Software and must not 
be used for any other purpose. Use of the specified Appliance is included in the Fees. Upon termination or expiration of the applicable 
Subscription Period, Customer shall return the physical components of the Appliance to Darktrace, securely and properly packaged, with 
carriage (and insurance at Customer’s option) prepaid. Whilst the Appliance is in Customer’s possession, Customer must (a) clearly 
designate the Appliance as Darktrace’s property; (b) hold the Appliance on a fiduciary basis as Darktrace’s bailee; (c) store and use the 
Appliance in a proper manner in conditions which adequately protect and preserve the Appliance; (d) insure the Appliance against all risks to 
its full replacement value; (e) not sell, charge, pledge, mortgage or otherwise dispose of the Appliance or any part of it; (f) not permit any 
lien to arise over the Appliance (or part thereof); and (g) keep the Appliance free from distress, execution and other legal process. 
Customer will be granted the right to access and use the Software on the Appliance during the Subscription Period specified in the relevant 
Product Order Form on the terms of Clause 5 below. 

4.2. Delivery. Darktrace will use commercially reasonable efforts to ship the Appliance(s) on the delivery dates agreed in writing with the 
Customer (and otherwise as soon as reasonably practicable after agreeing a Product Order Form) (in partial or full shipments); provided, 
however, that Customer's sole and exclusive remedy for any delay in delivery or for failure to give notice of delay shall be for Darktrace to 
make such delivery as soon as practicable. Darktrace is not liable for the acts or omissions of any third-party courier or shipping provider. 
Darktrace may withhold or delay shipment of any order if Customer is late in payment or is otherwise in default under this Agreement. 
Darktrace will deliver the Appliance FCA (Incoterms 2010) to the agreed Sites. In the absence of specific written shipping instructions from 
Customer, Darktrace will ship by the method of its choice. Unless otherwise set out in an executed Product Order Form, Customer will pay 
and be exclusively liable for all costs associated with shipping and delivery including without limitation, freight, shipping, customs charges 
and expenses, cost of special packaging or handling and insurance premiums incurred by Darktrace in connection with the shipment of the 
Appliance(s) to Customer. Darktrace will identify itself in all documents related to the shipment of the Appliance(s) as the exporter of 
record from the applicable jurisdiction of export, and Customer (or its agent, as applicable) as the importer of record into the country of 
delivery. 

4.3. Use of Appliances. Customer agrees that Appliances are for use with respect to the Customer's applicable bandwidth throughput, number of 
connected devices and connections per minute as set out in the applicable Datasheet. 

5. ACCESS TO THE OFFERING AND ACCESS AND USAGE RESTRICTIONS 

5.1. Access to the Software. In consideration of the Fees paid by Customer to Darktrace, and subject to the terms and conditions of this 
Agreement and the Product Order Form, during the applicable Subscription Period Darktrace grants to Customer the right to: (i) install and 
use the Appliance on the Site(s) for Customer’s and/or its permitted Affiliates' internal business purposes (provided that neither Customer 
nor its Affiliates may use the Offering (or any part thereof) as a commercial product or for the benefit of an unaffiliated third party); and (ii) 
make a commercially reasonable number of copies of the Documentation, provided however, that Customer must reproduce and include all 
of Darktrace's and its suppliers' copyright notices and proprietary legends on each such copy. 

5.2. Own hardware and / or cloud services. Customer agrees that where set out in the applicable Datasheet, the installation and running of 
Software will require the Customer and / or its Users to provide its own hardware and/or cloud services. 

5.3. Access and Usage Restrictions. All Software is provided on a subscription access basis, not sold. The restrictions in this Agreement represent 
conditions of Customer’s permission to access and use the Offering. Unless otherwise specified in the Product Order Form or the 
Documentation, the Software is pre-installed on the Hardware and Customer agrees to use the Software solely in conjunction with such 
Hardware and not separately or apart from the Hardware. Customer specifically agrees not to: (i) licence, rent, sell, lease, distribute, grant 
access to or rights in, or otherwise transfer the Software or any part thereof or use the Offering, or allow the Offering to be used, for 
timesharing or service bureau purposes or otherwise use or allow others to use for the benefit of any third party (other than Customer’s 
Affiliates); (ii) attempt to reverse engineer, decompile, disassemble, or attempt to derive the source code or underlying ideas or algorithms 
of the Software (other than the GPL Software) or any portion thereof, except as required to be permitted by applicable law; (iii) modify, port, 
translate, localise or create derivative works of the Software or the Documentation; (iv) use the Offering: (a) in violation of any law, statute, 
ordinance or regulation applicable to Customer (including but not limited to the laws and regulations governing publicity or privacy, 
export/import control, federal, state and local laws and regulations governing the use of network scanners and related software in all 
jurisdictions in which systems are scanned or scanning is controlled, or anti-discrimination; or (b) negligently, intentionally or wilfully 
propagate any virus, worms, Trojan horses or other programming routine intended to damage any system or data; (v) remove or modify any 
acknowledgements, credits or legal notices contained on any Appliance or any part thereof; (vi) install or run on the Hardware and software 
applications other than the Software installed by Darktrace on such Hardware; (vii) collect any information from or through the Offering 
using any automated means (other than Darktrace approved APIs), including without limitation any script, spider, “screen scraping,” or 
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“database scraping” application or gain or attempt to gain non-permitted access by any means to any Darktrace computer system, network, 
or database; and (viii) file copyright or patent applications that include the Offering or any portion thereof. 

5.4. Usage Metrics. The Customer agrees that it shall not access or use, or permit access to or use of, the Offering in excess of the applicable 
Usage Metric(s). If such excess use is made, the Customer agrees that it shall pay Darktrace's then-current standard fees for any such 
excess use. Where the Usage Metric is a per User basis (as specified on the applicable Product Order Form), Customer agrees that: (i) the 
maximum number of Users that it authorises to access and use the Offering and the Documentation shall not exceed the number of User 
subscriptions it has purchased under that Product Order Form; and (ii) it will not allow any User subscription to be used by more than 
one individual User unless it has been reassigned in its entirety to another individual User, in which case the prior User shall no longer 
have any right to access or use the Offering and/or Documentation. 

5.5. Affiliate Use. Darktrace acknowledges and agrees that the Offering may be used for the benefit of Customer Affiliates. Such Customer 
Affiliates will be entitled to utilise the Offering in the same way as Customer under the terms of this Agreement. To the extent that any 
such Customer Affiliate utilises the Offering in accordance with this Clause 5.5 Customer (acting as agent of the relevant Customer Affiliate) 
will be entitled to enforce any term of this Agreement and recover all losses suffered by such Customer Affiliate pursuant to this Agreement 
as though Customer had suffered such loss itself, provided that in no event may Customer make multiple recoveries in respect of the same 
loss. In the event that any Affiliate of the Customer is or becomes a competitor of Darktrace (in Darktrace's reasonable opinion), Darktrace 
may immediately on written notice suspend provision of the Offering to such Affiliate or, in some cases, terminate. 

5.6. Outsource Provider. In the event that Customer contracts with an Outsource Provider, Customer may permit such Outsource Provider to 
exercise all or any portion of the rights granted in Clause 5.1 above solely on Customer’s or its Affiliates’ behalf, provided that, (i) the 
Outsource Provider will only use or operate the Offering for Customer’s benefit subject to terms and conditions that are consistent with 
the rights and limitations set out in this Agreement; and (ii) Customer will remain liable for the acts and omissions of the Outsource 
Provider under this Agreement. 

5.7. Third Party Software/ Open Source Software. Customer acknowledges that the Software may contain or be accompanied by certain Third- 
Party Products including Open Source Software. Any Open Source Software provided to Customer as part of the Offering is copyrighted 
and is made available to Customer under the GPL/LGPL and other Open Source Software licences. Copies of, or references to, those licences 
may be set out in a Product Order Form, the Third-Party Product packaging or in a text file, installation file or folder accompanying the 
Software. If delivery of Open Source Software source code is required by the applicable licence, Customer may obtain the complete 
corresponding Open Source Software source code for a period of three years after Darktrace’s last shipment of the Software by sending a 
request to: Attn: Legal Department - Open Source Software Request, Darktrace Limited, Maurice Wilkes Building, Cowley Road, Cambridge 
CB4 0DS, United Kingdom. 

6. SERVICES 

6.1. Installation. Darktrace will perform the Installation Service as soon as reasonably practicable after the Commencement Date. 

6.2. Support Services. During the applicable Subscription Period, Darktrace will provide the Support Services. The Support Services are further 
described in the applicable Datasheet, which details Darktrace’s Standard Support Services and Support Service Options, and their 
respective eligibility requirements, service limitations and Customer responsibilities. The Customer warrants that it shall comply with all 
such Customer responsibilities (if any) as may be set out in the applicable Datasheet. 

6.3. Call Home. Darktrace’s Call Home feature is critical for certain Support Services. Darktrace will limit its access solely to the extent relevant 
to Darktrace's provision of the Support Services, and such remote access will be subject to Customer’s reasonable policies and procedures 
provided to Darktrace in writing in advance. The Call Home connection remains within Customer’s complete control and can be initiated 
and terminated at any time by Customer. 

6.4. Disclaimer. Unless expressly agreed between the Parties in writing, the Offering does not include the monitoring, interpretation or 
corrective action with respect to any Alerts. No advice, report, or information, whether oral or written, obtained by Customer from 
Darktrace or through or from the use of the Offering shall create any warranty not expressly stated in this Agreement. Customer 
understands that: (a) any outcome of the use of the Offering involving security assessment is limited to a point-in-time examination of 
Customer’s security status; and (b) the Offering does not constitute any form of representation, warranty or guarantee that Customer’s 
systems are secure from every form of attack, even if fully implemented. Customer understands and acknowledges that not all anomalies 
/ intrusions may be reported or prevented. 

7. FEES, PAYMENT AND TAXES 

7.1. Fees. Fees are stated in the Product Order Form and apply to all components of the Offering selected during the applicable Subscription 
Period. No refunds will be made except as provided in Clause 9.4 and Clause 10.3 of this Agreement. Unless otherwise explicitly agreed 
in writing, Fees are: (i) exclusive of sales and use taxes assessed by any taxing authority in the jurisdiction(s) in which Customer is physically 
located and takes delivery of the Appliance or receives the Services; and (ii) exclusive of duties and shipping and handling fees, which unless 
otherwise agreed in writing will be the responsibility of Customer. Should Customer be required under any law or regulation of any 
governmental entity or authority outside of the United Kingdom to withhold or deduct any portion of the payments due to Darktrace, then 
Customer will increase the sum payable to Darktrace by the amount necessary to yield to Darktrace an amount equal to the sum Darktrace 
would have received had no withholdings or deductions been made. 
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7.2. Invoices and Payment. Unless otherwise stated in the Product Order Form, Customer will be invoiced the Fees from the Commencement 

Date and on each anniversary thereof throughout the Term. Any other charges, such as out of pocket expenses will be invoiced monthly 
in arrears. Invoicing will occur via email. Unless otherwise agreed in the Product Order Form, Customer agrees to pay all undisputed 
amounts within thirty (30) days of Customer’s receipt of the applicable invoice by direct bank or wire transfer in accordance with the 
instructions on the invoice and shall be liable for any bank charges assessed on Customer by Customer’s bank. Darktrace may suspend or 
cancel performance of open orders or access to the Offering if Customer fails to make payments when due, reserving all other rights and 
remedies as may be provided by law. Darktrace may impose late charges on overdue payments at a rate equal to two percent (2%) per 
annum above the official dealing rate of the Bank of England, calculated from the date payment was due until the date payment is made, 
and all reasonable expenses incurred in collection, including legal fees. 

7.3. Lapsed Fees. If Customer has lapsed in the payment of Fees due hereunder, Darktrace may suspend access to the Offering and prior to 
reactivating, Customer will be responsible for paying all Fees associated with the Offering from the date of suspension through to the 
then-current date. 

7.4. Fee increases. Darktrace reserves the right to increase the Fees payable by the Customer on thirty (30) days’ written notice in the sole 
event Cloud Provider increases the charges or fees payable by Darktrace to such Cloud Provider for services necessary for or related to the 
Offering. Any such increase will be proportionate to the increase charged by the Cloud Provider. Unless otherwise agreed in a Product Order 
Form, Darktrace may adjust the Fees once per year on not less than sixty (60) days' prior written notice, with any such adjustment taking 
affect from the next anniversary of the Commencement Date. In the event there is any change to the Customer's network or 
infrastructure after the Product Order Form is agreed, and such change results in a cost to Darktrace, Darktrace shall be entitled to charge 
such cost to the Customer. 

7.5. Clause 7 shall not apply where Customer has purchased the Offering through a Darktrace authorised reseller. 

8. INTELLECTUAL PROPERTY; OWNERSHIP 

8.1. Intellectual Property. Except as expressly set forth herein: (i) this Agreement does not grant either Party any rights, implied or otherwise, to 
the other’s Intellectual Property; and (ii) Darktrace, its suppliers and licensors, retain all right, title and interest in and to the Offering, and 
the Documentation and all copies thereof, including all enhancements, error correction, new releases, updates, derivations, and 
modifications thereto (collectively, “Darktrace Intellectual Property”). Customer agrees to inform Darktrace promptly of any 
infringement or other improper action with respect to Darktrace Intellectual Property that comes to Customer’s attention. 

9. WARRANTIES 

9.1. Software Warranty. Darktrace warrants to Customer that, during the applicable Subscription Period, the Offering will perform materially 
in accordance with the applicable Datasheet. 

9.2. Services Warranty. Darktrace warrants to Customer that all Services will be performed with all reasonable care, skill and diligence in 
accordance with generally recognised commercial practices and standards. 

9.3. Exceptions. The warranties contained in Clauses 9.1 and 9.2 will not apply if: (i) Customer’s use of the Offering is not in accordance with 
this Agreement; (ii) Customer fails to follow Darktrace’s installation, operation or maintenance instructions or procedures in the 
Documentation; (iii) the Software has been modified, repaired or improperly installed other than by Darktrace or any contractor or 
subcontractor of Darktrace; (v) Customer (or its agent) has failed to implement, or to allow Darktrace or its agents to implement, any 
corrections or modifications to the Software made available to Customer by Darktrace; or (vi) Customer (or its agent) has combined the 
Software with other software, services, or products that are not provided by Darktrace or not otherwise specified in the Documentation, 
and, but for such combination, the breach of warranty would have been avoided. 

9.4. Remedies. If during the warranty period contained in Clause 9.1 : (i) Darktrace is notified promptly in writing upon discovery of an error 
in the Offering, including a detailed description of such alleged error; and (ii) Darktrace’s inspections and tests determine that the 
Offering contains an error and it is not subject to any of the exceptions set out in Clause 9.3, then, Darktrace’s entire liability and 
Customer’s sole remedy for such breach of warranty shall be for Darktrace to (at Darktrace’s option and sole expense) correct, repair or 
replace the Offering within a reasonable time or provide or authorise a refund of the unused portion of the Fees Customer has paid for 
the Offering. . Customer agrees to provide prompt notice of any failure under Clause 9.2 and Darktrace will re-perform any Service that 
fails to meet the warranted standard. 

9.5. Disclaimer. Except for the express warranties set out in this Agreement, and to the fullest extent permitted by law, neither Darktrace 
nor any of its third party licensors or suppliers make any warranties, conditions, undertakings or representations of any kind, either 
express or implied, statutory or otherwise in relation to any subject matter of this Agreement, including without limitation any implied 
warranties or conditions of merchantability, satisfactory quality, fitness for a particular purpose, non-infringement or arising from course 
of performance, dealing, usage or trade. Darktrace does not warrant that the operation of the Offering will be error-free or uninterrupted 
or that it will meet the Customer's requirements. 
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10. INTELLECTUAL PROPERTY RIGHTS INFRINGEMENT INDEMNITY 

10.1. Darktrace Indemnity. Darktrace will indemnify Customer, Customer’s Affiliates, and their respective officers, directors, and employees 
(and any successors and assigns of the foregoing) (collectively, the “Customer Indemnitees”) against all liabilities, damages, and costs 
(including settlement costs and reasonable attorneys’ fees) arising out of a third party claim that the Software provided or made available by 
Darktrace under this Agreement, or its receipt, possession or use by any Customer Indemnitee, infringes a European or U.S. patent, any 
copyright, or misappropriates any third party trade secrets. The indemnification obligations of Darktrace will be subject to Customer: 
(i) notifying Darktrace in writing within twenty (20) days of receiving notice of any threat or claim of such action; (ii) giving Darktrace 
exclusive control and authority over the defence or settlement of such action (provided that: (A) any settlement will not entail an 
admission of fault or guilt by any Customer Indemnitee; and (B) the settlement includes, as an unconditional term, the claimant’s or the 
plaintiff’s release of Customer Indemnitees from all liability in respect of the claim); (iii) not entering into any settlement or compromise 
of any such action without Darktrace’s prior written consent; and (iv) providing reasonable assistance requested by Darktrace at 
Darktrace’s expense. Customer will be obliged to mitigate its losses insofar as is reasonable in the circumstances. 

10.2. Exclusions. The obligations set out in Clause 10.1 do not apply to the extent that a third party claim is caused by, or results from: (a) 
Customer’s combination or use of the Software that is the subject of the claim with other software, services, or products that are not 
provided or authorised by Darktrace in writing, if the claim would have been avoided by the non-combined or independent use of the 
Software that is the subject of the claim; (b) modification of the Software that is the subject of the claim by anyone other than Darktrace 
or any contractor or subcontractor of Darktrace, if the third party claim would have been avoided by use of the unmodified Software that 
is the subject of the claim; (c) Customer’s continued allegedly infringing activity after being notified thereof and being provided with 
modifications that would have avoided the alleged infringement (which in implementing such modifications, Darktrace will use 
commercially reasonable efforts to have substantially preserve the utility and functionality of the Software that is the subject of the 
claim); (d) Customer’s use of the Software that is the subject of the claim in a manner not in accordance with this Agreement or the 
Documentation; (e) use of other than Darktrace’s most current release of the Software that is the subject of the claim if the third party 
claim would have been avoided by use of the most current release or revision release or revision. 

10.3. Remedies. If Darktrace reasonably believes the Software infringes a third party’s Intellectual Property Rights, then Darktrace will, at its 
option and at no additional cost to Customer: (a) procure for Customer the right to continue to use the Software; (b) replace the Software; or 
(c) modify the Software to avoid the alleged infringement. If none of the options in the previous sentence are commercially reasonable, 
Darktrace may terminate the Customer's access to the allegedly infringing Software and refund a pro rata refund of the Fees paid by 
Customer from the date a third-party claim arose for the allegedly infringing Software to the then-current date, whereupon this 
Agreement will automatically terminate. 

10.4. This Clause 10 is a complete statement of the Customer’s remedies for third party claims for infringement as described in Clause 10.1. 

11. CUSTOMER DATA; CUSTOMER UNDERTAKINGS AND INDEMNITY 

11.1. Customer Dependencies. The Customer shall perform or procure the performance of the Customer Dependencies in a manner which ensures 
Darktrace is not delayed from performing its obligations in accordance with this Agreement. At all times during the Subscription Period, the 
Customer shall ensure that it does not make any material changes to its network without first notifying Darktrace of such changes and 
agreeing any resulting changes to the Fees. 

11.2. To the extent that the Customer's delay or failure to comply with a Customer Dependency does or may cause Darktrace to miss any 
timeframe for the performance of an obligation, Darktrace shall be entitled to an extension of time equivalent to the delay caused by the 
failure of the Customer Dependency. 

11.3. Hosting. Where specified in an applicable Product Order Form Darktrace shall maintain Customer Data in the Hosted Location for the 
duration of the Subscription Period. Notwithstanding the aforementioned, Darktrace may change the Hosted Location from time to time 
without notice, provided that the new Hosted Location is within the same geographic region as the original Hosted Location. 

11.4. Customer Data; Licence Grant. Customer will own all right, title and interest in and to the Customer Data and the contents of any Alerts. 
In respect of any Customer Data stored on the Appliance, Customer grants to Darktrace a limited and non-exclusive licence to access and 
use the Customer Data only to the extent necessary for Darktrace to perform the Services. Customer agrees Darktrace may utilise the 
details of any Alerts evaluations occurring in Customer’s network and any connected data source on an anonymised basis and excluding 
any Customer Confidential Information and / or Personal Data, to develop and improve the Darktrace technology. 

11.5. Customer Security Obligations. In using the Offering or authorising its Outsource Provider and third parties to use it on Customer’s behalf, 
Customer (and not Darktrace) will be responsible for establishing, monitoring, and implementing security practices to control the physical 
access to and use of the Offering and all Customer Data therein, including Personal Data. 

11.6. Data disclaimer; indemnity. Customer is solely responsible for its use of the Offering, the activities of its users and for the accuracy, 
integrity, legality, reliability and appropriateness of all Customer Data. Customer expressly recognises that Darktrace does not create nor 
endorse any Customer Data processed by or used in conjunction with the Offering. Customer further acknowledges that Darktrace and 
its Affiliates do not provide or undertake backup or maintenance services for Customer Data and Customer undertakes that it shall be 
solely responsible for backup of all Customer Data. Customer acknowledges that it is fully and solely responsible for its own Customer 
Data and all contents within the Customer Data, and will, at Customer’s own expense, indemnify, defend and hold Darktrace, its Affiliates, 
and their respective officers, directors, and employees, (“Darktrace Indemnitees”) harmless from and against all liabilities, damages, and 
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costs, including settlement costs and reasonable attorneys’ fees, incurred by reason of Darktrace's compliance with the instructions of 
Customer with respect to the ownership, custody, processing or disposition of the Customer Data by Darktrace, as applicable. 

12. LIMITATION OF LIABILITY 

12.1. Limitation of liability. Subject to the remainder of this Clause 12, each Party’s maximum liability to the other Party for any and all claims, 
loss or damage, whether in contract, tort (including negligence), breach of statutory duty, or otherwise, arising out of or in connection 
with this Agreement (including all Product Order Forms) shall not exceed, in the aggregate during each year of the relevant Subscription 
Period (where a 'year' commences on the Commencement Date and each anniversary thereof), the total amount of all fees paid or 
payable to Darktrace for the Offering during such year, except that in respect of (i) Clause 11.6 (“Data disclaimer; Indemnity”) and (ii) the 
Data Processing Addendum, each Party’s liability to the other for any and all such breaches shall not exceed, in the aggregate during 
each Subscription Period , the greater of (a) three times (3x) the total fees paid or payable to Darktrace for the Offering during the 
Subscription Period or (b) two hundred and fifty thousand pounds sterling (£250,000). For the avoidance of doubt, any liability arising 
under one Product Order Form shall be taken into account in assessing a party's liability arising under any other Product Order Form. 

12.2. Exclusion of consequential damages. Subject to Clause 12.3 below, neither party shall be liable to the other for any indirect or 
consequential loss; or any loss of profits; loss of revenue or business; loss of goodwill or reputation; loss of or corruption or damage to 
data; loss of management time, howsoever arising and whether or not such party had been advised of the possibility of such loss, 
corruption or damage. 

12.3. Exclusions from Limitation of Liability. Nothing in this Agreement will exclude or limit either Party’s liability for: (i) death or personal 
injury due to negligence; (ii) fraud; (iii) breach of Clause 14 (“Confidentiality”); (iv) breach of Clause 5 (“Access to the Offering and Access 
and Usage Restrictions”), or (v) any other matter in respect of which liability cannot lawfully be limited or excluded. 

13. TERM; TERMINATION 

13.1. Term. This Agreement is effective from the Effective Date and will remain in force until the sooner of: (i) expiry of the Evaluation Period 
or Test Period in accordance with Clause 2.1 above; or (ii) the end of the relevant Subscription Period specified in the applicable Product 
Order Form. In the event of extension or renewal of a Subscription Period, such extension or renewal shall be considered a new and 
separate Term. Notwithstanding any Product Order Form being specified as 'linked' or associated with another Product Order Form, each 
Product Order Form has its own Subscription Period and expiry or termination of one Product Order Form does not automatically affect 
any other Product Order Form. 

13.2. Expiration of the Subscription Period. Notwithstanding any provision of this Clause 13, Customer’s right to use, and Customer’s access 
to, the Offering will automatically terminate on expiry of the applicable Subscription Period unless and until the Parties renew or extend 
the applicable Subscription Period. 

13.3. Termination for Breach. Either Party may terminate this Agreement if: (i) the other Party is in material breach of the Agreement and fails 
to cure such breach within thirty (30) days after receipt of written notice requiring it to make such rectification or such breach is not 
capable of rectification; or (ii) the other Party ceases its business operations or becomes subject to insolvency proceedings and which 
proceedings are not dismissed within thirty (30) days (unless a Party is prevented from terminating due to the provisions of applicable 
law). 

13.4. Termination or Suspension by Darktrace. Without prejudice to any other right or remedy available to Darktrace, Darktrace may without 
prior notice restrict, suspend or terminate Customer’s access to or use of the Offering without liability: 

13.4.1. if a court or other government regulatory authority issues an order prohibiting Darktrace from furnishing the Offering to 
Customer. Customer’s obligation to pay Fees during any period of suspension under this Clause 13.4.1 will also be suspended. In 
the event the Offering is suspended pursuant to this Clause 13.4.1 then provided it is lawful to do so, Darktrace will inform 
Customer of the reasons for the suspension and will work with Customer to resolve such issues and re-instate the Offering. 

13.4.2. if Darktrace has a reasonable suspicion that Customer is using the Offering: (i) in breach of Clause 5.1 or Clause 5.2; or (ii) in a 
manner that is otherwise unlawful, and in each case, Customer does not cure the condition identified in a written notice provided 
by Darktrace within five (5) business days. 

13.5. Effect of Termination. Upon termination or expiration of this Agreement: 

13.5.1. the Subscription Period and all rights and licences granted by one Party to the other under this Agreement, and any Services 
provided by Darktrace to Customer, will cease immediately; 

13.5.2. Customer shall ensure all Customer Data is removed from the Appliance and return the Appliance to Darktrace in accordance with 
Clause 4.1. Darktrace will not be responsible for maintaining or protecting any configuration settings or data found on the returned 
Appliance or component part of the Appliance and it is Customer's sole responsibility to delete any such information prior to return; 

13.5.3. For a period of thirty (30) following the termination, Darktrace shall maintain Customer Data and grant Customer access to the 
cloud Services, solely to download and delete any Customer Data. Thereafter, Darktrace will delete or destroy all copies of 
Customer Data without liability or additional notice, unless legally prohibited from doing so. Customer Data cannot be recovered 
once deleted or destroyed. 



 

 
7 DTV1.1/20220726 

 
13.5.4. all undisputed Fees owing to Darktrace at the date on which termination or expiry takes effect will become immediately due and 

payable. 

13.6. Survival. The following provisions will survive any termination of this Agreement: Clause 7 (“Fees, Payments and Taxes”); Clause 8 
(“Intellectual Property; Ownership”); Clause 9.5 (“Disclaimer”); Clause 10 (“Intellectual Property Rights Infringement Indemnity”); Clause 
11.6 (“Data Disclaimer; Indemnity”); Clause 12 (“Limitation of Liability”); Clause 13.5 (“Effect of Termination”); Clause 13.6 (“Survival”); 
Clause 14 (“Confidentiality”); Clause 15 (“Data Protection”) (solely to the extent any personal data continues to be processed after 
termination); and Clause 16 (“General Provisions”). 

14. CONFIDENTIALITY 

14.1. Each party will treat the other party’s Confidential Information as confidential. Confidential Information of one Party (the “Disclosing 
Party”) may only be used by the other Party (the “Receiving Party”) for the purpose of fulfilling obligations or exercising rights under this 
Agreement and may only be shared with employees or contractors of the Receiving Party who have a need to know such information to 
support such purpose (“Representatives”). Each Party will procure that any of its Representatives to whom Confidential Information is 
disclosed are bound by contractual obligations equivalent to those in this Clause 14.1. Notwithstanding the foregoing, the Receiving 
Party shall remain liable for the acts or omissions of its Representatives. Confidential Information will be protected using a reasonable 
degree of care to prevent unauthorised use or disclosure for five (5) years from the date of receipt or (if longer) for such period as the 
information remains confidential. These obligations do not cover information that: (i) was known or becomes known to the Receiving 
Party on a non-confidential basis from a third party, provided that: (a) the Receiving Party has no knowledge that the third party is 
subject to a confidentiality agreement with the Disclosing Party in respect of the information; and (b) such information is not of a type 
or character that a reasonable person would have regarded as confidential; (ii) is independently developed by the Receiving Party 
without violating the Disclosing Party’s rights; (iii) is or becomes publicly known other than through disclosure by the Receiving Party or 
one if its Representatives in breach of this Agreement; or (iv) was lawfully in the possession of the Receiving Party before the information 
was disclosed by the Disclosing Party. A party may disclose Confidential Information to the extent disclosure is required by law or a 
governmental agency provided that, to the extent it is lawful to do so, the Receiving Party notifies the Disclosing Party of the request 
giving it reasonable opportunity to respond, and cooperate with the Disclosing Party’s reasonable, lawful efforts to resist, limit or delay 
disclosure at the Disclosing Party’s expense, and except for making such required disclosure, such information will otherwise continue 
to be Confidential Information. On termination or expiry of the Agreement, each Party will promptly return or destroy all Confidential 
Information of the other Party. 

15. DATA PROTECTION 

15.1. The Parties shall comply with their respective obligations as set out in the Data Processing Addendum, which is hereby incorporated into 
and forms a part of this Agreement. 

16. GENERAL PROVISIONS 

16.1. Entire Agreement; Integration. 

16.1.1. This Agreement, the appendices and any documents referenced herein, represent the entire agreement between the Parties 
on the subject matter hereof and supersedes all prior discussions, agreements and understandings of every kind and nature 
between the Parties and excludes, without limitation, any terms appearing on a purchase order, invoice or other Customer 
paperwork or any other terms (in each case whether by way of conduct or otherwise). No modification of this Agreement will 
be effective unless in writing and signed by both Parties. Each Party acknowledges and agrees that, in connection with the 
Agreement, it has not been induced to enter into the Agreement in reliance upon, and does not have any remedy in respect of, 
any representation or other promise of any nature other than as expressly set out in this Agreement. Each Party signing this 
Agreement acknowledges that it has had the opportunity to review this Agreement with legal counsel of its choice and there 
will be no presumption that ambiguities will be construed or interpreted against the drafter. 

16.1.2. Unless otherwise specifically agreed to in a writing signed by each of the Parties, in the event of any conflict or inconsistency 
between this Agreement, an appendix hereto, any Product Order Form issued hereunder, and or any document incorporated 
by reference, the order of precedence of the documents from highest to lowest is the Data Processing Addendum, the Product 
Order Form, this Agreement, any appendix hereto and the documents incorporated by reference (other than the Data 
Processing Addendum). 

16.2. Severability. The illegality or unenforceability of any provision of this Agreement will not affect the validity and enforceability of any 
legal and enforceable provisions hereof. 

16.3. Force Majeure. Other than in respect of Customer's payment obligations, neither Party will be liable for any failure or delay in 
performing services or any other obligation under this Agreement, nor for any damages suffered by the other Party by reason of such 
failure or delay, which is, indirectly or directly, caused by an event beyond such Party’s reasonable control, including but not limited to 
riots, natural catastrophes, terrorist acts, pandemics, governmental intervention, refusal of licences by any government or other 
government agency, or other acts of god (each, a “Force Majeure Event”), and such non-performance, hindrance or delay could not 
have been avoided by the non-performing Party through commercially reasonable precautions and cannot be overcome by the non- 
performing Party through commercially reasonable substitute services, alternate sources, workarounds or other means. During the 
continuation of a Force Majeure Event, the non-performing Party will use commercially reasonable efforts to overcome the Force 
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Majeure Event and, to the extent it is able, continue to perform its obligations under the Agreement. 

16.4. Notices. Any notice will be delivered by hand, recorded delivery, registered post or email with satisfactory proof of such delivery to be 
retained by the sender. All notices will only become effective on the actual date that the notice is received. Any notices required to be 
given in writing to Darktrace or any questions concerning this Agreement should be addressed to: Attn: Legal Department, Darktrace 
Limited, Maurice Wilkes Building, Cowley Road, Cambridge CB4 0DS, United Kingdom. Email notices to notices@darktrace.com. 

16.5. Rights of Third Parties. The provisions of this Agreement concerning restrictions on usage of the Offering and protection of Intellectual 
Property Rights are for the benefit of and may be enforced by each of Darktrace, any Darktrace Affiliate and the Darktrace Indemnitees. 
Except for the foregoing sentence, or as otherwise expressly set out in the Agreement, this Agreement does not create any rights for 
any person who is not a party to it whether under the Contracts (Rights of Third Party) Act or otherwise, and no person who is not a 
party to this Agreement may enforce any of its terms or rely on any exclusion or limitation contained herein. 

16.6. Audit. During the Subscription Period, Customer will permit Darktrace, or an independent certified accountant appointed by Darktrace 
access, on written notice, to Customer’s premises and Customer’s books of account and records at any time during normal business 
hours for the purpose of inspecting, auditing, verifying and / or monitoring the manner and performance of Customer’s obligations 
under this Agreement. Darktrace shall not exercise this right more than twice in each calendar year. 

16.7. Independent Contractors. The Parties are independent contractors. Nothing in this Agreement will be construed to create a 
partnership, joint venture, or agency relationship between the Parties. 

16.8. Assignment. This Agreement may not be assigned by either Party without the written consent of the other Party. Notwithstanding the 
foregoing, consent of the other Party will not be required for a transfer to an Affiliate of a Party or if a Party undertakes an initial public 
offering, a sale of all or substantially all of its shares or assigns all or substantially all of its business and assets to another entity that is 
not a direct competitor of the non-assigning Party. Any attempt to assign this Agreement in violation of the foregoing will be null and 
void. This Agreement binds the Parties, their respective Affiliates, successors and permitted assigns. 

16.9. Governing Law. Any dispute or claim relating in any way to this Agreement will be governed by the Governing Law, and adjudicated in 
the Governing Courts, as defined in the table below, and each Party consents to the exclusive jurisdiction and venue thereof; save that 
(i) each party may enforce its or its Affiliates’ intellectual property rights in any court of competent jurisdiction, including but not limited 
to equitable relief and (ii) Darktrace or its Affiliate may, bring suit for payment in the country where the Customer Affiliate that placed 
the Product Order Form is located. Where arbitration applies it shall be conducted in English, under the Rules of Arbitration of the 
International Chamber of Commerce (the “ICC”) by three arbitrators in accordance with Art 12 of said Rules. The award shall be final 
and binding on the Parties. Except to the extent entry of judgment and any subsequent enforcement may require disclosure, all matters 
relating to the arbitration, including the award, shall be held in confidence. Customer and Darktrace agree that the United Nations 
Convention on Contracts for the International Sale of Goods will not apply. 

 

Customer location (as stated in the 
Product Order Form) 

Governing Law Governing Courts 

United Kingdom The laws of England & Wales The courts of England & Wales 

United States of America The laws of the state of California The state or Federal courts in San 
Francisco, California 

None of the above The laws of England & Wales Arbitration at the ICC in London 

 
16.10. Export Restrictions. The Offering is for Customer’s use and not for further commercialisation. Customer acknowledges that the Offering 

may be classified and controlled as encryption items under the United Kingdom’s Export Regulations and other national regulations. 
Each Party will comply with all applicable laws regarding export-controlled items, and will not export, re-export or import, directly or 
indirectly, any export-controlled items, or any direct product of them, nor undertake any transaction hereunder in violation of any 
applicable export laws. 

16.11. ITAR. Customer understands that employees of Darktrace and/or its suppliers may have access to native data to perform the Support 
Services herein and represents that none of this data requires protection from access by foreign persons because it contains technical 
information regarding defence articles or defence services within the meaning of the United States International Traffic in Arms 
Regulations (22 CFR § 120) or technical data within the meaning of the United States Export Administration Regulations (15 CFR §§ 730 
- 774). If any of this data does contain any such information, Customer will either lock down access to any such data and/or identify 
any folders containing such data as export-controlled information and acknowledges that special service rates may apply thereto. 

16.12. Government End-User Notice (applicable to United States government customers only). The Offering is commercial within the meaning 
of the applicable civilian and military Federal acquisition regulations and any supplements thereto. If the user of the Appliance is an 
agency, department, employee, or other entity of the United States Government, the use, duplication, reproduction, release, 
modification, disclosure, or transfer of the Appliance, including technical data or manuals, is governed by the terms, conditions and 
covenants contained in this Agreement and the Darktrace standard commercial right of access and use, as contained herein. 



 

 
9 DTV1.1/20220726 

 
16.13. Waiver. Each Party agrees that the failure of the other Party at any time to require performance by such Party of any of the provisions 

herein will not operate as a waiver of the rights of such Party to request strict performance of the same or like provisions, or any other 
provisions hereof, at a later time. 

16.14. Headings. All headings used herein are for convenience of reference only and will not in any way affect the interpretation of this 
Agreement. 

16.15. Equitable Remedies. The Parties agree that with respect to a breach by a Party of Clauses 5, 8 or 14, monetary damages may not be 
an adequate or sufficient remedy for a breach of this Agreement. Therefore, in addition to any applicable monetary damages, a Party 
will also be entitled to apply for injunctive relief and other equitable relief to prevent breaches of the Agreement, without proof of 
actual damage. 

16.16. Counterparts. This Agreement and each Product Order Form may be executed in any number of counterparts and by different parties 
in separate counterparts. Each counterpart when so executed shall be deemed to be an original and all of which together shall 
constitute one and the same agreement. Transmission of the executed counterpart of this Agreement and any Product Order Form by 
email (in PDF, JPEG or other agreed format) shall take effect as delivery of an executed counterpart. 
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Appendix 1 – Definitions 

1. DEFINITIONS: 

1.1. Defined Terms. Terms defined in this Appendix 1 will have the meanings given below. Defined terms may be used in the singular or plural 
depending on the context. 

“Affiliate” means any corporation or other business entity that directly or indirectly controls, is controlled by or is under common control 
with a Party. Control means direct or indirect ownership of or other beneficial interest in fifty percent (50%) or more of the voting stock, 
other vesting interest, or income of a corporation or other business entity; 

“Alerts” means alerts of suspected malicious activity on a Customer’s environment generated by the Offering; 

“Appliance(s)” means the Software, or Software combined with Hardware, as more fully described on the Product Order Form; 

“Call Home” means the secure and encrypted channel that connects the Appliance to Darktrace central management; 

"Cloud Provider" means Microsoft Azure or Amazon Web Services, as specified on the Product Order Form; 

"Commencement Date" means the date specified in a Product Order Form on which Darktrace shall commence providing the Product(s). 

“Confidential Information” means any information, however conveyed or presented, that relates to the business, affairs, operations, 
customers, suppliers, processes, budgets, pricing policies, product information, strategies, developments, trade secrets, Intellectual 
Property, and know-how of a Party, and any other information clearly designated by a Party as being confidential to it (whether or not it is 
marked "confidential"), and information that ought reasonably be considered to be confidential, but in all circumstances excludes any 
Personal Data; 

“Customer Data” means all data and information provided by Customer to, or accessible by, Darktrace under this Agreement in 
connection with the performance of the Services (which may include information about network traffic on Customer’s network (metrics), 
log/metadata collection, as well as the raw packet capture data from Customer’s network) and which may include personal data; 

"Customer Dependency" means an obligation on the Customer in relation to access to and / or use of the Offering (or any part of it) which 
shall be notified to the Customer prior to agreeing a Product Order Form; 

"Data Processing Addendum" means the document titled Data Processing Addendum as provided by Darktrace from time to time and 
attached at Appendix 2, which sets out the Parties' responsibilities in respect of any personal data processed pursuant to the Offering; 

“Datasheet” means the document providing the specification for the Hardware, Software or Services, as applicable and as may be updated 
by Darktrace from time to time and which is further specified on the applicable Product Order Form; 

“Documentation” means user manuals for the Offering (or any part thereof) consisting of the applicable installation guides, Datasheets, 
service descriptions, technical specifications and online help files provided by Darktrace or available on Darktrace’s online portal, as may be 
updated by Darktrace from time to time; 

 
“Effective Date” means the date of last signature of this Agreement; 

"Fees" means all applicable fees as set out in the Product Order Form; 

“GPL Software” means third party software provided by Darktrace on the Hardware to support use of the Software that is licensed directly 
to Customer and the relevant Customer Affiliates by the relevant rights holder on the terms of the version included or provided with it 
of the GNU General Public Licence, GNU Lesser General Public Licence or other comparable licence. 

“Hardware” means any hardware device (including embedded firmware) shipped and installed as part the provision of any Service(s); 

"Hosted Location" means the location specified as such in the applicable Product Order Form or as otherwise agreed between the 
Parties in writing; 

"Installation Service" means the standard installation and test procedures performed by Darktrace to confirm completion of the 
installation of the Appliance on the Site; 

“Intellectual Property” means patents, trademarks, service marks, rights (registered or unregistered) in any designs, applications for 
any of the foregoing, trade or business names, copyright (including rights in computer software) and topography rights, know-how and 
other proprietary knowledge and information, internet domain names, rights protecting goodwill and reputation, database rights 
(including rights of extraction) and all rights and forms of protection of a similar nature to any of the foregoing or having equivalent 
effect anywhere in the world and all rights under licences and consents in respect of any of the rights and forms of protection mentioned in 
this definition (and “Intellectual Property Rights” will be construed accordingly); 

“Offering” means collectively the Appliance(s), Hardware, Software, Services and the Documentation (and any combination thereof) ordered 
pursuant to a Product Order Form; 

“Open Source Software” means third party software that Darktrace distributes with the Software pursuant to a licence that requires, as 
a condition of use, modification or distribution of such software, that the software or other software combined and/or distributed with 
it be: (i) disclosed or distributed in source code form; (ii) licensed for the purpose of making derivative works; (iii) redistributable at no 
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charge; or (iv) redistributable but subject to other limitations; 

"Outsource Provider" means any third-party service provider(s) such as an outsourcer, hosting, managed service, or collocation service 
provider or other information technology service provider for the performance of information technology functions appointed or engaged by 
or on behalf of the Customer; 

“Product Order Form” has the meaning given to it in Clause 3.1; 

“Services” means the Support Services, Installation Service and / or training or professional services in each case as specified in the Product 
Order Form; 

"Support Services" means collectively the Standard Support Services and Support Service Options (if applicable) as per the Support 
Services Datasheet at Appendix 2, as updated and amended from time to time; 

“Support Service Options” means the optional support services, if any, as specified in the Product Order Form and further described in 
the applicable Datasheet; 

“Site(s)” means the Customer’s or its Outsource Provider's business location or datacentre as described in a Product Order Form; 

“Software” means the Darktrace and the Third-Party Software (in object code form) delivered to Customer as part of the Offering or on a 
standalone basis, together with all enhancements, error corrections, and/or updates which are generally made available by Darktrace 
as part of the Offering. The GPL Software does not form part of the Software and is licensed to Customer and the Customer Affiliates 
directly on the terms of the applicable licences, provided that the GPL Software will nevertheless be deemed to form part of the 
Software for the purposes of the Support Services, such that Darktrace will support it as if it were part of the Software; 

“Standard Support Services” means the standard support services to be provided by Darktrace as set out in the applicable Datasheet; 

"Subscription Period" means the period during which Darktrace shall make available the Offering, or part of the Offering, which 
commences on the Commencement Date and ceases at the end of the applicable Subscription Period; 

“Third Party Software” means: (i) any software or other technology that is licensed to Darktrace from one or more third parties for the 
purpose of making the Offering available commercially; and (ii) Open Source Software. 

"Third Party Products" means Third Party Software and / or components provided by any third party; and 

"Usage Metric" means the permitted usage of the Offering, as set out in a Product Order Form and which may include (but is not limited 
to) a limit on the number of (i) Devices, where 'Device' is a unique Internet Protocol address (IP address), tied to a piece of equipment, 
apparatus, or instrument, virtual or physical, that is monitored, modelled and visible in the Threat Visualizer within a given 7 day time 
frame; and / or (ii) Users, where a 'User' is a user in the applicable Customer environment with an account, or with log-in credentials to 
the relevant platform, as applicable. 

1.2. Construction. In this Agreement (except where the context otherwise requires): 

1.2.1. any reference to a clause or schedule is to the relevant clause or schedule of or to this Agreement and any reference to a 
paragraph is to the relevant paragraph of the clause or schedule in which it appears; 

1.2.2. the clause headings are included for convenience only and will not affect the interpretation of this Agreement; 

1.2.3. use of the singular will include the plural and vice versa; 

1.2.4. any reference to persons includes natural persons, firms, partnerships, companies, corporations, associations, organisations, 
governments, foundations and trust (in each case whether or not having separate legal personality); 

1.2.5. any phrase introduced by the terms “including”, “include”, “in particular” or any similar expression will be construed as illustrative 
and will not limit the sense of the words preceding those terms; and 

1.2.6. any reference to any other document is a reference to that other document as amended, varied or supplemented (in each case, 
other than in breach of the provisions of this Agreement) at any time.
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APPENDIX 2: SUPPORT SERVICES 
 

Support Services Overview 

Overview  Darktrace provides remote assistance support for the Darktrace Offering . In addition to the Standard 
Support Services provided to all Customers, Customers have the flexibility to choose between Support 
Service Options listed below to address Customer’s specific needs. 

Capitalised terms used, but not defined, herein will have the meanings ascribed to such terms in the 
Darktrace Master Services Agreement or Product Order Form(s), as applicable, each between the 
Customer and Darktrace, and in the event of any conflict between the terms of this Support Services 
Data Sheet and such Master Services Agreement or Product Order Form, as applicable, the terms of 
such Master Services Agreement or Product Order Form, as applicable, will control. 

Standard Support 
Services 

 Darktrace provides all Customers with the following Standard Support Services: 
• Helpdesk 
• Software Updates 
• Hardware Support 
• Health Checks and System Diagnostics 
• Customer Portal 

Support Service Options  Not all Service Options are available for all of the Darktrace Offerings. The Support Service Options the 
Customer has chosen (if any) will be specified in Customer’s Product Order Form and may include: 

• Ask the Expert – Call home required for specific analytical questions 
• 24/7 Proactive Threat Notification - Call Home is required 

The availability of Support Services, including specific Support Services Options, may be subject to geographic limitations which vary 
across jurisdictions. Availability of Support Services must be checked at the time of purchase. 

 
 

Standard Support Services 

Helpdesk  Customer Portal. Darktrace will provide support from its technical support personnel during the coverage 
hours. Support requests will be raised and responded to through the Customer Portal. Customer Portal 
support will be available in the English language. 

Telephone Hotline Support. Darktrace provides telephone assistance from its technical support personnel 
during the Coverage Window . Telephone support will be available in the English language. The Telephone 
Hotline Support numbers are available on the Customer Portal or otherwise available on request. To 
receive telephone support, customers must have a Customer Portal account and pass authentication 
checks. 

For instructions on how to raise support tickets and open a support case, Customer should refer to the 
Darktrace Support Guide, available on the Customer Portal or otherwise available on request. 

For reported problems, Darktrace may initiate and perform remote diagnostics using electronic remote 
support tools or other means available, to access Customer equipment to facilitate remote problem 
resolution. 

Error Correction. Darktrace will use reasonable endeavors to correct verifiable and reproducible errors 
based on standard reproducible test case methodology when reported to Darktrace by Customer in the 
Customer Portal . Where a verifiable error exists, i.e., that which constitutes unexpected or deviant code 
execution from baseline standard, the error correction, when completed, may be provided in the form of 
a software patch and/or a workaround. The Customer acknowledges that not all reported errors may be 
corrected. Customer agrees to implement temporary procedures or workarounds provided by Darktrace 
(“Temporary Solutions”) while Darktrace works on a permanent solution. If Customer fails to implement 
any such Temporary Solutions, resulting in the failure of the Offering Darktrace will have no liability for 
such failure. 

Software Updates  Darktrace will make available to Customer, for no additional charge, a copy of each Update. “Update” 
means new releases of the Offering containing error corrections, enhancements, updates which are 
made commercially available by Darktrace as part of maintenance and any corrections and updates to 
the associated Documentation. If a Customer has Call Home enabled, Updates can be delivered 
automatically. In the event that Updates are not automatically installed, Customer shall install the 
Updates within a reasonable time when made available on the Customer Portal. Updates are subject to 
the Darktrace End of Life Policy on the Customer Portal. 
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  For Customers receiving 24/7 Proactive Threat Notification, automatic updates are compulsory 
(Customer cannot opt out) and will be delivered automatically. 

Hardware Support 
(Return to Base) 

 Subject to the General Requirements below, and other than racking, cables, data-feeds and third party 
products (such as taps and network aggregators). Darktrace provides all parts and materials necessary to 
maintain the Hardware in good operating condition, including parts and materials. 

 
Upon discovery of any failure of the Hardware and/or any component parts, Darktrace will ship 
replacement Hardware and/or component part(s) which may be an equivalent or a later revision (the 
“Advance Replacement Hardware”). While Darktrace will endeavor to ship Advance Replacement 
Hardware within a reasonable period, the Customer acknowledges and agrees that transport delays, 
import and export requirements, and other factors outside of Darktrace’s control may affect delivery 
timescales. 
Customer is responsible for performing the following functions prior to return shipping failed Hardware to 
Darktrace: a) perform all steps for self-test and trouble-shooting specified in the Hardware operating 
manual; b) provide, in writing, the Hardware’s model number, serial number, current failure symptoms, 
pertinent failure history and ship-to address (if applicable); c) unless the Hardware will be delivered and 
picked up in person by Darktrace, Customer is responsible for packaging the failed Hardware carefully in 
the original packaging or Darktrace-provided shipping container, or a shipping container that prevents it 
from being damaged while in transit to Darktrace; and d) all parts originally shipped must be returned, 
including rails, transceivers and power cables. 

Darktrace will not be responsible for maintaining or protecting any configuration settings or data found on 
the returned Hardware or component part(s). 

Replacement parts provided under Hardware support may be whole unit replacements, or may be new or 
functionally equivalent to new in performance and reliability. . 

Should (i) the Hardware or component parts returned by Customer be deemed not to be defective or ‘no 
fault found’, or (ii) a returned Hardware be missing any hardware or component parts, or (iii) Customer 
fails to return allegedly defective Hardware or any component parts requested by Darktrace within the 
time limit required, Darktrace will invoice for, and Customer agrees to pay the cost of, the Hardware and/or 
component parts, as applicable. 

For components that are discontinued, an upgrade path may be required. Darktrace will work with 
Customer to recommend a replacement part. 

Health Check and 
System Diagnostics 

 The health checks diagnostics are continual and include but are not limited to the following types of 
metrics, as applicable to the Offering: 

• CPU performance 
• Memory utilization 
• Appliance load 
• Number of unique devices seen on network (numeric value) 
• Bandwidth per interface 
• Errors on interface 
• Connections per minute 
• Disk utilization 
• Alert metrics (numeric values) 

Additionally, if any diagnostic troubleshooting is required, a Darktrace technical support personnel can 
run diagnostic tools via Call Home to assist in determining the cause of any issues. 

Customer Portal  Darktrace’s Customer Portal is available to all customers under Support. Through the Customer Portal, 
Customer may: 

• Raise support tickets. 
• Manage users* 
• Add/remove contacts for notifications* 
• Sign up for training sessions 
• View training videos 
• Read documentation and blog posts 
• Download software and appliance updates 
• Sign up to marketing events and promotions 
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  Customer is, at all times, in control of authorising and issuing employees, contractors, agents or 
Outsource Providers (collectively, “Personnel”) with access to the Customer Portal. Darktrace provides 
the Customer Portal subject to the terms of the Agreement and Customer remains responsible for 
ensuring that any use of the Customer Portal by its Personnel complies with the provisions thereof. 

• These activities are restricted to Customer’s Primary Users. “Primary User” means a designated 
individual named on the Customer Portal as a Primay User. 

 
 

Support Service Options 

Ask the Expert  As a Support Service Option, Customer may elect in a Product Order Form to receive Ask the Expert. If 
selected, Customer can enter requests for assistance on live threat investigations from the Darktrace UI or 
via the Customer Portal. In the event Customer does not have Call Home, Ask the Expert tickets can be 
raised on the Customer Portal. For queries requesting analytical investigations, call home will be required. 

Urgent enquires regarding raised tickets may be followed up by contacting the Support Contact Number on 
+44 (0) 808 189 3465 (UK); or +1 646 893 7898 (US). 

For instructions on how to raise support tickets and open a support case, Customer should refer to the 
Darktrace Support Guide, available on the Customer Portal or otherwise available on request. 

24/7 Proactive Threat 
Notification 

 As a Support Service Option, the Customer may elect in a Product Order Form to receive 24/7 Proactive 
Threat Notifications. If elected, Darktrace will automatically alert Customer’s named operators when a 
significant and likely high-impact Alert anomaly is detected by the Software (utilizing a subset of 
Darktrace’s standard models identified by the label “Enhanced Monitoring”). 

 
 

Assumptions 

Duration  Support Services coverage period starts on the Commencement Date of the Offering and continues for 
the period of time specified in the applicable Product Order Form. Darktrace will only be liable to provide 
Support Services if the Customer is current with its payment of fees to Darktrace.. 

If Customer does not renew a Support Services term, but continues to access the Support Services, 
Darktrace will be entitled to invoice Customer for any period of Support Services provided. If Customer 
cancels, but later seeks to reinstate Support Services, Customer will be responsible for the payment of 
all back fees in regards to such Support Services. 

Call Home  The Darktrace Offering can be configured to connect to the Darktrace’s secure and encrypted channel 
to receive, patches and Updates. For certain of the Support Services Options, the remote analyst support 
is dependent on the granting of Call Home access for the analysts to be able to interact with the Offering. 
A Darktrace Offering operating Call Home will attempt to establish a secure SSH channel with the 
Darktrace infrastructure. Each Darktrace installation will have a unique hostname pre-set in the 
configuration, resolving to a single Darktrace central IP address. To enable Call Home to function, 
Darktrace must be permitted to contact the four Darktrace IP addresses over TCP Port 22 or TCP Port 
443. At Darktrace’s discretion, Support Services may also be provided using remote diagnosis and 
support, onsite service or through other Support Services delivery methods, or any combination thereof. If 
any onsite support is provided, Customer will be charged for any applicable travel fees and expenses. 
Customer agrees that Darktrace may extract and use Alert data (which may include Personal Data) for 
the purposes of (i) improving Customer’s deployment of the Offering and (ii) developing the Offering 
more generally. 

Customer 
Responsibilities 

 Upon Darktrace's request, Customer will be responsible for assisting Darktrace in resolving the problem 
remotely in providing all information necessary for Darktrace to deliver timely and professional remote 
support or to enable Darktrace to determine the level of support eligibility, including; 

• Starting self-tests and/or other diagnostic tools and programs; and 
• Installing customer-installable firmware updates and patches 
• Performing other reasonable activities to help Darktrace identify and resolve the problem. 
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  Darktrace may also provide Customer with self-installable parts or units, to Customer following written 
instructions from Darktrace. 

Darktrace does not provide backup services. Customer must maintain a separate backup system or 
procedure for its network data that is not dependent on the Offering. 

Customer will notify Darktrace if it uses the Offering in an environment that poses a potential health or 
safety hazard to Darktrace employees providing onsite Support Services. Darktrace may require 
Customer maintains the Offering under Darktrace’s supervision and may postpone any onsite Support 
Services until such hazard(s) are remedied. 

General Requirements  Darktrace will not be liable to provide Support Services with respect to a which is faulty on the basis of: 
(i) improper use, site preparation, or site or environmental conditions or other non-compliance with 
applicable Documentation or these terms; (ii) failure or functional limitations of any non-Darktrace 
software or product impacting systems receiving Darktrace Hardware Support Services; (iii) malware (e.g. 
virus, worm, etc.) introduced by Customer; or (iv) modifications or improper system maintenance or 
calibration not performed by Darktrace or authorized in writing by Darktrace; (v) fire damage, water 
damage, accident, electrical disturbances, transportation by Customer, or other causes beyond 
Darktrace’s control; (vi) or use not in line with a proper manner or in conditions which adequately protect 
and preserve the Hardware. 

 
NO ADVICE, ALERT, OR INFORMATION, WHETHER ORAL OR WRITTEN, OBTAINED BY CUSTOMER FROM 
DARKTRACE OR THROUGH OR FROM THE SUPPORT SERVICES SHALL CREATE ANY WARRANTY NOT 
EXPRESSLY STATED HEREIN OR IN THE MASTER SERVICES AGREEMENT. DARKTRACE SHALL NOT BE LIABLE 
FOR ANY ERRORS OR DELAYS IN THE CONTENT OR ALERTS AVAILABLE THROUGH THE SUPPORT SERVICES, 
OR FOR ANY ACTIONS TAKEN IN RELIANCE THEREON. THE CUSTOMER UNDERSTANDS AND 
ACKNOWLEDGES THAT NOT ALL ANOMALIES / INTRUSIONS MAY BE REPORTED. 

Darktrace may discontinue specific Support Services no longer included in Darktrace’s Offering upon six 
(6) months’ prior written notice, unless otherwise agreed in writing. If Darktrace cancels prepaid Support 
Services pursuant to this paragraph, Darktrace will refund Customer a pro-rated amount for such unused 
prepaid Support Services. The Darktrace end of life Software policy is available on the Customer Portal. 

Additional services performed by Darktrace at Customer’s request, which are not included in the Support 
Services, will be agreed by the Parties in advance and chargeable at the applicable published service rates 
for the country where the services are to be performed. 

Coverage Window  The coverage window specifies the coverage hours during which Customer calls may be logged and 
service is delivered remotely or onsite (as applicable). Helpdesk and Hardware Support will be available 
24/7 (24 hours per day, Monday through Sunday) 

Affiliates  Customer acknowledges that the following Darktrace Affiliates may be involved in the provision of 
Support Services: 

- Darktrace, Inc. 
- Darktrace Australia Pty Ltd. 
- Darktrace Japan K.K 
- Darktrace Singapore Pte Ltd. 
- Darktrace South Africa Pty Ltd. 

Support in Japanese  Darktrace will use commercially reasonable efforts to provide telephone hotline support and ticket 
support in the Japanese language during the coverage window of 10:30am-6:30pm Japan time Monday 
through Friday. 

Support in Spanish  Darktrace will use commercially reasonable efforts to provide telephone hotline support and ticket support 
in the Spanish language during the coverage window of 9:00am-5:00pm US Eastern Standard Time Monday 
through Friday. 

 
 

[end of document]



 

 

 


