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The Colonial Pipeline ransomware incident highlighted the significant 
threat that ransomware poses to organizations overseeing industrial 
control systems (ICS) and operational technology (OT). This white 
paper will closely examine a real-world ransomware attack on an 
energy supplier that was detected in real time by self-learning AI 
technology. 

Industrial ransomware can affect society at large, as seen in the gas 
shortages that resulted from the Colonial Pipeline incident. Even 
when critical infrastructure isn’t directly compromised, global supply 
chains can be disrupted when major manufacturers, such as food 
processing facilities and suppliers for energy plants, are targeted.

In addition to these broader social and economic consequences, 
ransomware targeting industrial environments has dire costs for the 
organization that is compromised, with operational downtime leading 
to considerable financial loss and disruption of heavy machinery 
threatening human safety. 

With the rise of industrial ransomware, organizations should focus 
on self-learning and adaptive defense through early-stage threat 
detection, automated investigations, and Autonomous Response. 
These efforts will considerably increase resilience and complement 
more conventional measures such as patching, red teaming, and 
disaster recovery planning. 

Introduction

“Incremental improvements will not give us 
the security we need; instead, the Federal 
Government needs to make bold changes and 
significant investments in order to defend the vital 
institutions that underpin the American way of life.”
Biden Administration, Executive Order on Improving  
the Nation’s Cyber Security

“Current ICS security technology focuses on 
reactive defense against known threats with 
limited capabilities to detect threats based on 
behavior rather than pre-defined indicators.”
CISA, Securing Industrial Control Systems:  
A Unified Initiative FY 2019-2023 
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There is considerable external pressure to pay ransom for 
organizations with industrial environments, given the high financial 
costs of operational downtime and the crucial role that OT and ICS 
play in both critical infrastructure and global supply chains. In addition, 
multiple factors that are internal to industrial environments render 
them particularly vulnerable to ransomware attacks.

Gaining visibility remains challenging in industrial environments, 
where decades-old legacy devices, designed without security in 
mind, are often deployed alongside newer technologies, such as 
the industrial internet of things (IIoT). This heterogenous composition 
makes asset identification and accurate visualization of connections 
and activity difficult.

Vulnerability management is also often a process of diminishing 
returns. Indeed, many advisories for ICS devices have no practical 
mitigation advice, with the 2021 SANS ICS Security Summit confirming 
that over a fifth of reported common vulnerabilities and exposures 
(CVEs) do not include a patch.

Remote access is an emerging attack vector. Since the onset of 
COVID-19, many industrial organizations have adopted remote access 
tools such as TeamViewer to allow employees to control ICS and 
OT without taking the health risk associated with entering physical 
premises.

Why Industrial Environments are Vulnerable to Ransomware
Lastly, IT/OT convergence is one of the most commonly discussed and 
pervasive attack vectors in industrial environments. In an anonymized 
study, Darktrace detected over 6,500 suspected instances of ICS 
protocol use across 1,000 enterprise environments. IT/OT convergence 
not only widens the attack surface but results in a loss of visibility 
and control.

Figure 1: Challenges faced by the cyber security community with ICS 
networks and devices
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Ransomware Indirectly Disrupting OT  
by Compromising IT
Ransomware can also indirectly disrupt OT by compromising the vital 
IT systems that OT relies on, including IT systems that play a role 
in monitoring safety and granting visibility into operations. This was 
seen with the Colonial Pipeline incident where the ransomware attack 
never directly infected OT devices, but the organization decided 
to pre-emptively shut down operations to avoid potential safety 
concerns. This also occurred in the ransomware incident affecting 
JBS, the world’s largest meat supplier, where the organization shut 
down operations across factories in Australia and North America 
due to its IT systems being compromised by ransomware.

The Threat Landscape: Varieties of Industrial Ransomware
The varieties of industrial ransomware are defined both by the attack 
paths they take to infect and spread across an organization and the 
methods they use to extort victims. Possible attack paths include 
directly targeting ICS and OT, compromising IT systems upon which 
OT systems depend, or leveraging IT/OT convergence to pivot 
across the broader enterprise. Ransomware threat actors can also 
exfiltrate data in order to apply more pressure when extorting an 
organization to pay ransom.

Ransomware Directly Targeting OT
There are at least 7 ransomware families that contain commands 
which are designed to specifically interfere with or stop ICS processes. 
The majority of the strains, including EKANS, contain 20-30 commands 
targeting ICS processes within a ‘process kill list’ of over 1,000 entries.

A variant of the more dangerous CLOP ransomware is the only strain 
known to target around 150 ICS processes from a kill list containing 
1,425 commands. The additional commands used by CLOP include 
processes which support programmable logic controllers (PLCs) and 
human machine interface (HMI) supervision. If targeted, an engineer’s 
ability to visualize and control production could be affected. Here,  
a variety of control systems are targeted including Siemens SIMATIC 
WinCC and the OPC communications protocol.

IT
Network

Indirect OT 
Disruption

Direct OT 
Kill Lists

Pivot Into OT

Figure 2: Possible attack vectors for industrial ransomware.
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Ransomware Leveraging IT/OT Convergence
Ransomware can intentionally leverage IT/OT convergence. This was 
seen in a ransomware incident involving a US natural gas facility in 
2019, where the threat actor first infected IT systems via a phishing 
email before pivoting to OT. When ransomware was deployed, both 
IT and OT devices were compromised. Though the PLCs responsible 
for driving operations were not directly compromised, multiple HMIs, 
data historians, and polling servers were affected. This disrupted 
visibility into operations, such that the victim organization decided 
to shut down operations for 2 days to avoid any complications that 
could arise.

Double Extortion Ransomware
Another concerning trend that is becoming increasingly prevalent 
in industrial environments is double extortion ransomware, where 
data is exfiltrated in addition to being encrypted. In the last year, for 
example, CLOP infections have been seen on several multinational 
organizations, including ExecuPharm (April 2020) and Software 
AG (October 2020). Though it is not known if or to what extent 
OT networks were affected in these attacks, the malware used 
sophisticated attack techniques to exfiltrate data as well as encrypt it. 
This offers the attackers the ‘double threat’ of releasing stolen data 
if victims refuse to pay the ransom, a technique Darktrace previously 
detected being used by the MAZE and REvil ransomware strains. 

Figure 3: Varieties of double extortion ransomware
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“The number of groups launching ransomware 
attacks is growing month on month, and most of 
these groups are now employing a tactic known as 
‘double extortion’. In effect, victim organisations 
are now being held to ransom not only on 
availability but also on confidentiality.”
Ransomware: A Perfect Storm, RUSI
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Self-Learning AI for Detection, Investigation, and Response
With the high stakes of compromise in industrial environments, waiting 
for the ransom note before taking remediatory action is no longer 
a viable option. Pre-emptive measures like vulnerability tracking 
provide a good start. However, an emphasis on identifying known 
vulnerabilities fails to defend against signatureless attacks, as well 
as novel and unpredictable threats. 

By using a combination of unsupervised and supervised machine 
learning, as well as deep learning, self-learning AI technologies can 
grant comprehensive visibility into complex industrial environments, 
identifying threats across OT, IT, and converged OT/IT in their earliest 
stages.

Self-learning AI detects novel and never-before-seen attacks without 
relying on rules, signatures, threat feeds, or lists of CVEs. Rather, 
the AI learns the normal ‘patterns of life’ for all devices, users, and 
controllers in an organization, and also all the connections between 
them. This dynamic understanding of ‘normal’ enables the AI to 
autonomously detect subtle signals of an attack as it emerges. 

With Cyber AI Analyst, security teams benefit from automated 
investigations which connect the dots among disparate security 
events and automatically generate intuitive Incident Reports that 
put teams in a position to take action. Combining the skill of human 
analysts with the speed and scale of AI, Darktrace reduces time to 
triage by up to 92%.

 

CYBER
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INCIDENT REPORT
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ENTERPRISE IMMUNE SYSTEM
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as incident evolves
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Figure 4: Cyber AI Analyst continuously builds and tests hypotheses, 
reasoning to conclusions at machine speed and scale
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Self-learning AI can also provide Autonomous Response to neutralize 
threats in real time, taking targeted, nuanced actions to stop  
machine-speed threats. The scope and type of actions taken is 
flexible and can be controlled to reflect a risk to safety appetite as 
determined by the organization. For example, AI-driven Autonomous 
Response can respond only to threats in IT systems or only in the 
higher levels of the Purdue model. Autonomous Response technology 
can also be deployed passively, such that a member of the security 
team has to approve its actions.

A few common use cases for AI-driven Autonomous Response in 
OT are: 

�	 Engineering workstation infected with ransomware encrypts files 
on an ICS data historian 

�	 Rogue device appears on the network and begins interacting 
with OT systems using ICS protocols and commands

�	 Engineering workstation begins performing OT reconnaissance 
scans in preparation for data exfiltration

�	 OT application server starts beaconing to a rare internet destination 

�	 HMI infected with mining malware, drastically impacting operational 
performance 

Figure 5: Autonomous Response can stop the attacker in their tracks before they pivot into OT subnets
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Threat Find: Double Extortion Ransomware at Energy Supplier
The following threat find details a recent incident in which an attacker 
used a corporately approved remote management tool to deploy 
ransomware in an organization in its critical infrastructure supply chain. 
Self-learning AI technology was able to use a holistic understanding 
of ‘normal’ to detect the attack at multiple points in the kill chain, 
crucially, despite the abuse of a legitimate tool in order to remain 
undetected.

Initial Compromise
The targeted company has close ties to critical national infrastructure, 
including in the support of electrical utilities. The attackers 
compromised an internal server in order to exfiltrate data and deploy 
ransomware over the course of 12 hours.

The initial attack vector is unclear, but the device served an unusual 
RDP connection from a VEEAM server shortly before the incident, 
indicating the attacker may have moved laterally from elsewhere 
in the network.

Establish Foothold
The first anomaly detected by Darktrace was the unusual use of a 
privileged credential, which we will refer to as adminXX in order to 
protect the identity of the compromised organization. This unusual 
Kerberos authentication happened at 14:09 local time, and 3 minutes 
later the device downloaded TeamViewer software and initiated a 
remote session which lasted 21 hours. It is likely this was the primary 
channel through which the attackers conducted their attack.

Figure 6: Darktrace’s Cyber AI Analyst detecting anomalous encryption 
and a suspicious chain of ICS administrative credentials

Figure 7: How Darktrace AI applies machine learning to achieve 
autonomous threat detection and investigation
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Double Extortion Phase 1: Data Exfiltration
One hour later, Darktrace detected unusual volumes of data being 
sent to a 100% rare cloud storage solution, pCloud. No other devices 
on the network had ever connected to or used pCloud. The outbound 
data was encrypted using SSL, but Darktrace created multiple alerts 
relating to large internal downloads and external uploads which 
were a significant deviation from the device’s normal ‘pattern of life’.

The use of pCloud for data exfiltration has been previously linked to 
the use of rClone by the Egregor ransomware. However, Darktrace is 
not able to confirm the exact ransomware strain used in this attack.

The device continued to exfiltrate data for 9 hours. In total, over  
1 TB was seen leaving the network. Analysis of the files downloaded 
by the device from internal servers, which were transferred using 
the unencrypted SMB protocol, revealed the names and file types 
of the documents which were likely exfiltrated to pCloud. They 

included keynotes from board meetings and spreadsheets from 
R&D experiments. One of the files, named “ACCOUNTS PAYABLE 
PASSWORDS.xlsx”, appears to contain cleartext finance login details.

Double Extortion Phase 2: Deploy Ransomware
A short time later, at 01:49 local time, the device began encrypting 
files in a SharePoint back-up share drive. Over the next 3.5 hours, 
the device encrypted over 13,000 files on at least 20 SMB shares.

Figure 8: A timeline of the ransomware incident targeting the energy supplier
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Darktrace’s Response
In total Darktrace produced 23 alerts for the device in question,  
or 48% of all the alerts produced in the corresponding 24-hour period. 
In short, the incident stuck out like a sore thumb. If the customer had 
been using Antigena Network, Darktrace’s Autonomous Response 
technology, there is no doubt the activity would have been halted 
before significant volumes of data were exfiltrated or encrypted.

As it was, the customer was able to use the Darktrace Ask The Expert 
(ATE) service for incident response in order to mitigate the impact 
of the attack and aid with disaster recovery. The insights provided 
by Darktrace helped minimize the damage caused by the attack. 

Unaffected systems, including the OT productions networks, remained 
online, while infected systems were isolated to prevent further spread 
of ransomware. Lists of the files exfiltrated or encrypted were able to 
be audited and assessed for business risk, and the remote access 
backdoors used by the attackers were identified and removed in 
order to prevent a repeat of the attack. 

The customer was able to return to full operations in a relatively short 
time and without the level of disruption or reputational damage seen 
in the recent Colonial Pipeline and JBS cyber-attacks.

Defending Against Industrial Ransomware With AI
As attacks like ransomware continue to target industrial environments, 
it is imperative that these threats are dealt with in real time. 

Considering that multiple major ransomware attacks in recent months 
have disrupted OT indirectly by first compromising IT, organizations 
need a unified view of their entire cyber ecosystem, both IT and OT, 
in order to protect against costly shutdowns.

Visibility throughout the entire cyber ecosystem is not only important 
for threat detection and threat prevention but also for remediation in 
the case of a compromise occuring. With full visibility, organizations 
affected by ransomware can quickly assess the scope and severity 
of the compromise and determine how to maintain operations in a 
safe capacity.

Threat actors are also now using signatureless malware and ‘living off 
the land’ techniques. You can’t detect these with legacy security tools 
that rely on pre-defined indicators of threat—including vulnerability 
tracking, firewalls, network segregation, and patch management. 

Organizations need adaptive detection, not static defense.  
Self-learning AI technologies provide a way to detect, respond, and 
investigate threats in real time, allowing critical infrastructure and 
other organizations with industrial environments to safeguard their 
cyber ecosystem.
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Figure 9: How Darktrace AI applies machine learning to achieve autonomous threat detection and investigation
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About Darktrace
Darktrace is a leading autonomous cyber security AI company and the creator of Autonomous Response technology.  
Its self-learning AI is modeled on the human immune system and used by over 5,000 organizations to protect against 
threats to the cloud, email, SaaS, traditional networks, IoT devices, endpoints, and industrial systems.
 
The company has over 1,500 employees and is headquartered in Cambridge, UK. Every second, Darktrace AI fights back 
against a cyber-threat, before it can cause damage.

For More Information

 Visit darktrace.com
 Book a demo
YOUTUBE Visit our YouTube channel
 Follow us on Twitter
 Follow us on LinkedIn

https://www.darktrace.com/en/?utm_source=darktrace&utm_medium=wp-critical-infrastructure-ransomware
https://www.darktrace.com/en/trial/?utm_source=darktrace&utm_medium=wp-critical-infrastructure-ransomware
https://www.youtube.com/channel/UCA3MseYette-MNUSuDwrQbg
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