
Industry Spotlight: Energy and Utilities

Industry Challenges 
Energy and utilities are a key component of critical infrastructure, making 
the industry a target for some of the most sophisticated threat actors with 
links to nation-states. In 2021, the Colonial Pipeline attack prompted US 
authorities to declare a state of emergency in 17 US states along the east 
coast and in Washington. Over the following months, cyber-attacks on oil 
and gas facilities in Europe caused further disruption to the energy industry. 
The threat of ransomware continues to loom over a sector in which business 
disruption and downtime in not tolerated.

The increasing convergence of IT and Operational Technology has expanded 
the attack surface and introduced new risks in both energy and utilities. 
Cyber-attacks that start in the corporate network are increasingly spilling over 
into Industrial Control Systems previously ‘air gapped’ from the Internet. 

Meanwhile, the adoption of hybrid working patterns increased cloud and SaaS 
usage, while the number of industrial IoT devices continues to rise. The result is 
decreased visibility for security teams and new entry points for attackers.

These structural changes have put further pressure on time-pressed 
security teams, who have found their workloads increasing and their 
responsibilities changing, while compliance regulations such as NIST and 
NERC-CIP framework can carry significant fines and place further pressure 
on organizations to meet certain cyber security standards. 

As threat actors continue to find new vulnerabilities, energy and utilities 
organizations need a technology that can illuminate complex IT-OT systems, 
detect and respond to emerging novel threats, and take on the heavy lifting 
on behalf of overstretched human security teams.

The Darktrace Immune System
Darktrace protects the IT and OT environments of some of 
the world’s largest energy and utility companies. Inspired 
by the human immune system, the technology works by 
passively learning what ‘normal’ looks like across OT, IT, 
and industrial IoT. This understanding of an organization’s 
digital DNA allows the AI to detect even the most subtle 
signs of emerging threats across the entire business – 
no matter how novel or sophisticated those threats are. 
Protocol and technology agnostic, the AI operates across 
substations and all physical devices, meaning that air gaps 
and restricted connections are protected.

Darktrace Antigena goes a step further, autonomous 
stopping high-severity attacks on behalf of stretched 
security teams. Thousands of organizations rely on 
Antigena to stop threats in IT before they spread to OT. 
The technology is highly configurable, and can be set 
to only take action on certain devices or in response to 
certain events.

Cyber AI Analyst then augments and uplifts security 
teams by automatically investigating every security event 
and generating a natural language incident summary 
ready for review. The technology is trained on expert 
human analyst behaviors, automating the first round of 
threat triage and reducing time to meaning by 92%.

Attack Case Study: Shamoon 3.0
At a global energy company, Darktrace observed a 
Shamoon-powered cyber-attack in December 2018 — at 
a time when several Middle Eastern firms were impacted 
by a new variant of the malware. While there had been 
detailed reporting on the malware files and wiper modules 
that these latest Shamoon attacks employed, the complete 
cyber kill chain involved was poorly understood at the 
time, but Darktrace’s AI revealed every stage of the attack, 
including the detonation of the payload. 

The attack began with an unusual use of credentials on 
several devices before lateral movement occurred in the 
form of PsExec, WinRM usage, and RDP brute-forcing. 
Darktrace detected every stage of the attack, including 
the detonation of the payload. The technology generated 
a series of clear alerts, and Cyber AI Analyst launched 
an automatic investigation, connecting the dots and 
generating an incident summary report, making it simple 
for even a junior analyst to identify the threat and where  
it was coming from.

 ✔ Protects more than 450 energy 
and utiltity organizations globally

 ✔ Self-learning AI which detects in-
progress attacks

 ✔ Autonomously investigates, triages, 
and reports on all security incidents

 ✔ Provides complete visibility of 
RTUs and remote Operational 
Technology

At a Glance

As organizations undergo a 
difficult balancing act between 
defending themselves from 
attack while maintaining business 
continuity, a unified approach to 
cyber defense across both IT and 
OT environments has never been 
more important.

“Darktrace adds another level of sophistication to our defense 
systems and has already identified threats with the potential 
to disrupt our networks.” 
Martin Sloan, Group Head of Security, Drax

“If we have a power outage or disruption, it 
would destroy our whole business model. 
Darktrace gives us peace of mind, we know 
AI is running 24/7 in the background, 
supporting us.” 
Kåre Teigland, Head of ICT, SFE
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Data Sheet

Darktrace’s OT Engineer Dashboard surfaces 
only the most operationally relevant alerts


