
How Darktrace Supports Compliance With 
The Australian Prudential Standard CPS 234
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Following the release of the Australian Prudential Standard CPS 
234 (“APRA CPS 234”), all APRA-regulated industries have had to 
re-evaluate their cyber security procedures. While only Australian 
financial services organisations and insurance companies are directly 
affected, all sectors are encouraged to comply in order to ensure 
that their cyber defences are commensurate with the evolving threat 
landscape.

Designed to strengthen the cyber security readiness of organisations, 
APRA CPS 234 aims to minimise the likelihood and impact of security 
incidents on the confidentiality, integrity, and availability of data. The 
regulation includes calls for vulnerability and threat management, 
incident detection and response, analysis and investigation of security 
events, and the mandatory notification to the APRA of a material 
cyber security issue within 72 hours of its discovery.

Wayne Byres, the Chairman of the APRA, has warned organisations:

“You just have to assume that your defences will fail at some 
point. In the end, it may be human error that is the trigger, so the 
question is how quickly can you detect that it has happened and 
how quickly do you respond.”

Faced with a threat landscape which is mounting in ferocity and 
complexity, this regulatory framework prioritises the necessity of a 
resilient, adaptive security solution.

Executive Summary

of respondents to the World 
Economic Risk Report 2021 forecast 
that cyber security failure will become a 
critical threat to the world in 3-5 years.
World Economic Forum

of cyber security professionals need 
more than 3 hours to understand the 
scope of a security incident.
Forrester

49%

58%

of organisations are monitoring  
unusual activity across their cloud  
and SaaS environments
Cybersecurity Insiders:  
2020 Insider Threat Report

29%
Just
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The Cyber-Threat Landscape: A New Era of Attack
The past year has resulted in an unprecedented escalation of  
cyber-attacks. Mass migration to cloud and SaaS environments, 
rising IoT adoption, weakened security controls, and poor visibility 
of remote workforces has left security teams struggling to defend 
an ever-expanding attack surface. 

Meanwhile, threat actors have taken advantage of changing 
environments: supply chain compromises, zero-day attacks, account 
takeovers, ransomware, and fearware1 have all drastically increased. 

Organisations have been left overwhelmed. Increasingly sophisticated 
cyber-attacks are outsmarting and outpacing the legacy tools 
security teams rely on. Confined to playbooks and deny lists that 
rely on historical attack data, a traditional approach is unable to 
adapt to the rapidly evolving threat landscape. With 86% of cyber 
security professionals concerned about cyber-criminals leveraging 
AI to supercharge attacks, it is clear we are entering a new era of 
cyber-threat.

1 An attack technique where cyber-criminals exploit a collective sense of fear and urgency to coax users into clicking a malicious email attachment or link.

of security professionals agree that 
signature and rule-based tools are 
incapable of detecting novel 
(zero-day) attacks.
2021 Remote Workforce Security Report

Figure 1: Darktrace autonomously protects users across cloud services 
and SaaS applications

87%
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An Immune System Approach: Self-Learning Detection and Response
Darktrace takes a fundamentally different approach to cyber security. 
While traditional defences pre-define threats and work to strengthen 
the perimeter, Darktrace assumes that at some point, targeted 
attacks will inevitably get inside. When this happens, self-learning 
AI is ready to autonomously detect, investigate, and respond to 
malicious activity before it progresses. 

Like the human immune system, Darktrace’s Cyber AI works by learning 
the ‘patterns of life’ for every user and device in an organisation’s 
digital ecosystem, continuously updating its understanding as the 
business evolves. This enables it to detect and respond to subtle 
deviations from normal behaviour that may be indicative of threat 
across the business – from cloud and SaaS applications, to email 
environments and beyond. 

The core of Darktrace’s Immune System platform consists of three 
tightly integrated Autonomous Cyber AI technologies: the Enterprise 
Immune System, which detects threats as they emerge, Cyber AI 
Analyst, which triages, investigates, and reports on security incidents, 
and Darktrace Antigena, which surgically responds to and disrupts 
threats. 

By learning ‘on the job’, Darktrace is uniquely capable of both evolving 
alongside your organisation, even through times of unprecedented 
change, and uncovering novel and sophisticated attacks before the 
damage is done. 

Figure 2: Darktrace’s user Interface, the Threat Visualizer, graphically 
displays high-priority threats

“Darktrace has enabled us to take our cyber 
security to a level we presumed unattainable.”
Asfar Sadewa, Head of IT, Jackson McDonald
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Immune System

Figure 3: Darktrace’s Immune System platform
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APRA CPS 234: Timely Threat Identification and Mitigation
The APRA CPS 234 states: 

“An APRA-regulated entity must have robust mechanisms in place 
to detect and respond to information security incidents in a timely 
manner.” 

Being able to spot the earliest signals of threat, respond accordingly, 
and keep regular operations running is paramount to protecting the 
entire digital business. 

Autonomous Detection and Response
Powered by unsupervised machine learning, the Enterprise Immune 
System autonomously detects unpredictable threats that other 
tools miss – no matter where or when they strike. This is achieved 
through a unique understanding of the normal ‘patterns of life’ across 
the device, peer group, and organisational level. Such a nuanced 
approach ensures that the full range of cyber-attacks are detected 
in their earliest stages – including but not limited to: malware, data 
breaches, compromised credentials, DoS attacks, APTs, ransomware, 
and cloud misconfigurations.

“The Enterprise Immune System not only 
augments our security team in detecting subtle 
anomalies, but is used extensively across IT 
functions and is openly discussed by our C-Suite.”
Gavin Townsend, Global Cybersecurity Compliance Director, 
Grant Thornton

“[The Enterprise Immune System] is a unique 
product where machine learning/AI plays a core 
part in protecting, detecting, and responding to 
threats.”
Marsh Cyber Catalyst Insurers
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Real-Time Defense

APRA Requirements:

1

Darktrace Antigena autonomously responds to malicious activity 
across the entire digital ecosystem, taking surgical action to contain 
the threat seconds after it emerges  – even if it is entirely novel or 
highly targeted. This includes but is not limited to: blocking anomalous 
file access, stopping sensitive data uploads, pausing unauthorised 
software downloads, temporarily suspending server access, and 
revoking admin access. 

When malicious activity strikes, Darktrace Antigena can either take 
self-directed actions or integrate with existing infrastructure as a 
mechanism for response, informing other tools in the SOC about 
attacks that have slipped through. Such a targeted response enables 
security teams to focus on remediating cyber weaknesses rather 
than continual fire-fighting. 

Antigena Email extends Autonomous Response to the email 
environment – intervening to protect organisations from the full 
range of threats. It works by understanding the human: learning how 
every employee typically behaves, who they interact with, how they 
write, and the substance of their typical conversations. As attackers 
increasingly leverage the latest news trends, freshly purchased 
domains, and hijacked user identities, only self-learning AI can stop 
novel and sophisticated email threats.  

“We feel sure that nothing bad will happen, even 
when we are away. This peace of mind is crucial, 
as it allows us to fully move forward with our 
educational mission as a school.”
Carl Sillery, ITC Manager, Girton Grammar School

Figure 4: Darktrace Antigena surgically interrupting malicious connections 
indicative of ransomware

A Swift and Targeted Response to Cyber-Attacks
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APRA Requirements:

“An APRA-regulated entity must maintain an information security 
capability commensurate with the size and extent of threats to 
its information assets, and which enables the continued sound 
operation of the entity.” APRA CPS 234

As organisations continue to accelerate digital transformation projects, 
one thing is becoming clear: every part of the digital enterprise 
is at risk. With today’s businesses cutting across a wide range of 
ecosystems, protecting fragmented workforces and workloads from 
the latest attacker innovations has become the biggest challenge. 
This will grow harder as AI-powered attacks go mainstream.

APRA CPS 234: Defence Across The Entire Digital Business

An Enterprise-Wide Approach
Leveraging self-learning AI, the Darktrace Immune System operates 
autonomously to provide unified and bespoke protection across an 
organisation’s dynamic workforce and diverse digital infrastructure. 
Cyber AI not only learns ‘on the job’ but is agnostic to diverse data 
sources.

Each of Darktrace’s three core AI technologies are operative across 
the digital business. This means that Darktrace autonomously detects, 
investigates, and responds to the full-scope of security incidents, 
regardless of how novel, sophisticated, or widespread, and wherever 
they arise – actively protecting organisations and leaving attackers 
nowhere to hide. This includes workers off the VPN and branch offices.

vSensor

Branch Offices Remote Work

OT / Cyber-Physical

Figure 5: Darktrace’s self-learning platform unifies  
defense across the organisation

Cloud-delivered, 
hybrid, or physical
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APRA Requirements:

Holistic Approach2

Acting at machine speed to contain attacks in their earliest stages, 
Darktrace Antigena mitigates business interruption by responding 
only to highly anomalous and potentially threatening behaviour, 
enforcing the ‘pattern of life’ of the infected device or compromised 
user. Such a targeted and proportionate response allows threats to 
be contained while allowing employees and systems to continue 
without interruption.  

“Darktrace’s Autonomous Response solution 
Antigena takes action against in-progress  
cyber-threats … [this] provides security teams 
valuable time to avoid major damage.”
Jamie Snowdon, Principal Analyst, HFS Research

Less than 40% of organisations can remove 
threats in less than 3 hours. 
Forrester

Figure 6: Antigena takes surgical and proportionate action  
to stop threats while maintaining normal business operations

Maintaining Business Continuity During Cyber-Attack
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APRA Requirements:

“An APRA-regulated entity must actively maintain its information 
security capability with respect to changes in vulnerabilities and 
threats, including those resulting from changes to information 
assets or its business environment.” APRA CPS 234

Amid continually evolving business practices and faster and more 
targeted threats, organisations urgently need to respond on the fly 
to the latest attacker innovations. Self-learning AI adapts alongside 
changing digital ecosystems.

Self-Learning AI: Adapting to a Changing 
Threat Landscape
Powered by unsupervised machine learning, Darktrace learns ‘on the 
job’. This enables the AI to understand the dynamic and changing 
patterns of organisations as they update their digital infrastructure 
– with new technologies and services being deployed, and data 
flows and topologies in flux – and catch subtle and unpredictable 
cyber-threats.

Darktrace achieves this evolving understanding of ‘normal’ through 
leveraging various unsupervised machined learning models. These 
are continuously revised and updated to ensure accuracy in the 
identification of threats. By automatically clustering devices into 
peer groups, Darktrace prevents malicious behaviour becoming 
normalised and can even identify latent threats that existed inside 
systems prior to Darktrace’s implementation.

Darktrace constantly updates its categorisations and findings as 
security situations evolve, keeping pace with the changing threat 
landscape to take action at every stage of the kill chain and 
autonomously detect and neutralise threats.

of cyber security professionals agree 
that it’s critical to very important 
for security tools to adapt to the 
changing digital environment. 
2021 Remote Workforce Security Report

“We’re confident that Darktrace is able  
to evolve with our organisation during this time  
of uncertainty.”
CISO, Better.com

APRA CPS 234: Evolving Alongside Changing Business Practices

71%
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APRA Requirements:

“An APRA-regulated entity must classify its information assets, 
including those managed by related parties and third parties, by 
criticality and sensitivity. This classification must reflect the degree 
to which an information security incident affecting an information 
asset has the potential to affect, financially or nonfinancially, the 
entity or the interests of depositors, policyholders, beneficiaries 
or other customers.” APRA CPS 234

To classify information assets by criticality and sensitivity, organisations 
first need to be able to identify every single user and device within 
their digital ecosystem and accurately understand how they interact 
with their surroundings. As such, complete visibility of the remote 
workforce, the digital business, and the interactions between them 
are paramount.

Leaving Attackers Nowhere to Hide 
Darktrace’s self-learning asset identification provides teams with 
full visibility of the devices on the corporate network and updates 
this list as the business evolves, empowering teams to accurately 
classify their information assets.

This capability works by passively ingesting all communication 
between assets within a given cyber ecosystem and automatically 
creating an asset inventory list from the data points available. 
Harnessing the power of self-learning Cyber AI, Darktrace achieves 
this in an entirely autonomous capacity.

In addition, a mapping of the full network — including all subnets, 
traffic flows among them, and external endpoints — is available 
through the use of the Darktrace Explore feature, which allows teams 
to drill down into the subnet, user, and device level. Similarly, traffic 
between security segmentations is available. This granular view 
simplifies the process of classification and enables organisations to  
identify assets by critically and sensitivity based on their interactions 
with the rest of the digital business.

Darktrace provides 100% asset visibility across organisations’ entire 
dynamic workforce - including cloud, SaaS, email, OT, IoT, endpoints,  
and the traditional network. It continuously monitors data movement 
and device actions, tracking who accesses what information and 
when, empowering security teams to understand how information 
assets are used.

“Darktrace’s machine learning approach provides 
unprecedented awareness.”
CIO, City of Las Vegas

APRA CPS 234: Self-Learning Asset Identification
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Asset Identification4

APRA Requirements:

Classifying information assets by criticality and sensitivity helps 
security teams to understand which parts of the digital ecosystem 
need the greatest levels of protection and which areas need to be 
carefully monitored upon access. To facilitate, devices and servers 
can be tagged in the Darktrace interface to enable security teams 
to track specific parameters for targeted, continuous monitoring. 

The self-learning nature of Cyber AI means that Darktrace is able 
to detect and respond to anomalous behaviour without any manual 
tuning. However, the Threat Visualizer includes a model editor which 
empowers organisations to add and configure their own additional 
protection models for information assets, based on their tags. Part 
of this can involve implementing immediate alerts when a policy or 
model breach occurs, with Darktrace autonomously detecting the 
attempt and flagging it as high severity, or with the security team 
pre-programming certain actions to be taken in response to a given 
set of circumstances. 

This ensures that internal company policies surrounding data controls, 
authorisation access, technology downloads, and file uploads are 
able to be put into practice, with threats stopped in their earliest 
stages and before they do damage.

“The Threat Visualizer is an excellent tool, because 
you see very quickly what is happening not just 
across your network, but even outside your network.”
Glen Haughton, Energy Saving Trust, 
Information Technology Manager

Figure 7: An example asset management summary. The asset list and 
associated data can be exported for use elsewhere

Protecting Information Assets at a Granular Level
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APRA Requirements:

Asset Identification4

“An APRA-regulated entity’s information security response plans 
must include the mechanisms in place for: (a) managing all relevant 
stages of an incident, from detection to post-incident review.” 
APRA CPS 234

Managing all stages of a security incident requires visibility and 
accountability throughout the cyber kill chain. To do so, organisations 
urgently need self-learning AI to detect and track the progress 
of attacks as they evolve. Granular detail is necessary to prevent 
incidents becoming crisises and to enable teams to know exactly 
what security weaknesses need to be remediated upon reviewing 
actions taken during an attack.

Detecting Emerging Threats
Darktrace’s Enterprise Immune System autonomously detects 
unpredictable and sophisticated threats seconds after they 
emerge. By analysing ‘normal’ for each user and device at both an  
enterprise-wide and granular level, the earliest signals of anomalous 
behaviour are spotted before attacks are fully-fledged and are flagged 
to the security team in real time – meaning teams can remediate 
incidents as soon as they present.

APRA CPS 234: Post-Incident Review With AI Investigations
Understanding Security Incidents  
As They Progress
Each time unusual activity is detected across the digital enterprise, 
Darktrace’s AI investigation technology, Cyber AI Analyst, is triggered. 
It automatically triages, interpretes, and reports on the full scope 
of security incidents targeting the dynamic workforce – providing 
teams with actionable insights at every stage of the attack lifecycle.

Using supervised machine learning, the technology contextualises 
security events, adapts to novel techniques, and translates its 
findings into a digestible security narrative which summarises each 
stage of the incident. Cyber AI Analyst can extend its capabilities 
across your workforce and security stack as best supports your 
organisation, from being applied on-demand to users and devices 
of interest, to ingesting third-party data to trigger new investigations, 
to automatically feeding AI-generated Incident Reports to any SIEM, 
SOAR, or downstream ticketing system.

Such a powerful capability is invaluable for time-pressed security 
teams. It provides crucial insights at every stage of attack so that 
teams can decide what course of action to take – with the report 
updating as the threat progresses.
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APRA Requirements:

Asset Identification4

Cyber AI Analyst’s reports delineate the point of entry for each 
threat and, in conjunction with Darktrace’s user interface which 
graphically displays incidents as they arise, empowers organisations 
to understand the weak points in a given digital environment. These 
can be fixed post-incident to ensure the same threat does not get 
through. Darktrace’s UI, the Threat Visualizer, has an event replay 
function which enables teams to granularly analyse every part of 
an attack. 

By graphically displaying events of interest and visually explaining 
them before, during, and after the incident, the Threat Visualizer 
ensures that attacks and the context surrounding them are genuinely 
meaningful to executives and end-users alike – regardless of where 
the threat arose.

As such, Darktrace enhances teams’ ability to manage all stages of 
an incident – from autonomous detection and reporting on every 
stage of the kill chain, to post-attack review.

“The fact that Cyber AI Analyst can investigate 
data and then tell a story about the wider incident 
is incredible, exactly what my team needs to have 
at its fingertips.”
Dan McNamara, CTO, MedReview

“We have the Threat Visualizer displayed on the 
big screen in the office. We not only see all the 
threats, but see how serious they are as  
well – everyone is blown away by it.” 
Derik Scheepers, Head of IT Operations, PPS Insurance

Figure 8: Darktrace’s Cyber AI Analyst automatically generates natural 
language summaries detailing every stage of a security incident

Post-Incident Review: Reports and Event Replay
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APRA Requirements:

APRA CPS 234: Reviewing Security Controls
“An APRA-regulated entity’s internal audit activities must include a 
review of the design and operating effectiveness of information 
security controls.” APRA CPS 234

Security teams need to continually review their security posture to 
ensure that they stay ahead of the curve and are ready for any and 
all attacks. To do so, teams need granular visibility into both their 
dynamic workforce and the security controls that protect them.

Reviewing the Efficacy of Security Controls
The Darktrace Threat Visualizer enables the monitoring of data and 
Cyber AI actions at a granular level, with teams gaining visibility of 
incidents and data flows in real time. Displaying activity across the 
entire digital ecosystem, such comprehensive visibility as well as 
the event replay function gives organisations confidence about the 
true status of their infrastructure – both past and present. Teams can 
review how threats have developed, what Darktrace did to neutralise 
them, and how their security capabilities have evolved over time.

Supporting Internal Auditing  
With Unchangeable Audit Logs
The Threat Visualizer provides organisations with an unchangeable 
audit log which logs every action seen and taken in the Darktrace 
interface, including the names of users and devices and their activities 
with time stamps - providing complete accountability. These logs and 
all analysed metadata are stored locally to an organisation, whether 
that be in their cloud or on site.

Data can be retained for a maximum of 4 weeks and, by being 
stored on a rolling buffer, is automatically deleted as space requires. 
However, storage length can be decreased if needed. Alternatively, 
Darktrace supports the exportation of an organisation’s audit log to 
an external location, which means that companies can maintain a 
longer record if desired.

These logs support internal auditing efforts to continually assess 
the controls safeguarding critical information both before, during, 
and after an event occurs, as everything is logged in real time. This 
helps organisations to look back at past-incidents and assess how 
they were handled.
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APRA Requirements:

Reviewing Security6

The Darktrace Immune System harnesses an open 
and extensible architecture to seamlessly plug into 
an organisation’s diverse ecosystem as it evolves. 
With one-click integrations and custom templates, 
the platform can interoperate with a wide range 
of technologies including SIEMs and log analysis 
tools for the purpose of additional audit logs and 
capabilities. 

Cyber AI Analyst can trigger new investigations 
based on third-party data and automatically feed 
AI-generated Incident Reports to any SIEM, SOAR, 
or downstream ticketing system. These integrations 
can be implemented at any stage – including 
after a review to better improve the operating 
effectiveness of information security controls.

“One-click integrations help  
our team identify the things we  
need to see, connecting the dots.  
There’s huge value in that for us.”
Austen Ewald, Network Analyst, St. Charles 
Community Unit School District

Figure 9: Darktrace seamlessly integrates with other tools for enhanced insights and response

Integrations for Seamless Threat Remediation and Log Analysis
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APRA Requirements:

APRA CPS 234: Security Incident Notification
“An APRA-regulated entity must notify APRA as soon as possible 
and, in any case, no later than 72 hours, after becoming aware of 
an information security incident that: (a) materially affected, or had 
the potential to materially affect, financially or non-financially, the 
entity or the interests of depositors, policyholders, beneficiaries 
or other customers; or (b) has been notified to other regulators, 
either in Australia or other jurisdictions.”

And

“An APRA-regulated entity must notify APRA as soon as possible 
and, in any case, no later than 10 business days, after it becomes 
aware of a material information security control weakness which the 
entity expects it will not be able to remediate in a timely manner.”

Part of the challenge of notifying the APRA within 72 hours of a 
security incident and within 10 business days of finding a difficult 
to remediate security weaknesses is the short time frame in which 
organisations have to collect all of the necessary information and 
evaluate the scale and severity of the incident. Moreover, without 
tools that continuously monitor and detect threats, any given incident 
could have occurred months before discovery – and trawling through 
hundreds of logs from several months ago for shreds of relevant 
evidence is time-consuming and inefficient.

Instant Alerts on Security Incidents
Darktrace’s Enterprise Immune System notifies organisations of 
cyber-threats as soon as they arise, clearly detailing where and 
how malicious activity is occuring. This enables teams to quickly 
identify the information assets compromised and whether they have 
the potential to affect the company’s depositors, policyholders, 
beneficiaries, or other customers. Darktrace’s granular visibility of 
users and devices ensures that teams can get to the heart of attacks 
as they occur.

For threat notifications on the go, Darktrace’s Mobile App provides 
teams with real-time threat alerts while away from the office. This 
enables them to start the investigative process as soon as an incident 
occurs and thus increases their ability to meet the reporting deadline.

“With AI Analyst On Demand, I have the flexibility 
to target my investigations. You can be more 
proactive, autonomously.”
Scott Rheins, IT Security Architect, Cardenas Markets LLC
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APRA Requirements:

Threat Notification7

“The fact that AI Analyst can investigate data 
and then tell a story about the wider incident is 
incredible, exactly what my team needs to have at 
its fingertips.”
Dan McNamara, CTO, MedReview

“The AI Analyst is sophisticated, but the 
intelligence it gives us is clear and actionable,  
even my newest and most inexperienced starters 
can use and learn from it on day one.”
Mark Herridge, CISO, Calligo

Average time to detect a data breach.
Ponemon Institute. 

Darktrace Cyber AI Analyst produces natural language reports in the 
wake of security incidents which detail every stage of the attack’s 
lifecycle. This empowers organisations to discern whether an incident 
has occurred which necessitates reporting to the APRA. 

If it does, then Cyber AI Analyst’s report provides a full analysis of the 
incident, highlighting any linked threat alerts, theorising a possible 
cause of the event, and suggesting further action. This enables 
security teams to provide relevant information to the APRA about a 
given incident or weakness, with Cyber AI Analyst’s Incident Report 
containing both qualitative and quantitative metrics.

Figure 10: Incident Reports give detailed insights into when and where 
threats first occurred in an organisation’s digital ecosystem 

Autonomous Investigations: Gathering the Evidence

207
Days
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Today’s organisations face remarkably urgent risk factors in an 
era of automated and fast-moving cyber-threats. Advancements 
in attacker techniques and the growing complexity, diversity, and 
scale of digital businesses has resulted in overwhelmed security 
teams – and legacy tools have proven insufficient against novel and 
sophisticated threats. 

Darktrace supports APRA CPS 234’s regulations with its self-learning 
Cyber AI and Immune System technology, ensuring that threats are 
dealt with as soon as they arise. Each threat and action taken can 
be viewed in the Threat Visualizer, providing organisations with 
complete visibility of their dynamic workforce and giving teams 
confidence about the status of their digital ecosystem, while Cyber 
AI Analyst ensures that all necessary information for auditing and 
reporting purposes is supplied. 

Self-learning, Autonomous Cyber AI serves as a critical ally for security 
teams in maintaining the confidentiality, integrity, and availability of 
data in this new era or threat.

Conclusion

“Darktrace’s ability to see and autonomously 
respond to the known knowns and unknowns  
is unparalleled by any other product out there.”
Alissa Knight, Senior Industry Analyst, Aite Group

“Darktrace’s AI technology has taken our cyber 
defence to the next level, catching the threats  
that other tools miss.”
Henry Cornet, IT Projects Manager, Sandoz Foundation Hotels
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