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Applications are being redesigned to run on multiple cloud platforms. These applications must be 
adaptable enough to run on any cloud, despite the differences between platforms.
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As organizations move towards hybrid and multi-cloud architectures, applications are 
being redesigned to run on multiple cloud platforms. These applications must be 
adaptable enough to run on any cloud, despite the differences between platforms. 
Organizations will need to be aware of these differences in order to design applications 
that can be easily migrated or scaled between the different clouds.

Cloud computing enables organizations to deploy applications with far greater speed, 
flexibility, scalability, and reliability than ever before. As organizations deploy increasingly 
large and complex applications to the cloud, the need for multiple cloud platforms 
becomes more important. However, the nature of these services makes it difficult to run 
a workload designed for one platform on another platform without significant 
modifications. Organizations need to design their workloads in ways that can leverage 
the native benefits of each cloud platform while remaining interoperable with others.

This eBook explores which challenges organizations face in creating “any cloud” 
applications and how these challenges are shaping the future of application development 
and cloud computing.
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Containers Paved the Way for Any Cloud Applications
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THE CLOUD COMPUTING 
LANDSCAPE TODAY

Cloud computing has 
become almost ubiquitous 
among enterprises.
94% of enterprises surveyed by Flexera1 currently 
use cloud platforms, and nearly 80% of their 
workloads run in the cloud. 91% use at least one 
public cloud, where the infrastructure is owned and 
managed by a vendor such as Amazon, Google, or 
Microsoft. 72% use a private cloud, where the 
infrastructure is owned by the organization. And as 
many as 69% use a hybrid architecture, combining 
both public and private cloud systems.

Each of these options provide unique benefits and 
challenges. Public clouds provide generally lower 
costs and greater freedom of scalability while 
making infrastructure maintenance the 
responsibility of the provider. Private clouds offer 
more customizability and more consistent 
performance since resources aren’t shared with 
other tenants. Hybrid clouds combine the benefits 
of both architectures by providing the security and 
control of a private cloud for more sensitive 
workloads or the cost savings and scalability of a 
public cloud for less sensitive workloads.

In addition, enterprises are increasingly combining 
public, private, and hybrid clouds into a multi-cloud 
architecture. Multi-cloud architectures distribute 
workloads across several different cloud platforms 
and cloud architectures while maintaining 
interoperability between workloads. A multi-cloud 
architecture has many strategic benefits, including:

Freedom to evaluate platforms based 
on price, performance, services 
offered, and other requirements 
specific to your needs. 

Reduced risk of vendor lock-in, 
especially when using vendor-neutral 
tools such as Kubernetes. 

Greater protection against service 
outages as multiple platforms are 
unlikely to experience major problems 
simultaneously.

These reasons have led to the increased adoption of 
multi-cloud among enterprises. According to 
Flexera, 84% of enterprises use a multi-cloud 
strategy leveraging 4.9 cloud platforms on average. 
Vendors have already begun releasing tools to help 
manage complex multi-cloud deployments, such as 
Azure Arc and Google Anthos. As adoption 
increases, so too will the availability of solutions 
designed to simplify, automate, and oversee multi-
cloud deployments.

1  https://info.flexera.com/SLO-CM-WP-State-of-the-Cloud-2019
* Sourced from: https://www.greenhousedata.com/blog/multi-cloud-survey-72-using-multiple-cloud-providers-but-56-have-no-multi-cloud-strategy

“Hybrid clouds not only provide the security and control of a private cloud 
for more sensitive workloads, but also the cost savings and scalability of 
a public cloud for less sensitive workloads.”

1 https://info.flexera.com/SLO-CM-WP-State-of-the-Cloud-2019

38% Availability zones or 
specific locations

33% Mitigating vendor lock-in

31% Specific features

25% Compliance or security

25% Performance

22% Reduced costs

Top Reasons for Adopting a 
Multi-cloud Architecture*.
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“Any cloud” applications, often called “cloud agnostic”, 
are applications that can be deployed to different 
cloud platforms with little modification. An any cloud 
strategy does not mean being indifferent about where 
the application is deployed, but rather having the 
ability to choose where it is deployed. This provides 
enterprises with a number of benefits, including:

The freedom and flexibility to evaluate 
and leverage different cloud platforms 
based on the products, services, and 
features that they provide 

Avoiding vendor lock-in, which 22% of 
enterprises cite as a top concern in 
adopting public cloud services2 

Improving availability and reliability 
by deploying applications across 
multiple clouds

However, designing applications for cloud portability 
is rife with challenges. Each and every cloud platform 
is different, and architecting for any cloud means 
factoring in these differences early in the application 
development process. Not only do different platforms 
have different tools and processes in place for 
deploying and managing workloads, but they also 
offer different services and integrations. Any cloud 
applications risk not taking advantage of these 
unique advantages, and instead becoming both more 
expensive and more difficult to manage.

Over the past five years, container technology has 
become a leading method for teams to deploy cloud 
agnostic applications. Container solutions such as 
Docker allow teams to package, distribute, and deploy 
applications in a highly consistent and portable 
manner, regardless of the underlying platform. Nearly 
90% of organizations use containers in production, 
and 36% use containers on at least two major cloud 
providers3. Although containers aren’t the only 
solution for any cloud, they are currently one of the 
most popular methods of doing so among enterprises. 
Of the organizations using containers in a multi-cloud 
environment, more than half are companies with 
more than 2,500 employees.

CONTAINERS PAVED 
THE WAY FOR ANY CLOUD 
APPLICATIONS

WHAT DOES 
“ANY CLOUD” REALLY 
MEAN?

3  Portworx 2019 Container Adoption Survey (https://portworx.com/wp-content/uploads/2019/05/2019-container-adoption-survey.pdf)
*  Sourced from https://portworx.com/wp-content/uploads/2019/05/2019-container-adoption-survey.pdf

2  http://www2.bain.com/Images/BAIN_BRIEF_The_Changing_Faces_of_the_Cloud.pdf     

Container Use in Single vs. 
Multi-cloud Environments*

64%

36%

Single cloud

Multi-cloud
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4  http://www.bpinetwork.org/thought-leadership/studies/74
*  Sourced from “Mapping the Multicloud Enterprise” https://www.intelligentcio.com/me/wp-content/uploads/sites/12/2019/11/Multi-Cloud_Final_Report.pdf

While Docker popularized container technology, 
Kubernetes truly brought it into mainstream 
enterprise use. Kubernetes allows teams to 
orchestrate Docker containers across a cluster of 
hosts in order to provide greater reliability, 
redundancy, and scalability. Most major cloud 
platforms provide managed Kubernetes clusters, 
allowing teams to deploy a container workload 
almost universally across different platforms.

More recently, platforms such as Google Anthos aim 
to provide enterprises with a tool for managing 
Kubernetes clusters across multiple cloud 
platforms. In addition, Anthos provides a way for 
teams to convert existing applications on other 
platforms into containerized applications. 
Simplifying this conversion process could lead to 
increased adoption of containers as a multi-cloud 
strategy among enterprises.

CHALLENGES IN 
DEVELOPING ANY CLOUD 
APPLICATIONS

Creating any cloud applications is difficult due to the 
wide variety of cloud platforms, services, and 
deployment models available. In a survey by the BPI 
Network on multi-cloud adoption among 
enterprises, 63% of enterprises cited security as 
their primary concern followed by employee 
expertise and centralized management4. This 
section presents some of these challenges in 
greater detail, as well as the possible solutions that 
are currently available.

Lack of Standardization 
Between Platforms
Cloud platforms vary not just in the services that 
they provide, but in how users access and utilize 
those services. Most major platforms provide 
platform-specific development tools, software 
development kits (SDKs), and graphical consoles for 
deploying and managing workloads. This requires 
DevOps engineers to learn and understand multiple 
different interfaces for each platform, increasing 
both training time and the risk of errors.

In addition, each platform differs in the services 
that they provide, configuration, and best practices. 
Without a good understanding of the platform, 
these differences can greatly impact the 
performance, reliability, security, and scalability of 
application deployments.

“The [PaaS] market remains short on 
standardization, established practices and 
sustained leadership. Vendors need to address 
those issues in a timely manner to encourage 
adoption by  more risk-averse organizations.*” 

One of the key ways to overcome these challenges is 
through vendor-neutral platforms such as 
Kubernetes. While originally developed by Google, 
Kubernetes is now managed by the Cloud Native 
Computing Foundation (CNCF) and open to public 
contributions. While there are a number of different 
Kubernetes distributions5, many major cloud 
providers offer unmodified Kubernetes as a 
managed service, reducing the friction that teams 
would otherwise face when migrating container 
workloads between platforms.

5  https://kubernetes.io/partners/#conformance
* Yefim Natis, VP, Distinguished Analyst and Gartner Fellow in Gartner Research

Top Concerns in Deploying in a 
Multi-Cloud Environment*.

63% Centralized security

37% Employee skill 
and expertise

33% Centralized visibility 
and management

33%
Increased infrastructure 
and application 
management complexity
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Security and Compliance
Public and private cloud providers follow a shared 
responsibility model6, in which both the provider and 
customer are responsible for implementing security. 
The provider assumes the responsibility of securing 
the infrastructure used to provide services to 
customers, and the customer assumes the 
responsibility of securing the workloads deployed to 
the provider’s infrastructure.

However, the cloud model presents challenges. For 
most enterprises, securing their workloads on the 
application layer isn’t enough. But because 
enterprises don’t have access to the underlying 
infrastructure of a managed cloud, they lose 
significant amounts of visibility and control over 
their applications. Instead, they become reliant on 
platform-specific tools and services to implement 
and oversee security policies. For example, tasks 
that differ between platforms can include:

Configuring user access to resources 
via identity and access management 
tools (IAM) 

Pooling and isolating resources into 
separate networks using virtual private 
clouds (VPCs) 

Monitoring and filtering traffic with web 
application firewalls (WAFs) 

Securely managing keys, secrets, and 
configurations

Platform-Specific Integrations 
and Vendor Lock-in
Applications built for cloud platforms often rely 
heavily on other services to provide crucial 
functionality. This is especially true in a 
microservice architecture, where applications may 
leverage platform services for anything from 
database access to file storage.

Leveraging platform-specific services certainly has 
benefits which can include greater cost 
effectiveness, less operational overhead, and better 
performance. However, it also ties the application to 
a particular service, making it more difficult to 
deploy the application to another platform without 
significant rewriting.

This issue can be at least partially resolved by the 
use of abstraction layers, which provide a layer of 
separation between your application code and the 
underlying platform. Kubernetes offers some 
solutions here since both Kubernetes and the 
container runtime provide abstraction between 
containers and the host environment.

For example, Kubernetes allows containers to mount 
various storage backends as volumes via the 
Container Storage Interface (CSI). Using the CSI, 
teams can attach arbitrary storage devices to a 
container via a deployment configuration. The 
device is then mounted to the container and 
accessed from the filesystem, eliminating the need 
for platform-specific code libraries or APIs while 
maintaining portability between different platforms 
and services.

6  https://aws.amazon.com/compliance/shared-responsibility-model/
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Enterprises in highly regulated industries also need to be aware of how each cloud platform impacts their 
compliance. Different platforms vary in their level of compliance, as well as their practices for helping 
customers achieve compliance. Certain products and services may not be covered under certain 
regulations, which could significantly impact your application deployment strategy. Hybrid and multi-
cloud architectures can exacerbate this problem even further, especially if the data is transmitted over a 
public network.

Because security is a shared responsibility between the provider and customer, there is no easy solution 
for building secure cloud agnostic applications. Nonetheless, teams should focus on strengthening their 
overall security model by securing their applications independently of the platform.

 

Observability
Observability is essential to ensuring the performance, health, and security of deployed applications. 
Observability allows enterprises to better understand the state of their systems, troubleshoot specific 
events, notify team members of any problems, and identify areas of potential optimization. However, a 

7 https://cloud.google.com/monitoring/api/metrics_aws
8 https://www.f5.com/labs/articles/cisotociso/apps-are-like-onions--they-have-layers

multi-cloud architecture poses unique challenges that require teams to approach observability differently than 
in a more traditional architecture.
Most cloud platforms include services that can collect and store observability data, but the capabilities of 
these services can vary significantly in terms of the data they can collect and the insights they can provide. 
These services are also often limited to monitoring workloads on the cloud platform they were created for and 
offer little to no compatibility with other platforms. There are a few exceptions, such as ingesting AWS metrics 
into Google Stackdriver7, but in most cases teams must rely on different solutions for each platform.

The challenge is knowing how to effectively observe any cloud applications regardless of the platform. In one 
study, 57% of security professionals cited a lack of visibility as their main barrier to strong application 
security8. Enterprises require monitoring tools that can monitor applications deployed to different platforms in 
a consistent and centralized way.

To address this challenge, enterprises are increasingly adopting third-party monitoring and observability 
services. These services can consolidate logs, metrics, and traces from different platforms into a single 
location  while also providing detailed insights into application behavior. For example, log management tools 
such as LogDNA can ingest logs from all workloads running in a Kubernetes cluster, allowing teams to deploy a 
comprehensive logging solution alongside their containerized workloads regardless of the cloud platform. 
When paired with other solutions, such as application performance monitoring (APM) tools, teams can create a 
comprehensive observability solution that can be deployed to almost any cloud.
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Enterprises are adopting hybrid and multi-cloud architectures at a rapid 
pace, and the key to applications of the future is portability. Teams need 
the freedom to adapt software to different platforms to best leverage 
their features and offerings. When designing applications for any cloud, 
enterprises should consider: 

• Using standardized, vendor-neutral platforms such as Docker and 
Kubernetes

• Using interfaces and abstraction layers to separate platform-specific 
integrations from application code

• Focusing on implementing strong security in the application layer, as well 
as on the cloud platform

• Using third-party solutions to collect observability data including 
metrics, traces, and logs

Managing and deploying applications across multiple clouds is not an easy 
task. At LogDNA, we understand the challenges in deploying applications 
across multiple cloud platforms and hosting providers.

That’s why we offer a multi-cloud logging solution for collecting and 
managing logs across all of your cloud applications and platforms. WIth 
native support for Kubernetes, Docker, and many cloud-based platforms, 
LogDNA lets you collect, monitor, and analyze log data from your applications 
quickly and easily. To learn how LogDNA can help your hybrid and multi-cloud 
deployments, contact us or sign up for a free trial account.

CONCLUSION ABOUT LOGDNA

LogDNA is a highly scalable enterprise-grade log management solution serving more than 
2,000 customers, from startups to Fortune 100 companies. LogDNA enables teams to 
effortlessly aggregate system and application logs under a single platform, whether you are 
logging on-premise or in the cloud. LogDNA provides lightning fast parsing, indexing, and live 
tail, with the ability to ingest millions of events per second and petabytes of log data per day.

With LogDNA, your teams can quickly access log data to monitor operations, diagnose and 
troubleshoot problems, and deliver higher quality service to your customers. We believe in a 
world of zero downtime, and that means providing easy access to the data that matters.

To learn more, visit logdna.com and start your free trial today.
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