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About Unloc and R-CARD M5 User API

The Unloc mobile application allows you to open doors in RCO’s access control system.
The app can be downloaded from Google Play (Android) or the Apple AppStore (iOS) free
of charge. Learn more at www.unloc.no.

The access control system is controlled by the R-CARD M5 program, and for the app to
work, the additional program R-CARD M5 User API is required. The add-on is obtained by
registering licenses for each database and for each door that users are to be able to open
via the app.

Licenses are available in two variations:
° R-CARD M5 Access Door: Used for door environments with card readers.
. R-CARD M5 Access Virtual: Used for virtual doors.

After installation and license registration, configuration in RCO’s R-CARD M5 software is
required. That configuration is described in this manual.

When a door is opened via Unloc, you can see this in the event log in R-CARD M5. The user
is registered as “Unloc app” (or other name that you enter — see page 16), and the
telephone number of the Unloc user who was using the app is provided on the same line.

Prerequisites

e The access control system is commissioned and online.
e IP communication between internet / Unloc and R-CARD M5.

. License to use R-CARD M5 Access Door and / or R-CARD M5 Access Virtual
(see above).

. License for R-CARD M5 User API
. Controller unit UC-50 version 2.84 F8 or later.

° R-CARD M5 version 5.42.1 or later.

@ Important: Make sure your computer automatically installs security updates, or
ensure your system is kept up-to-date in some other way.

RCO 3
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Activating IIS and installing the software

Overview

URL

Server ID

R-CARD M5 Server

Mobile app WebServer IIS,
Unloc server M5 User API

System name =) Zj Zj

System databases

Calls and communication with the IIS web server take place via HTTPS when an R-CARD
M5 system is in operation.

By default, all access control systems on the local computer will be available for Unloc. No
configuration required if:

e All access control systems on the local computer (and no others) are to be available.

e The APl operator(s) are created with the name “apitest” and password “1234”. (See
instructions on page 19.)

Otherwise, customizations are required in the configuration file rcoservers.config. See
page 22 for instructions after installation.
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Activating IS

Internet Information Services (IIS) can be added to most Windows operating systems.
Enable IIS on the computer on which the R-CARD M5 User API is to be installed:

1.  Open Programs and Features in Windows Control Panel.
2. Click Turn Windows Features On or Off on the left side.
3. Select Internet Information Services.

4. In addition to the basic settings, expand the Web Services > Application
Development Features folder and make sure the following settings are checked:

o .NET development (also be called .NET Extensibility or similar, depending on
the operating system)

o ASP

o ASP.NET

- [m] | Internet Information Services
# [] | FTP Publishing Service
- W Web Management Toals
+ 15 & Management Compatibility
II5 Managerment Conscle
15 Management Scripts and Tools
O] IS Management Service
- W] | World Wide Web Services
- [m] | Application Development Features
MET Extensibility 3.5
MET Extensibility 4.7
Application Initialization
ASP
ASP.MET 3.5
ASPNET 4.7
cal
ISAPI Extensions
ISAPI Filters
Server-5ide Includes

Web5ocket Protocol
o [m] Health and Miamnnctice

OORRORREORE




R-CARD M5 WITH UNLOC APP CONTROL ACTIVATING IIS AND INSTALLING THE SOFTWARE

Installing R-CARD M5 User API

1. Download "R-CARD M5 User API" from RCQO’s website.

(The APl is also found in the M5Web folder on the R-CARD M5 installation media.)
2. Extract the file.
3. Right-click the SetupM5UserAPl.exe file and select Run as administrator.

4. Follow the on-screen instructions and complete the installation.

Configuring IS

HTTPS means that the communication between client and web server is
encrypted. Using a signed server certificate ensures that the client
communicates with the specified server.

Use the following procedure to create a se/f-signed server certificate and enter it in the
binding. Of course, if you have a certificate signed by a certification authority, use that

instead.

1. Start the Internet Information Services (IIS) Manager application.

2. Select the uppermost node in the left pane.

3. Double-click Server certificates in the middle pane.

4. Inthe menu on the right, click Create Self-Signed Certificate.

5. Specify a name and click OK.

6. In the left pane, click the plus sign () by Sites and select the node with the globe (&).

7. Inthe menu on the right, click Bindings. The Site Bindings
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8. Add the binding:

a) Click Add.

Site Bindings ? >
Type Host Name Port IP Address Binding Informa... E Add... l
htt

F Add Site Binding 7 X
Type: IP address: Port:
https w | [All Unassigned v| |4—43 |
Host name:
[] Require Server Name Indication
[] Disable TLS 1.3 over TCP [] Disable QUIC
[] Disable Legacy TLS [] Disable HTTP/2
[ Disable OCSP Stapling
55L certificate:
testor i Select... View...

Type, select https.

c) For SSL certificate, select the certificate that you created.

d) Click OK and Close.

9. Inthe left pane, click the plus sign (#) by Default Web Site and select M5UserAPI.

10. Double-click SSL settings

11. Select Require SSL. (Leave other settings unchanged.)

12. In the meny on the right, click Apply.

@ Tip: Read more about IIS and SSL at https://technet.microsoft.com.
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Adjusting the firewall

If the built-in firewall in Windows is used, you can turn it off temporarily for testing. For a
production environment, the firewall must be open for incoming traffic on HTTPS port 443.

1.  Open Windows Defender Firewall in the Control Panel.
2. Click Advanced Settings in the left pane.

3. Click Inbound Rules.

4. Verify that there is a rule for IIS. Otherwise, configure such a rule (open the firewall
for incoming traffic on port 443).

@& Windows Defender Firewall with Advanced Security
File  Action View Help
| 5E =]

g Windows Defender Firewall wit] [FT T =0

3 Inbound Rules

Outbound Rules Name Group  Profile Enabled Action Override Program Local Address
®a Connection Security Rules : Allow No AT
B Monitoring i Bonjour Service Public Yes Allow Mo Ch\Progr..  Any
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Registering RCO licenses

The following licenses are required:

. R-CARD M5 Access Door: License for the number of doors with card readers that can
be opened via the app.

. R-CARD M5 Access Virtual: License for the number of doors without card readers
that can be opened via the app.

e R-CARD User API

Register the licenses in the same way as other RCO licenses. For detailed instructions, see
the installation manual for R-CARD M5 or the online help'in R-CARD M5 (press F1 while
using the program or the license registration program).

How to start:

1. On the computer where the R-CARD M5 Server is to run (the computer that handles
communication with the access control system), log in to Windows as a user with
administrator privileges.

2. Start the R-CARD M5 Registration program. (Select Start > All Programs > R-CARD
M5 > R-CARD M5 Registration.)

" The installation manual and the online help are available in Swedish, Norwegian and Finnish. Help in English,
if it opens, is not current and does not contain the information you need. The other help files are
RAM5HLPSWE.CHM, RAM5HLPSWE.CHM and RAM5SHLPSWE.CHM. In a default installation the path to the
files is C:\Program (x86)\RCO Security AB\R-CARD M5. If you need additional assistance, please contact
RCO Technical Support.

RCO ?
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CONFIGURING LOGGING

Configuring logging

Logging via R-CARD M5 User API

R-CARD M5 User API handles logging using Apache Log4net. The configuration is found in

the API’s web.config file. The default path for this file is:

C:\inetpub\wwwroot\M5UserAPI

The <level> element controls which errors are to be logged. The value INFO (default
setting) results in logging of application traffic, door events and errors.

<logdnet debug="false">

<root>
<1-- ALL, DEBUG,

| <level valus="INFO™ ,-’:>|

INFO, WARN, ERROR, FATAL, OFF --3>

<appender-ref ref="RollinglogFileAppender™ />
</root>

C:\inetpub\wwwroot\M5UserAPl\logs

For logging to take place, you must give the user IIS_IUSRS is write and modify rights in the
properties of the log directory:

|

| Areas

| bin

. Content
| fonts

. logs

| rco

. Scripts

| Views

favicon.ico

4] Global.asax
|#| packages.config

|#| Web.config

I

| . logs Properties

(0]

|General| Sharing | Securty | Previous Wersions I Customise |

Object name:

GTDUD ar Uzer names!

C:hinetpubsssarootst Bl zerd Plhlogs

'!;?J Trustedlnstaller

'E.i_“Llsers [RCO-5TE4M ) zers)
b4 4|55 USRS [RCO-STE44SS_IUSRAS)

1|

T

To change permizzsions, chck Edit.

Permizzions for 15_ILUSRS: Ailla Dery
Modify v =
Fead & execute B
List folder contents E
Fead B
A rite + ] =

-

10
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Use this procedure:

1. Right-click on the logs folder and select Properties.
2. On the Security tab, select the user lIS_IUSRS.
3. Select Modify and Write.

4. Click Apply.

Extended logging via RaServiceHost

RaServiceHost, too, has logging via Apache Log4net. It is optional to activate this logging,
which shows call errors.

The logging is controlled via the configuration file log4net.config. The default search path
for this file:

C:\Program Files (x86)\RCO Security AB\R-CARD M5\RcardService\
The logs are normally written to the following directory:

C:\Windows\SysWOW&64\config\systemprofile\AppData\Local\RCO Security AB\
R-Card M5\Logs

11
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Configuring R-CARD M5

Overview

In order for Unloc to be able to control doors in the access control system:

e Each door that is to be controlled by the app must be linked to an RCO license. This is
described under “Linking each door to a license” below.

e Unloc requires its own uniquely identified user (or flat) for its communication with
R-CARD MS5. Setup is described under “User identification and web password” on
page 13.

e The APl uses an operator profile to log in on R-CARD M5 Server. See “Configuring an
APl operator” on page 17.
Linking each door to a license

Each device that can be controlled via the app must be linked to a license of the type
R-CARD M5 Access Door or R-CARD M5 Access Virtual. This is done via the device's

settings:
1. Select Units > System units.
2. Select the desired device in the system tree.

3. Click the plus sign (#) next to RCO Access app.

Settings fFor offline units
[=] RCO Access app

Control from BCO Access app @

Mizcellaneous

5. Click Save (H).

RO 12
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User identification and web password

Unloc requires one unique R-CARD M5 user or flat (apartment)in order to communicate
with the program. Recommendation: Name the user “Unloc app” or similar.

Instructions for adding that user or flat are given under “Adding a user named “Unloc app”
or similar” on page 16. However, you may need to adjust some system settings first (see
below).

Additionally, the user or flat must have a card defined for it — one that is authorised to open
doors during the times when door control via the app is to be allowed. Authorisation is
given via its access profile.

@ Note: More specific end users and their access is defined in Unloc itself. The “user”
referred to here is for communication between Unloc and R-CARD M5.

Adjusting or checking the necessary system settings
Required settings:

e  You must specify which user data field will be used to identify the user. If no field is
selected, the integration will not work.

(If you are going to define a flatfor Unloc to use for communication, then you can skip
this step, because flats are always identified by flat number.)

e The user or flat must have a web password. The Web password field is not visible in
user properties by default, so you must activate this. (The Web password field is
probably activated in flat properties.)

Use this procedure:
1.  Select Settings > Settings.

2. Expand the System folder and select User data fields.

RO 13
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CONFIGURING R-CARD M5

3. For Field for RCO Access user login, select a text fie/ld that has unique information,
such as Email. (Again, you can skip this step if you are going to define a flat for Unloc
to user for communication.)

>4 Settings

Selection zettings

System/zer data field

5 Swetem

General

Clock,

Ilger data fieldz
Card zettings
Dray settings
Modules
Diomain data
Reparts

Ernail

Paszword palicy
EMPR

Uzer field ko be dizplayed in name:

Extra field for identification [dizplayed after name]:

Field for RCO Access uzer login [Rat apt.]:

Configure uzer data fields. .. ‘

|Last harme:

|[N ane]

[ Ernail:

@ The selected field must be a text field (not numerical). You can check whether a

field is text or numerical in the Settings for user fields dialog box (see next

step).

4. Click Configure user data fields. The Settings for user fields dialog box is displayed.

5. Ensure that the correct tab is selected — User or Flat.

6. Inthe Visible column, select Web password.

ﬁ Settings for user fields

s

Changing field names affects how they are displayed in the rest of the client. To restore the original name,
clear the custom name.

Faretag: l (5] Group: l

7. Click Apply and Close.

Field Field name | Farmat | "izible | Required | [Inique | Searchable
Perzonal data: Ferzonal data:
Lazt name: Laszt narme: ™ - - +
First name: First name: ™ - - +
Employes number: Employes number: Mumeric ﬂ v - v r
Department: Department: ™ I
Graup: Eroup: ™ -
Telephone: Telephone: Murmeric ﬂ - & -
@eb passwu:urd:) é v
Address: Address:
Post address: Post address: W r -
Postal code: Poztal code: ™ r -

14
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CONFIGURING R-CARD M5

Configuring an access profile for the “Unloc app” card

As stated on page 13, the app user’s card must be given access to relevant doors at the
desired times. This is done via an access profile.

(These instructions assume that one access profile is used. However, you can use up to
three different ones to provide access to different card readers at different times.)

In the access profile, the Control from RCO Access app setting must also be selected.

Use this procedure:

1.

2.

3.

4.

Select Main menu > Access profiles.

Right-click in an empty area under Access profiles and select New > Access profile.

Enter a name for the profile, to indicate what is is for.

Under Usage, select User.

Properties l Card readers:’.&reaa] EChEdUhE]

M ame: |Un||:|c app AnCess

Walidity
[~ Blocked

Start date: j
End date: j

Time code

Uzage

[ Functionz

[~ Group codes

Hours |D j Minutes (1 =

[~ Dooris unlocked [ Fal
[ Temporary code ™ On

Properties

low card access

ce only

Settings

Holiday controlled

Twio-card funchion 1

Twio-card function 2

Selectable PIN code from display reader
Arming

Diizarming

Lock/freset door [*0¥]

Dray/night control manoeuyre *1*
Dioor opening for handicapped
Security guard access

Engineer access

hax. selectable time far arming delay [hours) (Mot uzed)

Ignare counter and lack. in roll call areas
Janitor access
Offline units

Cantrol from RCO Access app

(% R L e o A R o e

15
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At the bottom of the settings, select Control from RCO Access app.

On the Card readers/Areas tab select the card readers that the Unloc app is to have
access to. Do this by dragging each one from the left pane to the right.

On the Schedule tab, at the bottom, click Create 24/7.

(This assumes that the Unloc app should have access to doors all day, every day.
Otherwise, create a custom time schedule.)

Click Save (H).

Unloc requires a unique R-CARD M5 user or flat in order to communicate with the program.
It does not matter how many Unloc end users there are; only one R-CARD M5 user or flat is
required.

1.

2.

Select Main menu > Users.
Select the Name tab so that existing users and flats are visible.

Right-click in an empty area under Users and select New > User > Empty or New >
Flat > Empty.

If you are defining a user:
o Enter a name such as “Unloc app” to signify what the purpose of the user or flat.

o Enter a unique value for field you chose as the Field for RCO Access user login
in step 3 on page 14.

If you are defining a f/at, enter a unique value as the flat number.
In the Web password field, enter at least 4 characters.
Enter other required data, if any.

Click Save (H).

20.

RO 16
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Creating a card for the Unloc app user

The Unloc app user (or flat) must be given a virtual card with door access. The card does
not need a card number, but you must give it access to all doors that are to be controlled
by the Unloc app — and normally all day every day. This access is given using the access
profile that you created according to instructions on page 15.

1. Right-click the Unloc app user New card > Normal.

2. If desired, enter a name for the card.

3. If required by system settings, enter a card number and PIN code.

4. Under Permissions, drag up to three access profiles from the left pane to the right.

5. Click Save (H).

Unloc communicates with R-CARD M5 via “M5 User API”. The API, in turn, logs in to
R-CARD M5 as an operator. Therefore, an operator profile must be defined in R-CARD M5.

In addition, each operator profile is associated with an operator group that specifies which
actions can be performed and which data (for example which users and access profiles) is
available to act upon.

Creating a separate operator group

If there are already multiple operators with different operator groups managing users and
cards in the system, /t is recommended to use the default operator group SystemAdmin for
the AP/ operator.

If you instead want to create a separate operator group for the APl operator, to restrict
access, use this procedure:

1. Select Main menu > Operators.

2. Select Operator groups in the system tree.

3. Click the icon Define a new operator group (@). The Operator group dialog box is
displayed.

5. Configure the APl operator access.

RO 17
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At the very least, the APl operator’s group must provide read access to Main menu >
Users, for access to the Unloc user.

@ Operator group e
Mame |4P| operator
Crezcription |.-“-‘-.F'| aperatar

Domaine  Settings l szer field]

Menus Fermizzions A
= [ Main menu
Jzers
Fead
Write
Create
Delete
Azzign rights
* Departments
* [Groups

@..ﬁ.ccess profiles
Q Functions
E}; Group codes
M Access zones
@ Time zones
E Calendar
& Operators

re= Change password
%i Templates

Reset Save | Cloze

You can further restrict which users or flats (apartments) can control doors via this API
operator. To do this, select Users and click Members.

Fead

Read

A0 0 mEOOm

Press F1to open online help? if you need further instructions.

6. Click Save (H).

2 The online help is available in Swedish, Norwegian and Finnish. Help in English, if it opens, is not current and
does not contain the information you need. The other help files are RAMSHLPSWE.CHM,
RAMSHLPSWE.CHM and RAM5SHLPSWE.CHM. In a default installation the path to the files is C:\Program
(x86)\RCO Security AB\R-CARD M5. If you need additional assistance, please contact RCO Technical
Support.

RO 19
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Creating an operator profile for the APl operator

The R-CARD M5 User API uses an operator profile to log in to R-CARD M5 Server. Create
an APl operator profile for this purpose.

@ If you use the default setting, which makes all systems are available, this operator
must be logged in on each system.

Use this procedure:

1. Select Main menu > Operators.

2. Select Operators in the system tree.

3. Right-click an empty space under Operators and select Create a new operator.
4. Enter a name and password for the operator.

@ The default name and password are apitest and 7234. If you enter a different
name or password, then changes are required in the configuration file
rcoservers.config. See page 22 for instructions.

5. Select R-CARD M5 API operator.

&% Properties - Mew operator >

Operatar l Member of ]

M arne: |apitest

Full name: |

|dentity [PHA]:

|
E-mail address: |
|

Dezcription:

FPazzword . Reset password... |
Confirm password

[ Disabled @HD M5 AP u@

Chark A=bas 'l | s [ A I :‘

@ This operator will now be unable to log in on R-CARD M5 Workstation (client).

6. On the Member of tab, click Change and drag in one operator group (for example
SystemAdmin or the one that you created in the previous section).

7. Click OK and Save.

RO 19
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Providing information to Unloc

End users download the Unloc app from the Apple AppStore (iOS) or Google Play
(Android).

Unloc must receive the following information:

e Name: A descriptive name of the relevant facility.

e DNS /IP address: IP address, host computer name or domain name of the IIS server.
e Server ID: Must match server.id in rcoservers.config (usually “17).

e System name: R-CARD M5 system name. Must match system.name in
rcoservers.config. Alternatively (if no system is specified in the configuration file),
must exactly match the name of a system located on the specified server.

e User name and web password. The unique user name you entered for the user in
R-CARD M5, or the flat number to be used for communication, and the corresponding
web password. (See page 20.)

Important when changing or upgrading R-CARD M5 API

Make a backup of the configuration file rcoservers.config. (The file is described on
page 22.) This file is deleted during uninstallation.

The file is found in the IIS folder, default path C:\inetpub\wwwroot\M5UserAPI\rco.

Troubleshooting

Failed upgrade

After upgrading, check that the new version has actually been installed: Launch a web
browser and enter the address https://localhost/M5UserAPI. Check the version number.

If the older version number is displayed, you need to uninstall R-CARD M5 User APl via
Control Panel > Programs and Features. Then reinstall a full version.
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Checking the logs

The best general troubleshooting advice is to check the log. By default, API log files are
found in the following folder:

C:\inetpub\wwwroot\M5UserAPI\logs

This assumes that the user IIS_IUSRS has write and edit rights in the log directory. (See
page 10.)

(Extended logging via RaServiceHost is also possible — see page 11.)

Restarting IIS
A reboot is usually required for changes to the web application’s configuration files.

The image below is from 64-bit Windows 10. The actual appearance varies by operating
system.

1. Start the Internet Information Services (1IS) Manager application.

2. Expand Sites and select Default Web Site.

W3 Internet Information Services (IIS) Manager — d x
« € » RESERVO3-WINTD » Sites » Default Web Site » @ - L @ -
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Authentic... Compression  Default Directory View Applications
Document  Browsing ._ nl D
é‘.ﬁ' 1 éi E_‘ Manage Website -0

Error Pages Handler HTTP Legging

Mappings Respan..
B Siop

"

= M o &

Browss Weahszita

3. Click Restart in the right pane.
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APPENDIX: The configuration file rcoservers.config

Background

R-CARD M5 User APl is installed on the R-CARD M5 server computer, or on any IIS server.
The configuration file’s default setting /ocal/host gives Unloc access to all access control
systems on the local computer:

<?xml version="1.8" encoding="UTF-8"2»

<{rcoservers:
<server 1d="1" url="net.tcp://localhost:8898/RcardServices/ReardService” identity="" username="apitest" password="1234">
<fservers

</rcoservers:

<2xml version="1.8" encoding="UTF-3"?2>

{rCOServers:
<server id="1" url="net.tcp://localhost:8@9%@/RcardServices/RcardService”
i E identity="" username="rcard” password="1234">
<systems:

E <system name="Fastighet A" username="apia" password="4444"/>
{ «system name="Fastighet B" username="apib™ password="6666"/>

</systems>
</server»
<server id="987654321" url="net.tcp://serverl:8898/RcardServices/Rcardservice”
i E identity="" username="rcard” password="1234" />
</rcoservers:

@ In an RCO access control system, properties can be divided up into multiple domains
in order to keep hardware and certain functionality separate. Door control from the
Unloc app and the R-CARD M5 User API is not domain-specific.

You can also limit or exclude access control systems on the local computer so that they are
unavailable to Unloc.
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Editing rcoservers.config

1.

Open the rcoservers.config file in Notepad or other text or XML editor.

The file is located in the IIS directory. Default path:
c:\inetpub\wwwroot\M5UserAPI\rco

For each R-CARD M5 server that the R-CARD M5 User APl is to have access to, add a
<server> element.

Identify the server using the attributes id and url. (See next section. Also see the
example on the previous page.)

The default setting is that the R-CARD M5 User API has access to all access control
systems on specified servers. To /imit which systems are available, specify them using
<systems> elements.

Enter the system name in the name attribute. 7he name must exactly match the
system name displayed in R-CARD M5.

Specify the login information that the R-CARD M5 User API will use when logging in
to the R-CARD M5. Use the server.username and server.password attributes.

Alternatively, specify under each system which username and password to use.
Save and close the file.

Important: Configuration files may be lost when upgrading or reinstalling. If you
modify a file, make a backup copy and save the copy somewhere else.
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Reference: Elements and attributes in rcoservers.config

XML Element.Attribute Description

server Points to an R-CARD M5 server instance.

server.id Optional unique number for an R-CARD M5 server
(max. 9 digits). Used when logging in. The default value
is 1 (localhost).

server.name Not used.

server.url Address to the RaServerHost service. Used for access to
R-CARD M5 Server (“localhost” or an IP address).

server.identity Not used.

server.username API operator that R-CARD M5 User APl is to use for
connection to all systems on this server (if not overridden
per system). The default name is “apitest”. The API
operator must be added in each system manually.
Instructions are provided on page 19.

server.password The password for the APl operator. Default: “1234”.

systems Specifies one or more systems (access control systems,
alarm systems, installations) on the server. By default,
R-CARD M5 User API has access to all systems on
specified servers. To limit which systems are available,
add the <systems> element. All systems below that —
those which are specified with a correct name in a
<system> element — will be available, and no others.

system Points to a system on the server.

system.name System name. Must exactly match the system name as
displayed in R-CARD M5 (under Settings > Systems >
General folder, Name field).

system.username  The APIl-operator used for system access. Optional. If
specified, it overrides server.username (se above) for
this system.
The API operator must be added in each system manually.
Instructions are provided on page 19.

system.password  The passord for the APl operator. Required if
system.username is specified.
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