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The schedule

This is an example of a typical week in Masterschool. The exact time and days of your 
weekly sessions will be provided to you during your enrollment.

Masterschool's courses are designed to be rigorous and intensive. The program 
requires you to work hard and dedicate 4-6 hours daily, and 25 hours per week.

Your schedule includes participating in live sessions, reviewing technical materials, 
and interactive workshops.

Furthermore, our Immersive career accelerator requires students to spend additional 
time on industry projects, networking activities with hiring companies, and other 
extra-curricular activities.

Required time commitment

Typical weekly schedule

Mandatory lecture Mandatory self-study Optional sessions

5 hrs 4 hrs 4 hrs 5 hrs 5 hrs 2 hrs -

Min. 25 weekly hours

Live Live Live Live

Live

Live

Live Live

Study

Study

Study Study Study

Study

Week days Weekend
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You will study for and take the CompTIA Security+ certification test 
during the training. The Security+ advanced certification demonstrates 
your abilities and serves as a stamp of quality when interviewing for 
cybersecurity positions. The program also provides hands-on training 
and preparation for the CompTIA A+, Network+, Linux+, Security+, and 
CySA+ certifications, which you can take independently.

At the end of the course, graduates will be ready to start the following job roles at a 
junior level:

 Cybersecurity / SOC Analys
 Network Administrato
 System / Linux Administrato
 Analytics Development Enginee
 Junior SIEM Engineer

 IT Support Technicia
 GRC Specialist / Risk Analys
 Cybersecurity Sales Specialis
 Cybersecurity Awareness Specialist

By the end of this course, participants will:

 Get a solid technical foundation in the fields of Linux, Windows, Networking, Host 
and Network Security, Web Application Security, and Incident Response

 Gain knowledge of administering SIEM solutions
 Gain knowledge of SOC processes, technologies, and workflows
 Be able to recognize attacker tools, tactics, and procedures to identify indicators 

of compromise (IOCs)
 Be able to monitor and analyze logs and alerts from a variety of different 

technologies (IDS/IPS, end-point protection, servers, and hosts)
 Be able to utilize a set of security tools for analyzing networks and protecting 

systems
 Be able to gather detailed information about devices in a network
 Be able to discover and mitigate web application vulnerabilities.

Training Objectives

Certification

Job Roles

The Program
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01. Introduction to Cybersecurity (Pre-Course)

We'll introduce the cybersecurity domain and take a look at the day-to-day life of a 
Cybersecurity Analyst, define the scope of his profile, and get acquainted with the 
different analyst roles.

02. IT Fundamentals

During this course, you will learn the necessary skills for entry-level IT positions. We 
will cover how to install, configure, and maintain PCs, mobile devices, and software for 
end-users, understand the basics of networking and security forensics, diagnose, 
resolve, and document hardware and software issues, apply troubleshooting skills and 
understand the basics of scripting, virtualization, desktop imaging, and deployment.

Starting Your Journey in IT Microprocessing and RAM Core Hardware

Storage and Peripherals Display Technologies

What is Cybersecurity?

Portable Computing

Implementation Considerations Security and Organization

Speaking Cybersecurity

The Bad Guys: Hackers and Cyber Attacks Why Cybersecurity Matters

A Triad You Have to Always Keep in Mind

Vulnerabilities, Threat Vectors, and Probability Security Threats

The Power of Social Engineering Cryptography 101
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03. Windows Fundamentals

In this course, you will gain hands-on experience configuring, monitoring, and 
supporting servers running the Windows operating system.

Introduction to The Windows Operating System

04. Linux Fundamentals

In this course, you will gain hands-on experience configuring, monitoring, and 
supporting servers running the Linux operating system. You will also acquire the 
knowledge required to configure, manage, operate, and troubleshoot a Linux 
environment by using security best practices, scripting, and automation.

Installing Your First Virtual Machine Learning Linux Command Line

Regular Expressions - Your New Secret Weapon

User Management, Permissions, Processes, Packages

Devices, The Filesystem, System Boot, Kernel, Logging

Linux CTF (Capture The Flag)

Troubleshooting Operating Systems

Windows Desktop, The NTFS File System, UAC, and the Control Panel

System Configuration, UAC Settings, Resource Monitoring, and the Windows Registry

Windows Updates, Windows Security, BitLocker

Additional Windows Concepts Your Magic Toolbox - The Sysinternals Suite

6Data Analysis



05. Networking

Mastering networking is an essential skill for any security professional. This course will 
teach you how to troubleshoot, configure and manage standard network devices, 
establish basic network connectivity, understand and maintain network 
documentation, identify network limitations and weaknesses, and implement network 
security, standards, and protocols.

06. Scripting for Security

In this course, you will learn how to write basic Python, Bash, and Powershell scripts. 
We will cover the fundamentals of each language and learn how to use scripting to 
solve problems and automate manual tasks. We will also code security tools like a port 
scanner and a simple intrusion detection system to solidify the knowledge gained in 
the Networking module.

Getting Started with Python Python For Security

Project - Create a Socket Connection Project - Creating a Port Scanner

Project - Banner Reading from Open Ports

Automation Using Bash Shell Scripting

PowerShell Scripting

Getting Started with Networking The Physical Network

Deep Diving into the World of TCP/IP Wireshark Making TCP/IP Work

Securing TCP/IP (Cryptography) Advanced IP Networking

Wireless, Virtual, Cloud, and Data Center Networking

Network Integration and Operation Network Security and Monitoring
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07. Cybersecurity Core

During this course, you will acquire the knowledge and skills required to assess the 
security posture of an enterprise environment and recommend and implement 
appropriate security solutions. In addition, you will learn how to monitor and secure 
hybrid environments, including mobile, cloud, and IoT. Finally, you will focus on 
operating with an awareness of applicable laws and policies, including governance 
principles, risk, and compliance, and identify, analyze, and respond to security events 
and incidents. At the end of this course, you will study for and take the CompTIA 
Security+ certification test. The Security+ advanced certification demonstrates your 
abilities and serves as a stamp of quality when interviewing for positions in the 
Cybersecurity industry.

Preparing for the CompTIA Security+ (SY0-601) Exam

CompTIA Official Learning Materials Threats, Attacks, and Vulnerabilities

Secure Code Design and Implementation

Cryptography Design and Implementation

Identity and Access Management Design and Implementation

Active Directory Security Physical Security Design and Implementation

Cloud Security Design and Implementation

Endpoint Security Design and Implementation

Network Security Design and Implementation

Advanced Packet Analysis Operations and Incident Response

Incident Response Practice Governance, Risk, and Compliance (GRC)

Team CTF!
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08. Blue Team Fundamentals

A blue team consists of incident responders who work within the security department 
to identify, assess and respond to intrusions. In this course, you will acquire the 
knowledge and skills required to configure and use threat detection tools, perform data 
analysis, and interpret results to identify risks of an organization.

A Refresher on Security Teams

09. Application Security

In this course, you will get familiar with the mindset of an attacker, get acquainted with 
the inner working of web applications, systems, and networks, and learn about real-
world attacks used to circumvent security features.

Client-Side Development - HTML, CSS, and JavaScript

Server-Side Development - PHP, SQL, NoSQL

Building Your First Web Application The OWASP Top 10

Vulnerability Scanners

Threat Management

Vulnerability Management Identity and Access Management

Software and Systems Security Security Operations and Monitoring

Sysmon Incident Response Compliance and Assessment

Team Challenge - Investigating Compromised Machines!
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10. Cloud Fundamentals

This course will give you the knowledge and skills to understand standard cloud 
methodologies. In addition, you will learn how to implement, maintain, and deliver 
cloud technologies (e.g., storage, network, and virtualization technologies); and 
understand aspects of IT security and use of industry best practices related to cloud 
implementations.

Cloud Fundamentals

11. Lifelong Learning

This module will provide you with resources and tools that will help you to expand your 
skills and dive deeper into particular domains within the cybersecurity world. You will 
learn what certifications to aim for next and how to keep pace with the ever-evolving 
cyber world.

Continuous Learning Resources Recommended Advanced Labs

Expanding Your Programming Knowledge Cybersecurity Certifications Guide

Keeping Pace with the Cyber World

Azure - Cloud Computing Service by Microsoft
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Keep exploring.

Keep dreaming. 

Keep asking why. 

Don’t settle for what you already know. 

Never stop believing in the power of your 
ideas, your imagination, 

and your hard work to change the world.

Barak Obama
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