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Executive Summary

Robert* is the manager of Cybersecurity Incident Response & Operations at a large 

hospitality and food service company, managing a team of 4 analysts handling Tier 

2+ alerts. Like every other SOC team in the world, Robert and his staff were looking 

for ways to save time during their investigations, because running every alert from 

their IDS/IPS was taking forever. The team initially started using GreyNoise with 

their homegrown incident response tool, to manually filter out alerts that were 

not targeted attacks - it was “tremendously helpful”. When they made the decision 

to move to a modern SOAR platform, selecting Cortex XSOAR after a competitive 

bakeoff, it was a natural next step to bring in GreyNoise to automatically enrich their 

XSOAR alerts.  Today Robert’s team is using GreyNoise to identify and deprioritize 

alerts generated by “internet background noise”, get better context during 

investigations, and rule out known legitimate traffic from logs and IP lists so they can 

focus on the true threats. Their next step is to automate the decision process. 

Some of the results Robert and his team have seen:

 > One hour saved per vulnerability scan event investigation

 > 40 hours per month of analyst time freed up to focus on other high 
priority security problems

 > Reduced research strain during ad hoc investigations

Check out our full interview with Robert on the GreyNoise blog.

* Customer names have been changed to maintain anonymity
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Manual alert investigations were taking forever

Even with an MSSP partner handling Tier 1 analysis, Robert’s team was more than busy handling 

everything Tier 2 and above. The team would get IDS/IPS alerts about a vulnerability scan or 

exploitation attempt, but running these alerts to ground was taking forever. It often required manually 

querying a bunch of different sources, including Virus Total, IPinfo.io, and sometimes Google and 

Twitter as well. Even with this data in hand,  it was quite time consuming to understand whether a 

vulnerability scanner was scanning everyone on the internet, or targeting their company specifically.  

Understanding this context was critical, it changed the dynamic of how Robert’s team would respond to 

the event.

Too much “noise” in a compromised host investigation 

During investigations of compromised hosts, its common to grab logs from the past 24 hours and try to 

filter through them to find suspicious IPs. This work is often like trying to find a needle in a haystack, and 

can be tremendously time consuming. A large majority of the IPs that the host connected to are likely to 

be legitimate services like Office 365 or Slack or some cloud solution, and there’s no easy way to filter 

these out so the analyst can focus on what’s left (the suspicious traffic).

Prioritizing vulnerable systems targeted by 
opportunistic scanners

Over 50 new CVEs are announced every day, and attackers can spin up vulnerability scans and working 

exploits within hours of the announcement. When these CVEs come out, figuring out if you own those 

products, whether your versions are vulnerable, and if they’ve been patched is challenging. But Robert’s 

team would often struggle to prioritize these threats, without good visibility into the activity level and 

exploit mechanisms used by each attack.

“I think the biggest sort of ‘aha’ for me was looking at the amount of time 
GreyNoise could save me during an investigation.”

 “Robert”, Manager of Cybersecurity Incident Response & Operations
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Reduce “time to verdict” for alert investigations

GreyNoise allowed Robert and his team to quickly understand if the alert under investigation was 

generated by a targeted attack, or some type of opportunistic scan driven by scripting or automation. If 

there was no operator with “hands on keyboard”, this dramatically changed the risk profile. This kind of 

insight was a game-changer for Robert and the team, in how they analyzed those alerts and how they looked 

at that type of attack surface. For example, if they were getting vulnerability scanned by somebody who’s 

scanning everyone, then welcome to the internet. But if GreyNoise had no knowledge of the IP hitting their 

perimeter, then it wasn’t an internet-wide scanner, and this increased the odds of a targeted attack.

Filtering out “known legitimate” traffic from logs

For situations where analysts had to look through big lists of IPs or beefy log files, GreyNoise was able to 

significantly reduce time and scope of this work by filtering out all the legitimate traffic (and leaving the 

suspicious traffic for further analysis). Robert’s team would simply copy and paste a big block of IPs or log 

entries into the GreyNoise analysis page, and in seconds get back a filtered list of the “known legitimate” IPs 

they could deprioritize, and “known malicious” and “unknown” IPs where they could focus their research. 

They were able to save tremendous amounts of time by removing IPs for common business services such as 

Microsoft update and Zoom. 

Automated event closure in XSOAR for irrelevant exploit scans

“Opportunistic scanners’ generate a non-trivial number of alerts in XSOAR that Robert’s team would need 

to investigate. But using GreyNoise data, the team was able to include playbook logic that would close the 

event if the exploit couldn’t succeed. A simple example is, close the alert if the company was not running the 

software targeted by the exploit, or if they were safely patched. But a more complex example is to analyze 

the exploit behavior and understand that the scanner doesn’t follow 301 or 302 redirects to port 443, 

and is therefore not a threat. In either case, the company was able to safely ignore these alerts, and they 

automated the process so no analyst ever had to interact with the event.
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How GreyNoise Intelligence Helped

“I realized that GreyNoise would tell me if this is a targeted attack, or a piece 

of automation that some attacker is using to try to build their botnet. Having 

this kind of insight was a game changer for us, in how we analyzed those alerts 

and how we looked at our attack surface.”

  “Robert”, Manager of Cybersecurity Incident Response & Operations 



Results

I remember first seeing Andrew talking about GreyNoise on 

Twitter, and when I checked it out I thought, “Wow this is really 

awesome. I think the biggest sort of ‘aha’ for me was looking at 

the amount of time it could save me during an investigation.” 

We started using the GreyNoise Community edition with our old 

homegrown incident response tool, and it was tremendously helpful.

Today, we have integrated GreyNoise into our XSOAR playbooks 

to enrich every event we get from our MSSP. I would estimate 

that GreyNoise is saving us probably an hour of work every time 

we get one of these vulnerability scan events — we’ve automated 

our approach completely, so an analyst doesn’t even have to touch 

it (and we see around 8-10 of these events every week). So long 

story short, GreyNoise really does shorten the cycle of some of 

these vulnerability scan investigations and is saving us about 40 

hours per month that we can apply to other high-priority security 

problems. 
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 “GreyNoise is saving us about 

40 hours per month that we 

can apply to other high-

priority security problems.”

  “Robert”                                           

Manager of Cybersecurity Incident 

Response & Operations

Sign up for a free 
GreyNoise Community 
account

Find out what GreyNoise can do 

for your business  

www.greynoise.io/viz/signup

Talk to sales

Get in touch with us today           

and request a demo.

hello@greynoise.io
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