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POLICY

Harris Computer Systems (Harris or Company) continues to identify any risks to Protected
Health Information (PHI), Personally Identifiable Information (PII) or other Sensitive
Information and the adoption of reasonable and appropriate measures to reduce any risks
and vulnerabilities. The Company on a regular basis, monitors compliance with its
Information Security Policies, Procedures and Standards and reviews and updates its
Information Security Management Program.

In addition, the Company ensures that its approach to managing information security and
its implementation (i.e., control objectives, controls, policies, processes, and procedures
for information security) is reviewed at planned intervals or when significant changes to
the security implementation occur. The Company also follows procedures to assess risk
and impact to the security and integrity of PHI, PII or other Sensitive Information when
implementing changes to its information systems.

The Security Officer in conjunction with the Governance, Risk and Compliance Committee
(GRCC), key management staff and the IT Department will conduct security risk
assessments as needed and risk analyses on an annual basis or in response to environmental
and operational changes. A vulnerability assessment may also be conducted periodically
as required. The Security Officer in conjunction with the GRCC will determine if an
analysis should be conducted by internal staff or whether an outside consultant should be
engaged. If an outside consultant is engaged, a written agreement must be in place with
the consultant which includes a verification of the consultant’s credentials and experience.
An outside consultant will be engaged at least once every three years.

This policy applies to all systems and all PHI, PIl or other Sensitive Information
maintained, used or disclosed by the Company and will include the creation, receipt,
maintenance and transmission. Any revisions to policies and procedures in conducting
assessments will be administered by the Security Officer in conjunction with the GRCC
and documented.

PROCEDURE

1. Risk Assessment

a. The Security Officer in conjunction with the GRCC and key
management will assess risks of security incidents and vulnerabilities to
determine the potential impact to the Company systems and
information.

b. The risk assessment will include the impact to systems or PHI, PII or
other Sensitive Information, the level of response required for
remediation or mitigation of the risk and notification requirements.

c. The Security Officer in conjunction with the GRCC and key
management will ensure appropriate actions are taken in response to
vulnerabilities or security incidents being assessed.
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d. The Security Officer in conjunction with the GRCC and key

management will ensure the security incident is documented according
to the Corporate Incident Response Procedures.

Once the risk assessment has been completed, the Security Officer in
conjunction with the GRCC is responsible for the development and
updating of policies and procedures to implement any reasonable and
appropriate measures to mitigate any vulnerabilities or risk of further
security incidents.

2. Risk Analysis

a.

The Security Officer in conjunction with the GRCC is responsible for
conducting arisk analysis to assess the potential risks and vulnerabilities
of PHI, PII or other Sensitive Information.

The risk analysis will identify all information systems with access to or
that maintain PHI, P11 or Sensitive Information. The risk analysis will
also identify those information systems and associated data that are
critical to the Company continuing business operations.

The risk analysis will consider all relevant losses that would be expected
if the security measures were not in place. "Relevant losses" would
include losses caused by unauthorized uses and disclosures and loss of
data integrity that would be expected to occur absent the security
measures. The degree of response is determined by the risks identified
and is reviewed during the Change Management process and during the
annual policy review.

All elements of the Security Rule should be considered when
conducting risk analysis. The Security Management Tool should be
used as a guide for risk analysis.

All necessary information to conduct the analysis will be obtained by
internal staff or the outside consultant conducting the analysis.

All  analysis  findings, remediation  options, acceptances,
recommendations and remediation decisions will be documented and
maintained by the Security Officer in conjunction with the GRCC in the
Governance Risk and Compliance (GRC) tool for no less than three
years.

Once the risk analysis has been completed, the Security Officer in
conjunction with the GRCC is responsible for the development and
updating of policies and procedures to implement any reasonable and
appropriate measures to mitigate any risks or vulnerabilities identified.
Risk assessments are re-evaluated at least annually or when significant
changes occur in the environment to ensure risks are addressed where
appropriate.

As part of the Risk Analysis an eight-step risk assessment process is
followed which includes:
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PHI boundary definition. A boundary definition includes an
inventory of information system hardware and software details,
including (i) internal and external interfaces, (ii) the identification
of primary users of the information systems of PHI, PII or other
Sensitive Information (iii) basic function and purpose of the PHI,
PII or other Sensitive Information and information system, and (iv)
technical controls (i.e., encryption) and non-technical controls (i.e.,
policies and procedures.)

Threat identification. Potential and actual threats to PHI, PII or
other Sensitive Information will be identified and logged. The
confidentiality of PHI, PII or other Sensitive Information will be
determined by analyzing the risk of improper access to stored
information, and by the risk of interception during electronic
transmission of the information.

Vulnerability identification. Vulnerability identification will be
accomplished and logged by identifying how and why the PHI, PII
or other Sensitive Information has been threatened.

Security control analysis. A security control analysis will be
conducted and logged by reviewing, for example, logs, access
reports, and incident tracking. A determination will be made from
that review as to whether the controls are adequately preventing
threats.

Risk likelihood determination. A determination of the likelihood of
risk will be conducted by reviewing the security control analysis and
comparing it to potential and actual threats and vulnerability. This
data will be logged.

Impact analysis. An impact analysis will be conducted by
determining whether new or modified security safeguards and
procedures beyond what the Company has in place should be
established. This data will be logged.

Risk determination. The Company will determine what PHI, PII or
other Sensitive Information is at risk and will record such
information.

Security control recommendations. Utilizing all of the information
gathered in the risk analysis, The Company will develop security
control recommendations and will record such information. The
Security Officer, and when appropriate, in conjunction with the
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Privacy Officer, will make the determinations as to the controls to
utilize.

b. The risk analysis will consider all relevant losses that would be expected if the
security measures were not in place. "Relevant losses” would include losses
caused by unauthorized uses and disclosures and loss of data integrity that
would be expected to occur absent the security measures. The degree of
response is determined by the risks identified.

c. In addition to the annual risk analysis, the Security Officer will conduct
appropriate risk assessment when an environmental or operational change
would impact the flow of PHI, PII or other Sensitive Information.

d. Once the risk analysis has been completed, the Security Officer is responsible
for the development and updating of policies and procedures to implement any
reasonable and appropriate measures to mitigate any risks or vulnerabilities
identified.
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Security Management Tool
(R) means "required.” The term "required™ means the implementation of the specification
is mandatory.

(A) means "addressable." The term "addressable” means that the Company must assess
whether the implementation specification is a reasonable and appropriate safeguard in its
environment, when analyzed in relation to the likely contribution of the specification to
protecting PHI accessed, maintained or transmitted by the Company. An addressable
specification is not optional.

If the specification is determined to be reasonable and appropriate, it must be implemented.

If the specification is determined not to be reasonable and appropriate, the Company must:
document why it would not be reasonable and appropriate to implement the specification;
and implement an equivalent alternative measure if reasonable and appropriate.

Standards Implementation Rule | Description of Risk Analysis
Specifications and Security Measures
Adopted

(include policies and
procedures and
documentation)

Administrative Safequards

Security . ;
Management Risk Analysis (R)
Process Conduct an accurate
. and thorough
Section

assessment of the

164.308(a)(1) potential risks and

_ vulnerabilities to the
General Rule: confidentiality,
Implgment integrity, and
policies and availability of PHI.
procedures to
prevent, detect, | Rjsk Management (R)
contain, and )
correct security | Implement security
violations. measures sufficient to

reduce risks and
vulnerabilities to a
reasonable and
appropriate level
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Standards

Implementation
Specifications

Rule

Description of Risk Analysis
and Security Measures
Adopted

(include policies and
procedures and
documentation)

Sanction Policy

Apply appropriate
sanctions against
Workforce Members
who fail to comply with
the security policies and
procedures.

(R)

Information System
Activity Review

Implement procedures
to regularly review
records of Information
System activity, such as
audit logs, access
reports, and Security
Incident tracking
reports.

(R)

Assign Security
Responsibility

Section
164.308(a)(2)

Appoint a Security
Officer who is
responsible for the
development and
implementation of the
policies and procedures
for electronic security.

(R)
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Standards Implementation Rule | Description of Risk Analysis
Specifications and Security Measures
Adopted
(include policies and
procedures and
documentation)
Workforce Authorization and/or | (A)
Security Supervision
Section Implement procedures
164.308(a)(3) for the authorization
General Rule: and/or supervision of
Implement employees V\{ho Wor_k
policies and with PI_—|I orin locations
procedures to where it might be
ensure that all accessed.
employees have
access to PHI as
appropriate for
their duties, and | \yorkforce Clearance | (A)
to prevent those | procedures
employees who
do not have Implement procedures
access from to determine that the
obtaining access | @CCess of employees to
to PHI. PHI is appropriate.
Termination (A)
Procedures

Implement procedures
for terminating access
to PHI when an
employee is no longer
authorized to access
PHI (e.g., termination
of employment, transfer
to a new position,
change in duties)
(collectively, referred to
as "Access
Termination").
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Standards Implementation Rule | Description of Risk Analysis
Specifications and Security Measures
Adopted
(include policies and
procedures and
documentation)
Information Access Authorization | (A)
,:\/Iccess t Implement policies and
anagemen procedures for granting
Section access to PHI. For
164.308(a)(4) example, through
General Rule: access to a workstation,
Implement transaction, [i:]ogram,
policies and procr?ss,_ or other
procedures for mechanism.
:g;z(s)srltzénlng Access Establishment | (A)
' and Modification
Implement policies and
procedures that, based
upon the Company's
access authorization
policies, establish,
document, review, and
modify a user's right of
access to a workstation,
transaction, program, or
process.
Security Security Reminders (A)
?\;vq;g;less and Implement policies and
aning procedures that provide
Section for periodic security
164.308(a)(5) awareness updates.
General Rule: Implement a training
Implement a program to train all
security existing employees and
awareness and new employees.
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Standards

Implementation
Specifications

Rule

Description of Risk Analysis
and Security Measures
Adopted

(include policies and
procedures and
documentation)

training program
for all members
of the workforce
(including
management).

Protection from
Malicious Software

Implement policies and
procedures for guarding
against, detecting, and
reporting malicious
software.

(A)

Log-in Monitoring

Implement policies and
procedures for
monitoring log-in
attempts and reporting
discrepancies.

(A)

Password
Management

Implement policies and
procedures for creating,
changing, and
safeguarding
passwords.

(A)
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Standards Implementation Rule | Description of Risk Analysis
Specifications and Security Measures
Adopted
(include policies and
procedures and
documentation)
Security Response and (R)
Incident Reporting
Procedures Implement policies and
Section procedures (1) to
164.308(a)(6) identify and respond to
General Rule: suspe_cte(_j or known
Implement se_Cl_Jrlty incidents; (2) to
policies and mitigate, to the extent
procedures to practicable, har_mful
address Security _eff(_ects of security
Incidents. incidents that are
known; and (3) to
document security
incidents and their
outcomes.
Contingency Data Backup Plan (R)
Planning Establish and
Section implement policies and
164.308(a)(7) procedures to create and
General Rule: maintain retrievable
exact copies of PHI.
Establish (and
implement as Disaster Recovery (R)
needed) policies | Plan
and procedures | g ich (and
L%rerﬁseﬁggﬂgg;f imple_ment as needed)
other ocourrence policies and procedures
that damages to restore any loss of
data.
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Standards

Implementation
Specifications

Rule

Description of Risk Analysis
and Security Measures
Adopted

(include policies and
procedures and
documentation)

systems that
contain PHI
(e.g., fire,
vandalism,
system failure,
and natural
disaster).

Emergency Mode
Operation Plan

Establish (and
implement as needed)
policies and procedures
to enable continuation
of critical business
processes for protection
of the security of PHI
while operating in
emergency mode.

(R)

Testing and Revision
Procedures

Implement policies and
procedures for periodic
testing and revision of
contingency plans.

(A)

Application and Data
Criticality Analysis

Assess the relative
criticality of specific
applications and data in
support of other
contingency plan
components.

(A)
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Standards Implementation Rule | Description of Risk Analysis
Specifications and Security Measures
Adopted
(include policies and
procedures and
documentation)
Evaluation Perform a periodic (R)
secion | =i von
164.308(2)(8) based initially upon the
standards implemented
under the security rule
and, subsequently, in
response to
environmental or
operational changes
affecting the security of
PHI, which evaluation
establishes the extent to
which the security
policies and procedures
meet the requirements
of the rule.
Business Maintain written (R)
Associate contracts that reflect
Agreements Business Associate
and Other requirements
Contract
Arrangements
Section

164.308(b)(1)
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Standards

Implementation
Specifications

Rule

Description of Risk Analysis and
Security Measures Adopted
(include policies and procedures
and documentation)

Physical Safeguards

Facility Access Controls
Section 164.310(a)(1)

General Rule:

Implement policies and
procedures to limit physical
access to electronic
information systems and
the facility or facilities in
which they are housed,
while ensuring that
properly authorized access
is allowed.

Contingency
Operations

Establish (and
implement as
needed) policies
and procedures that
allow facility
access in support of
restoration of lost
data under the
disaster recovery
plan and
emergency mode
operations plan in
the event of an
emergency.

(A)

Facility Security
Plan

Implement policies
and procedures to
safeguard the
facility and the
equipment therein
from unauthorized
physical access,
tampering, and
theft.

(A)
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Standards

Implementation
Specifications

Rule

Description of Risk Analysis and
Security Measures Adopted
(include policies and procedures
and documentation)

Access Control
and Validation
Procedures

Implement policies
and procedures to
control and
validate a person's
access to facilities
based on his/her
role or function,
including visitor
control, and control
of access to
software programs
for testing and
revision.

(A)

Maintenance
Records

Implement policies
and procedures to
document repairs
and modifications
to the physical
components of a
facility which are
related to security.
(For example,
hardware, walls,
doors, and locks.)

(A)
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Standards

Implementation
Specifications

Description of Risk Analysis and
Security Measures Adopted
(include policies and procedures
and documentation)

Workstation Use
Section 164.310(b)

Implement policies
and procedures that
specify the proper
functions to be
performed, the
manner in which
those functions are
to be performed,
and the physical
attributes of the
surroundings of a
specific
workstation or
class of
workstation that
can access PHI.

(R)

Workstation Security

Implement physical
safeguards for all
workstations that
access PHI, to
restrict access to
authorized users.

(R)
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Standards Implementation Rule | Description of Risk Analysis and
Specifications Security Measures Adopted
(include policies and procedures
and documentation)
Device and Disposal (R)
Media Controls Implement policies and
Section procedures to address the
164.310(d) final disposition of PHI,
General Rule: and/or the hard_ware or
Implement (_alc_ectronlc media on which
- it is stored.
policies and
procedures that Media Re-Use R)
govern the receipt
and removal of Implement policies and
hardware and procedures for removal of
electronic media | PHI electronic media
that contain PHI before the media are made
available for re-use.
Accountability (A)
Maintain a record of the
movements of hardware
and electronic media and
any person responsible
therefore.
Data Backup and Storage | (A)

Create a retrievable, exact
copy of PHI, when needed,
before movement of
equipment.
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Standards

Implementation
Specifications

Rule

Description of Risk Analysis and
Security Measures Adopted
(include policies and procedures
and documentation)

Technical Safeguards

Access Control
Section 164.312(a)(1)
General Rule:

Implement technical
policies and
procedures for
electronic
information systems
that maintain PHI to
allow access only to
those persons or
software programs
that have been
granted access rights.

Unique User
Identification

Assign a unique name
and/or number for
identifying and tracking
user identity.

(R)

Emergency Access
Procedure

Establish (and
implement as needed)
policies and procedures
for obtaining necessary
PHI during an
emergency.

(R)

Automatic Logoff

Implement electronic
procedures that
terminate an electronic
session after a
predetermined time of
inactivity.

(A)

Encryption and
Decryption

Implement a
mechanism to encrypt
and decrypt PHI.

(A)
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Standards Implementation Rule | Description of Risk Analysis and
Specifications Security Measures Adopted
(include policies and procedures
and documentation)
Audit Controls Implement hardware, (R)
Section 164.312(b) | SCftware, andjor
procedural mechanisms
that record and examine
activity in information
systems that contain or
use PHI.
Integrity Mechanism to (A)
Section 164.312(c)(1) | Authenticate PHI
Implement electronic
mechanisms to
corroborate that PHI
has not been altered or
destroyed in an
unauthorized manner.
Person or Entity Implement policies and | (R)
Authentication procedures to verify
. that a person or entity
Section 164.312(d i
@ seeking access to PHI
is the one claimed.
Transmission Integrity Controls (A)
Security Implement security
Section 164.312(e)(1) | measures to ensure that
General Rule: flectroqltczllg/Hl is ot
Implement technical transm T d.'fsf ndo
security measures to improperly moditied |
. without detection until
guard against di 4 of
unauthorized access ISposed of.
to PHI that is being .
transmitted over an Encryption (A)
electronic Implement a

communications
network.

mechanism to encrypt
PHI whenever deemed
appropriate.
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Section 164.316

procedures required for
PHI.

Must be maintained for
six years from the date of
creation or the date when
they were last in effect,
whichever is later.

Standards Implementation Rule | Description of Risk Analysis and
Specifications Security Measures Adopted
(include policies and procedures
and documentation)
Organizational Requirements
Business Amend Business (R)
Associate Associate agreements to
Agreements add electronic security
secion. | s00age penent
164.314(2) address confidentiality,
integrity and availability
of PHI
Policies and Document in writing all of | (R)
Procedures the policies and

DEFINITIONS

See attached policy definitions or

REGULATORY REFERENCES

45 C.F.R. § 164.308

National Institute of Standards and Technology Special Publication 800-30 REV 1, Risk

Management Guide for Information Technology Systems.
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REVISION
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1.0 3/31/2021 Katie Rose Major Initial version of document. Dwayne Martin
PURPOSE:

Harris Computer Systems (Harris or Company) maintains an Information Security
Management Program to ensure the confidentiality, integrity and availability of its systems
and information. The purpose of this document is to define key terms used in the
Information Security Management Program and associated policies.

DEFINITIONS:

1. Breach means the unauthorized acquisition, access, use, or disclosure of PHI which
compromises the security or privacy of the PHI. For purposes of this definition,
compromises the security or privacy of the PHI means poses a significant risk of
financial, reputational, or other harm to the individual(s) who is(are) the subject of
the PHI. An unauthorized acquisition, access, use or disclosure of PHI is presumed
to be a breach unless it can be demonstrated that there is a low probability that the
PHI has been compromised based on a risk assessment of the following factors:

a) The nature and extent of the PHI involved, including the types of identifiers

and the likelihood of re-identification;
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b) The unauthorized person who used the PHI or to whom the disclosure was
made;

c) Whether the PHI was actually acquired or viewed; and
d) The extent to which the risk to the PHI has been mitigated.

2. Business Associate means an entity which, on behalf of a Covered Entity or an
organized health care arrangement in which the Covered Entity participates, but
other than in the capacity of a Workforce Member of such Covered Entity or
arrangement, creates, receives, maintains, or transmits protected health information
to perform a function or activity of the Covered Entity.

3. Covered Entity means a health plan, healthcare clearinghouse or a health care
provider (all as defined by 45 C.F.R. §160.103) who transmits any health
information in electronic form in connection with a transaction covered by the
transaction and code set rule under the Administrative Simplification Provisions of
HIPAA.

4. Data Incident means any suspected or actual impermissible use or disclosure,
Security Incident, Breach of PHI, or breach of Personal Information as defined
by state law. Examples of Data Incidents include, but are not limited to: loss of
service, equipment or facilities, system malfunctions or overloads, human errors,
non-compliance with policies or guidelines, breaches of physical security
arrangements, uncontrolled system changes, malfunctions or software or hardware,
access violations and breaches of confidentiality and integrity of information.

5. Director of Compliance is the Company official for regulatory compliance across
the Company including compliance for information security assets and activities as
required by law.

6. Electronic Protected Health Information (ePHI) is PHI that is produced, saved,
transferred or received in an electronic form and therefore covered under HIPAA
security regulations.

7. Governance, Risk and Compliance Committee (GRCC) is a committee that
provides oversight to ensure the security and privacy of Company information.
Members of the committee includes Senior Legal Counsel, the Corporate Privacy
Officer, the Director of Compliance and the Information Security Officer.

8. Information Owner is the organization official with statutory or operational
authority for specified information and is responsible for establishing the controls
for information generation, collection, processing, dissemination and disposal.





=40

Harris Computer Systems A A

Corporate Policy Definitions A‘ ‘_) H A R R I S
4

9. Information System Owner is the organization official responsible for the overall

10.

11.

12.

13.

procurement, development, integration, modification, operation and maintenance
of the information system.

Minimum Necessary shall have the meaning given to such term as 45 CFR
8164.502(b) and 45 CFR 8164.514(d). The minimum necessary standard requires
covered entities and business associates of a covered entities that uses and discloses
PHI or when it requests PHI from another covered entity or business associate to
make reasonable efforts to limit PHI to accomplish the intended purpose of the use,
disclosure or request and to evaluate their practices and enhance safeguards as
needed to limit unnecessary or inappropriate access to and disclosure of protected
health information.

Personally Identifiable Information (PII) is information that can be used to
distinguish or trace an individual’s identity, either alone or when combined with
other personal or identifying information that is linked or linkable to a specific
individual. The definition of PII is not anchored to any single category of
information or technology. Rather, it requires a case-by-case assessment of the
specific risk that an individual can be identified. In performing this assessment, it
is important to recognize that non-PIl can become PIlI whenever additional
information is made publicly available — in any medium and from any source —
that, when combined with other available information, could be used to identify an
individual.

Privacy Officer is the organization official for privacy compliance across the
organization, including privacy compliance measures that apply to information
security assets and activities.

Protected Health Information (“PHI”) is information (whether oral or recorded in
any form or medium) that is:

a. created or received by a health care provider, health plan, public health
authority, employer, life insurer, school or university, or health care
clearinghouse that relates to —

I. the past, present, or future physical or mental health or condition of
any individual,
ii. the provision of health care to an individual, or
iii. the past, present, or future payment for the provision of health care
to an individual,

b. identifies the individual; or there is a reasonable basis to believe the
information can be used to identify the individual, and

c. transmitted by electronic media; maintained in electronic media; or
transmitted or maintained in any other form or medium.
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15.

16.

17.

18.

19.

20.
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Protected Health Information is covered under the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) privacy regulations.

The Secretary means the Secretary of the U.S. Department of Health and Human
Services or any other officer or employee of HHS to whom the authority involved
has been delegated.

Security Incident means:

a) Any attempted or successful unauthorized access to the Company's
computer network or information systems, specifically excepting "pings."

b) Any attempted or successful interference with the normal operations of
the Company's computer network or information systems.

c) The unauthorized access, interception, alteration, use, disclosure, or
deletion of Electronic Protected Health Information (“ePHI”), whether
secured or unsecured.

Security Officer is the Company official responsible for serving as the VP of IT’s
primary liaison to the Company’s Information Owners and Information System
Owners for compliance of the security program across the organization, including
security compliance measures that apply to information security assets and
activities.

Sensitive Information is defined as any information that is protected against
unwarranted disclosure including but not limited to PHI, ePHI or PII. Access to
sensitive information should be safeguarded. Protection of sensitive information
may be required for legal or ethical reasons, for issues pertaining to personal
privacy, or for proprietary considerations.

Subcontractor means a person to whom a business associate delegates a function,
activity, or service, other than in the capacity of a Workforce Member of such
business associate.

Third Party Vendor is a separate individual or organization that provides a product
or service (not supplied by Harris) to Harris or to a Harris end user with whom PHI,
ePHI or other sensitive data is being shared.

Unsecured PHI is PHI that is not secured through the use of a technology or
methodology identified by the Secretary to render the PHI unusable, unreadable
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and undecipherable to unauthorized users.! Unsecured Protected Health
Information may be in written, oral, or electronic form.

User means a person or entity with authorized access.

Vice President of Information Technology (VP of IT) is the organization official
responsible for ensuring the development, maintenance and implementation of an
organization-wide information security program.

Workforce Member means employees, volunteers, trainees, and other persons
whose conduct, in the performance of work for a covered entity or business
associate, is under the direct control of such covered entity or business associate,
whether or not they are paid by the covered entity or business associate.

Workstation means an electronic computing device, for example, a laptop or
desktop computer, or any other device that performs similar functions, and
electronic media stored in its immediate environment.






		4. Data Incident means any suspected or actual impermissible use or disclosure, Security Incident, Breach of PHI, or breach of Personal Information as defined by state law.  Examples of Data Incidents include, but are not limited to: loss of service, ...

		20. Unsecured PHI is PHI that is not secured through the use of a technology or methodology identified by the Secretary to render the PHI unusable, unreadable and undecipherable to unauthorized users.   Unsecured Protected Health Information may be in...









