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POLICY

Harris Computer Systems (Harris) maintains an Information Security Management
Program to ensure the confidentiality, integrity and availability of its systems and
information. In order to identify any risks to Protected Health Information (PHI),
Personally Identifiable Information (PII) or other Sensitive Information and the adoption
of reasonable and appropriate measures to reduce any risks and vulnerabilities. Harris on
a regular basis, monitors compliance with its Information Security Policies, Procedures
and Standards and reviews and updates its Information Security Management Program.
This ISMP Policy is written to align with industry standard security frameworks and best
practices such as the National Institute of Standards and Technology (NIST) and the
information security management standards of the International Organization of
Standardization (1SO 27001). Leadership allocates resources as needed and appropriate to
support this ISMP. This and all associated security policies are located on the Corporate
Information Technology (CIT) SharePoint site.

In addition, Harris will ensure that it’s approach to managing information security and its
implementation (i.e., control objectives, controls, policies, processes, and procedures for
information security) is reviewed at planned intervals or when significant changes to the
security implementation occur. Harris will also follow procedures to assess risk and impact
to the security and integrity of PHI, P1I or other Sensitive Information when implementing
changes to its information systems.

This policy applies to all systems that are used by Harris or its employees to maintain, use
or disclose PHI, PII or other Sensitive Information and will include the creation, receipt,
maintenance and transmission of PHI, PIl or other Sensitive Information.

As part of the Information Security Management Program, Harris Corporate Information
Security Policies are in effect to ensure the confidentiality, integrity and availability of
systems and information. Workforce Members are responsible for reviewing and
adhering to these policies and are required to acknowledge this ISMP Policy annually.
Any violation by a Workforce Member of the ISMP or associated policies and
procedures will be grounds for disciplinary action up to, and including, termination of
employment.

PROCEDURE

1. The Security Officer is responsible for ensuring the Corporate Information Security
Management Program is reviewed annually to assess the effectiveness of the
program and its associated controls, compliance with the policies, procedures and
standards, or when significant changes to the security implementation occur.


https://harriscomputer.sharepoint.com/:f:/g/Ev5Y8dVlNLhEuevxS_NnfkQBHqehRDXFyd_Q_vtYuwsmlg?e=gtpOoG
https://citintranet.harriscomputer.com/_layouts/15/start.aspx%23/Corporate%20Policies/Forms/AllItems.aspx
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Harris Workforce Members are responsible for reviewing, understanding and
adhering to this Corporate Information Security Management Program Policy and
related information security policies and procedures.

Access Control

Users must use their own unique ID (username) and an associated password to
access information and systems. Workforce Members are strictly prohibited from
sharing usernames and passwords. Access control is required to make sure users
can only access the systems and information that they are authorized to. Access is
also controlled by means like automatic locking or log off of systems when
needed. Users must use encryption when sending, receiving or maintaining PHI,
P11 or other Sensitive Information. For additional information on Access Control
refer to the Corporate Access Control Policy.

The full path to instructions on how to send encrypted email is:

https://harriscomputer.lightning.force.com/lightning/r/a3Q15000000170aEAl/view

Asset Tracking

Corporate IT (CIT) is responsible for asset management which is a process for
deploying, maintaining, upgrading and disposing of assets in a controlled and
cost- effective manner. Asset management also helps CIT to ensure that the most
recent updates and patches are applied for the security of the assets and to help
prevent the loss of information. Workforce Members are required to notify CIT
and the Security Officer immediately upon discovering an asset has been lost or
stolen. For additional information on Asset Management refer to the Corporate
Asset Tracking Policy.

Back-Up, Device and Media Controls

Acceptable types of media, proper management, disposal, re-use of and
accountability for media is specified to ensure the security of Harris systems and
information including backup storage procedures and legal requirements for using
third party vendors for offsite storage. This ensures that computer equipment and
electronic storage media that contain or can be used to access computer
equipment and electronic storage media that contain PHI, PII or other Sensitive
Information are monitored and PHI, PII or other Sensitive Information is disposed
of in a secure manner. Controls are maintained for all hardware and software
moving into, out of and within the Harris facilities. For additional information on
Device and Media Controls refer to the Corporate Back-Up, Device and Media
Controls Policy.

Change Control
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Change control is a process to manage changes in the environment to ensure no
unnecessary or detrimental changes are made, all changes are documented and
communicated. This helps minimize service disruptions and ensures resources are
used efficiently. Formal change control procedures are followed when
implementing changes to information systems which includes oversight by the
Change Advisory Board. For additional information on Change Control refer to
the Change Control Policy and the Change Management Protocol.

Communications, Data Sharing and Storage

Access to PHI, PII or other Sensitive Information is only granted to Workforce
Members who require the information to accomplish the work responsibilities of
their position and is granted on a minimum necessary or need-to-know basis. It is
the responsibility of Workforce Members to understand how to protect this
information when communicating or sharing information to Workforce Members,
contractors, vendors or customers. Appropriate uses of the various tools by which
information may be communicated, stored or shared such as Instant Messaging,
Email, Voice and Video Conferencing, Online Shared Drives, etc. is defined in
more detail in the Corporate Communications, Data Sharing and Storage Policy.

Configuration Management Policy

Configuration management guidelines are established in order to help with
managing risks associated with system or infrastructure changes. The
configuration management guidelines are to be followed as closely as possible to
ensure the security of Harris systems and data. When new systems are introduced
or changes are to be made to existing systems or infrastructure, a process of
documentation, specification, testing, quality control, configuration guidelines
and managed implementation will be followed. Minimum requirements and
guidance for baseline configuration of systems and resources that are
implemented through a change control process are defined in the Corporate
Configuration Management Policy.

Data Incident

Data incidents are any suspected or actual impermissible use or disclosure,
security incident, breach of PHI or PII. All Workforce Members, contractors and
Business Associates must report any information regarding Data Incidents as
quickly as possible to the Security Officer
(Security_Officer@harriscomputer.com) or the Privacy Officer
(Privacy_Officer@harriscomputer.com). If the Security Officer or the Privacy
Officer is not available, the individual must report the issue to the Director of CIT
or General Counsel. Workforce Members are made aware of their responsibilities
during training and should refer to the Corporate Data Incident Policy for
additional information.

Disaster Recovery and Business Continuity
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Harris maintains an Information Technology Disaster Recovery and Business
Continuity Program (IT DR\BC). The IT DR\BC Program prescribes that CIT and
participating business units will have individual IT DR\BC Plans that include
procedures for responding to an emergency, disaster or other occurrence that
damages systems and/or applications which interrupts business operations. For
additional information on IT DR\BC refer to the Corporate Disaster Recovery and
Business Continuity Policy.

Email Policy

Harris email services are provided to staff for legitimate Harris-related activities.
Inappropriate use of Harris email is strictly prohibited. Harris reserves the right to
inspect, copy, store or disclose the contents of any email sent from any Harris
user, if required and as appropriate. Users of Harris’ email system consent to all
provisions of the Corporate Email Policy. The Corporate Email Policy describes
appropriate use and access of Harris email, email retention and disposal, and
procedures for reporting spam or other email related malicious activity. For
additional information refer to the Corporate Email Policy.

Facility Access Control Policy

To ensure the protection of staff as well as Harris systems and information, secure
access to facilities are established according to the Facility Access Control Policy.
Harris’ information systems must be physically located where unauthorized
access is minimized and an appropriate level of protection of the systems are
provided. An assessment of physical access controls and risks are to be
performed. Access to facilities are documented and logs are reviewed regularly.
Environmental and physical protection of systems and information using controls
such as redundant power supplies, fire suppression, etc. is also specified. Please
refer to the Corporate Facility Access Control Policy for additional information.

Incident Response Plan

Security incident response processes are documented to address and manage
activities during and after a security breach. The goal of security incident
response is to handle the situation in an organized and effective manner that limits
damage to the organization and reduces recovery time and cost. The Security
Incident Response Plan provides guidelines on what constitutes an incident, along
with a process that must be followed when a security incident occurs. Refer to the
Corporate Incident Response Plan for additional information on the steps to take
in the event of a security incident.

Information Access Management Policy

Access to PHI, PIl or other Sensitive Information is to be granted only to
Workforce Members who require the information to accomplish the work
responsibilities of their position and is to be granted on a minimum necessary or
need-to-know basis. Business associate agreements, non-disclosure agreements or
other agreements as appropriate must be in place prior to non-Harris user or
system access being granted to information or systems that contain PHI, PII or
other Sensitive Information. The Governance, Risk and Compliance Committee
(GRCC) to ensures that access rights to Harris information systems containing
PHI, PIl or other Sensitive Information is periodically reviewed and are


https://harriscomputer.sharepoint.com/:f:/g/EqONPmQab5hAkTVxtv4YDgYBMW_MB2FsvRbff73KLXlDoQ?e=qvXqWd
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appropriately granted. Refer to the Corporate Information Access Management
Policy for additional information on appropriate access and procedures on how
access is to be established or modified, including account access during employee
on-boarding and termination.

Mobile Device Usage Policy

Harris users who use approved personal mobile devices will maintain specific
protections and precautions to reduce the potential exposure of PHI, PII or other
Sensitive Information. CIT is responsible for configuring and supporting the
user’s mobile device access to Harris computing resources to include the ability to
remote wipe Company data when appropriate. Users are responsible for using
Harris computing resources on his/her personal mobile device within the same
constraints as on a Company-owned device to include password protecting the
mobile device, keeping the device current with security patches and updates and
abiding by the responsibilities outlined within the Corporate Mobile Device
Usage Policy.

Network Management Policy

Network management helps control network access and ensure the security of
systems and data on the network. Harris’ network and all devices must be
securely managed to protect against threats, maintain security of systems and
applications and information in transit. All network services security features,
services levels, and management requirements are defined in network services
agreements. Refer to the Corporate Network Management Policy for additional
information.

Password Policy

Passwords are the front line of defense for user accounts. Using strong passwords
and changing them often are two ways to guard them from being guessed by a
malicious user. All system-level passwords must be changed quarterly, and are
maintained in a secure database by CIT. All user level passwords must be
complex, a minimum of eight (8) characters, and changed every 90 days.
Passwords should not be shared with anyone, written down or accessible in
anyway by an unauthorized user. Appropriate use and management of passwords
is detailed in the Corporate Password Policy.

Portable Computing Devices Policy

Only Harris approved portable computing devices such as laptops, tablets,
smartphones, etc. may be used for business purposes. Approval and verification of
device configuration by CIT is required for use of a personally owned computing
device prior to connecting to the Harris network, servers or workstations. PHI, PII
and other Sensitive Information may not be stored on Portable Computing
Devices unless the device is encrypted and the device is password protected. In
the event a device used for Harris business purposes is lost or stolen it must be
reported immediately. Security precautions must be followed such as using strong
passwords, encryption, etc. when using portable devices for Harris business. Refer
to the Corporate Portable Computing Devices Policy for additional information on
when the use of portable devices is appropriate and how to securely use them.

Protection from Malicious Software Policy
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All Harris’ systems must be protected from malicious software (i.e. viruses,
worms, etc.) by approved anti-malware software. Anti-malware software must be
regularly updated and active at all times. This applies to both Harris owned
computers and approved personally owned computers attached to a Harris owned
network. Any activity intended to create and/or distribute malicious programs
onto any Harris network (e.g. viruses, worms, Trojan horses, e-mail bombs, etc.)
is strictly prohibited. Any infected computer must be removed from the network
until it is verified as infection-free. Workforce Members should contact CIT
immediately if they encounter activity or correspondence that is believed to be
malicious. Workforce Members must be cautious when accessing files, email and
other resources that could potentially be harmful. Please refer to the Corporate
Protection from Malicious Software Policy for additional guidelines and
procedures on protecting Harris’ systems and information from malicious
software and activity.

Remote Access Policy

Connecting to the Harris network from a remote location outside of the private
network may expose Harris to unwanted threats. Remote access to Harris systems
or networks with PHI, PII or other Sensitive Information will be granted only as
necessary and access will be reviewed periodically. All Remote Users working
with Confidential Information, Sensitive Information, PHI or PII must use Harris’
VPN services for remote access. It is the responsibility of Remote Users to ensure
that their remote access connection is given the same consideration as the User's
on-site connection to Harris. Each Remote User is responsible for safeguarding
their password and User ID and protecting them from unauthorized use. Remote
Users must ensure that Harris owned or approved personally owned computers,
which are remotely connected to Harris’ network, are configured to comply with
Harris Security Policies and are protected with the latest malware software
protection before making a connection to the Harris network. Refer to the
Corporate Remote Access Policy for detailed information on the policy and
guidelines for remote access to the Harris network.

Responsible Use of IT Resources Policy

Workforce Members must use Harris IT resources responsibly and for approved
business purposes. Users will be provided with access to various systems and
information based upon their individual role and need. Users are responsible for
all activity performed with their personal User-1Ds. User-IDs may not be used by
anyone but the individuals to whom they have been issued. Passwords must meet
the guidelines and be used according to the Corporate Password Policy. The use
of Harris IT resources for any illegal or inappropriate activity is strictly
prohibited. There is no expectation of privacy of information on Harris owned IT
resources or as it passes through Harris’ network. Users must not use Harris IT
resources for soliciting business, selling products, or otherwise engaging in
commercial activities other than those expressly permitted by Harris management.
Unless specified otherwise by contract, all confidential or proprietary information,
must be protected and may not be shared or removed outside of Harris unless
there has been prior written approval. Refer to the Corporate Policy for
Responsible Use of IT Resources for additional information on the appropriate
use of Harris IT resources.
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The Security Officer in conjunction with the Governance, Risk and Compliance
Committee (GRCC), key management staff and the IT Department shall conduct
security risk assessments as needed and risk analyses on an annual basis or in
response to environmental and operational changes. A vulnerability assessment
may also be conducted periodically as required. The Security Officer in
conjunction with the GRCC shall determine if an analysis should be conducted by
internal staff or whether an outside consultant should be engaged. If an outside
consultant is engaged, a written agreement must be in place with the consultant
which includes a verification of the consultant’s credentials and experience. An
outside consultant shall be engaged at least once every three years. For additional
information refer to the Risk Assessment and Analysis Policy.

Security Awareness and Training Program

Harris maintains a Security Awareness and Training Program for all Workforce
Members to ensure an understanding of their roles and responsibilities. The
Security Officer in conjunction with Human Resources (HR) and the Governance,
Risk and Compliance Committee (GRCC) will ensure that the Security
Awareness and Training Program is uniformly delivered to all new Workforce
Members within 90 days of employment, as well as all Workforce Members at
least annually. All Workforce Members who work with PHI must complete the
required HIPAA training prior to being granted system or network access to PHI,
PIl or other Sensitive Information. Security Policies and Procedures will be
reviewed and updated with any new technology and practices on an annual basis.
Training materials will be updated to reflect any new or amended Security
Policies and Procedures. Refer to the Corporate Security Awareness and Training
Policy for additional information.

Security Management Policy

Information security is managed through processes to identify risks that may
impact Harris systems or information and the adoption of reasonable and
appropriate measures to reduce any risks and vulnerabilities. The Security Officer
is responsible for the security management process and ensuring that systems that
contain, process or transmit PHI, PIl or other Sensitive Information have been
identified and documented. Technical, physical and administrative controls are
implemented to ensure the integrity of PHI, PIl or other Sensitive Information as
appropriate. The Security Officer is responsible for ensuring Harris’ Information
Security Program is reviewed annually to assess the effectiveness of the program
and its associated controls, compliance with the policies, procedures and
standards, or when significant changes to the security implementation occur.
Refer to the Corporate Security Management Policy for additional information.

Security Risk Assessment Policy

Risk or vulnerability assessments are conducted regularly for applicable
businesses to identify potentials risk or vulnerabilities that may negatively impact
systems or information. The Security Officer works with key staff to address
findings from the assessments to address security risks or vulnerabilities and to
meet regulatory requirements. All assessment findings, remediation options,
recommendations and remediation decisions are documented and maintained by
the Security Officer. Refer to the Corporate Security Risk Assessment Policy for


https://citintranet.harriscomputer.com/_layouts/15/DocIdRedir.aspx?ID=X6EJS5ZRV357-1039571994-355
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27. Transmission Security Policy

When sending PHI, PIl or other Sensitive Information over an electronic
communications network, it must be sent in encrypted form to safeguard the
integrity of the data. Harris instant messaging is not encrypted and therefore PHI,

PII or other Sensitive Information should not be sent via instant messaging or
instant messaging attachments. Email sent externally is not encrypted by default,
therefore all email or email attachments containing PHI, PIl or other Sensitive
Information must be sent using standard encryption processes. If the ability to
encrypt is not available or if there is uncertainty that the communication is
encrypted, the user must contact CIT prior to corresponding using PHI, PII or
other Sensitive Information. At no time, should any member of the workforce use
any email domains or instant messaging system other than their work email or
instant messaging system (i.e., no public email domains such as gmail, yahoo
accounts, etc.) to send PHI, PII or other Sensitive Information. Secure VPN is
used to connect remotely to the network and encryption is used to transfer files
(SFTP) or send sensitive email. For additional information on securely
transmitting information refer to the Corporate Transmission Security Policy.

28. Workstation Use and Security Policy

Harris issues workstations to Workforce Members with the expectation that it will
be used for business purposes only. Workforce Members may not use the
workstation to engage in illegal or inappropriate activity. Any personally owned
computer used for Harris business local or remotely must be reviewed and
approved by CIT prior to connecting to Harris’ network. When Workforce
Members leave the Company, their privileges, both internal and remote, are
disabled or removed by the time of departure. Access to all Harris owned
computers containing PHI, PIl or other Sensitive Information is controlled by
reasonable and appropriate authentication methods. Users must at a minimum
lock their computers when not occupying it. Users must log off from or lock their
computer(s) when their shifts are complete. Refer to the Corporate Workstation
Use and Security Policy for additional information.

COMPLIANCE
Anyone found to have violated this policy is subject to disciplinary action, up to and
including termination of employment, termination of contract and/or expulsion.

DEFINITIONS

See attached policy definitions or
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1.0 3/31/2021 Katie Rose Major Initial version of document. Dwayne Martin
PURPOSE:

Harris Computer Systems (Harris or Company) maintains an Information Security
Management Program to ensure the confidentiality, integrity and availability of its systems
and information. The purpose of this document is to define key terms used in the
Information Security Management Program and associated policies.

DEFINITIONS:

1. Breach means the unauthorized acquisition, access, use, or disclosure of PHI which
compromises the security or privacy of the PHI. For purposes of this definition,
compromises the security or privacy of the PHI means poses a significant risk of
financial, reputational, or other harm to the individual(s) who is(are) the subject of
the PHI. An unauthorized acquisition, access, use or disclosure of PHI is presumed
to be a breach unless it can be demonstrated that there is a low probability that the
PHI has been compromised based on a risk assessment of the following factors:

a) The nature and extent of the PHI involved, including the types of identifiers

and the likelihood of re-identification;
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b) The unauthorized person who used the PHI or to whom the disclosure was
made;

c) Whether the PHI was actually acquired or viewed; and
d) The extent to which the risk to the PHI has been mitigated.

2. Business Associate means an entity which, on behalf of a Covered Entity or an
organized health care arrangement in which the Covered Entity participates, but
other than in the capacity of a Workforce Member of such Covered Entity or
arrangement, creates, receives, maintains, or transmits protected health information
to perform a function or activity of the Covered Entity.

3. Covered Entity means a health plan, healthcare clearinghouse or a health care
provider (all as defined by 45 C.F.R. §160.103) who transmits any health
information in electronic form in connection with a transaction covered by the
transaction and code set rule under the Administrative Simplification Provisions of
HIPAA.

4. Data Incident means any suspected or actual impermissible use or disclosure,
Security Incident, Breach of PHI, or breach of Personal Information as defined
by state law. Examples of Data Incidents include, but are not limited to: loss of
service, equipment or facilities, system malfunctions or overloads, human errors,
non-compliance with policies or guidelines, breaches of physical security
arrangements, uncontrolled system changes, malfunctions or software or hardware,
access violations and breaches of confidentiality and integrity of information.

5. Director of Compliance is the Company official for regulatory compliance across
the Company including compliance for information security assets and activities as
required by law.

6. Electronic Protected Health Information (ePHI) is PHI that is produced, saved,
transferred or received in an electronic form and therefore covered under HIPAA
security regulations.

7. Governance, Risk and Compliance Committee (GRCC) is a committee that
provides oversight to ensure the security and privacy of Company information.
Members of the committee includes Senior Legal Counsel, the Corporate Privacy
Officer, the Director of Compliance and the Information Security Officer.

8. Information Owner is the organization official with statutory or operational
authority for specified information and is responsible for establishing the controls
for information generation, collection, processing, dissemination and disposal.





=40

Harris Computer Systems A A

Corporate Policy Definitions A‘ ‘_) H A R R I S
4

9. Information System Owner is the organization official responsible for the overall

10.

11.

12.

13.

procurement, development, integration, modification, operation and maintenance
of the information system.

Minimum Necessary shall have the meaning given to such term as 45 CFR
8164.502(b) and 45 CFR 8164.514(d). The minimum necessary standard requires
covered entities and business associates of a covered entities that uses and discloses
PHI or when it requests PHI from another covered entity or business associate to
make reasonable efforts to limit PHI to accomplish the intended purpose of the use,
disclosure or request and to evaluate their practices and enhance safeguards as
needed to limit unnecessary or inappropriate access to and disclosure of protected
health information.

Personally Identifiable Information (PII) is information that can be used to
distinguish or trace an individual’s identity, either alone or when combined with
other personal or identifying information that is linked or linkable to a specific
individual. The definition of PII is not anchored to any single category of
information or technology. Rather, it requires a case-by-case assessment of the
specific risk that an individual can be identified. In performing this assessment, it
is important to recognize that non-PIl can become PIlI whenever additional
information is made publicly available — in any medium and from any source —
that, when combined with other available information, could be used to identify an
individual.

Privacy Officer is the organization official for privacy compliance across the
organization, including privacy compliance measures that apply to information
security assets and activities.

Protected Health Information (“PHI”) is information (whether oral or recorded in
any form or medium) that is:

a. created or received by a health care provider, health plan, public health
authority, employer, life insurer, school or university, or health care
clearinghouse that relates to —

I. the past, present, or future physical or mental health or condition of
any individual,
ii. the provision of health care to an individual, or
iii. the past, present, or future payment for the provision of health care
to an individual,

b. identifies the individual; or there is a reasonable basis to believe the
information can be used to identify the individual, and

c. transmitted by electronic media; maintained in electronic media; or
transmitted or maintained in any other form or medium.
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Protected Health Information is covered under the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) privacy regulations.

The Secretary means the Secretary of the U.S. Department of Health and Human
Services or any other officer or employee of HHS to whom the authority involved
has been delegated.

Security Incident means:

a) Any attempted or successful unauthorized access to the Company's
computer network or information systems, specifically excepting "pings."

b) Any attempted or successful interference with the normal operations of
the Company's computer network or information systems.

c) The unauthorized access, interception, alteration, use, disclosure, or
deletion of Electronic Protected Health Information (“ePHI”), whether
secured or unsecured.

Security Officer is the Company official responsible for serving as the VP of IT’s
primary liaison to the Company’s Information Owners and Information System
Owners for compliance of the security program across the organization, including
security compliance measures that apply to information security assets and
activities.

Sensitive Information is defined as any information that is protected against
unwarranted disclosure including but not limited to PHI, ePHI or PII. Access to
sensitive information should be safeguarded. Protection of sensitive information
may be required for legal or ethical reasons, for issues pertaining to personal
privacy, or for proprietary considerations.

Subcontractor means a person to whom a business associate delegates a function,
activity, or service, other than in the capacity of a Workforce Member of such
business associate.

Third Party Vendor is a separate individual or organization that provides a product
or service (not supplied by Harris) to Harris or to a Harris end user with whom PHI,
ePHI or other sensitive data is being shared.

Unsecured PHI is PHI that is not secured through the use of a technology or
methodology identified by the Secretary to render the PHI unusable, unreadable
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and undecipherable to unauthorized users.! Unsecured Protected Health
Information may be in written, oral, or electronic form.

User means a person or entity with authorized access.

Vice President of Information Technology (VP of IT) is the organization official
responsible for ensuring the development, maintenance and implementation of an
organization-wide information security program.

Workforce Member means employees, volunteers, trainees, and other persons
whose conduct, in the performance of work for a covered entity or business
associate, is under the direct control of such covered entity or business associate,
whether or not they are paid by the covered entity or business associate.

Workstation means an electronic computing device, for example, a laptop or
desktop computer, or any other device that performs similar functions, and
electronic media stored in its immediate environment.
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