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POLICY 

N. Harris Computer Corporation (“Harris” or “Company”) is committed to ensuring the 

security of Company systems and data. This policy establishes configuration management 

guidelines in order to help with managing risks associated with system or infrastructure 

changes. The configuration management guidelines are to be followed as closely as 

possible to ensure the security of Company systems and data. A risk analysis will be 

conducted for any exceptions to determine the level of risk and the potential for any 

vulnerabilities exposed. Exceptions and the risk analysis will be formally documented by 

the System Owner and reviewed by management, an information security Workforce 

Member, or the Governance, Risk and Compliance Committee (GRCC) as appropriate.   

 

When new systems are introduced or changes are to be made to existing systems or 

infrastructure, a process of documentation, specification, testing, quality control, 

configuration guidelines and managed implementation will be followed. This policy 

provides the minimum requirements and guidance for baseline configuration of systems 

and resources that are implemented through a change control process per the Corporate 

Change Control Policy.   

 

Operational Guidelines 

1. All systems that are deployed into Company environments must meet the required 

minimum configuration guidelines. 
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2. All changes to production systems, network devices, or Company infrastructure 

must be reviewed to ensure compliance with business and security requirements. 

3. All changes to production systems must be tested if at all possible before they are 

implemented in production. 

4. Implementation of approved changes are only performed by authorized personnel. 

5. Where possible, frontend functionality (developer dashboards and portals) is 

separated from backend (database and app servers) systems by being deployed on 

separate servers or containers and segregated appropriately on the network. If 

multipurpose is required or intended for a single system, it must meet minimum 

functional configuration requirements for the services provided by the system (i.e., 

frontend and backend services).   

6. Only vendor supported operating systems and network devices are permitted on 

Company networks.  

7. The Company uses the Center for Internet Security benchmarks and controls for 

ensuring secure configuration of systems. Refer to the Appendix for samples of the 

CIS benchmarks. 

8. All systems are configured to comply with the least privileged principal in that all 

unnecessary ports and services are disabled and restricted to only those required 

and authorized. 

9. Clocks are continuously synchronized to an authoritative source across all systems 

(e.g., NIST time servers) via Network Time Protocols (NTP) or a platform-specific 

equivalent. Modifying time data on systems is restricted. 

 

Baseline Configuration   

1. The Company will develop, document and maintain a current baseline 

configuration of the information system including communications and 

connectivity-related aspects of the system. 

2. Information systems capable of operating a real-time clock will have the clock 

configured so that: 

(a) It is synchronized with one primary internal authoritative time source(s) via 

NTP. An alternate internal authoritative source may be configured for 

redundancy but should be using the same NTP. 

(b) It is set to an agreed standard received from industry accepted time sources 

(UTC). 

(c) The correct interpretation of the date\time format will be used to ensure that 

the timestamp reflects the real date/time (e.g., daylight savings). 

3. Information systems will be maintained according to the established baseline 

configurations. Refer to the detailed security configuration guidelines specific 

Operating Systems (OS), database systems and various applications systems  here. 

https://citintranet.harriscomputer.com/_layouts/15/start.aspx#/Corporate%20Policies/Forms/AllItems.aspx?RootFolder=%2FCorporate%20Policies%2FCorporate%20Policies%2FSecurity%20Configuration%20Guidelines&FolderCTID=0x012000152AF2FE6CCEC94D82A0F46D0445CDE6&View=%7BAD592043%2DD0B0%2D4E34%2D8316%2DA35FC7CADED7%7D
https://citintranet.harriscomputer.com/_layouts/15/start.aspx#/Corporate%20Policies/Forms/AllItems.aspx?RootFolder=%2FCorporate%20Policies%2FCorporate%20Policies%2FSecurity%20Configuration%20Guidelines&FolderCTID=0x012000152AF2FE6CCEC94D82A0F46D0445CDE6&View=%7BAD592043%2DD0B0%2D4E34%2D8316%2DA35FC7CADED7%7D
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4. The baseline configuration of information systems will be reviewed and updated at 

least once a year or when required due to a significant configuration change (e.g., 

OS upgrade, hardware change). 

Control of Operational Software 

1. Any new software or application to be introduced into the Company environment 

must be reviewed and approved prior to implementation.  

2. The Company maintains a list of CIT approved software programs. 

3. The Company will identify and document unauthorized or blacklisted software. 

4. Applications and operating system software will be tested prior to being 

implemented. 

5. A rollback strategy will be developed and documented prior to implementation of 

any application or software. 

6. Vendor supplied software used in information systems will be maintained at a 

current vendor support and patch level. 

Access Restrictions for Change 

1. Defined, documented, approved, and enforced physical and logical access 

restrictions associated with changes to the information system will meet the 

minimum configuration requirements including but not limited to: 

(a) Only qualified and authorized personnel are allowed to obtain access to 

information system components for purposes of initiating changes, 

including upgrades and modifications. 

(b) Local administrative rights will be granted only with authorized approval. 

(c) Access records will be maintained in order to ensure that configuration 

change control is being implemented and for supporting after-the-fact 

actions should the organization become aware of an unauthorized change to 

the information system. 

(d) Logical and physical access control lists that authorize vendors, suppliers 

or other authorized support personnel to make changes to an information 

system or component must be created and maintained. 

2. Authorization will be approved by management, provided on a least privilege basis 

and monitored. 

(a) Lists will be reviewed on a periodic basis and no less than once per year. 

PROCEDURE 

Operational Guidelines 

1. The Corporate Change Management Policy and Protocol must be followed for all 

changes to systems or infrastructure. 

2. Testing of configuration changes, patches, upgrades, etc. must be conducted on a non-

production system or environment when possible. If non-production testing isn’t 

possible, testing must be done within a small group of systems and/or users. 

https://citintranet.harriscomputer.com/_layouts/15/start.aspx#/Corporate%20Policies/Forms/AllItems.aspx?RootFolder=%2FCorporate%20Policies%2FCorporate%20Policies%2FSecurity%20Configuration%20Guidelines&FolderCTID=0x012000152AF2FE6CCEC94D82A0F46D0445CDE6&View=%7BAD592043%2DD0B0%2D4E34%2D8316%2DA35FC7CADED7%7D
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3. All frontend applications are implemented on a designated server that is configured 

with the recommended baseline configurations.  All access to these systems and 

applications will be limited to least privilege including account access as well as 

network access.  Ports and services are configured for only the approved backend 

systems and appropriate users. Unnecessary ports and/or services will be disabled. 

4. All backend databases and applications are implemented on a separate designated 

server to the extent possible and are configured with the recommended baseline 

configurations All access to these systems, databases and applications will be limited 

to least privilege including account access as well as network access. Ports and services 

are configured for only the approved frontend systems and appropriate users.  

Unnecessary ports and/or services will be disabled. 

5. Where appropriate frontend systems and backend systems will be segregated in a 

Demilitarized Zone (DMZ).  Where possible the frontend system will be placed in the 

frontend DMZ and the backend system in the backend DMZ.  If this is not possible, the 

two systems will have appropriate communications controls such as port and IP address 

restrictions. 

6. Benchmarks for various vendor supported operating systems can be found on the CIS 

website or Windows-based systems use a baseline Active Directory group policy 

configuration in conjunction with the CIS benchmarks. 

7. Benchmarks for various vendor supported operating systems and control 

recommendations for network devices can be located on the CIT SharePoint site or CIS 

website. 

8. The System Owner will adhere to these benchmarks and control recommendations 

when implementing changes on systems or the Company network. 

9. Firewalls are configured with default deny and only allowing required ports for 

specified IP addresses. 

10. One or more internal time sources will be designated as the definitive time source for 

all information systems clock synchronizations  

a. The designated time source will be synchronized to an approved, known 

external time source (e.g., NIST time servers) via network time protocols (NTP)  

b. The designated time source will be synced within 30 seconds of the external 

time source  

c. The designated time source will synchronize at least on a daily basis and at 

system boot 

11. Information systems capable of operating a real-time clock will have the clock 

configured so that:  

a. It is synchronized with one or more internal authoritative time source(s) via 

network time protocol (NTP) 

b. It is set to an agreed standard received from industry accepted time sources 

(UTC) 

c. The correct interpretation of the date\time format shall be used to ensure that 

the timestamp reflects the real date/time (e.g., daylight savings) 
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Baseline Configuration 

1. It is the responsibility of the System Owner to ensure that each server within the 

environment at a minimum have the following aspects of the baseline configuration 

installed and functioning as stated within the associated policies prior to being 

placed into a production state: 

(a) Standard vendor supported operating system/installed applications with 

current version numbers and patches. 

(b) Standard system security measures: 

(i) Anti-virus\host-based firewall 

(ii) Event logging enabled   

(iii) An up-to-date patch or hot-fix revision level  

(c) IP network configuration and connectivity dependent upon prior risk 

assessment and design phase.   

(i) Proper DNS (domain name resolution) configuration  

(ii) Proper port and rule configuration applying the least privilege 

principle 

(d) Logical placement of the component within the system and enterprise 

architecture 

(i) Including assignment to the proper Active Directory domain, 

organizational unit, container, etc.  

(1) If applicable, the appropriate group policies shall be applied  

(ii) Appropriate placement and configuration in the network 

infrastructure including: 

(1) Access controls by IP where appropriate (i.e., Whitelist) 

(2) Placement in the DMZ where appropriate 

(3) Disabling Remote Desktop Protocol (RDP) or other 

ports/protocols where appropriate to secure the system 

(4) Restricting External Port access into the production LAN 

environment. 

2. Information system installations are to be tracked using Company configuration 

management tools.  

(a) Upon the completion of information system baseline configurations proper 

documentation and sign-off will be produced and archived   

Control of Operational Software 

1. It is the responsibility of CIT to maintain a list of approved software  

(a) Using Harris configuration management tools, approved system software is 

to be documented and reviewed on a periodic basis and no less than once a 

year.  

(b) The list of approved system software will include at a minimum the 

following information 

(i) ...... Vendor 
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(ii) ..... Version 

(iii) .... Justification\Usage 

(iv) .... Approved By 

(v) ..... Approved For 

2. It is the responsibility of CIT to maintain a list of unauthorized software or 

blacklisted software  

(a) Using CIT configuration management tools, unauthorized or blacklisted 

software is to be documented and reviewed on a periodic basis and no less 

than once a year 

(b) Utilizing automated tools if available or manual checks, CIT is responsible 

for ensuring that blacklisted software does not exist on managed 

information systems.  

(i) ...... If found, the information system is to be isolated immediately from 

the network  

(1) Found software is to be removed or the system is be re-

imaged\replaced where deemed necessary per risk 

associated with installed software 

(2) Once verified that the situation has been resolved the system 

will be removed from isolation 

(3) The removal, remediation and investigation around the 

software is to be tracked and documented using the proper 

tools 

3. For new software requests, prior to acquiring the software, all Company employees 

must first seek proper approval.  

(a) The employee must submit a request to CIT for review and approval for the 

software. Email must include: 

(i) ...... Software name and vendor 

(ii) ..... Version requested  

(iii) .... Justification for the use of the software 

4. CIT will approve or deny the request via email or ticketing systems when proper 

vetting has been accomplished  

(a) If approved the manager must include the security and compliance officer 

within the approval email  

(b) Once approved the security and compliance officer must work with the CIT 

to ensure the software is added to the approved software list.    

5. Where possible it is the responsibility of the System Owner ensure that updated 

versions of applications/operating system software are tested prior to 

implementation within the production environment 

(a) Testing should be performed on staging or QA (non-production) level 

systems and include tests of:  

(i) ...... Usability 

(ii) ..... Security 

(iii) .... Impact on other systems 
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(b) Results of tests along with any required tasks performed to remediate issues 

will be documented and published within the proper configuration 

management tools for future reference if needed. 

6. System Owners are also responsible for the development and documentation of a 

roll-back strategy prior to the changes being implemented within a production 

environment.  

(a) This includes ensuring that the previous version of the software (if 

applicable) is archived along with any required configuration or 

documentation if the roll-back strategy requires it.   

Access Restrictions for Change 

1. Changes to information systems and system components including 

software/application changes and upgrades are restricted to only authorized 

personnel. 

2. Prior to being granted change access to information systems, employees must 

submit a formal request either via email or other appropriate tools to management. 

(a) Upon authorization from management a formal request via the CIT ticketing 

system is to be submitted requesting the access and containing the following 

information: 

(i) ...... User requesting access 

(ii) ..... Systems\components\software requesting access to 

(iii) .... Duration of requested access 

(iv) .... Justification for requested access 

(b) Using tools such as access-lists and local administrative rights and 

permissions, the operations team will grant access to the user on a least 

privilege basis. 

(c) All access will be monitored via access control records specific to the 

information systems accessed and records are to be archived and retained 

per Company policies.    

(d) It is the responsibility of CIT and the System Owner to periodically review 

user access to information systems and modify where necessary.  

(i) ...... Reviews are to be documented and tracked via the appropriate tools 

including any changes\modifications made as a result of the reviews 
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REGULATORY REFERENCES 

NIST SP 800-53 R4 CM-2(3) 

NIST SP 800-53 R4 CM-3 

NIST SP 800-53 R4 CM-3(2) 

NIST SP 800-53 R4 CM-4 

NIST SP 800-53 R4 CM-6 

NIST SP 800-53 R4 CM-6(1) 

NIST SP 800-53 R4 CM-6(2) 

NIST SP800-53 r4 CM-7(4) 

See attached policy definitions or click here.

https://harriscomputer.sharepoint.com/:b:/g/ETSS80BHezdOj541b5aWh3wB2Qzawlapk0AzXDxZ9wwFBw?e=ErEIyS
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APPENDIX 

SAMPLES CIS BENCHMARK  

Windows Server 2016 
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Windows 10 Enterprise 
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PURPOSE: 


Harris Computer Systems (Harris or Company) maintains an Information Security 


Management Program to ensure the confidentiality, integrity and availability of its systems 


and information. The purpose of this document is to define key terms used in the 


Information Security Management Program and associated policies. 


DEFINITIONS: 


1. Breach means the unauthorized acquisition, access, use, or disclosure of PHI which 


compromises the security or privacy of the PHI. For purposes of this definition, 


compromises the security or privacy of the PHI means poses a significant risk of 


financial, reputational, or other harm to the individual(s) who is(are) the subject of 


the PHI.   An unauthorized acquisition, access, use or disclosure of PHI is presumed 


to be a breach unless it can be demonstrated that there is a low probability that the 


PHI has been compromised based on a risk assessment of the following factors: 


a) The nature and extent of the PHI involved, including the types of identifiers 


and the likelihood of re-identification; 
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b) The unauthorized person who used the PHI or to whom the disclosure was 


made; 


 


c) Whether the PHI was actually acquired or viewed; and 


 


d) The extent to which the risk to the PHI has been mitigated. 


   


2. Business Associate means an entity which, on behalf of a Covered Entity or an 


organized health care arrangement in which the Covered Entity participates, but 


other than in the capacity of a Workforce Member of such Covered Entity or 


arrangement, creates, receives, maintains, or transmits protected health information 


to perform a function or activity of the Covered Entity.  


 


3. Covered Entity means a health plan, healthcare clearinghouse or a health care 


provider (all as defined by 45 C.F.R. §160.103) who transmits any health 


information in electronic form in connection with a transaction covered by the 


transaction and code set rule under the Administrative Simplification Provisions of 


HIPAA. 


 


4. Data Incident means any suspected or actual impermissible use or disclosure, 


Security Incident, Breach of PHI, or breach of Personal Information as defined 


by state law.  Examples of Data Incidents include, but are not limited to: loss of 


service, equipment or facilities, system malfunctions or overloads, human errors, 


non-compliance with policies or guidelines, breaches of physical security 


arrangements, uncontrolled system changes, malfunctions or software or hardware, 


access violations and breaches of confidentiality and integrity of information. 


5. Director of Compliance is the Company official for regulatory compliance across 


the Company including compliance for information security assets and activities as 


required by law. 


 


6. Electronic Protected Health Information (ePHI) is PHI that is produced, saved, 


transferred or received in an electronic form and therefore covered under HIPAA 


security regulations. 


 


7. Governance, Risk and Compliance Committee (GRCC) is a committee that 


provides oversight to ensure the security and privacy of Company information. 


Members of the committee includes Senior Legal Counsel, the Corporate Privacy 


Officer, the Director of Compliance and the Information Security Officer.  


8. Information Owner is the organization official with statutory or operational 


authority for specified information and is responsible for establishing the controls 


for information generation, collection, processing, dissemination and disposal. 
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9. Information System Owner is the organization official responsible for the overall 


procurement, development, integration, modification, operation and maintenance 


of the information system. 


 


10. Minimum Necessary shall have the meaning given to such term as 45 CFR 


§164.502(b) and 45 CFR §164.514(d).  The minimum necessary standard requires 


covered entities and business associates of a covered entities that uses and discloses 


PHI or when it requests PHI from another covered entity or business associate to 


make reasonable efforts to limit PHI to accomplish the intended purpose of the use, 


disclosure or request and to evaluate their practices and enhance safeguards as 


needed to limit unnecessary or inappropriate access to and disclosure of protected 


health information. 


 


11.  Personally Identifiable Information (PII) is information that can be used to 


distinguish or trace an individual’s identity, either alone or when combined with 


other personal or identifying information that is linked or linkable to a specific 


individual. The definition of PII is not anchored to any single category of 


information or technology. Rather, it requires a case-by-case assessment of the 


specific risk that an individual can be identified. In performing this assessment, it 


is important to recognize that non-PII can become PII whenever additional 


information is made publicly available — in any medium and from any source — 


that, when combined with other available information, could be used to identify an 


individual. 


 


12. Privacy Officer is the organization official for privacy compliance across the 


organization, including privacy compliance measures that apply to information 


security assets and activities.   


13. Protected Health Information (“PHI”) is information (whether oral or recorded in 


any form or medium) that is: 


a. created or received by a health care provider, health plan, public health 


authority, employer, life insurer, school or university, or health care 


clearinghouse that relates to – 


i. the past, present, or future physical or mental health or condition of 


any individual, 


ii. the provision of health care to an individual, or 


iii. the past, present, or future payment for the provision of health care 


to an individual, 


  


b. identifies the individual; or there is a reasonable basis to believe the 


information can be used to identify the individual, and 


  


c. transmitted by electronic media; maintained in electronic media; or 


transmitted or maintained in any other form or medium. 
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Protected Health Information is covered under the Health Insurance Portability and 


Accountability Act of 1996 (HIPAA) privacy regulations. 


  


14. The Secretary means the Secretary of the U.S. Department of Health and Human 


Services or any other officer or employee of HHS to whom the authority involved 


has been delegated. 


 


15. Security Incident means: 


a) Any attempted or successful unauthorized access to the Company's 


computer network or information systems, specifically excepting "pings." 


b) Any attempted or successful interference with the normal operations of 


the Company's computer network or information systems. 


c) The unauthorized access, interception, alteration, use, disclosure, or 


deletion of Electronic Protected Health Information (“ePHI”), whether 


secured or unsecured. 


16. Security Officer is the Company official responsible for serving as the VP of IT’s 


primary liaison to the Company’s Information Owners and Information System 


Owners for compliance of the security program across the organization, including 


security compliance measures that apply to information security assets and 


activities. 


 


17. Sensitive Information is defined as any information that is protected against 


unwarranted disclosure including but not limited to PHI, ePHI or PII. Access to 


sensitive information should be safeguarded. Protection of sensitive information 


may be required for legal or ethical reasons, for issues pertaining to personal 


privacy, or for proprietary considerations. 


18. Subcontractor means a person to whom a business associate delegates a function, 


activity, or service, other than in the capacity of a Workforce Member of such 


business associate. 


19. Third Party Vendor is a separate individual or organization that provides a product 


or service (not supplied by Harris) to Harris or to a Harris end user with whom PHI, 


ePHI or other sensitive data is being shared. 


 


20. Unsecured PHI is PHI that is not secured through the use of a technology or 


methodology identified by the Secretary to render the PHI unusable, unreadable 
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and undecipherable to unauthorized users. 1   Unsecured Protected Health 


Information may be in written, oral, or electronic form. 


21. User means a person or entity with authorized access. 


22. Vice President of Information Technology (VP of IT) is the organization official 


responsible for ensuring the development, maintenance and implementation of an 


organization-wide information security program. 


 


23. Workforce Member means employees, volunteers, trainees, and other persons 


whose conduct, in the performance of work for a covered entity or business 


associate, is under the direct control of such covered entity or business associate, 


whether or not they are paid by the covered entity or business associate. 


 


24. Workstation means an electronic computing device, for example, a laptop or 


desktop computer, or any other device that performs similar functions, and 


electronic media stored in its immediate environment. 


 
 





		4. Data Incident means any suspected or actual impermissible use or disclosure, Security Incident, Breach of PHI, or breach of Personal Information as defined by state law.  Examples of Data Incidents include, but are not limited to: loss of service, ...

		20. Unsecured PHI is PHI that is not secured through the use of a technology or methodology identified by the Secretary to render the PHI unusable, unreadable and undecipherable to unauthorized users.   Unsecured Protected Health Information may be in...









