
Insufficient Login 

And Monitoring 


       OWASP top 10

OWASP API9:



How Hackers Exploit It

1

Imagine a system that has no alerts for failed login attempts.

An attacker will have a lot of time to attack the system with brute force attempts to log in the 

system, extract PII data relating to employees, suppliers, and customers, or wipe out internal source 

code—all without being noticed by security teams. 

Insufficient logging and monitoring is the tenth security vulnerability in OWASP's top ten security 

risks. Logs provide visibility into a company's actions, allowing it to troubleshoot, track events, detect 

incidents, and comply with regulatory requirements. Insufficient logging and monitoring can include 

a lack of vital log information, context, security, and timely response to notice an event or breach. 



Almost every major incident involves some degree of insufficient logging and monitoring. To 

achieve their objectives without being caught, attackers rely on a lack of monitoring and prompt 

response. According to an IBM breach report from 2020, it takes an average of 280 days to detect 

and contain a data breach. Logging and monitoring can help close that window.
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Why You Should Care
If an attacker exploits a flaw in an API's object-level authorization, they can obtain access to a user 

account with elevated privileges. Without a logging and monitoring system in place, this attacker 

might change the password and cause more chaos throughout the system, including the API and 

the infrastructure that supports it. Additionally, the source of the attack may be unknown, resulting 

in system compromise and subsequent attacks for months and even years.

Dictionary

Attack

Web Application Failed login
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Traditional Tools Will Not Protect You
Traditional security controls like WAFs and API Gateways cannot distinguish between legitimate 
API calls and hacking API calls, which makes them irrelevant solutions. They could, in theory, use 
pattern matching to identify sensitive data types, but they do not cover what data represents 
and have no understanding of API context. 



As threats become more complicated and sophisticated, these tools miss attacks that target the 
logic of APIs. An attacker can easily resend requests to extract sensitive data in the above 
example. With insufficient login and monitoring, the system will never know an attack is occurring.

How to Combat Insufficient Logging 
and Monitoring Threats
To protect your organization from insufficient login and monitoring, you first need to spot the 
problem. Unfortunately, the security teams remain unaware of the breach and leak for months or 
even years in most cases

 To capture and store audit log events, conduct a baseline of business logs, such as access 
logs, failed logins, suspicious or anomalous activity, network, endpoints, cloud, and so on

 Use effective monitoring and alerting to recognize any abnormal activity
 Disallow multiple failed login attempts for system authentication
 Verify that all login, access control, and server-side input validation errors log enough user 

context to identify suspicious or malicious behavio
 Improve threat detection and visibility by integrating SIEM (Security Information and Event 

Management) with SOC (Security Operation Center).



Proper log management will lead to a faster breach discovery and remediation, saving time, 
money, and reputation for the company.
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How Wib Can Help You
Wib is a full-lifecycle API security platform, defending against API security threats. The platform 
ensures comprehensive protection across the entire API software lifecycle from development to 
testing to production.



Wib utilizes state-of-the-art proprietary AI and ML to analyze millions of requests in real-time. It 
provides complete visibility of existing APIs, with actionable insights and comprehensive 
protection across the entire lifecycle. It learns your APIs inside and out and can provide complete 
visibility of your existing APIs, analyze their integrity, identify vulnerabilities, and detect attacks in 
real-time.



If you are building or using APIs in your applications (and you probably are), sign up for a demo to 
see Wib in action and learn more.

https://wib.com/demo
https://wib.com/demo

