
Existing Tools: 

Are They Enough?

    White Paper



Why API Security Is Important

Web Application Security vs. API Security

1

API security is the process of securing APIs from attacks. APIs are often widely documented or easily 
reverse-engineered because they are frequently available over public networks, accessible from 
anywhere). APIs also store sensitive data, resulting in a significantly increased attack surface with 
numerous points of entry into an organization’s network. 




Akamai has noted that API calls represent 83% of web traffic, the majority of the API traffic being for 
custom applications, resulting from the widespread adoption of cloud-native technologies and 
digital transformations. Postman, one of the most popular platforms for building and using APIs, has 
indicated dramatic usage increases in recent years, from less than half a million collections in 2016 
to over 46 million by 2021. [Postman]



Gartner has stated that “by 2022, API abuses will be the most frequent attack vector resulting in 
data breaches for enterprise web applications(link to the report)” (How to Build an Effective API 
Security Strategy). 



The rise of APIs has altered the security landscape so fundamentally that a new approach is 
needed. As a result, OWASP recently launched an API-specific list: the OWASP API Security Top 10 
vulnerabilities.


To understand why APIs are unique, we need to understand the difference between traditional and 
modern applications.



Traditional apps


There are many similarities between APIs and web applications, but there are also crucial 
differences. In traditional web applications, client-side action is rare. Instead, they rely on the server 
for all navigation, queries, and changes. Each new user action is translated into a new web request, 
resulting in a complete page reload in the end user’s browser. In addition, all of the data processing 
takes place on the server. As a result, the number of entry points into the company’s network 
architecture is limited, making it simple to secure by installing a web application firewall (WAF) in 
front of the application server.
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Modern apps



Modern web applications work differently. There are few dynamically created server-side page 
loads (if any), and many of them deliver a static HTML file that uses APIs to load the JavaScript 
libraries needed to start and execute the app. By relying heavily on web APIs, developers can 
create richer user experiences.

The most significant distinction is in the business logic or functionality. APIs, by definition, expose 
their capabilities to the outside world far more than apps do. 



Because of these differences, the traditional methods that once provided protection are no 
longer enough to protect from modern threats. Today’s security strategies must take into 
account not only the evolution of applications but also the evolution of attackers who now target 
the unique logic of applications and APIs. 
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WAF And API Gateway Vulnerabilities
WAF (Web Application Firewall)


By filtering and monitoring HTTP traffic between a web application and the Internet, a Web 
Application Firewall (WAF) helps secure online applications. It acts as a barrier between a web 
application and the Internet when deployed in front of it. It usually defends online applications 
against threats, including cross-site forgery, cross-site scripting (XSS), file inclusion, and SQL 
injection. A WAF operates through a set of rules, often called policies. These policies try to guard 
against application vulnerabilities by filtering out harmful communications.
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WAFs are commonly used to secure API platforms because they can prevent misuse and 
exploitation and help mitigate application-layer distributed denial of service (DDoS) attacks. In 
addition, WAFs use a list of regularly-patched signatures, strict signatures and SSL/TLS encryption 
to block injection attacks and prevent the interception of site traffic in “man in the middle” (MITM)  
attacks. A WAF might also scan API traffic for signature-based threat detection, looking for things 
like SQL injections and other injection attacks. 



However, with so many entry points often widespread across the network architecture, putting a 
firewall in front of a server is no longer enough to protect all entry points. In addition, a traditional 
WAF-based solution has no means to distinguish hacking API calls from legitimate API traffic. A 
WAF can detect some API attacks (such as injection, which is an application attack), but 
protecting APIs is limited due to the proxy architecture and limited rule sets.



Although WAF solutions have started to add API-based abuse protections and develop 
specialized policies by ingesting the API schema, these protections depend on having accurate 
schemas beforehand. However, schemas are not always available, and a WAF would overlook an 
API’s unique functionality. It may prevent technical manipulation, but it is of little value to a 
legitimate user attempting to access the resources of other users.



Moreover, APIs can evolve quickly, and WAFs are not built to handle this. WAFs require a lot of 
tuning and maintenance, and the variety and speed of APIs make it nearly impossible to keep up 
with them. A traditional security solution requires manual tuning and reconfiguration every time 
an API changes, which not only takes time and resources but can also be an error-prone 
procedure.

API Gateway
An API gateway sits in front of an API or a collection of microservices to assist with data and 
service requests and delivery. Its primary function is to provide a single point of entry and a 
consistent method for interactions between an organization’s apps, data, and services and 
internal and external consumers. 
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An API gateway serves as a reverse proxy, accepting all API calls, aggregating the numerous 
services required to fulfill them, and returning the appropriate result. As the primary enforcement 
point for API traffic, they enforce standards that regulate security features, including 
authentication, authorization, and traffic management. It functions like a gatekeeper who keeps 
the underlying data safe. 



API gateways are a pervasive approach for businesses to protect APIs. They allow you to control 
and analyze API usage. In addition, they frequently perform duties such as user authentication, 
rate limiting, and capturing statistics that are common across a system of API services. 



Policies are rules that help build and secure the underlying services and the API’s behavior. 
Various groups, such as traffic management or authentication/authorization, might be 
designated policies. A policy always has the same structure: at least one rule to check and a 
corresponding action to execute when the rule is triggered. 



The security features of a gateway are important parts of an overall API security strategy. Still, 
they do not protect against the main API threats, such as those listed in the OWASP API Security 
Top 10 (link to article). Even authenticated APIs are targeted by attackers using clever tactics to 
find and exploit vulnerabilities. API gateways’ traditional access controls, blocklists, and message 
filtering give only partial protection.



To protect APIs from attacks, gateways must analyze all API traffic to get the context needed to 
identify and stop attackers. Unfortunately, API gateways’ proxy architecture limits their ability to 
see the bigger picture; instead, they defend one transaction at a time. A platform, for example, 
cannot stop attacks in progress without deeper context and the ability to stitch together different 
activities from a single user.



With that said, it is worth remembering that while an API gateway and its regulations play a 
significant part in API security, they do not cover all potential threats, and they fall short of 
delivering continuous, adaptive security on their own. API security requires more than traffic policy 
management and coarse-grained enforcement. A more complete picture is crucial, including 
overall API design and other factors.
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Existing Tools Are Not Enough
API security needs targeted security that includes strategies and solutions to understand and 

mitigate the unique vulnerabilities and security risks of APIs.



Gartner also says that “protecting web APIs with general-purpose application security solutions 

alone continues to be ineffective. Each new API represents an additional and potentially unique 

attack vector into your systems.”

Protection of APIs in modern application environments requires effort at every stage of the 

lifecycle from development to testing to production to ensure protection and continuously 

improve security by removing vulnerabilities. No single team can solve the challenges of API 

security. Effective API security requires purpose-built tooling, automation, and collaboration 

between security and IT teams. 

OWASP API Security 
Top 10 threats WAFs API Gateways

Broken object Level Authorization

Broken authentication

Excessive Data Exposure

Lack of Resources & Rate Limiting

Security Misconfiguration

Broken Function Level Athorization

Injection

Mass Assignment

Improper Assets Management

Insufficent Logging & Monitoring
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To Sum Up
While WAFs and API gateways are critical components of a business technology platform, they 

cannot build context or correlate activity, making them unable to detect all types of API attacks. 

Instead, they must be combined with modern API security solutions to detect API 

misconfigurations and prevent API cyber-attacks.



Attackers recognize that APIs are often the weakest link in an organization’s application security 

chain, especially since traditional tooling such as WAFs and API gateways cannot protect against 

API attacks. As a result, organizations that believe they have “got it covered” while these older 

technologies expose their companies to unnecessary risk.



API security is a process, not a stand-alone product. It takes a holistic approach to mitigate 

threats throughout the API lifecycle. Process is crucial when it comes to API security. The Wib 

platform is the only API Security solution that provides a suite of integrated tools to secure your 

entire API lifecycle through Development, Testing, and Production. 



Wib’s solution comprises four elements, each of which fits a specific stage of the software 

lifecycle. Each module can stand alone, providing the best possible protection for each stage. 

Using the entire suite keeps teams in sync and delivers ongoing improvement to an 

organization’s security and efficiency.

Protecting Your APIs
The best way to protect APIs is to secure them across their entire lifecycle in a holistic and 

integrative manner. Therefore, you need an API Security solution that provides a suite of 

integrated tools to secure your entire API lifecycle. 



Since APIs are constantly created and updated, it is essential to consider a feedback loop 

between these three stages to connect security and development teams and enable a model of 

continuous improvement for security.



Security teams must be aware of new and changed APIs to ensure an accurate view of the 

attack surface. Additionally, developers and QA teams must eliminate gaps identified at runtime 

to ensure that attackers cannot exploit these potential


vulnerabilities in the future. Finally, runtime insights can provide valuable feedback to developers 

to aid in the remediation of these vulnerabilities.



Protecting and covering all API software development lifecycles is the only method to secure your 

API from all points. You will obtain complete visibility of existing APIs, an analysis of their integrity, 

vulnerability identification, and real-time attack detection if you have full lifecycle protection.
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