
Reflexion AI leverages Axiom for continuous assessment for ISO27001 
and SOC2 Type 1 standards and DevSecOps Implementation 

Challenges 

Reflexion AI would like to achieve ISO27001 and SOC2 
Type 2 due to increasing privacy concerns over Audio/
Video content. Reflexion doesn't have a CISO or 
expertise to take the Cybersecurity roadmap. 



Solution 

Axiom worked with Reflexion on continuous 
assessments, implementation of controls required for 
ISO27001 and SOC2 Type 1, and implement 
DevSecOps 
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About Reflexion.ai

Sciffer Analytics is a Singapore based 
startup that has created Reflexion.ai,  
an all-in-one platform for 
broadcasters and media companies 
to collaborate on content, extract 
metadata and storyboard.




Outcomes & Results�
� Implemented DevSecOps pipeline within 15 days.�
� Through continuous penetration testings, 

identified and fixed over 100 vulnerabilities before 
going to production.�

� Implemented over 200 controls required for 
ISO27001 and SOC2. 



AWS Tools Used�
� AWS CodeBuild�
� AWS Security Hub�
� Amazon Inspector�
� Amazon GuardDuty�
� AWS KMS�
� AWS CloudTrail�
� AWS WAF�
� Amazon S3�
� AWS Lambda�
� Amazon Simple Notification Service�
� Amazon EventBridge�
� Amazon Kinesis Data Firehose�
� Amazon Macie 


