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Windows 10 Drive Mapping

Mapping an Uplevel Shared Storage Drive to a local host allows for customers to directly edit and
add files onto their computers that are saved on the gateway. This means easily transferring files
within the business without the need for a jump drive or over the internet. This can easily be done
by logging into the Uplevel Portal and copying your File Share Path from the Storage section
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Note: These instructions are for a Non-Domain Services environment. If using the Uplevel DC,
drive mapping is automatically done with GPOs on login.

Continued on the next page...

Mapping Shared Drives in Windows 10:


https://portal.uplevelsystems.com/login
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1.  Open Windows Explorer and proceed to the network tab on the panel to the left:
2. Right click on Network and choose Map Network Drive:

Open in new window

Pin to Quick access

Propeties

3. Add your File Share Path, Check Reconnect at Login, and Connect using different

credentials:

QJ Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: ¥: -
Folder: hd Browse...

Example: Viserverishare

[ Reconnect at sign-in @
Connect using different credentials %
Connect to a Web site that you can use to store your documents and pictures.
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4. Use the username guest with the password anonymous:

Windows Security

Enter network credentials

Enter your credentials to connect to: dogfood

guest

Domain:

» Remember my credentials

Cancel

Troubleshooting

If you are using Windows Hello Auth (PIN, Fingerprint, or Face) or AzureAD to login to Windows,
you will need to use guest@local as the username to map to the Uplevel Storage.

* Windows Security
Q@ Map Network Drive 5
Enter network credentials
What network folder would you like to map?
Specify the drive letter for the connection and the folder that you want to connect to: Enter Y credentials to connect to: d'jngOd
Drive: v v guest@local 1
Folder: || Browse..

Example: Viserver\share

[ Reconnect at sign-in

[ Connect using different credentials w Domain: local
Connect to a Web site that you can use to store your documents and pictures.

5/ Remember my credentials 2
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If you are receiving an error when mapping drives like the images below, you will need to
enable “AllowlnsecureGuestAuth” in the Windows Registry.
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You can't access this shared folder because your organization's security policies block
unauthenticated guest access. These policies help protect your PC from unsafe or malicious
devices on the network.
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Windows cannot access \\192.168.112.10

Check the spelling of the name. Otherwise, there might be a problem with your network. To
try to identify and resolve network problems, click Diagnose.
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1. Open PowerShell as an Administrator:

Al Apps Documents Web More v
Best match
g Windows PowerShell g
App
Apps .
Windows PowerShell

Windows PowerShell ISE > App
Windows PowerShell (x86) >
Windows PowerShell ISE (x86) > = Open
Developer PowerShell for VS 2019 > 23 Run as Administrator q
settings B Run ise as Administrater
Tt PowerShell Developer Settings > B windows powershell SE
TF Allow local PowerShell scripts to run 5 ~

without signing
B Replace Command Prompt with >

Windows PowerShell in the Win + X
Search the web
O powershell - See web resuits >

O powershell

2. Paste the code below to add the AlowinsecureGuestauth key to the Windows Registry:

Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters" -Name
"AllowInsecureGuestAuth" -Type DWord -Value

3. Check that the Dword was added to the Windows Registry:

Get-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters" -Name

"AllowInsecureGuestAuth"
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4. Enable SMB 1.0/CIFS File Sharing Support in PowerShell:

Enable-WindowsOptionalFeature -Online -FeatureName smblprotocol

5. Restart Windows for the changes to take effect and complete the mapping
process from above.



