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Enable Client VPN in the Uplevel Portal


https://portal.uplevelsystems.com/

upléve Configure VPN on Unbox: Step 1

SYSTEMS

uplei;3| Michael Rathon - Sergey Office

SYSTEMS

€ To Dashboard Enable VPN

Connection Info: Cloud Hub VPN

@ Overview veN Hub server 1P: [ NEG_
Protocols: L2TP/IPsec with pre-shared key (PSK), S5TP, S5L
E] Devices Pre-Shared Key for L2TP: [

Root certificate for SSTP: Download here

Primary Site: #
DNS settings taken from primary site if selected.

Use native VPN clients for L2TP, Windows 10 clients for SSTP, SoftEther VPN client for SSL.

a VPN Connection Info: Direct Site Remote Access

Select a primary site above to determine if direct remote-access VPN is possible.

& Storage

- Users
[ Ethernet Click here to add a VPN user...
U Firewa

(& Site Settings
Click to add users



upléve Configure VPN on Unbox: Step 2
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upI'e'V'e" Michael Rathon - Sergey Office

SYSTEMS

e Username
 Password
e Security Group (VLAN)

¥ Enable VPN

@ Overview Connection Information

- Shared Key: N

Users

sergey-test

¥ Enable this user
Ethernet

User Name Password Member of

U Firewall Boss_Remote_Access ed4dw2j20 @ 4 Boss v

(& Site Settings
: Cancel Save




SoftEther Client Configuration
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R Installing SoftEther
1. Download SoftEther VPN Client

— 2. Double click the installer file
3. Choose Next

! SoftEther VPN Setup Wizard (Version 4.29.9680)

X
Welcome to the SoftEther VPN Setup Wizard &
<D

Extremely Powerful Open-Source VPN Software.
3

SoftEther VPN is freeware developed at University of Tsukuba, Japan. High-performance VPN
with the ultimate compatibilities to many devices. Windows, Mac, smartphones, tablets (iPhone,
iPad, Android, Windows RT) and Cisco or other VPN routers are supported. SoftEther VPN also
accepts OpenVPN and MS-SSTP VPN clients.

SoftEther VPN
LSS VIN  Usien VISl L LIP L Ether 1P LS SSTH L L2 TP
i L | 1] | T

‘[gkgij‘g‘:h!“mj/3



https://github.com/SoftEtherVPN/SoftEtherVPN_Stable/releases/download/v4.38-9760-rtm/softether-vpnclient-v4.38-9760-rtm-2021.08.17-windows-x86_x64-intel.exe

uplave SoftEther Client Configuration

SYSTEMS

:E'_1 SoftEther VPM Setup Wizard (Version 4.29.9680)

Installing SoftEther
4. Choose SoftEther VPN Client

Select Software Components to Install

G

2%, SoftEther VPN Client
0 SoftEther VPN Client Manager (Admin Tools Only)

5. Choose Next
6. Agree to the EULA
7. Choose Next

N

About SoftEther VPN Client

:E'_’l SoftEther VPN Setup Wizard (Version 4.29.9680)

®@  install it on VPN client comuters. 4 VPN client computer will be able to connect to the central
29 o server. The management tools will be also installed. End User License Agreement

/ Please read the End User License Agreement carefully.

< Back Cancel Copyright (c) all contributors on SoftEther VPN project in GitHub. W
Copyright (c) Daiyuu Nobori, SoftEther Project at University of Tsukuba, and

SoftEther Corporation.

Licensed under the Apache License, Version 2.0 (the "License™);
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0 v

i agree to the End User License Agreement.

AN /

N
6 < Back cancel

7
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B SoftEther VPN Setup Wizard (Version 4.29.9650) 8. Choose the install directory
Directory to Installon 8 9. Choose Next
10. Choose Next to install
11. Choose Start SoftEther VPN Client Manager
12. Choose Finish

(1)
[®®  Please specfy the directory to install SoftEther VPN Client

@ C:\Program Files\SoftEther VPN Client

O Specify the Directory

gl s

Setup Finished

O

DAdvanced Install Options for Experts

(T) The setup process of SoftEther VPN Client has completed successfully,
()

< Back Cancel Start the SoftEther VEN Client Manager.

'\ \'\11

9 ) softEther VPN is a work of the research and development project of Japanese
-~ Government, subsidized by Ministry of Economy, Trade and Industry of Japan,
administrated by Information Promotion Agency.

< Back Cancel
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B o e L Adding a VPN Adaptor

VPN Connection Setting Name Status VPN Setver Hostname Virtual Hub Vi

RS 13. Answer Yes to add a VPN Adapter
14. Name the Adapter: VPN or VPN2 — VPN127
15. Click OK

SofiEther VPN Client Manager

0 Before you can create a new VPN Connection Setting you need to

create a Virtusl Network Adapter on Softk —
< | Do you want 10 create a Vietual Network Adapter! l > Connect Edit View Virtual Adapter Smart Card Tools Help
Virtual Network Ad \ e Create New Virtual Network Adapter X ne Virtual Hub Vir
No A new Virtual Network Adapter will be created on the system.
. You can specify a name for the Virtual Network Adapter, which can be a
\ 13 maximum of 31 alphanumeric characters.
I
Virtual Network Adapter Name: | VPNl < . 14
$ 2 The name of a Virtual Network Adapter must be 'VPN' or 'VPN2' to 'VPN127".
SottEther VPN Client Manager & Not Comnected 22 SoftEther VPN Client Busid 9680 (Maximum 127 adapters can be created.)
15 =
< >
Virtual Network Adapter Name Status MAC Address Ve
< >

SoftEther VPN Client Manager @ Not Connected &5 SoftEther VPN Client Build 9680
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§&4 SoftEther VPN Client Manager

Connect Edit View Virtual Adapter Smart Card Tools Help

VPN Connection Setting Name Status VPN Server Hostname Virtual Hub Virtual Network Ad.,.,

) Add VPN Connection < 2136 C f. °

keh covercress offline 34, 1104 (Direct TCP/IP Connectio,., Boss VPN o n I g u rI n g t e
Lked DogFood Offline 54.191.105.99 (Direct TCP/IP Connecti.. DEFAULT VPN

L Fureste Offline 3.137.12.23 (Direct TCR/IP Connection) SUBNET219 VPN

@ SimplyToves Offine 54149194204 (Direct TCP/P Connect.. DEFALLT VPN 16. Choose Add VPN Connection
17. Set IP Address from Uplevel Ul
Properties of DogFood
% Please configure the VPN Connection Setting for VPN Server, Virtual Network Adapter to Use! 18 Set PO rt to 443

VPN Client Adapter - VPN

mstig Nime | Cegfoed 19. Choose VLAN - Default is the Employees

Destination VPN Server;

Specify the host name or IP address, and the port VLAN. Please Choose BOSS if you are

e number and the Virtual Hub on the destination VPN

‘ > configuring a Boss Group member.

Host Name; - i 17
_— bl @ 1 User Authentication Setting: 20. Set User Name and Password

%& Set the user authentication information that is required when

Port Number:

DEFAULT connecting to the VPN Server,

8 21. Ch (@)
DEFAULT 4 Auth Type: | Standard Password Authentication v | . Oose K
Proxy Server as Rels AT 19

User1 ben
You can co User Name; 1 en b
B User2 4 2

Password: l sescccee 4 |

virtual Hub Name;

User3
You can change the user's password on the VPN Server,

Proxy Type: |User4 v
(:-) Connect via HTTP Proxy Server Chang- Password
(O connect via SOCKS Proxy Server

Proxy Setver Settihy Advanced Setting of Communication:

A

) 11 . <
.‘;;’. |7| Reconnects Automatically After Disconnected

Server Certificate Verification Option: v |
Recont count
mA'way; Verify Server Certificate Reconnect Interval: 15| seconds
Manage Trusted CA Certificate List [«] Infinite Reconnects (Keep VPN Always Online)
SsL30( i
specify Individual Cert Show Individusl Gert [Juse sst3.0 () Advanced Settings

A “
|| Hide Status and Errors Screens || Hide 1P Address Screens i < 421
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Success!

! Virtual Network Adapter "VPN" Status

m The WPMN Connection is Established.

Your assigned IP address is 192.168.12.1289.

Close
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oftEther VPN Client Manager S Oft Et h er O pt i ons

Connect Edit View Virtual Adapter Smart Card Tools Help
VPN Connection Setting Name Status VPN Server Hostname Virtual Hub Wirt
1. Send a shortcut to the Desktop
Eacrow195% e 4492094 227 (Direct TCP/IP Connecti.. DEFAULT VPP °
EsHoku Connect 12542 (Direct TCP/IP Connecti.. DEFAULT VPP °
2. Set SoftEther t tomaticall
. Set So er to automatically
L]
connect when Windows starts
Recent VPN Servers... >
New VPN Connection Setting... 1
Copy L —
< Create VPN Connection Shortcut... >
Virtual Netw Export VPN Connection Setting... tus MAC Address Ver
== \/PN Clier |mpo|-t VPN Connection Se‘l—tingm abled SE-4B-5F-40-03-39 42!
Set as Startup Connection _ 2
Remove Startup Connection N’
Rename
Delete
< Properties... >
SoftEther VPN Client Manager k@ Not Connected 2% SoftEther VPN Client Build 9680




L2TP Configuration for Windows 10



upléve Windows 10 Native VPN Client Setup
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O\

-

D @ Filters ~\v

Best match

oz_) Change virtual private networks (VPN)

System settings
Search suggestio .
U

£ vpn - See web resu

Folders

Documents
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Settings — O X

82 Home VPN

Find a setting ‘ ‘ VPN

Add a VPN connection
Network & Internet ‘+‘

B Status
Advanced Option

7  Wi-Fi
Allow VPN over metered netwo

“  Dial-up @ o
Allow VPN while roaming

@ on

| = ven

%=  Airplane mode

Related settings
@) Mobile hotspot

Change adapter options
(& Data usage _ '
Change advanced sharing options

@ Proxy Network and Sharing Center

Windows Firewall
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Settings

Add a VPN connection

Bve VPN provider
UP!?“,’S! Michael Rathon - Sergey Office .

“ Enable VPN

4

Connection Information

Connection name
server: I
shared xoy | Remote Boss

Users 6

Server name or address

sergey-test

¢ Enable this user
User Name Password

Boss Remate Access edawl|2e - Bosws VPN type

Pre-shared key

Cancel
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Settings

Add a VPN connection

llﬁ"g\:::’e,:" Michael Rathon - Sergey Office Pre-shared key

¢ Enable VPN
Connection Information

Server: 35,166
Shared Key: vpn-c677

Type of sign-in info

Users

sergey-test 3
User name (optional)

¢ Enable this user
User Name 8 Password

Boss Remate Access

Password (optional)

v
Add @Boss to UserName to
identify security Group in SMB
Network £ahcel
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up

Settings

5 Home

’ Find a setting

Network & Internet

B status

7% Wi-Fi

%  Dial-up
| = ven

%= Airplane mode
) Mobile hotspot
(& Data usage

® Proxy

VPN

VPN

Add a VPN connection
+

Advanced Options

Allow VPN over metered networks

@ on

Allow VPN while roaming

@ on

Related settings

Change adapter options — 1‘
Change advanced sharing options

Network and Sharing Center

Windows Firewall

Enable CHAPv2

10. Change Adapter Settings

11. Choose Properties

12. Choose Security Tab

13. Allow these Protocols — CHAP & MS-CHAP-V2

LA Netaotk Connechons

T % =« Network andd Inter Netwrk Connections v O T I v wction o
Urganeze ~ Start ths cannection Rename this connection Oislete this connection - - - El o
- Ethernet 10 o Ethernet 5 ; Ethernet 8
.-t\' Qz S
o tusficn Hoa thernar &£ N Loopback Adapte « o

- Ethernet 9 Hok npeva

~ Upievel Boss VLAN - Uplevel Dog Food - Employees 2 Uplevel VPN
L B T = el P
B WAN Manlpe T 'Y Connect / Disconnect WAN M
.‘ VPN - VPN Client ¥! ) e
X & i e A S#1 as Default Connection Generl  Options ’3'-'Ct&"&' Netwotking  Sharieg
| .4
Craate Copy Type of VPN
Layer 2 Turnaling Protocol win Psac (L2TEAPsec)
Craate Shortcut
Advanced setngs
G Delese Data smciyphon
9 Rename Optoeal encryphon {comect even f no encrypton) »

11 ﬁ @ Properves :

Authentcaton

() Uns Extunpbie Autwatic abion Protocal (EAP)

@) Mlow these protocols

11 items 1 item sedected

[ Usencrypted password (PAP)

[F)Chatenge Hancahake Aumamcaton Protocol (CHAP)
1 3 ' FiMicroso CHAP Version 2 (MS-CHAP v
[ ] Astomatcally wse vy Windows logon same and
password (and doman. ¢ any)

e




upléve Enabling Split Tunneling
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| General | Options | Securty | Networking | Sfpmumem 14

This connection uses the following tems:

i Intemet Protocol Version & (TCP/IPvE)

o e e e L ;s 1.H ighlight Internet Protocol Version 4
8| File and Printer Sharing for Microsoft Networks (TC P/I PV4)

& Client for Microsoft Networks
16. Click Properties
16 17. Click Advanced

@osal.. | | & Uinsial | [ Propeties 18. Deselect the box for "Use default gateway

14. Choose Networking

mot t k"
Internet Protocod Version & (TCP/IPvE) Properties x 0 n re 0 e n e Wo r
General

You can get Pv6 semings assigned automaticaly if your network supports ths capabiley. Otherwise, you H

need o ask your network admmistrator for the appropnate IPvE sattings I FI SEﬂIngE D NS w' NS

@ Obtain an IPV6 3ddress automaticaly This checkbox only applies when you are connected to a local
() Use e following Pv6 address network and a dial-up network simultaneously. When checked, data

that cannot be sent on the local netwaork is forwarded to the dialup
@ Obain DNS server address auomancally 18\
(O Use te following DNS sarver addresses:

netwoark.
17 Disable class based route addition




upléve Windows 10 VPN Client Setup
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Settings - O X
83 Home VPN
Find a setting o VPN
Add a VPN connection
Network & Internet o=
& status Remote Boss
% Wi-Fi \
19
@ Dial-up Advanced Options
l o2 VPN Allow VPN over metered networks

@ on
%=  Airplane mode

Allow VPN while roaming
€% Mobile hotspot 0 On

D
@ Data usage Related settings

& Proxy Change adapter options

Change advanced sharing options
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Settings a 2 &
8 Home VPN
Find a setting o VPN
Add a VPN I
Network & Internet + LB VPN cenecton
& Status Remote Boss
@ Wi-Fi
Advanced options Remove
< Dial-up
% VPN i 20
l Advanced Options

e Airplane mode Allow VPN over metered networks

B @ o

Mobile hotspot

Allow VPN while roaming

D
Dat
o ipmm @ o

@ Proxy
Related settings

Change adapter options
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Settings — O X
£ Home VPN
Find a setting 1 VPN
Add a VPN ti
Network & Internet + ? somesEen SUCCESS!
D status OK) Remote Boss
Connected
@ Wi-Fi
: Advanced options Disconnect
“ Dial-up
| = ven

Advanced Options

g Airplane mode Allow VPN over metered networks

O
) Mobile hotspot @ on

Allow VPN while roaming
B Data usage Q on

@ Proxy
Related settings

Change adapter options




L2TP Configuration for OSX
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@ Finder File Edit View Go Window Help

e

a *,' s %'Q"L":—t

' -ﬂl '7‘_\1 - .

HOWQWBOW\m
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i

® oD S5 System Preferences Q | %]
m S e = AN ‘
S 2 B E g a O
! General Desktop & Dock Mission Language Security Spotlight Notifications
Screen Saver Control & Region & Privacy

& By ¢ 2

et
CDs & DVDs Displays Energy Keyboard Mouse Trackpad Printersg ound
Saver ers
s © o J &
iCloud Internet Extensions Network Bluetooth Sharing

Accounts

@ ¢ & B 0 @

1 8

®

Users & Parenial App Store Dictation Date & Time Startup Time Accessibility
Groups Controls & Speech Disk Machine
Profiles

Flash Player Java




upléve macOS Native VPN Client Setup
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o < HH Network Q,
Location: Location 7(2/24/1 7, 11:10 AM) E
o T
® - Status: Connected ~ Turn Wi-Fi Off
o Wi-Fi is connected to Google Starbucks and
@ Ethernet (oo has the IP address*
Not Connected s i
(] Fir?YVare it . Network Name: ‘Google Starbucks ﬁ i
: 1
@ Bluetooth PAN 9 Automatically join this network
Not Connected
Ask to join new networks
- Thund...It Bridge Known networks will be joined automatically. If
Not Connected N/ no Known networks are available, you will have

to manually select a network.

802.1X: Wi-Fi (StuWireless) Connect

Show Wi-Fi status in menu bar Advanced... ?

Ass_ist me...
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Network i Network
Select the interface and enter a name for the new service. Select the interface and enter a name for the new service.

Interface:_, Thunderbolt Bridge 0 | Interface v Thunderbolt Bridge i

S S ‘ Thunderbolt 1 e )i-Fi (
{i-Fi O Service Name  Bluyetooth PAN J &

rbucksat Wi-Fi e

nected FireWire '

Ethernet

® ey T Bluetooth DUN r

>th PAN 9 s network
- . . an Bl n misiAmm » . neciea ,rks

..It Bridge ~/ e SSSS— T, TV
scted N7 no known networks are available, you w
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Network

Select the interface and enter a name for the new service.

Interface: VPN ﬁ
VPN Type: [L2TP0Ver IPSEC M [  /i-Fi Off

: rbucks and
\met rod Service Name: Uplevel VPN Connction
sonnected S—
Vire p
onnected & )
tooth PAN Y Automatically join this network
onnected

Ask to join new networks

'd...It Bridge Known networks will be joined automatically.
sonnected N no known networks are available, you will hav

to manually select a network.
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[ ocaihort (Dev MacBook Bro) - C Yiever = = - o x
@  System Prefersnces Ect View Window Help (] - = (D Fi1230PM Administrator Q. (=

L < - Network

Location:  Automatic

oo Status: Not Configured
¥ Enable VPN o WFi =
Connection Information o Fireitiire Ooniumliont | Outauh B
e Sorver Acdress! A ka1 T A U Info.past
Server: i o W = : > S R
Shared Key g Nt G N Authentication Settings

Connect

Users

sergey-test
Show VPN sistus in manu bar

¥ Enable this user Assist me..

User Name

" etk
b 4 " W

-
-~

’

i

::,'.' < y f
o

' 9000 e BIRO c%O®ATT my



upléve macOS Native VPN Client Setup

SYSTEMS

Michael Rathon - Sergey Office

User Authentication:

opassword: ssscscsece

“ Enable VPN 'F' _r RSA SecurlD
Connection Information B _ Certificate
. 1ernet -
- server: I Cong Kerberos
- shared Key: I - CryptoCard

Users

Machine Authentication:

sergey-test i
OShared Secret ssssesee E
' = 3o0ss
¢ Enable this user Certificate F
User Name Password Member of g
® o Boss ‘ — F
! Group Name: Default
Cancel (Optional)
Cancel
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® < HH Network Q
Location: = Automatic B
5 Ethernet 2N
Connected N7 Status: Not Connected
L =
Connected -
] Fu{rve\err‘e . J Configuration: Default B
@ Bluetooth PAN 9 Server Address: 44.241.75.209
Not Connected
Account Name: uplevelsystems
VPN (L2TP
Not Connected AN\Y Authentication Settings...
(M) Connect
ey o P Show VPN status in menu bar Advanced... ?

O
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® O < HHH Network Q

(o]

Location: ‘Automatic

Ethernet 2N
Connected N )
@ Wi-Fi =
Connected -
® (L _
FireWire
Not Connected -
e: uplevelsystems
Bluetooth PAN @
Not Connected Authentication Settings...
VPN (L2TP) ) Disconnect
Not Connected N\ ———————————
Success
=~ Show VPN status in menu bar ~Advanced... ?

Assist me...
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macOS Native VPN Client Setup

Network

Location: Automatic

Wi-Fi P

Connected .

Bluetooth PAN @

Not Connected

FT231X...B UART

Not Configured

iPhone USB .

Not Connected

Oregon Office

Not Connected N\
Support

Not Connected |\
Home VPN

Not Connected |\

Status

Configuration:

: Not Connected

Default e

Server Address:

Account Name:

Show VPN status

Robin

Authentication Settings...

Connect

in menu bar

Revert /pply
4

Enable Split Tunneling

1. Select Advanced

2. De-select "Send all traffic over VPN
connection”

Select OK

4. Select Apply

w

Network

“\\ Oregon Office

m TCP/lP DNS  Proxies

, Session Options:
Disconnect when switching user accounts

Disconnect when user logs out

Send all traffic over VPN connection

Advanced Options:
{ Use verbose loaging

| 3

Cancel



L2TP Configuration for iPhone
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eeese = . 00000 ATRT 7T 7:47 AM 7 1 90% .
Settings
Airplane Mode
Messages  Calendar Photos Camera
> Yy =  Wi-Fi MoritzCustomers
Bluetooth On
Weather Clock Videos
| = U Cellular
- -9 o .
Notes Reminders  Stocks B§ Notifications

Control Center

@u

. oo

Do Not Disturb
iTunes Store App Store iBooks - News 1 2
E)} General
Health Settmgs ;' Z . .
e s Display & Brightness
t Wallpaper
* Sounds
Phone Safari -
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v = > b % »
eeee0 ATRT 7:47 AM 7 4 90% . eeeec ATAT & 247 AM 1% 90% mm

< Settings General < General VPN

Restrictions Off

Add VPN Configuration...
Date & Time \

Keyboard

4

Language & Region

Dictionary

iTunes Wi-Fi Sync

3
VPN Not Connected /

Regulatory

Reset




upléve IPhone i0OS VPN Client Setup
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00000 ATAT = 7:47 AM 1 1 90% . eeee0 ATRT = 7:47 AM 7 5 90% .

Cancel Add Configuration £ Add Configuration Type

5
Type KEV2 > o™ IKEv2

IPSec 6
Description L2TP = /
Server
Remote ID
Local ID

AUTHENTICATION

User Authentication Username

Username

Password

PROXY

Off Manual Auto
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e0000 ATET = 7:46 AM 7§ 90% .
e Cancel Sergey
Michael Rathon - Sergey Office \
Type L2TP 7

Enable VPN

Connection Information

sewen\oesc”pﬁon Sergey
Shared K
- server N

Users

Account sergey

RSA SecuriD

Enable this user

User Name Password

Password e0c0cccc0e

sergey
Secret TYTYYYY )
Member of :
Employees s Send All Traffic L

Delete PROXY

Off Manual Auto ’




upléve IPhone 10S VPN Client Connected
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000000 AT&T = PN 7:46 AM 7 ¥ 90% .

VPN

VPN CONFIGURATIONS

Status

SUCCESS! . Sergey \s

Add VPN Configuration...



L2TP Configuration for Android
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SYSTEMS

5:08 em mon sune 12 T v
3

Auto Bluetooth
rotate

= Q

Wi-F Location
aberiail

¥ —e

Outdoors

usiness plan presentation to Dario
5-6PM
https://www.gotomeeting.com/join/241670557

EMAIL GUESTS

oD Twitter 506 PM
1 o @nojitter and 1 others just shared "No Jitter. 1
Scan Complete 4:51 PM

ES File Explorer is safe

Business plan presentation to Dario
5:00 PM, hittps//www.gotomeeting.com/join/2

° 12 applications updated 4:40 PM

T-Mobile, Twitter, Asana; organize team project

NOTIFICATION SETTINGS

Android VPN Client Setup

DvEIone R T 494%0509PM
Settings SEARCH
EDIT
-~ ;-1
() ) ([&)
Sounds and Display Wallpaper
vibrations
( . )
Themes Lock screen and Battery
security

Wi-Fi

Bluetooth

Airplane mode

Mobile HotSpot gnd Tethering
Data usage

Mobile network

0000

2. Scroll Up

SR T 04% M 509 PM

SEARCH

Bluetooth

Airplane mode

Mobile HotSpot and Tethering
Data usage

Mobile networks

NFC and payment

More connection settings

Smart

Applications

©O000B0OO0COO

Sounds and vibrations

|
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[ AP =R SR T 4 04% 0 5009 PM SR T 4 04% 0 509 PM FR T o 93% M 513 PM

€ More connection settings ADDVPN  MORE

Add VPN
Nearby device scanning

off Name

Employee VPN
Printing

Type
VPN L2TP/IPSec PSK
Set up and manage Virtual Private Networks
(VPNs)

Server address

Wi-Fi Calling

Cellular Preferred Is your Connection Preference

CANCEL

1§2)3j4)s5le6l7]8]s]o0

qwertyuio‘p
alsldlflalhlilk]i

®lzlx]lcivibinimje

Sym "‘ ) English{US) . Next
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Android VPN Client Setup

Michael Rathon - Sergey Office

Enable VPN

Connection Information

Server: I
Shared Key: -

Users

Enable this user

User Name

sergey

Member of

Employees

Delete

L L

Password

Cancel

~u
L=

$RI N 98% N 5:40 PM

Add VPN

Server address

L2TP secret

IPSec identifier

CANCEL

| W ok >
11213140516l 7218lslo

alwlelrliTlYlulilole
AlsiplrlclulalklL

T | Z XICIVIBINIM| &1

Sym \!,. , English{US) . Next
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R T .497%0 532 PM

Michael Rathon - Sergey Office

Add VPN
Enable VPN |P5§c identitier

Connection Information

IPsec pre-shared key

Server: NG
8

Sh d Key: —
ared Key - .| Show advanced options

Users

CANCEL SAVE

1234 123411 123409a >
1121314fslelz18lol0

Enable this user

User Name Password
cergey ® qiwielrjtiylujijolp
Member of ajlsjdlflglihljlkll
Employees v Tlzixlcivibinimjies

Delete Cancel Sym & English(LS) . Done
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ST 4 93% 0513 PM
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Michael Rathon - Sergey Office

fllEsvadoney R T 497%0 532 PM

Enable VPN

Connect to Employee VPN
Connection Information Username
sergey
Server: I
Shared I(Ejll':- Password
Users

IZ Save account information

10 CANCEL CONNECT
Enable this user

User Name Password RRRBREETBBEBTBDBDBEBBEBSSSSSS
1021334151687 4:849}30
SErgE'_-," T G 3
qiwiejrjtiylujijolp
Member of }
Employees a ajlsjidlflglhlijilkl|
T lzixleclvibinimjies
Delete

Cancel

Sym Q , English{US) . Done




upléve Android VPN Client Success!
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SRIT 4 93%05158M BvEs-9mp SR T 4 93%M5158M

ADDVPN  MORE < VPN ADDVPN  MORE

Employee VPN Employee VPN

Connecting Connected




SSTP MFA VPN
Certificate-based MFA Remote Access VPN



Download the Certificate

im] D Configuration ®x 4+

]

) & portal.uplevelsystems.com

uplié\;gl Uplevel Office-" w0
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€ To Dashboard Enable VPN

Connection Info: Cloud Hub VPN

VPN Hub Server IP

Protocols: L2TP/IPsec with pre-shared key (PSK), S5TP, 55L

Pre-Shared Key for L2TP:

Root certificate for SSTP: Download here ﬂ
= Wi-F

Primary Site: " 24

DNS settings taken from primary site if selected.

- Use native VPN clients for L2TP, Windows 10 clients for S5TP, SoftEther VPN client for S5L.

Connection Info: Direct Site Remote Access

8 Storage
Direct remote VPN is not possible to the primary site, as it does not have a public IP address on its WAN (Internet) port. Recommend placing the ISP modem into bridge mode.
Ethernet
' Users
& Direc
@
. VolP & QoS
@
U Firewall
@
IP & DNS .
v @
@
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Download the Certificate

: Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder

yDownloadshul-cert]

Browse...

Show extracted files when complete

H Bopect | [ Cancel
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All  Apps Documents Web More ¥

Best match

Control Panel _ o5
App — ]
Apps

Control Panel

51 Settings > App
Settings
E3d System > = Open
B2 Taskbar notification area > N
@ Seeif you have a 32-bit or 64-bit 5 Recent
version of Windows e y
v Internet Options

Search the web

&

Power Options
L control panel - See web resuits

'
5

Devices and Printers

£ control panel windows 10 > # Windows Defender Firewall
£ control panel open > B4 system
L control panel settings > ¥ Backup and Restore (Windows 7)
3 BitLocker Drive E ti
£ control panel windows > e gitLocker Drive Encryption
“* Network and Sharing Center
£ control panel|
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[ Controi Panel = 0
¢ ~ ’T‘ > Control Panel v O |}E’Eer"l Control Panel P
Adjust your computer's settings View by: Category ~

System and Security

Review your computer’s status

User Accounts
GChange account type

»

Save backup copies of your files with File History

f p - L . o
Backup and Restore (Windows 7) a=aa Appearance and Personalization
Find and fix problems Chanae the theme

Network and Internet
View network status and tasks

Clock, Language, and Region
Add a language

Choose homegroup and sharing options Change input methods

/ Hardware and Sound Change date, time, or number formats
Al

~-
3
ﬂ View devices and printers Ease of Access
Add a device @

Let Windows suggest settings

e n | 1 113 att . A g . aa
Adjust commonly used mobility settings Optimize visual display

>~ Programs
[‘] Uninstall a program




upléve Installing Certificate

SYSTEMS
W Network and Internet - O X
- v M & > Control Panel > Network and Internet v O Search Control Pane pe)

Control Panel Home -
AN Network and Sharing Center

)
- View work statu as -onne etwork /lew )k computers and devices
System and Security iew network status and tasks Connect to a network View network computers and devices

® Network and Internet .‘ HomeG roup
Hardware and Sound Choose homegroup and sharing options
Programs _ Internet Options
User Accounts e—Cmmgeyoorormepage—  Manage browser add-ons | Delete browsing history and cookies
Appearance and =
: “F Infrared
Personalization 5 A
~  Send or receive a file

Clock, Language, and Region

Ease of Access
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e Intg Properties ? X
General™Security cy Content Connections Programs Advanced

Home page
/? To create home page tabs, type each address on its own line.
i

/facer17swin10.msn.com/?pc=ASJE

Use current Use default Use new tab

Startup
() start with tabs from the last session
(@ Start with home page

Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and
web form information.

[] pelete browsing history on exit
Delete... Settings
Appearance — _

Colors Languages Fonts ‘ Accessibility

OK Cancel Apply
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& Internet Properties ? X

General Security Privacy Content Connections Programs Advanced

Certificates

"

Use certificates for encrypted connections and identification.

Clear SSL state I Certificates Publishers
= AutoComplete stores previous entries Settings
‘ on webpages and suggests matches
for you.

Feeds and Web Slices

(f—1 Feeds and Web Slices provide Settings
La, updated content from websites that

can be read in Internet Explorer and

other programs.

OK . Cancel Apply
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Installing Certificate

& Certificates X

Intended purpose: <All> v

Intermediate Certification Authoritiaast Trusted Root Certification Authorities| Trusted Pub ¢ | »

Time Stamping, Encry

security user

System, IP security tunnel termination, IP

Issued To Issued By Expirati... Friendly Name A

B4 AddTrust Extern... AddTrust External ... 5/30/20... The USERTru...

CalBaltimore Cyber... Baltimore CyberTr... 5/12/20... DigiCert Balti...

) Class 3 Public Pr... Class 3 Public Pri...  8/1/2028 VeriSign Clas...

3/ COMODO RSA C... COMODO RSA Cer... 1/18/20... COMODO SEC...

] Copyright (c) 19... Copyright (c) 1997... 12/30/1... Microsoft Tim...

IDigiCert Assure... DigiCert Assured L.. 11/9/20... DigiCert

I DigiCert Global ... DigiCert Global Ro... 11/9/20... DigiCert

IDigiCert High As... DigiCert High Assu... 11/9/20... DigiCert

5 Entrust Root Cer... Entrust Root Certif... 11/27/2... Entrust

[ZlFauifax Secure ... Fauifax Secure Ce...  8/22/720... GeaTrust ¥

Import. Export. Remove Advanced
Certificate in d purposes
Server Authenticati lient Authentication, Secure Email, Code Signing,

View

Close
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I
X X
(
2 Certificate Import Wizard & &# Certificate Import Wizard
{
T
T
Welcome to the Certificate Import Wizard File to Import
v Specify the file you want to import.
This wizard helps you copy certificates, certificate trust lists, and certificate revocation -
lists from your disk to a certificate store. oot
I File name:
<
A certificate, which is issued by a certification authority, is a confirmation of your ’ l | Browse...

identity and contains information used to protect data or to establish secure network

connections. A certificate store is the system area where certificates are kept.
i P Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

To continue, click Next.

w Next Cancel | |
i ' M Next Cancel
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BE Open
L R ) This PC

Organize = New folder

B ven

B Documents

Downloads

Installing Certificate

Date modified

10/15/2021 4:57 PM File folder

. |
File name:

} ‘XSOQ Certificate (*.cen*.crt)

Open Cancel
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& &# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

() Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities ' Browse...

Next Cancel

AL

& &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

(= Gl ICRS SR ER ER R Trusted Root Certification Authorities

Content Certificate
File Name C:\Users\Robin\Downloads\ul-root-ca.crt

% Cancel
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¢ Security Warning

You are about to install a certificate from a certification authority
(CA) claiming to represent:

Uplevel Root CA

Windows cannot validate that the certificate is actually from
"Uplevel Root CA". You should confirm its origin by contacting
"Uplevel Root CA". The following number will assist you in this
process:

Thumbprint (sha1): 60DEFDDA 3392C733 E79BA162 82DD7D31
784444D2

Warning:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbprint is a security risk. If you click "Yes" you
acknowledge this risk.

Do you want to install this certificate?

% Yes No
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[y |
Programs and Features

Moaobility Center

Power Options

/ Run X
Event Viewer
System
Device Manager — . Type the name of a program, folder, document, or
Network Connections Internet resource, and Windows will open it for you.

Disk Management

Computer Management

[:lpen: —— 3 W

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel ] Cancel Browse...

File Explorer 2 I

Search

Run
*Right Click*
1

Shut down or sign out >

Desktop

28 O Type here to seard g o A o Bm @ ~ = @ ~A® G
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E Console1 - [Console Root] — O X
@A File Action View Favorites Window Help - i 3¢
1 New Ctri+N
1= Open... Ctrl+0 L 5 b
Save Ctrl+S
' o A There are no items to show in this view. Console w. 241
More Actions >
K Add/Remove Snap-in... Ctrl+M h
Options...
i
Recent File
Exit
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Add or Remove Snap-ins X
- ] Certificates snap-in X
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For L
extensible snap-ins, you can configure which extensions are enabled. L :
Available snap-ns: Selected snap-ins: | This snap-n will always manage cerfficates for:

Snap-n 6 | Console Root Edit Extensions. .. 1 O My user account

ActiveX Control Remove (O Service account 8

@3 Authorization Manager gt ” @i Cami 5 /

] Certificates Microsoft Cor... e

%, Component Services  Microsoft Cor... 7 Move Up

A Computer Managem... Microsoft Cor... -

P oevice Manager Microsoft Cor... Add > / e

" Disk Management Microsoft and...

{3 Event viewer Microsoft Cor...

__|Folder Microsoft Cor...

S IP Security Monitor Microsoft Cor...

.‘S IP Security Policy M... Microsoft Cor...

= Link to Web Address  Microsoft Cor...

‘i- Local Users and Gro... Microsoft Cor... , Advanced... 9

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer, 1
-
-
' Back Cancel

[ox ][ conce
1 T
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Troubleshooting Issues

Add or Remove Snap-ins X
You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled. Double Check
Select Computer X Available snap-ins: - Selected snap-ns: it a ppears
Snap-n Vendor A ("] Console Root / Edit Extensions...
Select the computer you want this snap-n to manage. 10 =" ActiveX Control Microsoft Cor... ‘“l] Certificates (Local Computer) Remoue
This snap-in will always manage: I Authorizab’on Manager Microsoft Cor... —
& Certificates Microsoft Cor...
® Local computer: the computer this console is running on %, Component Services  Microsoft Cor... Move Up
O Anither oompnter B A Computer Managem... Microsoft Cor... RS
P¥bevice Manager Microsoft Cor... S
[[] Allow the selected computer to be changed when launching from the command line. This w Disk Management Microsoft and...
only applies f you save the console. {2] Event viewer Microsoft Cor...
| Folder Microsoft Cor...
8 1P security Monitor  Microsoft Cor...
S IP Security Policy M.., Microsoft Cor...
2| Link to Web Address  Microsoft Cor...
5 Local Users and Gro... Microsoft Cor... Advanced...
1 1 Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer, 12
cBack [P ] | o /
oK Cancel
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[ fzﬁ Console1 - [Console Root] = O X
1'; File Action View Favorites Window Help - &8 X
= |7 = HE
13 | Console Root Name dceun;

_ﬂﬂ Certificates (Local Computer)

14

:,91 Certificates (Local Computer) 15 Console Root -

| Personal

£*D: v || Trusted Root Certification Auth: More Actions »
Right 3 Cegtificatar !

Click* | Enterpi All Tasks > Import... i

= o New Window from Here

| Trustec

| Untrus Refresh

| Third-f

| Trustec Help

| Client Authentication Issuers
| Preview Build Roots
_| AAD Token Issuer
~| Homegroup Machine Certificat
| Certificate Enroliment Requests
| Smart Card Trusted Roots
| Trusted Devices
| Windows Live ID Token Issuer

< >

Add a certificate to a store
T —
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“* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from vour disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

16

| Net || Cancel

| €

£+ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Browse...

17

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78B)

Microsoft Serialized Certificate Store (.S5T)

Cancel
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) X
I
| & Open % | | € & Certificate Import Wizard L
| ™ ‘ > ThisPC » Downloads v 0 Search Downloads o) ]
Organize ¥ New folder Bz v [N o File to Import
S A Spedify the file you want to import.
Root Trust Certif » Name Date modified Type Size
B Videos PyPDF2-1.26.0 6/7/2 File folder
& OneDrive reportlab 6/7 File folder File name: ‘
reportlab-3.4.0.dist-info 6/7/2017 11:1 File folder | C:\Users\Robin\Downloads \ul-root-ca. crt | | Browse...
& This PC o) ul-root-ca 6/8/201711:34 AM  Security Cestificate 2KB
B Desktop \ Note: More than one certificate can be stored in a single file in the following formats:
%| Documents 18 Personal Information Exchange- PKCS #12 (.PFX,.P12)
; Downloads Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
J’ Music Microsoft Serialized Certificate Store (.SST)
& Pictures
! Videos
‘s Windows (C:)
N P VA Bk >
File name: | ul-root-ca v ‘ X.509 Certificate (*.cer;*.crt) v 19
I R — T I
| Net | | Cancel
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| € &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

- A S SRR Trusted Root Certification Authorities

Content Certificate
File Name C:\Users\Robin\Downloads\ul-root-ca.crt

N

Finish

20

Cancel

Save and Exit out of the
' Console.
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iy X sl Ma
O © Filters \v/ I ' Settings ' - - . |
Best match 2 f & Home VPN i
ari |

O,Z;, Change virtual private networks (VPN) L { [ Find a setting I + Add a VPN connection M 3

System settings

int [t ey
Search suggestions [; 1
i s & status Advanced Options
/O VPN - See web results
7@ Wi-Fi Allow VPN over metered networks
f @ on
| % Ethernet
Allow VPN while roaming
“*  Dial-up @ on
% VPN .
r Related settings
n}): Alpine mode Change adapter options
N/ 4 47 Mobile hotspot Change advanced sharing options
F
1 @ Data usage Network and Sharing Center
1 windows Firewall
@ Proxy

£ vpn l
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Edit VPN connection

€ To Dashboard Enable VPN

> s Connection Information These changes will take effect the next time you connect
Server: Connechion name

Devices ! !
Shared Key I HomeVPN

0= T

Users L
Server name or address

. e X

Enable this user

& Storage

User Name Password VPN type
Ethernet HomeVPN remoteaccess|
U Firewall Member of

Type of sign-in info

4k

Employees
[# Site Settings

User name (optional)

Password (optional)




uplave Establishing VPN

SYSTEMS

ll Settings = =] X

& Home VPN

Find a setting

+ Add a VPN connection Con nectEd !

Network & Internet
0? HomeVPN
. Connected
£ Status

7 Wi-Fi Advanced options Disconnect

| %2 Ethernet

Advanced Options
% Dial-up
Allow VPN over metered networks

r % VPN & o

{ &= Airplane mode Allow VPN while roaming

| @ o

2 Mobile hotspot

i‘
| ® Datausage Related settings
& Proxy Change adapter options
:“ Change advanced sharing options
Network and Sharing Center
Windows Firewall
d
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Check out your partner collateral
. FAQ
«  Training Material
*  Marketing Material
*  Pricing

Contact Support:
support@uplevelsystems.com
Phone: 971-317-3001
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